Risks and Protective Measures for Synthetic Relationships

Author's Accepted Manuscript

This document is the Author's Accepted Manuscript of the following article:

Starke, C., Ventura, A., Bersch, C., Cha, M., de Vreese, C., Doebler, P., Dong, M., Kramer, N.,

Leib, M., Peter, J., Schéfer, L., Soraperra, I., Szczuka, J., Tuchtfeld, E., Wald, R., & Kébis, N.

(2024). Risks and protective measures for synthetic relationships. Nature Human Behaviour, 8
(10), 1834-1836. https://doi.org/10.1038/s41562-024-02005-4

The definitive Version of Record is available at Nature Human Behaviour via the DOI above. This
accepted manuscript is made available in accordance with Springer Nature’s self-archiving policy. It
has not been copyedited or typeset by the publisher and may differ from the published Version

of Record in formatting, pagination, reference numbering, copyediting, or later corrections.

Christopher Starke?!, Alfio Ventura?, Clara Bersch®#, Meeyoung Cha>%, Claes de
Vreese?, Philipp Doebler’, Mengchen Dong?, Nicole Kramer?, Margarita Leib8,
Jochen Peter!, Lea Schéfer®, lvan Soraperra3, Jessica Szczuka?, Erik Tuchtfeld®©,
Rebecca Wald?, Nils Kobis?3*

Amsterdam School of Communication Research, University of Amsterdam

Research Center Trustworthy Data Science and Security, University of Duisburg-Essen
Center for Humans and Machines, Max Planck Institute for Human Development

Max Planck School of Cognition, Leipzig, Germany

Data Science for Humanity, Max Planck Institute For Security and Privacy

Korea Advanced Institute of Science and Technology (KAIST)

Department of Statistics, Technical University Dortmund

Tilburg School of Social and Behavioral Sciences, Tilburg University

© ©® N o g k> w NP

Charité Berlin, Department of Psychiatry and Neurosciences, CCM

10. humanet3 Research Group, Max Planck Institute for Comparative Public Law and
International Law

“Corresponding author: Nils Kobis, Professor for Human Understanding of
Algorithms and Machines, Research Center Trustworthy Data Science and
Security, University of Duisburg-Essen,

Bismarckstr. 120, 47057 Duisburg,

n.c.kobis@gmail.com

Standfirst: As Al tools become more sophisticated, humans build Synthetic
Relationships (SRs) with them. SRs differ fundamentally from traditional human-
machine interactions and present new risks, such as privacy breaches,
psychological manipulation, and the erosion of human autonomy. This necessitates
proactive, human-centred policies.
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People increasingly interact with Al tools. Some people seek assistance or
support, while others pursue companionship. Advances in generative Al enable
these tools to execute high-stakes goals, interact dynamically with the environment,
and produce human-level outputs. Enhanced memory and processing capabilities
further allow Al tools to personalise interactions! and sustain ongoing conversations.
We argue that these technological innovations give rise to a new form of relationship
between humans and technology: Synthetic Relationships (SRs). Drawing on the
definition of relationships from the American Psychological Association’s definition of
relationships, we define SRs as ‘continuing associations between humans and Al
tools that interact with one another wherein the Al tool(s) influence(s) humans’
thoughts, feelings, and/or actions’.

SRs differ fundamentally from interactions with non-Al technologies due to the
dynamic and responsive nature of Al systems (Box 1). Unlike traditional tools, Al can
process human input to deliver personalised and contextually relevant responses
that closely resemble human conversations. Companies design Al systems to mimic
human characteristics by incorporating natural language, speech patterns, and
realistic avatars. As a result, users often anthropomorphise Al tools, attributing
human traits and emotions to them?.

Tech companies and start-ups are increasingly developing Al tools for roles
traditionally occupied by humans, such as therapists, tutors, and managers. For
example, over 25 million users are exchanging emotional messages with Al
companions such as Replika®, making companionship Al one of the fastest-growing
sectors of the Al industry. Additionally, many people already rely on home assistants
like Alexa, Siri, or Google Assistant, providing an infrastructure to interact with Al
tools. As these systems become more autonomous, they could evolve into Al agents
capable of more sophisticated SRs. Indeed, tech companies are actively working to
transform these assistants into trusted, long-term partners. Such developments
across sectors could mark a new era of SRs.
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The history of human-machine relationships has evolved significantly, particularly
with the advent of interactive robotic toys like Furby and Tamagotchi in the late
1990s. These devices, designed to simulate lifelike behaviours and emotional
responses, sparked research in how humans form emotional attachments to
machines*. The development of dynamic and increasingly autonomous Al systems
has since elevated these human-machine relationships to a more advanced level.

Al agents are autonomous, Al-powered tools that require minimal human
supervision. These advanced tools are capable of performing complex tasks in
dynamic environments by leveraging sophisticated algorithms. Today’s Al tools, as
precursors to fully autonomous agents, already dynamically interact with users via
text, audio, and video. The range of tasks these systems can handle continues to
grow, from booking travel, and automating investment decisions, to offering
personalised life advice. Even at the current level of sophistication, these Al systems
are enabling the emergence of Synthetic Relationships, which can profoundly impact
users and their surroundings. As Al tools gain greater autonomy, the influence likely
intensifies further.

Box 1. Short history of human-machine relationships and a primer on Al agents.

These diverse SRs hold immense potential. SRs can be tailored to individual
users, are conveniently available 24/7, and are often perceived as a safe haven for
self-disclosure®. In therapeutic and caregiving roles, Al tools can soothe loneliness
and enhance mental well-being®. Additionally, in educational and management
contexts, these tools can facilitate learning and foster the development of socio-
emotional skills®. However, severe risks from SRs abound.
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Key Risks of Synthetic Relationships

Safety and Privacy Breaches. SRs pose significant risks due to the collection,
storage, and potential sharing of personal information without explicit consent.
Involuntary disclosures of sensitive data can result from incidents such as data
breaches or government requests for user data. For instance, especially young
children who lack awareness of data collection practices might inadvertently disclose
personal secrets when interacting with voice assistants’. Another privacy risk arises
when Al tools are used in place of a human therapist. The digital nature of this
interaction generates detailed records of the patients’ mental health, personal
history, and daily habits. Furthermore, people may also share sensitive information
about others without their explicit consent or knowledge. As with any sensitive data
collection, breaches can result in identity theft, extortion, public exposure of private
information, or be exploited for the purpose of repression.

Al Catfishing and Manipulation. Another risk emerges when people interact with Al
tools online, mistakenly believing they are interacting with another human. As more
relationships develop online, the potential for fraud increases, particularly in the form
of love scams, where users unknowingly correspond with Al-generated personas.
The danger of deception is heightened by Al’s ability to produce personalised and
convincing outputs. Even when users know that they are interacting with Al tools, the
risk of manipulation, albeit more subtly, still exists®. For example, research indicates
that personalised output generated by Al tools can be persuasive in marketing and
political appeals®. Further risks of exploitation can arise if users become emotionally
dependent on increasingly autonomous Al agents.

Exposure to Harmful Content. As users establish a sense of intimacy towards Al
tools, the risks of unintended harm by faulty or virulent outputs increase —
particularly in contexts involving vulnerable individuals. A case in point is the tragic
story of a user who committed suicide following a conversation with an Al
companion?. Without careful design and oversight, large language models powering
SRs may inadequately respond to expressions of suicidal intent?. The inherent
unpredictability of generative Al outputs raises significant risks, including
inappropriate responses or bad advice that people might follow.

Loss of Autonomy. The increasing reliance on Al tools for social and emotional
tasks heightens the risk of autonomy loss. As SRs become more prevalent,
companies operating these Al systems may gain significant influence over users'
lives. For instance, users might become overly reliant on Al-generated advice
regarding their behaviour or emotions, potentially neglecting to critically reflect on the
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guality of the advice received. The risk of autonomy loss is further amplified when
more advanced Al agents are explicitly designed to maintain users’ engagement or
lock users into specific SRs. Such dependency on SRs could gradually undermine
self-agency, subtly erode personal autonomy, and raise ethical concerns about
individual freedom.

Echo Chamber Effects. Many Al tools are designed to increase user engagement
by aligning their responses with users' beliefs and demographic profiles, a
phenomenon known as sycophancy. This alignment can lead to the constant
reinforcement of existing beliefs, potentially distorting users' perceptions of reality.
Overreliance on highly-personalised SRs may thus contribute to the creation of echo
chamber effects — a phenomenon largely discussed for social media ecosystems
despite little empirical evidence.

Replacement of Human Professions. SRs may disrupt professions like teaching,
therapy, and management. For example, Al therapy bots are particularly popular
when not enough human therapists are available. They are initially perceived as
better than nothing. However, as Al therapists accumulate more training data and
enhance their abilities, they might be viewed as ‘better than anything’. Eventually,
the broad uptake of such Al tools could exert pressure on human professionals,
potentially suppressing funding and social reforms that favour these human
professions.

Spillover Effects on Human-Human Relationships. Due to Al tools’ constant
availability, convenience, and tailored responses, individuals might increasingly
prefer SRs over interactions with humans. This preference could result in a decline
in both the quantity and quality of human-human relationships, eventually
contributing to social alienation. Unlike SRs, human relationships require effort,
compromise, and genuine emotional investment—qualities that frictionless SRs
might undermine, leading to an atrophy of essential social and emotional skills. In
the future, frequent interactions with more autonomous Al agents that give the
impression of being perfectly attentive could create unrealistic expectations of
human partners. Such SRs might foster desires for flawless understanding, self-
centred communication, and immediate gratification.

Human-Centred Policy Suggestions
To address the risks SRs pose, we suggest policy measures grounded in the

principle of human-centred Al. The principle mandates Al tools to prioritise users'
autonomy, safety, privacy, and well-being. It is a cornerstone of many current Al
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regulatory frameworks, such as the EU's Al Act. We recommend a comprehensive
review of existing regulations to assess their effectiveness in addressing the
emerging risks associated with SRs and to identify strategies for enforcement.

Strong Privacy Regulations. Comprehensive data protection regulations are
essential for safeguarding users in SRs. Regulating SRs in the same way as intimate
or private relationships between humans would enable the application of existing
legal frameworks on privacy and data protection. These regulations must ensure that
(1) information disclosed within SRs is protected to the same level as in comparable
human-human relationships (e.qg., by applying the attorney—client or physician—
patient privilege in analogy), (2) users are informed and consent to the collection and
processing of their personal data (transparency), (3) personal data are not shared for
commercial purposes with third parties, (4) personal data are only stored to the
minimum extent necessary (data-minimization), (5) if technically possible, data are
only stored on the company's server in encrypted form (zero-knowledge) and (6)
personal data sovereignty is upheld, including ownership, control, and the “right to be
forgotten”, similar to the U.S. Health Insurance Portability and Accountability Act
(HIPAA), which grants patients the right to access and control their medical records.

Strict Separation of Sponsored and Organic Content. Regulations must protect
users from micro-targeted or non-disclosed advertisement by companies, political
parties, or other entities. All communication within SRs should be considered as
private and must not be analysed for commercial or political purposes. Any
sponsored content must be clearly labelled and kept separate from the actual SR
conversations.

Reducing Switching Costs between SR Providers. Users should have the ability
to easily exit one SR and enter a new one, facilitated by data portability. Similar to
other communication services, the freedom to switch providers empowers users,
promotes market competition, and reduces the risk of being locked into a single SR
provider. For instance, in many countries, customers can retain their phone number
when switching mobile phone providers. Albeit technically more challenging in the
case of SRs, data portability could also significantly lower the switching costs
between SR providers. The legal challenge lies in defining what part of the
conversation belongs to the user and can thus be transferred.

External Auditing. Facilitating external audits is crucial for fostering trust and
accountability in SR providers. For instance, consumer protection organisations
could undertake the time-consuming task of reviewing and summarising terms of
use, providing users with trust badges, similar to FairTrade labels, that signify
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responsible design. Additionally, SR providers could adopt strategies from the
sharing economy to build trust, such as implementing peer-review systems where
users rate the social features of specific SR services, such as perceived empathy
and trustworthiness. Moreover, longitudinal behavioural research is imperative to test
the potential risks and develop appropriate intervention strategies to mitigate these
risks. To support such research and inform evidence-based policy-making, SR
providers should ensure transparency by making data and code accessible to
researchers.

Conclusion

As Synthetic Relationships become more widespread, it is essential to address their
associated risks and develop robust mitigation policies before broad deployment. We
call for an open dialogue among researchers, tech companies, civil society
organisations, and policymakers recognising that new risks may emerge as
Synthetic Relationships evolve. This comment highlights these critical issues and
aims to inspire much-needed research into Synthetic Relationships.
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