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ABSTRACT

Quality control and data imputation are facing new challenges due to huge amounts of heterogeneous data that need to be qualified and, at
the same time, new opportunities arising from innovations in machine learning (ML). A meta-level description of why a transformation from,
or the integration of conventional methods to ML methods could be beneficial, which conditions need to be met, and how far the actual
utilization possibilities have progressed is needed to leverage its potential. Our critical review closes this gap by qualitatively condensing
the state of the art, pointing out open questions and possible solutions. The aim of this work is to contribute to a clearer outline of the current
research state to better target future works. The results are that questions and challenges remain open in all three areas: benefits, conditions,
and usage of machine learning in water resources management. Most importantly, ML models can currently only be poorly classified in terms
of their performance and trustworthiness. Nevertheless, we hypothesize that ML will be capable of increasing the degree of automation in
water resources management, even though there are still many steps to be taken for the efficient application of machine learning in water
resources management.
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A review on how machine learning can be beneficial
for sensor data quality control and imputation

INTRODUCTION

The quality of data plays a fundamental role in decision-making (Ehrlinger & W6R 2022). With the increasing importance
and complexity of data pipelines, data quality has become one of the key challenges in modern software applications
(Jager et al. 2021). Furthermore, the increasingly used applications based on artificial intelligence are heavily dependent
on the data quality (Jain ef al. 2020). Trustworthy artificial intelligence applications require high-quality training and test
data in many data quality dimensions, for example, in terms of accuracy, consistency and completeness (Budach et al. 2022).

Data quality is most frequently described by its ‘“fitness for use’ for downstream applications, which implies context-depen-
dency and subjectivity (Ehrlinger & W06l 2022). Following this definition, the presence of adequate data quality is not a static
entity for a dataset (cf. Li ef al. 2023). Data quality can be measured in several dimensions with numerous metrics each.
Research widely agrees on this representation (Ehrlinger & W6l 2022). A multidisciplinary consensus on the data quality
dimension and metric set does not exist (cf. Sebastian-Coleman 2013; Cai & Zhu 2015). Different dimensions and metrics
are taken into account for separate details of the data. This is due to differing perspectives and foci on the data, based on
different ‘fitness for use’ needs. The dimensions have [usually] intersections (Karkouch et al. 2016). For example, the data
accuracy dimension (is the data correct?) and the data completeness dimension (does the data exist?) are intersected.
Also, due to the intersections between data quality dimensions, trade-offs in optimizing the corresponding metrics might
occur (Karkouch et al. 2016).

The individual data quality measurement strategy is determined by requirements based on its ‘fitness for use’. As require-
ments must not necessarily be fixed but might be selectable, subjectivity can come into play. Furthermore, there might be
several ways of capturing the requirements, where subjectivity can play a role among other factors. As a practical implication,
the comparison of data quality indices built upon different quality dimensions and/or metrics is an open question (Einfalt
et al. 2010).

The amount of sensors is rapidly increasing. Myroshnyk et al. (2024) expect a further increase in Internet of Things (IoT)
devices, in general, by 14% per year until 2030.

Measured sensor data inevitably contain inaccurate information, as the measurements are performed with imperfect instru-
ments that have their own accuracy limits (Abid ef al. 2021). This is also shown by practical metrological experience, as
repeated measurements of the same lengths of a workpiece under the same conditions and carried out by the same
person can lead to slightly different values for the measured variables, i.e. the values can scatter (Reindl & Trénkler
2014). In addition, errors in the mapping or application of the transformation logic are possible during data transmission
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due to runtime errors, network failures, etc. (Abid et al. 2021). Other sources of errors include, but are not restricted to, power
fluctuations, improper installation of the instruments and incorrect calibration (Abid ef al. 2021). In general, every time we
observe a physical quantity and digitize its value for further processing, storage or control, there is an uncertainty associated
with this value (van Driel 2020). Data insecurities can be classified in relation to the sensor’s environment, measuring device
structure, measuring device material, interacting person, and measurement strategy (Marxer et al. 2021). A sensor-based
uncertainty quantification is regularly provided as an indication for internal sensor insecurities. Internal uncertainties can
be related to the measurement strategy, the measurement device and the utilized material. External measurement uncertain-
ties can derive from the sensor’s environment and milieu or human influences and cannot be generally quantified. To reduce
the sources of uncertainty, many rules and best practices for placing and maintaining sensors were set up. Sensor uncertain-
ties can have different classification schemes due to different perspectives and foci on functional sources. Another kind of
classifying sensor uncertainties is their ability to be described with parametric functions or not. Non-parametric uncertainties
in sensors are more complex, as they cannot be traced or an error pattern cannot be recognized. The usual error types classi-
fied by error and residual values are bias, constant, drift, noise, and outlier/spike (Li et al. 2020; Teh et al. 2020). Regarding
the increasingly often used low-cost sensors, their data quality is a concern because the sensing hardware of such sensors is
generally characterized by reduced accuracy and reliability (He ef al. 2020). When defining sensor system architectures, the
aim is to achieve the best possible performance with simultaneous robustness against external influences while keeping pro-
duction and maintenance costs low (van Driel 2020). Therefore, a trade-off between these factors is necessary when setting up
sensor networks. Based solely on a received measurement, the actual deviation from the true value - caused by the reasons
described above - is not known. As a result, the amount and structure of such measurement uncertainties can only be
approximated.

At the authors’ research institute, numerous IoT sensors are deployed. For example, typical errors in such an ultrasonic low-
cost sensor for water level measurement are deviations of up to 20 cm due to direct sunlight exposure. Another common issue
is spider infestation, which does not necessarily lead to complete sensor failure but significantly increases the number of out-
liers. A notable observation with microwave radar sensors is their tendency to produce a higher number of seemingly random
outliers compared to ultrasonic sensors. Both types of sensors share a common limitation: They are susceptible to disturb-
ances caused by vegetation growth. Such errors often manifest as isolated measurement anomalies, where the sensor
consistently records an identical but incorrect value that significantly deviates from the actual water level. Rainfall measure-
ment poses significant challenges, and error detection is nearly impossible when analysing the time series of a single sensor in
isolation. Certain error types, such as improperly placed sensors (e.g. under trees), blocked inlets (e.g. due to leaves), or gen-
eral contamination of the measurement system cannot be identified through isolated sensor analysis alone. Data integration
or fusion of multiple sensors can generally lead to improvements in data accuracy for different use-cases with data quality
enhancement models (Krishnamurthi et al. 2020).

Machine learning (ML) has been revolutionized with the availability of big data and advancements in computing power
and is still in the early stage of development (Sharifani & Amini 2023). As part of artificial intelligence, it aims to imitate
human behaviour with the help of technology. An ML promise is task automation, that formerly could only be executed
by humans, which has been partly fulfilled already. The automation degree in sensor data assurance might be increased
through the use of ML. It is rapidly developing with widespread adoption in recent years, involving the use of algorithms
to learn from data and with the goal of improving the accuracy and efficiency of predictions or decisions (Sharifani &
Amini 2023). Deep learning has gained a lot of attention and is a subset of ML, utilizing neural networks to simulate the struc-
ture and function of the human brain (Sharifani & Amini 2023). ML algorithms are particularly useful when working with
structured data, such as in financial or marketing analysis (Sharifani & Amini 2023). The authors further point out that, on
the other hand, deep learning algorithms have shown great potential in handling unstructured data, such as images, speech,
or text. Reinforcement learning is another subset of ML, involving teaching an agent to make decisions based on rewards and
punishments (Sharifani & Amini 2023). The availability of large amounts of data is crucial for the success of ML models
(Sharifani & Amini 2023).

ML differs significantly from other techniques and this can be seen as a paradigm shift. ML models have been data-driven,
involving mathematical equations assessed from the analysis of the supplied empirical data only (Solomatine & Ostfeld
2008). On the contrary, a physically based (process) model is based on the description of the behaviour derived from physics
(Solomatine & Ostfeld 2008), or as Kadlec et al. (2009) state it, a process model has full phenomenological knowledge about
the process background and, in contrast, a data-driven model itself has no knowledge about the process, being entirely based
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on empirical observations of the process. Barbierato & Gatti (2024) argue that although ML has a mathematical foundation,
it cannot be strictly regarded as science from a methodological perspective because ML algorithms cannot necessarily pro-
vide causal explanations about the predictions. We argue that this is what you buy into when using data-driven models
standalone. Even though ML models have capacities for model interpretation, they are less transparent and explainable
and can well adapt to complex or little-understood processes. They rely on understanding of the input and output data
and data-driven model evaluation using ground truth reference data to ensure model trustworthiness. Figure 1 gives a
visual description of it. Even though the strict differentiation between physics-based and data-driven models is softened, phy-
sics-informed ML emerges and evolves (Xu ef al. 2023).

Supervised, semi-supervised, and unsupervised are three major approaches to train ML algorithms (Gudivada et al. 2017).
In supervised learning, an algorithm learns from the training data, which is provided in the form of labelled instances (Gudi-
vada et al. 2017). The labelled instances are called ‘ground truth’. In unsupervised learning, an algorithm learns on its own
(Gudivada et al. 2017). Semi-supervised learning is a hybrid of supervised and unsupervised learning (Gudivada et al. 2017).
It makes use of mostly unlabelled data for training or, in other words, the training data is comprised of a small amount of
labelled data and a large amount of unlabelled data (Gudivada et al. 2017).

The goal of a quality control technique is maximizing the detection of true errors and biases while minimizing the rejection
of ‘good’ data (Hahn ef al. 2022). The data accuracy and completeness dimensions are improved by this kind of quality assur-
ance. In principle, quality control is a binary classification problem (error/no error). However, it can be interpreted as a
probability problem in the interval [0,1] (error probability) and an associated adjustable threshold. Anomaly detection is
an important part of quality control, even though not every anomaly is an error. Little standardization exists regarding
implementation details of quality control workflows among networks or domains (Schmidt et al. 2023). The underlying
methods can be separated into model-based, knowledge-based, and data-driven (Alzghoul ef al. 2014). Model-based methods
are used traditionally (Abid ef al. 2021). Although traditional signal processing techniques can quality control and impute
sensor data, they demand significant human intervention (Jana et al. 2022). Data-driven methods have been used before
the rise of ML, usually in the form of statistical models (cf. Alzghoul et al. 2014).

In data imputation, missing and incorrect data points are substituted. The data accuracy and completeness dimensions are
affected as well. Classifications for imputation approaches are based on the information correlation, type of model creation,
number of variables used in the model, time of imputation of the missing data, and the number of imputations (Mustika 2019).
However, data imputation can never replace an accurate measurement; moreover, the imputation procedure itself can intro-
duce new uncertainties and only reduces the systematic error in a statistical sense (Rubel et al. 2000). Some imputations can
be applied in near real-time, whereas others (e.g. sensor drift) can be done only after an adequate period of time has elapsed,
for the trend or pattern to be sufficiently characterized (Campbell et al. 2013).

In Teh et al. (2020)’s review, 26% of their selected research papers did quality control and data imputation in one step.
According to them, these methods usually compare an observed value with a model’s estimation and in case of a significant
difference, the observed value is imputed by the estimated value.

Insufficient data quality is an issue for downstream ML applications that can be answered with two primary strategies: Data
preprocessing for quality assurance and the development of downstream-application ML models for quality-reduced data (cf.
Chuah ef al. 2022). This review examines both quality control and data imputation quality assurance as part of data prepro-
cessing. This approach has the advantage that quality-assured data are available for a wide range of application scenarios,
including the use for downstream ML models and hydrological analyses.

Data- driven
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Black box model
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Figure 1 | Basic principle for generating trust in machine learning black-box models.
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Existing reviews in sensor quality control, including the overlapping anomaly detection field, present a differentiated pic-
ture with regard to sensor error types (e.g. Li ef al. 2020; Abid et al. 2021), method foci and method selection, including data-
driven ML, deep learning, and conventional techniques (e.g. Cook et al. 2020; Erhan et al. 2021; Yan et al. 2024). As the
overall method toolboxes and application scenarios are very large, wide-ranging, and increasing, no review can cover
the entire options. Nevertheless, a considerable effort has been made through numerous reviews in this field to address
the wealth of application areas. The situation is comparable for data imputation (e.g. Faizin ef al. 2019; Wang et al. 2024)
albeit at a lower granularity since this field is less explored. We, therefore, also relied on reviews with a focus on time
series data, in general, instead of solely on sensor data. The availability and review state of ML and deep learning techniques
are well advanced in general (e.g. Sun et al. 2023; Zhang et al. 2023). Teh et al. (2020)’s review accentuated sensor data qual-
ity as a whole, delivering a good introduction to the subject.

Water resources management-specific reviews in this field are not known to the best knowledge of the authors. The existing
reviews stress on improper data quality as a limiting aspect for management and innovation (e.g. Stewart 2015; Kamyab et al.
2023). Best practices on ML methods are unclear in the adjacent field of predicting hydrological parameters in unmonitored
sites (Willard ef al. 2025). Even though water resources management is large and diverse - as it interacts with the rest of the
environment at numerous stages — the perspective focused on it could make a significant contribution to solving and improv-
ing issues that are common for or restricted to water resources management’s quality control and data imputation. As
mentioned before, ML is already a part of the quality assurance landscape, and the mode of operation differs significantly
from other techniques. Despite its innovative potential, the existing reviews lack a thorough analysis on the conditions
under which ML can succeed. However, such basic requirements must be understood and met for the respective use-case
in order to foster progress with ML. Underlying open questions on the trustworthiness of ML models, especially regarding
the reference data situation in water resources management, are not yet condensed and consolidated. It is essential as ML
has to prove against other quality assurance technologies in water resources management. Possible ML benefits on why to
confront with these conditions are not yet clearly defined and examined for quality assurance in water resources manage-
ment. The ML usage in terms of model selection is well examined in the existing reviews,even though its learning
capacity and model choice are not analysed for water resources management use-cases.

All in all, a meta-level description of why a transformation from, or the integration of conventional methods to, ML
methods should be pursued, under which conditions it could succeed and how far the actual learning capacity and utilization
possibilities have progressed is a research gap in water resources management.

The aim of this article is to review how ML can be beneficial to sensor data quality control and imputation in water
resources management, illustrated along with the review context in Figure 2. To the best knowledge of the authors, our
review closes the gap of clarifying the advantages, as well as the conditions under which quality control and data imputation
can benefit from ML, and its prospective learning capacity on a meta-level. The results of this review can be relevant both for
the scientific and professional communities. We shed light on open research directives and derivatives can be drawn for the
practical applications of data quality assurance strategies.

POTENTIAL FUTURE BENEFITS OF USING MACHINE LEARNING

Figure 3 illustrates this section’s parts along with an envisioning of an increased automation degree. We discuss the current
situation and future ML prospects. Possible complex structure modelling using ML raises technological questions. Further-
more, much data are currently not tapped - being able to leverage these information sources could substantially improve
quality control and data imputation.

Potentially increased automation degree as a driver for the use of machine learning

How can human resources be used efficiently to ensure adequate data quality? Stakeholders aim to reduce the degree of
human interaction for quality assessments, which is necessary to handle an increasing amount of sensor data. A wide variety
of commercial, open-source, and academic data quality tools have been developed to support the automation of data quality
management (Ehrlinger & WoR 2022). Basic, non-ML, methods can easily be automated (Clemens-Meyer ef al. 2021).
Advanced, non-ML and ML, methods need calibration by human labour (cf. Schmidl et al. 2022, Clemens-Meyer et al.
2021). Current tools can automate tasks which were formerly left to human labour, manual quality control (cf. Schmidt
et al. 2023) and data imputation.
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ML can potentially serve as a way to counter an increasing data quantity with an appropriate qualitative component, keep-
ing the labour workload constant. The so-called quality 4.0 plays a pivotal role for these developments (Escobar et al. 2025).
Ehrlinger & WoR (2022) point out that, according to ISO standard 8,000-8 (International Organization for Standardization
2015), [at least nowadays,| pragmatic data quality measurement requires interaction with the respective users who validate
data, contrary to complete automation. Clemens-Meyer ef al. (2021) expect that quality control and data imputation
cannot be fully automated. On the contrary, Schmidt et al. (2023) expect them to be required.

So, how can ML contribute to fully automated quality assurance or a further increased automation degree? We hypothesize
that ML will be able to unite formerly individual, often consecutive quality assurance steps that need calibration each.
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Potentially greater ability to replicate use-case complexity

More complex models when coupled with more complex features yield significantly better performance (Gudivada et al.
2017). However, in water resources management, do we have complex associations leading to complex features justifying
the use of complex models? The hydrologic cycle itself is incredibly complex with a myriad of positive and negative feedbacks
acting at a variety of scales (Bras 2015). Since applications depend on the hydrologic cycle, they usually carry at least a subset
of its complexity. Furthermore, human infrastructure systems are coupled to and interact with the hydrological cycle and
natural resources, adding additional complexity to applications (Sivapalan & Bloschl 2015). ML might be a solution to mod-
elling such complex phenomena in water resources management, in general [including data quality assurance] (Sivapalan &
Bloschl 2017).

For many applications in water resources management, a spatio-temporal context is ubiquitous. Most methodologies do not
fully exploit spatial and temporal dependencies between multiple variables to detect anomalies (Tian et al. 2023). Gao et al.
(2022) and Singh (2024) emphasize that generative adversarial network (GAN)-based deep learning is promising for spatio-
temporal applications such as anomaly detection or data imputation. However, neural networks have inherent shortcomings,
such as the need for a large number of training examples and poor generalization capabilities, increasing the difficulty of qual-
ity control (Li et al. 2020) and data imputation.

Besides spatio-temporal associations, other factors can add complexity. A technical component creating additional model
complexity is the use of heterogeneous data sources (Xubo ef al. 2024). High data complexity can be tackled by using deep
learning methods in quality control (Choi et al. 2021). A recent development in data imputation is the use of hybrid models
(Adhikari et al. 2023) to overcome this issue.

Abid ef al. (2021) see a combination of various hybrid methods, such as a combination of specific model-based and data-
driven methods as a future quality control research field. Pastorini ef al. (2024) use physically-constrained data imputation in
their study. This current follows a general trend in hydrology where physics-based and ML modelling are combined (Nearing
et al. 2021). The inclusion of physical knowledge can potentially reduce model complexity and contribute to mass-conserving
results. However, Nearing et al. (2021) point out that it is yet undecided whether the so-called theory-guided or plain ML
models are a better model choice.

According to several authors, imputation of numerical data does not necessarily require powerful or heavy deep learning
tools (cf. Jager ef al. 2021; Sun et al. 2023). Instead, they propose more lightweight and less complex ML techniques, such as
random forest algorithms. We explain the discrepancy by a different understanding of case complexity and, subsequently, of
required data complexity. In the same breath, we pose the open question if recorded data capture case complexities for water
resources management data quality assurance applications. Due to a rapid and continuing increase in the number and types
of sensors, we assume that it will be possible to provide sufficient measurement coverage in the future for most use-cases.
Furthermore, progress in extracting spatial information (Wu et al. 2024) from, e.g. geographical information systems, can
further improve data quality enhancement.

Potentially increased intelligent task solving by leveraging of information in sensor data heaps

Even though ML has led to major innovation steps by supervised learning, the tremendous success of ML methods stems
from their ability to learn in the absence of supervision because, usually, an abundance of unsupervised data is available
(Broker et al. 2024). This is true for water resources management, as a vast amount of unlabelled sensor data is (publicly)
available.

Abid et al. (2021) and Adhikari et al. (2023) emphasize on the inclusion of self-learning capabilities. The self-learning capa-
bility is an outstanding capability of ML in contrast to other method types. As stated before, reinforcement learning involves
teaching an agent to make decisions based on rewards and punishments (Sharifani & Amini 2023). We argue that in sensor
quality control and data imputation, the ability for self-reinforcement can be blurred because the true label or value is not
known after a reinforcement model’s decision and, as a result, appropriate feedback (punishment/reward) cannot be
given. This is in contrast to the typical reinforcement learning use-cases, such as time series forecasting, where a model
receives feedback on its forecast after time has passed. Another popular use-case is a chatbot based on generative pre-trained
transformer networks like ChatGPT, predicting the next word in a sequence of user input and get a reward or punishment
based on it. In quality control or data imputation, this would mean to predict the next label or value in a time series,
which is absolutely feasible, even though a model can only get feedback on the measured (and maybe corrupted) value
because the true value is not known. We hypothesize that this is suitable for use-cases in which the (spatial) monitoring
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density exceeds the density of state changes. This kind of learning type still has to be evaluated based on ground truth data to

generate trust in its predictions.
Leveraging the inherent information in sensor data heaps remains an open question for quality control and data imputation

which, if answered, could lead to major innovation steps.

THE AVAILABILITY OF ‘GROUND TRUTH' DATA AS A CONDITION FOR TRUSTWORTHY MACHINE LEARNING
AND ITS IMPLICATIONS

For methodological improvements, the optimal data quality is very appealing to obtain, serving as a ground truth reference
and ensuring model trustworthiness. Ground truth sensor data can, for example, be obtained from sensors of higher quality,
such as standard rain gauges at the same location of low-cost gauges that are qualified (e.g. Kriiger ef al. 2024). The optimal
ground truth usually remains a theoretical construct, as every sensor measurement has uncertainty associated with it (cf. van
Driel 2020), which first brought the need for quality assurance onto the scene. So, the question remains of how to secure
quality assurance enhancements using data-driven ML if the truth is not entirely known? Different concepts during ML
model learning and evaluation are discussed based on the three types of ground truth data availability, see Figure 4.

Learning and evaluating with genuine ‘ground truth’ data
Learning with ground truth data corresponds to supervised ML. Evaluating a model based on it can be pursued in supervised,
semi-supervised, and unsupervised learning.

Expert-based quality-assured data can serve as the ground truth. In water resources management, the effort of labour-inten-
sive (semi-) manual quality assurance is frequently taken when the belonging data have to be reported to authorities. For
example, rain gauge data are (semi-) manually checked and corrected by some facilities to ensure good reporting as well
as hydrological modelling. We consider the expert-based, (semi-) manual data qualification as the gold standard nowadays.
Active learning suggests particularly relevant data points for expert-based labelling to reduce the expert-labelling effort
while ensuring high information density for quality assurance ML algorithms (Li ef al. 2024), even though expert-based jud-
gement is affected by subjectivity as well as human error to some degree (Muller ef al. 2019; Clemens-Meyer et al. 2021).
Furthermore, semi-manual decision support systems for expert-judgements, such as rule-based or statistical tools, influence
ground truth values. Other ground truth gathering types include the utilization of more coarse-grained data. Such a kind
of ground truth is often derived from large-scale ground-based or remote sensing techniques. For example, Osrodka et al.
(2022) and Vos et al. (2019) used weather radar data as ground truth for rain gauge quality assurance evaluation. The
usage of such derived ground truth introduces bias. Depending on the downstream application, considering the workload,
and reward, this approach might be the most appropriate. Redundant sensors are sometimes installed, particularly in research
scenarios and in areas of critical infrastructure such as sewage treatment plants. In this case, ground truth generation is poss-
ible without much workload. In other scenarios, this approach can be a temporary option as part of the development of
automated ML quality assurance pipelines.

Subjectivity, errors and, especially, bias in ground truth have an effect on the learning problem. Supervised ML models can
draw the deviation from the truth through model development. This may result in models that encompass, for example, the
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Figure 4 | lllustration of ‘ground truth’ types used as reference in data-driven model evaluation and comparison.




Journal of Hydroinformatics Vol 27 No 8, 1283

subjectivity of a data-quality expert in their estimations. Unsupervised models are only affected by ground truth issues during
model evaluation. In contrast, non-data-driven models are less dependent on ground truth in the development and evaluation
processes. As a result, ML models are more sensitive to ground truth than other model types. In this way, knowledge about
the origin of the ground truth data gains value in contrast to the use of non-ML models. Water domain experts evaluating such
models should be aware of the possible issues in the datasets so that they can critically review these models and results. The
ground truth database should be well known when relying on the data for model development and evaluation.

Learning and evaluating without ‘ground truth’ data

For many sensors in water resources management, associating ground truth is out of reach. They are, for example, not impor-
tant enough for constant expert checkings and associable ground truth has not enough information content. Nevertheless,
this data can hold valuable insights for downstream applications. Quality assurance pipelines should, therefore, also be avail-
able for such data.

Such scenarios pose challenges to quality assurance in general. Einfalt ef al. (2010) asked the ongoing open question of how
to define the added value of data imputation when ground truth is not available. Li et al. (2023) sing from the same hymn
sheet stating that any quality control can suffer from errors given that the underlying true value is never known. These restric-
tions have a stronger effect when using data-driven, ML-based methods. Non-ML methods are, usually, causally motivated
and/or explainable to a high degree. They are white-box models, following Jajarmizad et al. (2012). Therefore, they might
be trusted enough and be utilized without additional data-driven evaluation based on ground truth. For example,
Zahumensky (2004)’s rule-based quality control methods for various environmental parameters can be implemented without
further ado. If it is enough to maintain the data distribution in quality control or imputation (cf. Adhikari et al. 2023; Farjallah
et al. 2025), non-supervised ML is a good option. On the contrary, we argue that in cases where a sophisticated quality is
demanded, data-driven setups using a standard ML-based model always demand for result evaluation based on ground
truth to generate trust in it. It may, therefore, be required for water utilities to take the effort of generating ground truth
data to some extent.

Learning and evaluating with synthetic ‘ground truth’ data

Generating synthetic data is on the rise, mainly driven by the data hunger of ML methods (Abufadda & Mansour 2021). It can
be vital if real ground truth is unavailable, too costly or complicated to retrieve (cf. Goyal & Mahmoud 2024). Artificially
generated data can be used for performance evaluation (James ef al. 2021; Schmidl et al. 2022) and has the advantage of
a potentially unlimited sample size (James et al. 2021). It should be noted that working with synthetic ground truth usually
implies working with a synthetic dataset as a whole.

As an example, Schmidl et al. (2022) developed a time series anomaly generator covering nine anomaly types for use on
artificially generated time series to compare the anomaly detection methods on it. Implications for quality control and data
imputation model development and evaluation are comparable to genuine ‘ground truth’, plus additional bias which depends
on the synthetic data generator in terms of its manifestation and the use-case. The trade-off between additional distortion and
additional information value must be positive.

The generation of synthetic use-cases can be beneficial, especially when the focus is on quality assurance at rare events such
as heavy rainfall or extreme drought, the development or further development of expensive and complex construction
measures, including digitalization and automation components. For example, Zaniolo et al. (2024) deliver a synthetic stream-
flow time series generator of droughts. Adding synthetic errors to this streamflow timeseries can deliver raw, corrupted
streamflow and ground truth streamflow data for, e.g. numerous 1,000-year drought events.

FURTHER CONDITIONS TOWARDS MACHINE LEARNING MODEL PERFORMANCE EVALUATION AND MODEL
COMPARISON

New ML algorithms are constantly being developed and it can be challenging to understand whether they provide substantial
benefits (James ef al. 2021). Clemens-Meyer ef al. (2021) sing from the same hymn sheet when stating that the performance of
ML quality control is an open question in urban drainage and stormwater management. As a practical example, Teh et al.
(2020) were not able to compare a model’s performances from different studies due to the non-uniform evaluation process
and high use of non-publicly available datasets. This leads to a reduced trustworthiness of ML models. It should be noted
that the comparison of different ML and non-ML methods is generally possible without further ado for a single use-case.
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Difficulties arise when comparing the performances of ML methods that were developed and tested based on different exper-
imental setups, catchments, characteristics, etc.

Without ML, sensor-specific error patterns are caught with matching non-data-driven or statistical methods. Causal expla-
nations or complete model transparency can then be given. Data-driven model evaluation is, if at all, only one pillar of the
assessment of a model’s trustworthiness without ML. Its ML necessity is shown in Figure 1. The data-driven ML algorithms
cannot necessarily provide causal explanations for their predictions (cf. Barbierato & Gatti 2024), which represent a para-
digm shift in quality assurance and many other areas of water resources management, even though, and contrary to
Kadlec et al. (2009), we argue that expert-based knowledge can be reflected in the ML model through feature engineering.
In addition to the fact that there are far fewer studies and comparative studies in ML than in more traditional fields due
to its relative novelty, the data-driven nature of ML in combination with the possible issues in ground truth and (causal)
explainability adds to an impression where ML performance is unclear. We extensively described the use of ground truth
data in the previous section, which contributes greatly to the quality assessment of an ML model. The use of ML techniques
represents a paradigm shift in the assessment of model quality and comparisons, focusing on new and different evaluation
mechanisms. This is illustrated in Figure 5.

Publicly available, benchmark datasets help in comparing the performance of ML techniques to one another and other
techniques. Datasets associated with the quality assurance of sensor data are usually not published (e.g. approximately
70% of 72 datasets in Teh et al. (2020)’s review). However, access to high-quality data repositories and benchmarks has
been instrumental in advancing the state of the art in many experimental research domains (Jacob et al. 2021; Coté et al.
2024). Publicly available, curated datasets have been identified as a bottleneck by many researchers in the water resources
management field, such as Nearing ef al. (2021) and Jacob ef al. (2021). This also holds for quality assurance in water
resources management, as such kind of datasets are scarce in data quality assurance as well (cf. C6té et al. 2024). We con-
clude that the community effort seems to be too small, or the obstacles too high, to publish datasets for frequent use-cases.
Many publicly available sensor data exist in publicly accessible areas (e.g. for rain gauges, water level sensors, weather
stations, and, in some cases, also water quality measurements), although this can vary from country to country. In the
area of infrastructure (such as sensors in the sewer network, at rainwater retention basins, at combined sewer overflows
or other hydraulic engineering facilities), data are rarely publicly available. Furthermore, both quality-assured ground truth
and raw data are usually not published. We argue that the publication of synthetic datasets is a future opportunity to protect
valuable company data (cf. James ef al. 2021) and drive research in the field at the same time.
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Integrating explanation frameworks with black-box models fosters model transparency and trustworthiness. It can involve
the development of simpler ML models like decision trees to better grasp the overall behaviour of the complex ML model, a
technique known as model distillation (Barbierato & Gatti 2024). As Sharifani & Amini (2023) point out, this is a general ML
research field under the keyword explainable Al. Even though we argue that simple ML algorithms are usually not transpar-
ent in comparison to what is known from white-box models, the mechanisms of even simple ML model decisions can be
complicated and not straightforward. The development of combined methods - based on physics and empirical data —
could significantly improve transparency and explainability and it could also mitigate the issues in (causal) explainability.
Clemens-Meyer ef al. (2021) expect ML models to gain further popularity once domain knowledge is implemented in
these ML models. Different options can be used depending on how important the causal chain and traceability for
humans are in the quality assurance of water management sensor data.

RECENT RECOMMENDATIONS FOR MACHINE LEARNING METHOD’S CHOICE IN WATER RESOURCES
MANAGEMENT USE-CASES

This subsection holds general recommendations but not the best practices, as they are not (yet?) available for the field of ML-
based quality control and data imputation as a whole. The statement is also valid for quality control and data imputation
beyond ML. Furthermore, we would like to add a warning to these general recommendations. Specific constraints to
water resources management sensor setups such as a highly imbalanced data distribution for precipitation data, might
lead to biased method’s performances. We, therefore, encourage the reader to carefully implement the general recommended
techniques.

Method’s choice for quality control in general and beyond water resources management

In our view, a method’s choice in time series quality control is ambiguous and heterogeneous in general. The ambiguity comes
from the instance that there ’s more than one way to skin a cat in terms of quality control ‘fitness for use’ aims. Heterogeneity
is much in place, because the applications for which data quality control is pursued are tremendous. Despite that, method
choice is not random and systematic differences between methods can occur. For example, more complex models when
coupled with more complex features yield significantly better performances (Gudivada et al. 2017).

Existing studies show us a model choice directive, which is accompanied by an ongoing discussion. The field of water
resources management is too large for this work to adequately represent how quality control is carried out in the many
individual sub-areas in terms of model selection. We, therefore, rely on the recommendations made for the general field
of quality control. In Schmidl et al. (2022)’s extensive evaluation, no single algorithm clearly performed best when eval-
uating ML as well as the traditional statistics and signal-based model types. They, furthermore, hold with Hand (2006),
stating that simple methods generally perform almost as well as more sophisticated methods. Hand (2006) elaborates on
it that it is valid to the extent that the difference in the performance of simpler and more sophisticated models can be
cancelled out by other sources of uncertainty. Contrary to Schmidl ef al. (2022), Bouman et al. (2024) differentiate
between different data error types and found that three algorithms - the k-nearest neighbour, distance to the k-nearest
neighbour, and the extended isolation forest algorithm - significantly outperformed others in unsupervised anomaly
detection for a representative collection of multivariate datasets. Furthermore, many new ML algorithms (e.g. Miao
et al. 2024; Yu et al. 2024; Ttai et al. 2025) are proposed to generate improvements based on the respective experimental
setups.

Method's choice for data imputation in general & beyond water resources management

The results of Jéger et al. (2021) and Farhangfar et al. (2008) show that imputation can have a significant positive impact on
the prediction performance of downstream ML tasks. Jéger et al. (2021) observed improvements in downstream task of 10-
20% in more than 75% of the experiments. Model selection for data imputation is often dependent on the ‘fitness for use’
regarding the specific downstream application (Asselbergs et al. 2023). We argue that the data quality adaption range is
much larger for continuous data imputation than for binary quality control and, as a result, method choice is more hetero-
geneous. When a dataset is used for multiple, not previously determined downstream applications, Asselbergs ef al. (2023)
propose that imputation models anticipate certain features of the data (e.g. interactions, non-linearities and complex distri-
butions) without making certain commitments.
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In analogy to one of the main currents for quality control, several authors (e.g. Jager et al. 2021; Lalande & Doya 2022)
could not find clear superior algorithms from their sets of selected ML imputation methods in their studies and surveys.
Lalande & Doya (2022) even raise the question of whether the imputation quality depends more on the dataset itself
than on the ML algorithm. In contrast, Jadhav et al. (2019) examined the performance of several traditional imputation
methods, including the simple mean imputation and the k-nearest neighbour ML algorithm and found that the perform-
ance of their regarded imputation methods was independent of the dataset and of the missing value rate. Jadhav et al.
(2019)’s results can be partly explained as they also use very simple models, even though more research should be con-
ducted in this area. Mean imputation - as very naive, non-ML method - is the most common method for replacing
missing values (Jadhav et al. 2019). It replaces the missing value with the sample mean, the median or the mode, depend-
ing on the distribution of the data (Jadhav ef al. 2019). However, this method is only useful for simple application
scenarios. The algorithm’s expectation maximization, linear regression and least squares are also among the most fre-
quently used statistical methods alongside mean imputation (Lin & Tsai 2020). Despite a list of the most frequently
used techniques, representative missing data imputation basis techniques from the ML and traditional model field are a
current limitation (Lin & Tsai 2020).

Constraints for sensor quality assurance method’s choice in water resources management use-cases

Senor network setups and conditions can be very different and the optimal (ML) model based on one benchmark dataset
can be inferior in comparison to other (ML) models for another use-case with different characteristics. We illustrated
possible constraints and an example use-case in Figure 6. We argue that the influence of these constraints should be
better understood and more research works should investigate these factors. Until now, most studies compare models
based on one example dataset and draw conclusions on model choice from there. A few use multiple datasets but do
not stratify their results by these or further constraints. We, therefore, call for such studies to be developed with the
aim to generate the transferability of best practices in more fine-granular areas. One should keep in mind that the inher-
ited constraints can contribute significantly to the success of the respective quality assurance task outcome independently
of the model choice because the utilized data must contain the targeted information and knowledge about uncertainties
and errors.

Additional information as input for quality assurance model:

Information gathering types

1. Rain radar
2. Other rain gauges in the network

Density

1. Resulution of 5 km? per pixel

Sensor to be qualified: 2. Distance of 10-20 km

External error sources Sensor type External error sources
Placement under a tree, Rain gauge 1. Unknown .
Affectable by vandalism 2. Affectable by vandalism
(((‘))) Error mitigation focus Internal error
Ground truth Mainly heavy rain events 1. Varying based on location
Mean value of 3 replicates 2. 2.0.5mm
Internal errar
Ll General constraints
Example setup

Figure 6 | An example of model choice constraints based on the sensor setup and its surroundings.
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Method’s choice for sensor quality control and data imputation in water resources management

Due to the previously outlined issues in comparing different ML methods, sensor setup constraints, and best practices in qual-
ity control and data imputation in general, drawing conclusions on model choice is very limited. We argue that these issues
must be solved, before reliable recommendations on method choice become possible.

Uncertainties of estimations

Furthermore, Jiang et al. (2018) propose to spend more effort on the research direction of uncertainties. They aim for an
understanding of when a model’s predictions should and should not be trusted because this is useful in many applications
and critical for safely using Al. This topic is underrepresented in the existing literature but holds much value for quality assur-
ance. One would not only receive a quality-assured sensor series but also another one with associated, for example,
probability scores.

CONCLUSIONS AND OUTLOOK

It is often said that the biggest challenge for big data is the quality of big data itself (Gudivada et al. 2017). We, therefore,
expect a lot of work to be done to qualify an increasing amount of water resources management sensor data with reasonable
manpower. To achieve that, data quality enhancement should have a clearly increased degree of automation. We argue that
ML will be able to substantially contribute to that.

The conditions when using ML differentiate substantially from the ones using traditional models. Ground truth data is one
pillar of model evaluation and trustworthiness. We differentiated between three categories and explained their implications
and usage scenarios in water resources management applications. Furthermore, we outline the necessities for effective model
comparison. The differences to traditional methods and its subtleties need to be understood in order to be able to develop ML
models properly and not be surprised by new conventions when interpreting the results.

We elaborated on method choice being very challenging for the whole field of quality assurance not stopping at ML algor-
ithms. Due to the existing limitations, no best practices could be condensed. This makes model evaluation even more
important when aiming at trustworthy usage of ML. The benchmark datasets typically available in the ML field are not avail-
able in water resources management use-cases. We gave a perspective on the future use of ML in terms of model availability
and the usage of basic information.

Future challenges remain plentiful. Many experiments should be taken in order to demonstrate the practical applicability of
these methods and to identify the feature space. Also, the development and usage of sophisticated ML models to account for
the severe complexity of these phenomena remain a future challenge. But most importantly, substantial effort towards best
practices and model’s choice should be taken to put ML on solid ground.
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