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1 Introduction

For the purpose of maximizing customer satisfaction, performing more flexible and so-
phisticated tasks, and increasing the quality of industrial products in modern industrial
practices, large-scale and complex systems are becoming a pervasive component of modern

industrial processes over the past decades. Such systems can
e have digital operating units to gain robustness against external disturbance,
e be distributed over space,

e be decomposed into a series of subsystems, which are connected by physical links or

communication channels.

Given the aforementioned characteristics of large-scale systems, ensuring safety and
reliability is of paramount importance, as faults or failures in a single subsystem can have
a cascading effect, leading to potentially catastrophic outcomes for the entire system. For

example,

e Air France Flight 447 was a scheduled international passenger flight from Rio de
Janeiro, Brazil, to Paris, France. On 1 June 2009, the aircraft suffered temporary
inconsistencies between the airspeed measurements, which is likely influenced by ice
crystals obstructing the aircraft’s pilot tubes and caused the autopilot to disconnect.
After the inconsistencies, the crew reacted incorrectly and ultimately caused the
aircraft to enter an aerodynamic stall. Eventually, the aircraft crashed into the

Atlantic Ocean, which killed all 228 passengers and crew on board [38].

e On April 20, 2010, due to the defective cement on the well, high-pressure methane
gas from the well expanded into the marine riser and rose into the drilling rig, where
it ignited and exploded, engulfing the Deepwater Horizon oil platform. The accident
killed 11 workers, injured 17, released about 4.9 million barrels (210 million US gal;
780,000 m?) of crude oil into the ocean and is considered as the largest marine oil

spill. Both the spill and the clean-up efforts had effects on the environment [128].

Other examples can be found in [51, 100]. From the above examples, the traditional way

of enhancing the quality, reliability, and robustness of individual system components like



1 Introduction

sensors, actuators, controllers, and computers can’t guarantee that no fault would occur
during the entire lifetime operation of the processes. And if the fault is not detected and
handled promptly in time, it may not only affect the system operation but also result in
significant consequences (e.g., human safety, major economic effects, and environmental
impact). Motivated by these observations, automatized fault detection (FD) techniques
are becoming one of the indispensable parts of large-scale and complex systems and is the
essential step to ensuring reliable treatment of undesirable events. Over the past decades,
there is a growing body of literature that recognises the importance of FD techniques
both in the academic and engineering domains and the topics of FD are becoming an
active research area in the control community. This chapter reviews some of the major
developments and progresses in FD and then introduces the motivations and objectives of
this thesis.

1.1 Basic Concepts of Fault Detection

Consider a dynamic system as sketched in Figure 1.1. It consists of actuator, process, and

sensor. For given control signals, the actuator converts them into corresponding operations

/J Unknown external inputs
System
Measurements

Actuator Process Sensor |——

,Faults [Faults ;Faults

Control inputs
—

A 4

\ 4

Figure 1.1: System configuration

such that the process can be controlled into desired operating conditions. The sensor is
the element to capture data, which provides information on the running conditions of
the process [41]. In real applications, all these elements are usually influenced by some
unknown external inputs, which can be random noises and/or deterministic disturbances
caused by the running environment around the system. Generally, a fault is an unpermitted
deviation of at least one characteristic property (feature) of the system from acceptable,
usual, and standard condition [59]. Faults can occur in almost all systems [52] and also in
each functional element. The essential task of an FD method is to detect the occurrence
of faults, which may lead to undesired or intolerable behaviour of the whole system, in the
functional elements of the process in time and to give a quick alarm under the influence of

unknown external inputs [24].



1.1 Basic Concepts of Fault Detection

Motivated by the requirements of the safety, reliability, and economic efficiency on
modern industrial processes, over the past decade, there has been a significant increase
in the development of FD techniques across various fields. Also, this development has
become a crucial aspect of modern industrial processes and has been actively researched
in both academic and industrial areas. Most of the existing FD methods follow the
centralized strategy, where all measurements are collected in a central station to perform

the corresponding FD actions and can be roughly classified into categories [24, 25, 43, 44|

e FD based on signal processing: If specific process signals contain rich infor-
mation about the faults of interest, an appropriate signal processing can convey
this information in the form of characteristics or symptoms to monitor the process
[70, 80]. Time domain symptoms include things like magnitudes, limits, trends,
statistical moments of the amplitude distribution or envelope, and frequency domain
symptoms include things like spectrum power densities, frequency spectral lines,
spectrum, etc. The fundamental concept behind this kind of technique is to generate
symptoms from sensor measurements, separate fault information from symptoms and
make a judgement about a fault based on that. Traditional methods based on time-
and frequency-domain analysis are primarily used, including synchronous averaging
[50, 81, 124] and Fourier analysis [77, 82, 88]. Since the resolutions of time- and
frequency-domain need to be balanced under certain conditions, wavelet analysis
[11, 81] and empirical mode decomposition [69, 107, 108] are two recent studies that
concentrate on time-frequency analysis. The traditional signal processing-based tech-
niques are primarily applicable to linear stationary processes. For dynamic systems,
signal-processing-based approaches are mostly employed for those operations in the
steady state [24].

e FD based on hardware redundancy: Technically speaking, the so-called redun-
dancy is crucial to the successful detection of faults. One of the most common
methods of creating system redundancy is through hardware redundancy as shown
in Figure 1.2. It rebuilds the essential components of the monitored system by
direct hardware duplication with the goal of enhancing system reliability. If the
output of the process component differs from one of its identical redundancy, faults
in the process component are then discovered. In some circumstances, the defect
can also be immediately isolated. High reliability and direct fault isolation are
the main appealing features of this technique. However, the implementation of
hardware redundancy is only allowed in the case of a few important components in
safety-critical industries (e.g., nuclear, aviation, and aerospace systems [36, 85, 97])

due to their greater reconstruction costs.
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Unknown external inputs

L4

Control inputs_ Measurements

System
; Faults

= 0, fault-free
# 0, faulty

Hardware
redundancy

Figure 1.2: Fault detection based on hardware redundancy

e Model-based FD: The basic concept behind model-based FD approaches is to
substitute a process model, which is based on prior knowledge about the mathematical
input-output relation or state space model of the systems and is implemented in
form of software, for expensive hardware redundancy [16, 83]. Similar to hardware
redundancy methods, the process model runs concurrently with the process and is
stimulated by the same process inputs. It is reasonable to anticipate that the outputs
of the model will closely match the measurements from the real process in a fault-free
operating state and will clearly deviate in the presence of a process fault. Hence the
residual generator is built to obtain the so-called residual, which is the discrepancy
between the measured real process variables and their estimates from the model,
for detecting fault as shown in Figure 1.3. The residual signal conveys the essential
information for faults and if the model is perfect, faults will be alarmed when the
residual signal doesn’t equal zero. However, it is almost impossible to build a perfect
model and thus the residual signal is often influenced by model uncertainties and
unknown inputs. Therefore, additional residual evaluation is required to extract
the information about fault from distorted residuals. Beard and Jones started
research on model-based methodologies in the early 1970s. The diagnostic observer
(DO) [33, 72, 74, 87, 111}, parity space approaches (PSA) [35, 45, 46, 99] and fault
detection filter (FDF) [34, 63, 65, 91] are some of the popular model-based techniques
used today. Numerous sophisticated FD techniques are created on the basis of these
methodologies to address problems with robustness against unknown input and
model uncertainties, and optimal designs. Reviews and analyses of the basic and
advanced model-based fault diagnosis methodologies under development are provided
in [2, 31, 58, 105, 125].
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Figure 1.3: Model-based fault detection

e Data-driven FD: Building the aforementioned process model is frequently imprac-
tical, time-consuming, and expensive in engineering for many large-scale industrial
applications, particularly in chemical processes, power grids, and high-speed trains.
This restricts the use of model-based FD techniques. Inspired by this trend, re-
searchers have shown an increased interest in data-driven strategies, which use a
substantial amount of process data as a priori knowledge instead of system mod-
els, to build FD approaches. These approaches first extract an FD system from
historical data sets in the training phase. Then the trained FD system processes
online measurement data to detect fault. Similar to methods based on signal pro-
cessing, this technique is mostly applied in static processes [25]. Since most of
the data-driven approaches assume that the process data have certain statistical
properties, generalized likelihood ratio (GLR) test and Neyman-Pearson Lemma are
applied to handle the issue for optimal data-driven FD [27, 84]. In addition, those
well-known multivariate analysis methods like principal component analysis (PCA)
[3, 15, 37, 115, 118] , partial least squares (PLS) [40, 47, 55, 78, 79] and canonical
correlation analysis (CCA) [14, 18, 20, 120] have been proposed to perform FD in
certain situations. Notice that PCA and CCA are special cases of the GLR-based
solution and PLS is a recursive realization of CCA [25, 27]. With strong capabilities
in function approximation and adaptive learning, some machine learning methods

play an important role in nonstatistical data-driven FD, e.g., support vector machine
(SVM) [96, 109, 116, 117] and neural network (NN) [5, 101, 103].

e Knowledge-based FD: The knowledge-based methods are also known as qualitative
model-based methods, they utilize the qualitative models as a priori to build FD

systems [104]. Those approaches performed based on the evaluation of online
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monitored data in terms of a set of logic rules, which is learned effectively by human
experts from their knowledge and experience, to mimic the cognitive behaviour of
human experts [1, 43, 102]. Compared with the above methods, knowledge-based
methods have advantages such as ease of development, transparent reasoning, and the
capability to explain the solutions. But they are system specific and thus have low
generality and low expandability [43]. Nowadays, the so-called task-based diagnosis
expert system has been proposed to provide a general and flexible solution for FD
systems [8, 67].

For large-scale systems, it is hard to use one sensor to monitor the entire process and thus
they are usually equipped with a bunch of sensors. Traditionally, each sensor monitors
only local and limited process information and then all measured process variables (process
data) are collected in a central station to perform the corresponding FD actions. Such

centralized handling and performing of FD tasks in large-scale systems will lead to

e cxcessive burdensome computational workload for the specific central computation

node and chaos throughout the entire system when the central node is affected,

e connection and transmission problems when some sensors are located far away from

the central computational node,

e scalability problems since the upper bound of the computation power is limited by

the capacity of the central server.

To overcome the drawbacks of centralized methods, decentralized computations are consid-
ered to apply for FD [22, 75]. However, for these methods, each sensor node only uses local
measurements to achieve FD and thus the performance of FD is limited when compared

with centralized methods.

1.2 Motivation and Objective

With the development in sensing hardware and communication techniques, a diversity of
high computational performance sensor networks are applied in modern industrial areas.
A sensor network is a group of sensors and each sensor monitors processes and collects
data in a different and limited location, and commutes the data with other sensors through
a communication network. This property provides a possibility to combine advanced
FD approaches and sensor networks for more effective, flexible, and scalable distributed
methods when compared with centralized and decentralized ones. In the last decades,

intensive attention has been paid to distributed FD strategies, where each sensor node can
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Figure 1.4: Centralized, decentralized and distributed methods

itself execute the FD algorithms based on the local measurement data as well as the data
received via networks from other sensors. One possibility is the local residual generator,
it allows each node to execute the FD algorithm based on the local measurement and
also the neighbours’ information; however, the design of distributed observer gain is a
challenging task in such a structure. Sufficient conditions and numerical solutions are
provided in [121, 122, 123] to reduce the design complexity. And applications of such
structure to handle distributed fault isolation are also provided in [10, 39, 126]. Besides
local residual generators, distributed average consensus algorithms [113], which compute
the global average of sensor data in a distributed fashion, are also applied to perform
distributed FD. Based on consensus and diffusion, distributed sensor FD is proposed in
[66, 73]. And consensus based distributed realization of Kalman-filter and H, filter based
FD are introduced in [27] and [119]. They achieve a specified FD performance while
limiting the complexity of the algorithm. Another category of distributed algorithms is
based on multivariate analysis (MVA) methods. For example, methods based on CCA
[19, 61] aim at using correlation information from neighbours to reduce uncertainties and
improve the performance of FD. And methods based on PCA [62, 130] consider fault-
relevant variable selection and use Bayesian inference to propose efficient distributed FD.
Most recently, machine learning methods are also involved into distributed design of FD

methods, a distributed FD method based on deterministic learning is proposed in [17] and
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a combination of auto-encoder, SVM and fuzzy deep NN is applied in [60] to detect sensor
fault with limited computation, memory, and energy resources of the sensors. Despite
the existing distributed methods, many of them are limited to numerical and sufficient
conditions or specific to certain systems that require assumptions. Moreover, there remains
a significant challenge in designing optimal or suboptimal distributed FD systems that
address the convergence time, network transmission time, and cost-effectiveness.

Based on the aforementioned observations, this work focuses on implementing model-
based distributed FD algorithms for large-scale and interconnected systems. To be more
specific, the goals of this study are:

e to realize the optimal centralized FD method in a distributed manner based on

distributed average consensus;

e to propose a sub-optimal distributed FD method using distributed observer and

post-filter to achieve a certain performance index based on linear matrix inequality

(LMD);

e to provide an optimal distributed FD solution using one-step prediction, filtering,
and smoothing.

Also, the industrial application is the other goal in addition to the theoretical contributions.
In the benchmark examples, the effectiveness and applicability of the suggested methods

are shown.

1.3 Outline of the Thesis

This thesis consists of eight chapters, which are structured as shown in Figure 1.5. The

major objectives and contributions of each chapter are briefly summarized as follows.

Chapter 1: Introduction

This chapter presents the motivations, objectives, contributions, and organization of this

thesis.

Chapter 2: Useful Knowledge and Preliminaries

This chapter introduces the fundamental knowledge about least squares (LS) estimation,
graph theory, distributed average consensus, and LMI technologies. LS algorithm is widely
applied in estimation area and builds the fundamental for optimal FD both in static and
dynamic cases. Graph theory is used to describe the communication network to set the

logic of communication between subsystems for distributed computation, such as average



1.3 Outline of the Thesis

consensus. The distributed average consensus technology is considered as a powerful tool
to handle the distributed coordination and network synchronization, and thus applied in
this study. And LMI technology emerges as a numerical method to approach complicated

design issues.

Chapter 3: The Basics of Fault Detection Technologies

This chapter is devoted to the overview of FD methodologies for static and dynamic
systems influenced by stochastic noise and deterministic disturbance. These fundamental
methodologies serve as the basis for the subsequent studies. First, the model of static
systems and FD methods for them are reviewed. Then the model of dynamic systems and
the study on model-based residual generation are introduced. Different types of residual
generator stand for an analytical redundancy of the system under monitoring and build a
link between static and dynamic models. The residual signals, which are the output of
residual generator, are then used to detect faults in dynamic systems. Finally, a type of

data-driven method is also introduced.

Chapter 4: Distributed Fault Detection in Large-Scale Systems Based on Dis-

tributed Average Consensus

The main objective of this chapter is to develop an optimal distributed FD approach for
large-scale systems in the presence of unknown deterministic disturbances using the mea-
surement of sensor networks. The design approach consists of two phases: the distributed
offline training phase and the online implementation phase. Both phases are realized based
on distributed iterative computation and average consensus algorithm. This approach is
considered as a distributed realization of the centralized optimal method, which is based

on Hs observer.

Chapter 5: Distributed Fault Detection in Interconnected Systems Based on

Linear Matrix Inequality

In this chapter, a distributed FD method is designed for large-scale and interconnected
systems. Each subsystem is equipped with a local observer-based residual generator. It
uses only its local and neighbours’ information to estimate their local states and then
produces residual signal to detect fault. Also, a post-filter is applied to enhance the
influence of fault to residual signal and meanwhile to reduce the influence of disturbance

to residual signal. The post-filter is designed using a combination of PSA and DO.

Chapter 6: Distributed Fault Detection in Interconnected Systems via Opti-

mal Estimation

This chapter presents distributed approaches to solve the problem of FD for intercon-
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nected systems by taking into account the influence of noise and transmission time of
information exchange. For static cases, it uses the correlation between different signals to
reduce the uncertainty for FD. For dynamic cases, firstly, the one-step prediction based on
the measured data is implemented in a distributed fashion, such that the corresponding
estimations and the innovation sequences of each node can be received in real-time manner.
Then the innovation sequences are applied to improve the estimation result delivered from
the one-step prediction by filtering and smoothing. Finally, the distributed approach uses

the estimation result to generate residual signals and detect faults.

Chapter 7: Benchmark Study

In this chapter, the methods proposed in this thesis are tested on benchmark processes. The
distributed realization of optimal FD proposed in Chapter 4 is applied for DC micro-grid.
And the FD methods based on the distributed state observer and post-filter introduced
in Chapter 5 is adopted for mass-spring system. Additionally, the effectiveness of the
distributed FD method shown in Chapter 6 is demonstrated using the six-tank system.

Chapter 8: Conclusions and Future Works

This chapter concludes the thesis and discusses future work.

10



1.3 Outline of the Thesis

Chapter 1
Introduction

Useful Knowledge and The Basics of Fault
Preliminaries Detection Technologies

r
I Chapter 2 Chapter 3
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Distributed Average Consensus Linear Matrix Inequality

Chapter 6
Distributed Fault Detection in
Interconnected Systems via Optimal
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l

Chapter 7
Benchmark Studies

l

Chapter 8
Conclusions and Future
Works

Figure 1.5: Organization of the chapters
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2 Useful Knowledge and

Preliminaries

This chapter provides a comprehensive overview of the basic concepts of LS estimation,
graph theory, distributed average consensus, and LMI technology. Together with Chapter
3, these two chapters provide the reader with a comprehensive understanding of the
distributed algorithms that will be discussed throughout the rest of the thesis.

2.1 Least Squares Estimation

The method of LS is about estimating variables by minimizing the squared discrepancies
between observed data and their expected values. We first introduce concepts for the

deterministic case.

Lemma 2.1. [64] Given
y=Hz+d, (2.1)

where x € R™ s the state variables, y € R™ is measurement, d € R™ is disturbance and

rank(H) = n. The linear estimation
&= (H"WH)"H"Wy (2.2)
delivers the optimal estimation of x in the sense of

& zargggngy—Hrc(y)Hw, (2.3)

where W > 0 and x(y) stands for arbitrary estimation of x given y.

Set y = Hz and estimation error e, = y — ¢. It is straightforward that
(ey, H)w =0, (2.4)

where (a,b) = a’ Wb stands for the weighted inner product. Denoting the column space

of matrix H by R(H), equation (2.4) means that g is realized by geometrically projecting

12



2.1 Least Squares Estimation

y onto the space R(H) and the estimation error e, is orthogonal to the space R(H)
through weighted inner product with factor W. And for stochastic cases, we have a similar

formulation as shown in the following.

(B %)

DY Y (2.6)

Lemma 2.2. [4] Given

and measurement y, then

delivers the optimal estimation of x in the sense of

T = arg II%II)] var(z — x(y)), (2.7)
a(y

where z(y) are any arbitrary estimation of x given y.

Set the estimation error e, = x — Z. From (2.5) and (2.6),

Gl P e
Yy 0 0 Ey

From (2.8), it holds that
cov(es,y) = E(ey”) = 0. (2.9)

With the property of the trace function [127] and (2.9), we have
E({es,y)) = tr(E(e,y”)) = 0. (2.10)

Set L(y) as the linear space spanned by y. From (2.10), estimation & can be understood as
the orthogonal projection of x onto the linear subspace £(y) and the estimation error e, is
orthogonal to L£(y). Since random variables x and y in (2.5) are zero-mean variables, the

orthogonality (2.10) also means e, and y are uncorrelated. For general random variables

=l b %) ey
Y My Yyo 2y

we remove means by x. = x —m, and y. = y —m,, to guarantee that x, and y. satisfy the
condition (2.5) and it holds that

with non-zero means

&=y + Sey X, (y — my) (2.12)

is a direct extension to Lemma 2.2.
From the above observations, it can be seen that the applications of the LS method
in both deterministic and stochastic frameworks exhibit both differences and similarities.

These properties are summarized in table 2.1.

13



2 Useful Knowledge and Preliminaries

Deterministic Framework Stochastic Framework

- (i =)

Model

Problem
min [y — Ha(y)llw min var(z — (y))
Solution
&= (HTWH)"HTWy T =Yg, Nty

Geometric Explanation

/y—Hi /x—ﬁ

R(H) L(y)

Table 2.1: Deterministic and stochastic frameworks

2.2 Graph Theory

A graph is a representation of a set of nodes, the way how they are connected, and their
metrical properties. In this study, it is applied to configure the physical structure of
large-scale systems and the communication topology of sensor networks. Commonly, a

graph G consisted of N nodes is denoted by
G =WN,E). (2.13)

Set N'={1---, N} is a finite nonempty node set. An edge (i, j) with ¢, j € A is a link to
connect the nodes ¢ and j. In directed graphs, all the edges are directed from one node

to another, i.e., (i,7) and (i,j) are different. In contrast, a graph where the edges are

14



2.2 Graph Theory

bidirectional is called an undirected graph. And £ C N x N is the edge set. The set of
neighbours of node 7 in a graph, which is denoted by N; = {j| (¢,j) € £}, is the set of
nodes that have an edge between node 7 and themselves. A path in a graph is a sequence
of edges and also can be considered as a sequence of nodes with the property that each
node in the sequence is connected to the node by an edge next to it. A path that does
not repeat nodes is called a simple path. The number of edges included in a path is the
length of the path. An undirected graph is connected if there is a simple path between
every pair of distinct nodes in this graph. A loop is an edge that connects a node to itself.
If a graph has more than one edge joining some pair of nodes then these edges are called

multiple edges. Figure 2.1 shows examples of loop and multiple edges. A simple graph

Loop Multiple edges

D
Edge ——

Figure 2.1: Loop and multiple edges

is a graph that does not have loops and multiple edges. In the rest of this thesis and
corresponding to our application, if no additional interpretation is mentioned, the graph is
undirected, connected, and simple, each edge in the graph is an unordered and ascending
pair of distinct nodes and each path is a simple path. An example of such graphs with

algebraic description
g= (/\/’,8), N = {17273a475}7 &= {(1a2)7 (273)v (2’4)’ (375)7 (4v 5)}

is shown in Figure 2.2.

Figure 2.2: A simple, undirected and connected graph

15



2 Useful Knowledge and Preliminaries

Given a simple and undirected graph G with N nodes, the degree matrix D = [d;;] €

RN*N of G is a diagonal matrix with

dlj: . .
0, i#7

where d; is the degree of node i, that is, the number of edges attached to node 7. It is

(2.14)
obvious that d; = card(N;). The adjacency matrix A = [a;;] € RYV*N of G is a symmetric
(0,1)-matrix with zeros on its diagonal, whose eigenvalues and eigenvectors are used to

analyse the graph in spectral graph theory. The off diagonal elements of the adjacency
matrix are defined by
L, (i,j) €€

%:{0,@ﬁ¢5’

and used to indicate whether pairs of nodes are connected or not. With the definition

(2.15)

of degree matrix D and adjacency matrix A, the Laplacian matrix L = [I;;] € RV is
defined by
L=D-—A.

For the graph in Figure 2.2, the corresponding matrices are

10000 01000 1 -1 0 0 0
03000 10110 -1 3 -1 -1 0
D=100200[,A=|0 100 1|, L=]0 -1 2 0 -1
00020 01001 0 -1 0 2 -1
0000 2 0011 0 0 0 -1 -1 2|

Graph theory has been applied in a wide range of fields, including communication networks,
data organization, and formation control schemes, among others. In the following, we
briefly introduce one useful property of the Laplacian matrix and based on it, a popular

application in the area of formation control.

Lemma 2.3. [48] Given a simple, undirected and connected graph G with N nodes, its
Laplacian matriz L = [l;;] € R"*N is positive semidefinite.

Lemma 2.4. [92] Given a simple, undirected and connected graph G with N nodes and

its Laplacian matriz L = [l;;] € RY*N. For

(1) = ~La(t). 2(0) = [ay xN]T, (2.16)
we have v
lim (1) = [;c xr T = %sz (2.17)

16



2.3 Distributed Average Consensus

Lemma 2.4 is the application of graph theory in the area of formation control, it is also
called distributed average consensus [92]. By applying (2.16), the states of all nodes will
converge to a common value, which is the average value of all initial states. A simulation

result of Lemma 2.4 applied in the graph described in Figure 2.2 is shown in Figure 2.3.

5 T T T T T T T T T
—1(¢)
4.5 —J,’2<t)
4 z3(t)| -
—x4(t)
351 ——ux5(t)|
3
S af
n
25 .
2 -
1.5 .
1 I I I I I I I I I
0 1 2 3 4 5 6 7 8 9 10

Figure 2.3: Simulation of formation control

2.3 Distributed Average Consensus

Distributed average consensus, which is applied in load balancing [23], distributed formation
control [13] and distributed state estimation [86], is an important algorithm for large-scaled
and distributed computing. Lemma 2.4 provides an example of a consensus algorithm
in continuous case. In this section and the rest of this study, we mainly consider this
algorithm in discrete form. Given a graph G = (N, ) with N nodes, by distributed average
consensus algorithm, each node has initial values and updates its value with a weighted
average of local and its neighbors values. That is, the average consensus algorithm is

achieved by performing

ik + 1) = wiw; (k) + Y wya;(k), (2.18)
JEN;

17



2 Useful Knowledge and Preliminaries

where ¢ € N and z;(0) is the initial values. Equation (2.18) can be modified as

z(k+1) =Wa(k), (2.19)
T
where 7 = [xlT mﬂ and W = [w;;] € RV*N. By construction, the matrix W
satisfies
WeS, S={Wlw; =0ifi# jand (i,5) € £}. (2.20)

To achieve the average consensus, we must have

lim 2(k) = lim Wz(0) = %11%(0) (2.21)

k—o0 k—o0

for any initial condition x(0), where 1 is a vector with all element 1, or equivalently

k—o0

lim W* = %11? (2.22)
Lemma 2.5. [112] The equation (2.22) holds if and only if

W1=1,
1"W=1",

1
p <W - —11T) < 1
n

Numerous methods have been proposed to solve W, which yield Lemma 2.5. For
example, the max-degree weights method [113] calculates W as
1

p JjeN;
w;; =10 jéN;and j #i . (2.23)
di
1 o
ir1 '

We can also apply the Metropolis-Hastings weights method [113], which can be calculated

in a distributed manner as
1

max{d;,d;} +1 JEN,
wi; =40 j&N; and j #1i . (2.24)

-3 Wigq L=

qFi

For example, given graph in Figure 2.2, use max-degree weights to calculates W, we have
[0.7500  0.2500 0 0 0
0.2500 0.2500 0.2500 0.2500 0
W = 0 0.2500 0.5000 0 0.2500 | . (2.25)
0 0.2500 0 0.5000 0.2500
0 0 0.2500  0.2500 0.5000 |

A simulation of (2.19) using W in (2.25) is shown in Figure 2.4.
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2.4 Linear Matrix Inequality

5 T T T T T T T
—a1(k)
4.5 i
—x2(k)
4 x3(k) 7
| —ait) |
3.5 —375(k')
3
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n
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Samples

Figure 2.4: Simulation of distributed average consensus

2.4 Linear Matrix Inequality

LMIs are a regular occurrence in applications involving systems and control theory.
Numerous analytical and synthesis issues in these domains can be resolved as optimization
or feasibility problems using LMI technique. The LMIs have an expression of the form

F(z)=Fy+ iszZ <0 (2.26)
i=1
where
e the real number x; is the decision variable and x = (21, -+ ,z,,) is collection of all
decision variables,
o [ e R i=0,---,m, are given symmetric matrices,

e < 0 stands for negative definite, i.e., the largest eigenvalue of F'(x) is negative.

There are basically three kinds of problems that can be solved by the LMI technique.
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2 Useful Knowledge and Preliminaries

e Feasibility:

min ¢
t,x

st. F(x)<tl
t<0

e Linear objective minimization:

min Tz

xT

st. F(x) <0

e Generalized eigenvalue minimization:

rf\lin A

st. Fi(z) < AFy(x)
0< FQ(ZE)
Fg(ZE) <0

In system and control theories, some design issues are transferred into these three LMI
problems. Then the problem can be numerically solved in MATLAB by using the LMI
Toolbox [42] or YALMIP [76]. In the following, we briefly introduce two useful properties,

which will be used later.
Lemma 2.6 (Schur Complement Lemma). [29] Given matriz

All A12
A21 A22

where Ay = A3, Then A > 0 if and only if
All >0 and A22 — A21A1_11A12 >0

A:

or

AQQ >0 and All — A12A2_21A21 > 0.
Similarly, A < 0 if and only if
All <0 and A22 — A21A1_11A12 <0

or

Ay <0 and A — ApAy Ay <0,
Lemma 2.7. [90] Matriz A is Schur matriz if and only if
ATPA—-P <0, P>0. (2.27)
Or with an additional matriz variable X,

-P ATX

4 _x_xrap| <0 P>0 (2.28)
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2.5 Concluding Remarks

2.5 Concluding Remarks

The basics of LS estimation, graph theory, distributed average consensus and LMI are
introduced in this chapter. Notice that we only introduce the corresponding parts of each
area which are related to our study. For more detailed properties of LS estimation, readers
are referred to [4, 64]. The book [110] gives a comprehensive introduction to graph theory.
Different concepts and schemes of designing a weighting matrix in (2.19) are proposed in
[112, 113, 114]. The application of distributed average consensus in formation control is
widely discussed in [92, 93]. A state of the art of theories, usages, and applications of LMI
in the broad field of systems and control are studied in [12, 98]. Also, applications of LMI
in FD are published in [75, 106].
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3 The Basics of Fault Detection

Technologies

In this chapter, an overview of the state of the art to topics of FD techniques [24, 25, 27]
is presented. The purpose of this chapter is to give the fundamental knowledge to topics of
FD and builds the foundation for further study. In the first section, optimal FD problems
are formulated both in probabilistic and deterministic frameworks. Then, the mathematical
descriptions of static systems as well as FD solutions for them are given. The third section
focuses on dynamic systems, including modelling methods and model-based residual
generator schemes for dynamic systems. Among different types of residual generators,
Kalman filter-based and Hs observer-based one are applied to perform optimal FD in
dynamic systems influenced by random noises and deterministic disturbances, respectively.
Finally, a data-driven scheme is introduced to identify essential parameters, which are

then used to construct DO for online FD.

3.1 Fault Detection Problems

A basic FD system is achieved by designing evaluation function J and threshold J;, to

detect possible faults with decision logic

{ J < Jy, , fault-free ‘ (3.1)

J > Jy o, faulty

Assume that the signal vector f is used to model the fault to be detected and satisfies

f=0 , fault-free
f#0 | faulty

The evaluation function J is a mapping from measurements of the system to the feature of
fault. Since the systems under consideration are influenced by unknown inputs, evaluation
function J and threshold J;, are designed to fulfill certain indices, which are used to assess

the performance of FD system.
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3.1 Fault Detection Problems

3.1.1 Fault Detection in the Probabilistic Framework

In the probabilistic framework, false alarm rate (FAR), missed detection rate (MDR), and
fault detection rate (FDR) are frequently used to assess FD performance in processes

influenced by unknown inputs. These definitions are given below [27].

Definition 3.1. Given the evaluation function J, threshold Jy, and detection logic (3.1),
FAR is defined as the probability

FAR = Pr(J > Ju|f = 0).

Definition 3.2. Given the evaluation function J, threshold Jy, and detection logic (3.1),
MDR is defined as the probability

MDR = Pr (J < Jy|f #0).

Definition 3.3. Given the evaluation function J, threshold Jy, and detection logic (3.1),
FDR is defined as the probability

FDR = Pr (J > Ju|f #0).

In hypothesis testing, false alarm is also called type I error and missed detection is

called type IT error as shown by [84]. And notice that
FDR =1 — MDR,

we use only FAR and MDR to assess the performance of FD system and formulate the
optimal FD problem in the probabilistic framework as finding J and J;;, such that

(J, Jin) = argmin MDR, s.t. FAR < «, (3.2)

J,Jen

where « is the acceptable level of FAR.

3.1.2 Fault Detection in Deterministic Processes
Under deterministic cases, the problem is modelled by
y = Ma(d) + My(f), (3.3)

where M, is the mapping from D to Y and M is the mapping from F' to Y. Symbols D,
F and Y are domains of d, f and y, respectively. In deterministic processes, it is assumed

that the energy of d is bounded with the mathematical description

[d[l2 < da- (3.4)
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3 The Basics of Fault Detection Technologies

Since the bounded norm condition (3.4) is not a statistic property, FAR and MDR are not
appropriate to evaluate FD performance in deterministic processes. This motivates us to
find alternative assessments for the performance of FD in deterministic processes. Define

two subspaces

li={ya €Y | ys = My(d), d € D, ||dl|, < da}, (3.5)
Up={f€F|yr=M;(f) € la} (3.6)

and formulate the optimal FD problem in deterministic processes as finding J and Jy,
such that

Yy € Iy, f =0, J <y, (37)
VEZU;, d=0, J = Jo. (3.8)

Subspace Uy is known as the set of undetectable faults since the influence of these faults
on y can’t be separated from I;, which represents the set of influence of all possible
norm-bounded d on y. If condition (3.7) is satisfied, FAR equals zero and (3.8) means all

faults, which are not undetectable, are detected when d equals zero.

3.2 Basic Methods for Fault Detection in Static

Processes

In this section, we will briefly discuss the FD problem of static processes influenced by
unknown external inputs, which are categorized into stochastic noises and deterministic

disturbances.

3.2.1 Fault Detection with Random Noises

We first address the statistical cases. Given the model of a static system as
y:Eff+€, (39)

where y € R™ represents the measurement vector, e ~ N (0, X) is the measurement noise
and it is assumed that ¥ > 0, f € R*/ is the fault vector and E is the distribution matrix
and satisfies

rank(Ey) = kr < m. (3.10)

Condition (3.10) means that measurement y measures all information of f and can be

used to recover f.
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3.3 Basic Methods for Fault Detection in Dynamic Processes

Theorem 3.1. [32] Given model (3.9),

-1

T =y (B)) (Br=(B)") Epy ~ x3(kp), Jon = X2 (ky),

B SN ST (3.11)
E; = (EfS'Ey) Ef%
deliver the solution for optimal problem (3.2).
3.2.2 Fault Detection with Deterministic Disturbances
For the deterministic processes, given the model of a static system as
Yy = Eff + Edd, (3.12)

where y € R™ represents the measurement vector, d € R*¢ is the deterministic disturbance
and it is assumed that ||d|| < d4. Distribution matrix Ey has the same assumption (3.10)

and

rank(E,) = m, (3.13)

which means that d influences each dimension of y. We modify (3.5) and (3.6) as

I, = {yd eR™ | Yqg = Edd, de de, ||dH < 5d} , (314)
Uf: {fEka |yf:Eff€Id}. (315)

for static model (3.12).
Theorem 3.2. [32] Given model (3.12),

J =7 (E4ED) ™ M (E.ED) 'y, Jin = 4,

& 3.16
M = By (EY (E.E]) ™ Ey) B, (3.16)

deliver the solution for optimal problem (3.7) and (3.8).

3.3 Basic Methods for Fault Detection in Dynamic

Processes

In this section, we address the FD problem of dynamic processes.
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3 The Basics of Fault Detection Technologies

3.3.1 Models of Nominal Dynamic Systems

We refer to nominal systems as systems that are fault-free and disturbance-free. In our
work, it is assumed that the nominal systems are discrete-time linear time invariant (LTT)
systems, which provide a simple solution to modelling dynamic systems and are extensively
utilized in research and application areas. There are numerous ways to characterize a
discrete-time LTT system.

One of them is the transfer function matrix, that is,
y(z) = G(2)u(z). (3.17)

In (3.17), transfer function matrix G(z) is a proper real-rational matrix and describes
the input—output relation of a dynamic system in the frequency domain, u € R is input
vector, y € R™ is output vector and z is the complex variable of z-transform, which
converts a discrete-time signal into a complex frequency-domain representation.

The next one is state space representation:
x(k+1) = Az(k) + Bu(k), z(0) = x

(3.18)
y(k) = Cx(k) + Du(k)

with x € R", v € R!, and y € R™ denoting the state vector, input vector and the output
vector of the system, respectively. Matrices A, B, C, and D are real constant matrices
with appropriate dimensions. State space models are also considered as a realization of

transfer function matrices with
G(z) =D+ C(zI — A)~'B. (3.19)
For simplicity of notation, relationship (3.19) is denoted by
G(z)=(A,B,C, D). (3.20)

We assume that (A, B, C, D) is minimal realization, which is controllable and observable,
has minimal order, and has the same response characteristics as the original model G(z).

Also, the factorization approach has been widely utilized in the area of control theory and
can be used to describe dynamic behaviours. In particular, doubly co-prime factorization
(DCF), which has tight connections with parametrization of stabilizing controllers and
plays an important role in dealing with robust control problems [129], is the other way to
present dynamical characters of systems.

Definition 3.4. Two transfer function matrices M (z), N(z) in RHo are said to be right
co-prime over RH if there exist two transfer function matrices X (z), Y (2) in RHs such
that

YV(IN(:) + X(M(2) = [ X(2) V(o) | [M('Z> ] ~ 1.
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3.3 Basic Methods for Fault Detection in Dynamic Processes

Definition 3.5. Two transfer function matrices M(z), N(z) in RHoo are said to be left
co-prime over R« if there exist two transfer function matrices X (2), Y (2) in RHoo such
that

=1

M(2)X(2) + N(2)Y (2) = | M(z) N(z>] ;f(z)

()

For each proper real-rational transfer function matrix

G(z)=(A,B,C, D),

~ ~

there exist eight transfer function matrices M(z2), N(2), X(2), Y(2), M(2), N(z), X ()
and Y(z) € RH., with the state space realization

M(z) = (A+ BF,B,F,I), M(z) = (A—LC,—L,C, 1),
N(z) = (A+ BF,B,C + DF, D), J?(z) — (A—LC,B—LD,C,D), (3.21)
X(2)=(A—-LC,—(B—LD),F,I), X(z2)=(A+BF,L,C+ DF,I), '
Y(z) = (A— LC, —L,F,0), Y(z) = (A+ BF,—L,F,0),

where I’ and L are chosen such that A + BF and A — LC are Schur matrices. Moreover,
it holds that

~ A

] G(z):N(z)M(z)’le(z)*lN(_z), (3.22)
X(z) Y(2) || Mz) -Y(z) |
| —N(z) M(z) [N(z) X(z2) | =1 (3:23)
M(z) ~Y(2) [ X)) Y | _, (324
| N(z) X(2) || —N(2) M(2) |

From (3.23) and (3.24), it is obvious that N(z) and M (z) are right co-prime over RH
and N(z) and M(z) are left co-prime over RHy. And (3.22) is called DCF of G(z), since
a right co-prime factorization (RCF) of G(z) is

G(z) = N(z)M(2)™ !, (3.25)
a left co-prime factorization (LCF) is defined by
G(z) = M(2)"'N(2) (3.26)

and RCF and LCF together constitute the DCF of G(z). If G(z) is stable, for simplicity,
we can set F'=0, L =0 and

M(z)=M(z) =1, N(z) = N(2) = G(2), X(2) =X(2) =1, Y(2) =Y (2) = 0.
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3 The Basics of Fault Detection Technologies

3.3.2 Model-Based Residual Generation Schemes

In this section, we introduce three common model-based residual generation strategies,
which are the realization of software redundancy and build the core of model-based FD.
In general, they either use input and output data of the considered system to build the
estimation of output and then generate residual signal » by comparing the real output
and its estimation or directly build residual signal using input, output data, and dynamic

relation between them as shown in Figure 3.1 . One important characteristic feature of

Input Output

System

v

\ 4

Residual Residual
generator !

\ 4

Figure 3.1: Residual generation

residual generator is

Yu, x(0), lim r(k) =0, (3.27)

k—o00

when the system has nominal behaviour.

3.3.2.1 Fault Detection Filter

One kind of observer-based residual generators is FDF, which was first proposed in [6] in
the early 1970s. The foundation of FDF is a state observer:

z(k+1) = Az(k) + Bu(k) + L(y(k) — g(k)),

(3.28)
(k) = C2(k) + Du(k),

where T € R™ is the state vector of the observer and represents the estimation of z, y € R™
is the estimation of y, and L is the observer gain matrix. We define the residual signal as

the difference between the real output and its estimation and can be simply written as

r(k) =y(k) — 4(k). (3.29)

e(k) = x(k) — 2 (k). (3.30)
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For a successful observation, it should hold that

Vu, z(0), lim e(k) =0 (3.31)

k—o0

in the fault-free and disturbance-free cases. It yields, by combing (3.18) and (3.28),

e(k+1) = (A — LO)e(k),

3.32
(k) = Ce(k). (3:32)

It is evident that choosing L such that (A — LC') is Schur matrix guarantees (3.31). Notice
that (3.31) is a sufficient condition for (3.27), then (3.27) is also guaranteed. From the
above observation, we discover that choosing matrix L to achieve the state observer is the
core part to design FDF. And in order to increase the degree of design freedom, we usually

introduce matrix V' as post-filter and change the residual signal into

r(k) =V (y(k) —9(k)) . (3.33)

The above FDF scheme is based on a full-order observer, however, state estimation is not
necessary for output estimation, which is required for FD. This motivates us to apply

Luenberger type residual generator, which is also known as DO.

3.3.2.2 Diagnostic Observer

In this section, DO is introduced. It is one of the most extensively researched model-
based residual generator forms because of its flexible structure and close relation with the

Luenberger type observer. A DO is defined by

2(k+1) = Gz(k) + Hu(k) + Ly(k),

(3.34)
r(k) = Vy(k) = Wz(k) — Qu(k),

where z € R? is the state of the observer and s is its order. The order s can be equal to,
smaller, or larger than the system order n. Given model (3.18) and (3.34), the matrices G,
H, LV, W, (Q together with T" € R**™ have to satisfy the so-called Luenberger conditions
[87]:

I. G is Schur matrix (3.35)
II.TA-GT=LC, H=TB—-LD (3.36)
L VC—-WT =0, Q=VD (3.37)

Matrix 7T is used to define the estimation error

e(k) = T (k) — (k). (3.38)
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If condition (3.35)—(3.37) are satisfied, it holds that

e(k+1) = Ge(k),

(3.39)
r(k) = Ve(k),
in the fault-free and disturbance-free case and
Vu, z(0), lim e(k) = 0. (3.40)

k—00

It is straightforward that condition (3.27) is also fulfilled. Compared with the FDF scheme,
it is clear that the DO scheme has a more flexible structure, which can lead to a reduced-
order residual generator and can benefit online implementation. However, different from
the FDF scheme, which has only two parameters L and V to be designed, the DO scheme

has more parameters to be calculated and thus more involved effort for design.

3.3.2.3 Parity Space Approach

In this section, detection based on PSA is introduced. The PSA is a general framework for
FD and was initiated by [21] in the early 1980s. Instead of using an observer, it constructs

the residual generator based on the so-called parity relation. Defining parameters w(k) € R*

and
C
k —
A °) CA
ws(k) = c R(5+1)£’ Fs — ' c R(s+1)m><n7
k .
w(k) e
D 0 0 (3.41)
H,, = CB ST € Rs+Dmx s+l
: 0
_C’As_lB --- CB D_

where wg (k) is data structure to collecting data series from w(k — s) to w(k). Given model
(3.18), w can be u and y and matrices I's and H, s build the link between the original
state space model (3.18) and the following model:

ys(k) = Lsx(k — s) + Hy sus(k). (3.42)

Model (3.42) represents the relationship between the temporal input and output data in
regard to the past state x(k — s). It is stated in a simple manner, where all the parameters

and matrices are known except x(k — s). This motivates us to build residual signal as

r(k) = vs (s (k) — Husus(F)) (3.43)
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where v, € RETU™ is called parity vector and if

v s =0, vy £ 0, (3.44)

the dynamics of (k) is governed by, in the fault-free and disturbance-free case,
r(k) = vs (ys(k) — Hysus(k)) = vl = 0. (3.45)
Notice that the parity space is a space in which all elements are parity vectors [89], that is
P, = {v, € RETI™ |y, Iy =0, vy #0}. (3.46)
The simple solution to guarantee that space Py is not empty is choosing s > n such that
rank(l's) < n < (s+ 1)m. (3.47)

Since matrix I'y is not full row rank, space P; is not empty.

3.3.3 Fault Detection in Linear Stochastic Processes

Consider the process model:

z(k+1) = Az(k) + Bu(k) + w(k), z(0) = x¢

(3.48)
y(k) = Cx(k) + Du(k) + v(k),

where z € R", u € R!, and y € R™ are introduced in model (3.18) and w € R™ and
v € R™ denote the system and measurement noise, respectively. It is assumed that the
noise signals w(k) and v(k) are white Gaussian processes and uncorrelated with input u

and initial state vector z(0).

2(0) ~ N (xq, Ry) (3.49)
w(7) Q S|
E| {v@) ]| |w'() v"() wT(O)] —[|s7 g% ° (3.50)
It is commonly known that a recursive Kalman filter with
E(k +1) = Az(k) + Bu(k) + L(k)(y(k) — 5(k)),

y(k) = Cz(k) + Du(k),

r(k) =y(k) — §(k), (3.51)

3.(k)y=CP(k | k—-1)CT + R,
L(k) = (AP(k | k — 1)CT + )1 (k),
Pk+1|k)=AP(k|k—1)AT +Q — L(k)Z.(k)L"(k), P(0O| —1) = P,
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is a full-order observer (3.28) and delivers the best unbiased estimation of x in (3.48) since
it minimizes the matrix P, which stands for the variance matrix of estimation error (3.30),
and also matrix Y,., which is the variance matrix of white residual r . These properties
enable us to solve the FD problem in a linear stochastic process at each instant in a

manner that
r(k) = y(k) — (k) = f(k) +e(k), (k) ~ N (0,%(k)), (3.52)
which is analogous to (3.9). And as introduced in Theorem 3.1,

J(k) =" (k)5 (K)r(k), Jin = xa(m) (3.53)

r

delivers the optimal FD solution since for a given FAR « with minimizing the MDR. In a
short summary, the Kalman filter based FDF (3.51) and residual evaluation (3.52) and

(3.53) are optimal FD for linear stochastic process (3.48) because
e whiteness of the residual is essential for FD,
e variance matrix ¥, in (3.52) is minimized by Kalman gain L(k) ,
e for certain L(k), residual evaluation (3.53) ensures that, for a given FAR «, the

MDR is minimized.

3.3.4 Fault Detection in LTI Systems with Unknown

Disturbance

Consider the process model:

z(k+1) = Az (k) + Bu(k) + Eqd(k) + E; f(k), 2(0) = zg

(3.54)
y(k) = Ca(k) + Du(k) + Fad(k) + F; f(k),

where z € R", u € R!, and y € R™ are introduced in model (3.18) and d € R* is

disturbance. It is assumed that
o |[d|l3 <93
L] rank(Gyf) =1m, Gyf = (A, Ef, C, Ff)

A— ngl El

. F

e V0 € [0, 27, has full row rank
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For purpose of optimal FD, we adopt the following H, observer:
z(k+1) = Az(k) + Bu(k) + L(y(k) — g(k)),
y(k) = Cx(k) + Du(k),
r(k) = V(y(k) = g(k)),

where L and V are

R=CXCT + F4Ff, V=R2
_ T T\ p—1 _ T _ T T (3.55)
L= (AXCT+ E4FT)R™', X = AXAT — LRL" + E,E].

It is straightforward that the residual dynamics can be described by
r(z) = V(Ga(2)d(2) + G4(2)f(2)),

Ga(z) = (A— LC, By — LFy, C, Fy) (3.56)

Gy(z) =(A—LC,E; — LF;,C, Fy).

The scheme (3.55) is optimal in the sense of

oi (RN;(e”))

L,)V)=argmax ———————= V0 € |0,2n|, i=1,--- ., m 3.57
(V) = arguyan T, 0 € [0,21] (3.57)
Nd(2> = (A—KO, Ed—KFd,C, Fd), (358)
Nf(Z):(A—KC,Ef—KFf,C,Ff). (359)

The optimization problem means that L and V' delivered by (3.55) can optimally balance the
trade-off between the robustness of residual signal against disturbance and its sensitivity to
fault [24]. Moreover, according to [129], the transfer function from disturbance to residual

is co-inner, which means

VGGEYHVT =1, (3.60)
and it holds in the fault-free case
Ir(2)llz = 1V Ga(2)d(2)I3 < lld(=2)]]3. (3.61)
In sense of property (3.60) and (3.61), as shown in [32], designing
J(k) = [[rll2; Jin = da (3.62)

delivers the solution to optimal FD problem (3.7) and (3.8). In practice, the root mean
square (RMS) value is often used instead of the £o norm to form the evaluation function
and threshold in (3.62). It is a measure of the average energy of a signal over a time

interval and is defined as

T =lrlrus = |5 D rTGIrG). Jin =

j=k—N+1

(3.63)

Sl
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3.3.5 A Date-Driven Scheme

The above methods are model-based methods, which are based on the system model (3.18).
When a model is unknown or difficult to build, data-driven methods are applied to design
the residual generator. In this section, we introduce one type of data processing technique

to do FD. First, introduce new notations

=wk) -+ wk+N-1)] RN,
Qs [w (k) --- ws(k + N —1)] € REFDEN,
0 0 --- 0]
L (3.64)
H,. = C R R(+Dmx (s+1)n
’ T
casl ¢ o0

where w(k), ws(k) is defined in (3.41) and N is a large integer, and rewrite model (3.48)
into the following I/0O data model

0
Hw,ku,s + V;e,s

Uk,s
Yk‘,s

Uk,s

= (I)S
Xk:—s

+
Hu,s Fs

,<1>5:[ ! O]. (3.65)

Since &, € RETDm+D)x(n+(+DD) and for s > n, @, is not full row rank and there exists

L such that
(I)SL(I)S = ()7 (I)Si c R((s+1)m—n)><(5+1)(m+l)’

(I)l Uk:,s L O (366)
° Yk,s ° Hw,ku,s + Vk,s
It is straightforward that
Uk,s
ro(k) = oL |5 (3.67)
Yk,s

builds a residual generator since, in the fault-free and disturbance-free case, rs(k) = 0.

Next, we use a data-driven method to identify ®,. Let

Uk—s—l,s
kasfl,s

7 -

p

(3.68)

represents the past input and output data, which are uncorrelated with future noise W s

and Vj s, that is,
1 1
_— VAN Z .
W2y~ 0, Vi Z] 20, (3.69)
Based on this observation, subspace identiﬁcatlon methods (SIM) [30] are proposed to
identify ®L. In the following, we introduce a numerically reliable algorithm to identify ®

in a data-driven manner and then realize it by DO for online computation.
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Algorithm 3.1. [25] Data-driven scheme

Offline Computation

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Select s, N and form Z,, Uy s and Y},
Do QR-decomposition

Z, (Rn 0 0] [
Ups| = [Ra1 Ro2 0 @2
| Yis | R31 Rz Rsz| [Q3
Do singular value decomposition (SVD)
Ro1 Rap _ [U1 Ug] X1 0 Vi S0
R31 R 0 X V2
Select bs - [B;  «,] be any row of U
as = [as Qs € R¥EHD g e R G=0,--- s
Bs = [Bs0 Bs.s) € RIx(sHDm, Bsi € RM>™, i =0,---,s
Construct parameters
00 -0 Bs0 50
1 0 -0 Bsa s 1
G=1| = | e R H = , _
O - 1 0 53,5—1 g s—1

V=g, w =0 0 1],¢ = Bss
Construct DO
2(k+1) = Gz(k) + Hu(k) + Ly(k)

r(k) = vy(k) —wz(k) — qu(k)

Run DO offline and compute the variance §, of r(k)

Set Ji, = x2(1) for given FAR «

Online Detection

Step 1
Step 2

Run DO online and build J(k) = r*(k)/d,
Detect fault using (3.1)

3.4 Concluding Remarks

This chapter presents the basics of FD technologies, including the preliminaries for both

stochastic and deterministic systems. Since it is only a short introduction, many details

are not involved. The first part focuses on the formulation of optimal FD problems for

both stochastic and deterministic systems. Then the solution of optimal FD problems

for static systems is introduced. A more detailed review of these parts is presented in

[27]. Tt is followed by FD issues in dynamic systems. For dynamic systems, we start
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with different modelling methods, which are the basis of model-based FD. To realize the
software redundancy, FDF, DO, and PSA are introduced to build residual generator for
FD. Specifically, Kalman filter based and H, observer based FDF are applied for dynamic
systems to perform optimal FD in stochastic and deterministic systems, respectively. Here,
Kalman filter and H, observer are direct extensions of LS estimation introduced in Chapter
2, and the proof is shown in [64]. Other design procedures and detailed explanations about
the model-based methods are introduced in [24]. Finally, a data-driven method is briefly
introduced to identify an FD system and then transfer it into DO form. Interested readers
are referred to [25, 26, 28] for the reviews of common and advanced data-driven methods

of process monitoring and FD systems.
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4 Distributed Fault Detection in
Large-Scale Systems Based on

Distributed Average Consensus

The aim of this chapter is to create a distributed version of the centralized optimal FD
method for handling unknown deterministic disturbances in large-scale systems. We utilize
a sensor network where each local sensor communicates with its neighbours to exchange
information. The exchanged information is used for distributed offline training and also
during online implementation. Both phases apply distributed average consensus and use
iterative computation to guarantee the convergence of corresponding values to the same
value achievable in the centralized optimal manner. To demonstrate the effectiveness of
the proposed method, we present a simulation result and make a comparison between the

performances of the distributed realization and the centralized optimal solution.

4.1 Preliminaries and Problem Formulation

In this section, we present an overview of the models for the dynamic system and sen-
sor network, the centralized optimal FD scheme, and the problem formulation. These

components form the foundation for further study.

4.1.1 Models description
In this chapter, we focus on a class of large-scale LTI systems, which are defined as follows:
x(k+1) = Ax(k) + E,d, (k) + E¢ f(k), (4.1)

where (k) € R denotes the state vector, f(k) € R/ denotes the fault, d,(k) € R denotes
the unknown deterministic disturbance in process, and A, E, and E; are known constant
matrices with appropriate dimensions. For the purpose of FD and process monitoring, the

system under consideration is equipped with a sensor network, which consists of n sensor
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4 Distributed Fault Detection in Large-Scale Systems Based on Distributed Average Consensus

nodes, and each sensor node is modelled by
_ T
(k) = Cia(k) + Fud (k) dyy = [df -+ d] (4.2)

where i € {1,--- ,n} denotes the index of sensor node, y; € R™ is the measurement of
sensor node i, and C; and F, are known constant matrices with appropriate dimension,
and d; is the local measurement disturbance and d,, is the collection of measurement
disturbances. Since the monitored parts of different sensors can overlap, some local

measurement disturbances can influence more than one sensors. Thus, it is possible that
0 T
FiF; #0. (4.3)

The communication topology of the sensor network is described by a graph G = {N, £},
where N = {1,--- ,n} denotes the node set and £ C {N x N} stands for the edge set.
Besides the notations introduced in Chapter 2, denote d(i, ) as the minimal length of the
paths connecting node ¢ and 7,

D — e dls. 4
g = maxd(i, j)

as the diameter of G, and ¢; = card(N;) as the cardinality of A;. Moreover, define matrix
S=FRF'=|: .. |, FE=|:|,%;=FF (4.4)

In this chapter, the communication topology of the sensor network is first established

based on the relationship between F; and Fj, i.e., fori,j € {1,--- ,n},

{jeM, Yy # 0 and i # j, (45)

Notice that (4.5) may not guarantee a connected graph. In this case, more links should be

built to make the communication topology a connected one.

4.1.2 An Optimal Fault Detection Scheme

Stacking all sensor nodes together, the global models are given by

w(k) = Cz(k) + Fidy (k) (4.7)
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where

U1 J
y=1": ,dz=[p

Yn Cn F, n

and
n
Yy € R™, m= Zmi.
i=1

Since the global model (4.6) and (4.7) are the same as the model (3.54) introduced in

Chapter 3, for detection purpose, we adopt the following observer-based residual generator

ik +1) = Az (k) + L(yi(k) — Ciz(k)), (4.8)
r(k) =V(n(k) — Cia(k)), (4.9)
R=CXCl + RF, (4.10)
V=R"% (4.11)

L= (AXCl + EFFYR™, (4.12)

X = AXA" — LRL" + E\E, (4.13)

where (k) represents the state estimation and r(k) denotes the residual signal. Also, set

T = rllaws = | = 30 rTGIG), Jn = (4.14)

j=k—N+1

3

and use decision logic (3.1)

J(k) < Jy, fault-free
J(k) = Ju, faulty

for optimal FD. Notice that solutions (4.8)—(4.13) are directly from the optimal solution
in Section 3.3.4. In order to ensure that discrete time algebraic Riccati equation (DARE)

(4.13) has stabilizing solution, we assume
L] rank(Gyf) =1m, Gyf = (A, Ef, C, Ff)

A— ej9[ El

] F

e V0 € [0, 27, has full row rank

Moreover, assume that F; has full row rank which means that each dimension of y; is

influenced by disturbance. Based on this assumption, we have
Y =RE"

in (4.4) is a symmetric and positive definite matrix.
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4.1.3 Problem Formulation

It is worth mentioning that to achieve the optimal FD approach given in (4.8)-(4.14), all
the information about sensors and measurement data should be collected at one central
station to perform the FD actions, which requires significant communication efforts for
the central station. To deal with this issue, we investigate a distributed realization of the
proposed optimal FD scheme, which delivers exactly the same optimal FD performance at

each sensor node.

4.2 A Distributed Fault Detection Scheme

As mentioned above, in this section, a distributed realization of the proposed optimal FD

scheme is presented, which is achieved by performing the following two phases:
— distributed offline training;
— distributed online FD.

We assume that at sensor node i, only A;, E;, C;, F;, and the local measurement y; are
available. Besides, the information can be transmitted between neighbours according to

the communication topology (4.5).

4.2.1 Distributed Offline Training

It is clear that the most important part of the computation of parameters in (4.10)—(4.13)
is to compute X in (4.13). For our purpose, (4.13) should be solved at each node in a

distributed way. To deal with this issue, we define
L=CIS7Cy, I = F'S7C, Is = FPS7ME, Q= (X7 + 1), (4.15)
and apply the matrix identity
R ="'yl tcls (4.16)
to reformulate (4.13) into

X =AXAT — LRL" + EEF
=A(X - XC/(z' =2 'cf s o xX) AT
—AXCH(E =yttt el s YR EL (4.17)
— BFN (T -ytoottiof s o x AT
E(I-Fl(x'=-s'a0'CfsR) B
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Further, we have
X -xcfEt-ytoatcfehHox
=X -X(I-L(X'+1)HLX (4.18)
=X - X(I+LX Y HLX =0,
xXofxt—-stoo ey e = X1 -y toahelstE =7, (4.19)
I—F'( ' =200 ' Crs™ YR =1 - I+ LOQ T, (4.20)

For distributed computation of X, apply Riccati recursion [68] with

X(n+1) = AX (A" = L) R(n)L(n)" + BB, lim X(n) = X, (4.21)
R(n) = X (n)C + RE', L= (AX(n)C] + E.F)R(n) ™. (4.22)

Combining (4.17)—(4.22), it holds that

)= Z(n) = ¥(n) — W (n) +1(n)

(n) = (X~'()+ 1)

X 2(n) = AQ7l(n)AT (4.23)
(n) = AQ'(n I3 Ef

(n)= E(-L+LOY"(nO)E"

\

provides a iterative way to compute X in (4.13) and

lim X(n) =X, lim Q(n) =Q=(X"'+1).

n—o0 n—oo

It follows from (4.23) that, for iterative computation of X, I;, I, and I3 should be

calculated first. Since they have a similar structure, we construct them as the unified form

) R 1) oy
AETe = [AT AT 28 (4.24)
Enl e Enn (I)n
where A and ® can be C) or F}, and ¥ is the same as introduced in (4.4). We now introduce

a new parameter Z as
ATl = 77 = [ZIT T (4.25)

and divide the computation of AT¥71® into two phases: first AT¥~! = Z7 and further
ZT®. After this partition, both parts can be calculated in a distributed way. Due to the

reason that the first phase includes matrix inverse, which can cause huge computational
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costs, we apply a distributed iterative computation to avoid this problem and to solve
the first computation. And for the second phase, the average consensus technique is
implemented to let each sensor node obtain a common ATY~'®. Finally, at the third

phase, X is solved based on the results from the first two phases and (4.23).
first phase
—
ATST o =770
—_————
second phase

‘U’ -[17 -[27 -[3
X = AQ AT — AQUTE — EILOTTAT + E(I - Is + LI EL

thirdvphase

4.2.1.1 First Phase

For calculating (4.25) and avoiding the inverse computation, we adopt the iterative

computation method
Z(C+1)=2Z(C) + MA=XZ(()). (4.26)
The computation (4.26) is based on Richardson iteration [53] with ( as the iteration

number and A being a constant factor, which is designed to guarantee the convergence

lim Z(¢) = Z. (4.27)

(—o0

It is evident that equation (4.25) leads to
Ay Y1 Xl |4
A=¥Z = |:|=]": S ;
An Yn1 0 Zan| | Zn
Setting iteration error as e(¢) = Z(¢) — Z, the dynamic of e(() is identified as
e(C+1)=2(C+1)—Z
=Z0)+\N2Z-%2Z()) -~ (4.28)
= (I — AX)e(C).
It is clear that when (I — AX) is a Schur matrix, which means all eigenvalues of (I — A\X)

are located inside the unit disk,
lim e(¢) =0, (4.29)
(—o0

which also implies (4.27). Thus, (I — AX) being Schur matrix is the requirement to
guarantee (4.27). In what follows, we introduce lemmas to provide the condition for A to

ensure that (I — AX) is Schur matrix.
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Lemma 4.1. If matriz S is real and symmetric, then
[15]2 < 15 ] -

Proof. From [49], it holds that ||S|l2 < \/||S|[1]]S]|eo- If S is real and symmetric, we have
151[x = [15]loo, 50 [[Sl2 < [[5]loo- O

Lemma 4.2. The condition

2
0<A< ——— (4.30)
[pM[pe

can ensure that (I — \X) is Schur matriz when ¥ is symmetric and positive definite matrix

with all elements being real numbers.

Proof. Since Y. is a symmetric and positive definite matrix with all elements real numbers,

we have A..(2) = [|X|]2. Doing eigen decomposition of ¥ leads to
X =UQUuT,

where U is an orthogonal matrix and U~ = U7, and Q is a diagonal matrix with diagonal

elements being the eigenvalues of 3. Further, we have
1— A\ 0
1— A\
I- X2 =U(-XQ)UT=U _ ur (4.31)
0 1=\,

where \; denotes the eigenvalue of X. Since ¥ is positive definite, we have A\; > 0. In order
to ensure that I — AX is Schur matrix, from (4.31), it is clear that

2
_ . 4.32
0<)\<)\maz(2) (4.32)

Moreover, according to Lemma 4.1,
Amaz(2) = (152 < %o (4.33)
If we combine (4.32) and (4.33), it is evident that Lemma 4.2 is proved. O

Based on Lemma 4.2, we apply (4.30) to compute \. First, ||3]|» needs to be calculated
in a distributed manner. For this purpose, we partition X into n rows as
N RFT ... FFT
5, F,FT ... F,FT
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With the definition of co-norm, we have

IElloc = max [|2f]oo.

If node 7 knows ||3;||o at start, then after D,—th iteration, each node can obtain

ggggHEiHoo.

Motivated by this observation, Algorithm 4.1 is proposed for the distributed computation
of A in (4.26).

Algorithm 4.1. Distributed computation of \

Step 1 Communicate F} to node i for j € N; and compute F;F{, if j & N,
Step 2 Calculate Q; = || | FL - FZFHT] |0 at node i

Step 3 Communicate ); to node i for j € N;

Step 4 Update Q; = max{Q;, Qn;} at node i with Qn;, = {Q;]j € N;}
Step 5 Repeat Step 3 and Step 4 D, times

Step 6 Determine A = \; = 2 at node i with 0 < o < 2

Qi
With the value of A, the distributed realization of (4.26) is formulated as
ZiCH+1) = Zi(Q + M = D 34Z5(Q) (4.:34)

JES;
where S; = {i} |JN;. It is clear that in (4.34), node i only uses its local and neighbors’
information. Moreover, according to relation (4.5), stacking all (4.34) together, we obtain
exactly the same equation as (4.26). Thus, (4.34) can be used as a distributed realization
of (4.26). For the training phase, the distributed iterative computation (4.34) can be

executed and terminate when
1Zi(C+1) = Zi(Q)ll2 < e, (4.35)

where € is a predefined tolerance, is fulfilled.

Define new notations
L=CIs™ =Ly oo L], B=FS7" = Ly o L. (430)

After executing (4.34) until (4.35) is fulfilled, Z; and Z! ®; are obtained at node 4, where
Z; can be Iy; or I5; and ®; can be C; or F;. Notice that, for special case when ¥ is block

diagonal matrix with

1 0 0
0 0 X,
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4.2 A Distributed Fault Detection Scheme

parameters I,; = CIY7! and I5; = FI'S;! can be directly obtain at node i without

performing distributed iterative computation (4.34).

4.2.1.2 Second Phase

As a result of the distributed iterative computation, Zf ®; is obtained at node 7, notice

that our aim is to compute

o]
Z'o= |zt o 2| || =Y 2 e (4.37)
) =

at each node. To this end, recall the distributed average consensus algorithm introduced

in Chapter 2 by performing

i€+ 1) = wigi(§) + Z wi9;(8), (4.38)

JEN;
where £ is the iteration number and matrix

w11 Win
L (4.39)

Wp1 -+ Wnpn

is selected such that (2.21) and Lemma 2.5 are fulfilled. In this chapter, we apply the
Metropolis-Hastings weights method (2.24) to compute W. From the computation (2.24), it
is evident that the Metropolis-Hastings weights method only requires local and neighbours’

information and thus can be realized in a distributed manner. Further, we have

91 (8)
1

1 n
. & _ T . . . )
Un(€)

where 1 € R" is a vector with all elements 1. It is clear that after running the distributed
average consensus algorithm with initial value 9;(0) = ZI'®; at node 4, each node can

obtain
n

n (51520 m(g)) = Zﬁi(()) => Zze;, (4.41)

j=1
which is the aim in (4.37). After executing the distributed iterative computation and

distributed average consensus, we obtain and save values of I, I and I3 at each node.
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4 Distributed Fault Detection in Large-Scale Systems Based on Distributed Average Consensus

4.2.1.3 Third Phase

With I, I, and I3 at hand, we calculate (4.13) in a distributed manner by the proposed
iteration (4.23),

[1]

) (n) — W (n) — ¥ (n) +1(n)
(n) = (X~'() + 1)
E(n) = AQ~ (AT
(n) = AQ ‘(I3 Ef
I(n) = E(I-Ii+ L ' (n)I])ES

\

After executing (4.23), each node obtains
lim X(n) =X, lim Q(n) =Q=(X"'+1).
7n—00 n—00
Finally, as a result of the offline training throughout the three phases, node i obtains

L, I, I, 1,;, Is;, X, Q (4.42)

in (4.15), (4.23) and (4.36).

4.2.2 Distributed Online Fault Detection
To realize online FD in a distributed manner, we apply (4.16) to reformulate (4.12) as

L= (AXCl' + EiFNR™' = (AXC! + EFF) (7 — 27t tels™)

(4.43)
= (A - EL)Q ', + E ;.
Define notation
Li - (A — El[2>971[4,i + Eljg,,i, (444)
it is clear that after distributed offline training, node i can obtain L; in (4.44) and
L= [Ll - Ln} . (4.45)
Also, define
71 (k) yi(k) — Cr2 (k)
ri(k) = yi(k) — Citi(k), (k) = : = : . (4.46)

fn(k) yn(k) - Cni'n(k)

For purpose of detection, node ¢ runs (4.8) to have estimation ;. Further, combine (4.44)

and (4.45) to modify state observer (4.8) in node i as
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4.2 A Distributed Fault Detection Scheme

Given ;(k) in time instant k, value L;7;(k) is obtain at node i, then

Z Li7(k)

is identified by applying distributed average consensus (4.38) with 9; = L;7;(k), finally,
Z;(k + 1) can be obtained. Since all observers are identical, it holds that with the same

initial value z,(0) = x¢ for ¢ = 1,--- | n,

Thus, (4.47) is a distributed realization of (4.8). After the estimation of z;(k), 7;(k) is
also obtained and used for computing term 7 (k)r(k), which forms the evaluation function
Ji(k) in (4.14). With (4.16), it holds that

ji(k) = rl (k)ri(k) = 7l (k)R7'F(k) = 7] (k)(E7' = S7'CQ OIS (k). (4.48)

)

Set notations
oo =TS, I =775 = [16,1 fﬁvn} (4.49)

and transfer (4.48) into

ji(k) = Z Igi7i(k) — (Z 14,Z-n(k)> 0! (Z Jm(k)) . (4.50)

It is clear that in (4.49), Is has structure AT¥~! and Is; can be obtained in node ¢ by
applying (4.34) online with A; = 7;. For (4.50), node i has Ig,7;(k) and 1,,;7;(k), values

are obtained by applying distributed average consensus (4.38) with ¥; = Ig,;7:(k) and
V; = I4,;7;(k), respectively. With j;(k) in hand, evaluation function

m—1 1/2
Ji(k) = (%Zg(kﬂ)) , (451)
=0

is obtained, and it is clear that the combination of (4.50) and (4.51) is a distributed
realization for J(k) in (4.14).

Finally, we summarize the overall algorithm into Algorithm 4.2.

Algorithm 4.2. Distributed FD in large-scale systems based on distributed average con-

sensus
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4 Distributed Fault Detection in Large-Scale Systems Based on Distributed Average Consensus

Distributed Offline Training

For node ¢ witht=1,--- ,n

Step 1 Save A;, £y, C;, F;, Jy, and Dy

Step 2 Calculate A using Algorithm 4.1

Step 3 Calculate W using Algorithm (2.24)

Step 4 Calculate I,; and I5; using distributed iterative computation (4.34)

Step 5 Calculate Iy, I, and I3 using distributed average consensus (4.38)

Step 6 Calculate X using (4.23)

Step 7 Calculate Q in (4.15) and L; in (4.44)

Distributed Online FD

At time instant k, for node ¢ with¢=1,--- ,n

Step 1 Measure y;(k) and compute 7;(k)

Step 2 Calculate I, using distributed iterative computation (4.34)

Step 3 Calculate Y. | L;7;(k), > i I 7(k) and Y, Is,7;(k) using distributed
average consensus (4.38)

Step 4 Calculate J;(k) using (4.50) and (4.51)

Step 5 Update Z;(k) using (4.47) for time instant (k + 1)

Step 6 Make decision using (3.1)

4.3 Convergence Issue

Considering that the consensus should be achieved at each sampling interval during online
computation in algorithm 4.2 through online implementation, the feasibility of implement-
ing the proposed scheme in real-time could be questionable due to the convergence of
average CONSensus.

One potential approach is to select the value of W in (4.39) in order to maximize the
speed of convergence. Recall the objective of average consensus in (2.21),

1
z(k+1) =Waz(k), lim z(k) = klim Wk2(0) = =117 2(0).
—00 n

k—o0

Set ]
*=211"z(0

and use per-step convergence factor

[z(k+1) — 2"
etyrer ||T(R) —2*|la

Pstep(W) =

as index to measure the speed of convergence. To achieve the fastest convergence, it is im-

perative to minimize r.,(), a goal addressed through the subsequent norm minimization
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problem:

1
min ||[W — =117,
n

st. WeS, Wi=1,1"W=1"

where set S is defined in (2.20). Since this problem is convex, it can be solved efficiently
and globally [112].

The other viable approach involves reducing the amount of information used for detection
in node ¢. This approach presents a trade-off between expediting decision-making with
limited information and waiting for extended computation times based on more information
to enhance decision accuracy. Opting for less information speeds up the convergence, but
this also impacts detection performance. In detection tasks, the goal is to amplify the
impact of faults on the residual while minimizing the influence of disturbances on the

residual signal. From this observation,

1ol
J(y*) = max ,
") = Gl

(4.52)

where L and V' are solved by (3.57) for

2k +1) = Aa(k) + Edy(k) + Erf(k), y" (k) = C*a(k) + F*dy(k),
Gri(z) =(A—LC*, B, — LF*,VC*,VF*), G,f(2) = (A— LC*, E;,VC*,0)
with the selected information y* and corresponding C* and F™* compared with (4.7), can

be used as performance index to measure the detection performance. And the problem of

information selection can be formulated as
Select the lest information y*, s.t. J(y*) > J*,

where J* is a pre-defined lower bound for detection performance. In Chapter 5, we will
employ a comparable performance index compared with (4.52) for optimization purpose,
while in Chapter 6, a comprehensive exploration of the concept of information selection

will be discussed.

4.4 Example

Consider a dynamic model (4.1) with z(k) € R, d, € R, and d,, € R'. In the applied
sensor network, we have n = 10 sensors and y; € R! for i = 1,---,10. The corresponding

matrices are

01:2300000000],022[1210000000,
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4 Distributed Fault Detection in Large-Scale Systems Based on Distributed Average Consensus

C3=10 23 10000O0O0,C=/001110000 0|,

C;=11 011210000 ,C=|10103T1T1SQ00O0 0|,

=1 010011500 .C=[101000¢611 0,
09:1010000310],010=[1010000011],
F=[000000000011000000°00],

FQZ_OOOOOOOOOOl110000000_,

FmZ[OOOOO000000001000011]7

02 02 0.0 00 0.0 00 0.0 01 0.1 0.0
03 01 0.1 02 03 00 02 00 02 -0.1
0.0 0.1 0.1 0.1 0.1 0.1 0.0 0.0 0.0 0.2
0.1 0.1 0.0 0.2 0.0 0.1 0.2 01 0.1 0.2
0.0 0.0 0.1 0.0 0.0 0.2 0.0 0.1 0.1 0.0
0.0 00 0.1 01 02 00 02 00 02 0.1
0.0 00 0.0 0.1 0.1 0.2 0.0 0.1 0.0 0.1
0.1 00 0.0 0.1 0.1 00 0.2 01 0.1 0.2
0.1 0.0 0.0 0.0 0.1 0.2 0.0 03 0.1 0.0
02 00 01 01 00 01 02 01 0.1 0.3

O O O O O O O W N
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1100000O0O0OO0OO0OO0OO0OO0OO0OOO0OO0O®OO
1110000O0O0OO0O0OO0OO0OO0OO0OOO0OO0O®O0O
06011100000O0OO0OO0OO0OO0OO0OO0OO0OO0OO0O0
06001110000O0OO0OO0DO0OOO0OO0OO0OOTO0DO0
B = 1011110000O0O0O0O0O0OO0O0O0OO0O0 7
1010111000O0O0O0O0O0O0O0O0®O0®O
1010011100O0O0O0O0O0O0O0O0O0O®O
10100011 100O0O0O0O0O0O0O0O0®O
101000011 1O0O0O0O0O0O0O0O0O0®O
1 101000001 10000O0O0O0O0O0O0,]

According to matrices F; with ¢ = 1,...,10 and (4.5), the communication topology of the

sensor network is shown in Figure 4.1. Moreover, the diameter of the graph in Figure 4.1

02
91

o4
o6

&3 - ®9

10 v
e s
Figure 4.1: Communication topology of sensor network

is D, = 3, and the corresponding Laplacian matrix is shown in (4.4). The observer gain L
in (4.12) is

[ 0.112  —0.063 —0.006 0.047 —0.032 —0.001 0.029 —0.001 —0.011 0.046 |
0.052 —-0.029 0.003 0.020 0.100 0.012 —-0.041 0.040 0.057 —0.007
—0.034 0.017 0.022 —-0.036 0.016 0.053 0.040 —0.023 —-0.038 0.101
-0.011 0.010 -0.019 0.004 0.020 0.027 0.057 0.005 —0.021 0.106
—-0.035 0.040 —-0.009 -0.030 0.049 —-0.002 0.034 0.005 —0.008 0.027
—-0.059 0.023 —0.005 0.007 0.011 0.0563 0.001  0.020 0.012  0.098
—-0.046 0.037 —-0.024 -0.031 0.071  0.025 0.038 —0.012 —-0.006 0.033
-0.018 0.011 -0.032 0.023 -0.016 0.047 0.038 0.006 —0.007 0.111
0.007 0.016 -—0.056 0.018 0.061 0.002 0.055 0.001 0.018 0.019
|—0.022  0.034 -0.019 -0.014 -0.012 0.048 0.070 —0.002 —0.045 0.163 |

Apply Algorithm 4.1 and select o = 1 to obtain A = 0.0556. Apply the Metropolis-Hastings

weights method (2.24) to compute W matrix for distributed average consensus. The result
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4 Distributed Fault Detection in Large-Scale Systems Based on Distributed Average Consensus

is

(0.497 0.167 0.100 0.000 0.000 0.111 0.000 0.000 0.125 0.000]
0.167 0.331 0.100 0.167 0.000 0.111 0.000 0.000 0.125 0.000
0.100 0.100 0.100 0.100 0.100 0.100 0.100 0.100 0.100 0.100
0.000 0.167 0.100 0.289 0.167 0.111 0.000 0.000 0.000 0.167
0.000 0.000 0.100 0.167 0.289 0.111 0.167 0.000 0.000 0.167
0.111 0.111 0.100 ©0.111 0.111 0.122 0.111 0.111 0.111 0.000
0.000 0.000 0.100 0.000 0.167 0.111 0.331 0.167 0.125 0.000
0.000 0.000 0.100 0.000 0.000 0.111 0.167 0.331 0.125 0.167
0.125 0.125 0.100 0.000 0.000 0.111 0.125 0.125 0.164 0.125
10.000 0.000 0.100 0.167 0.167 0.000 0.000 0.167 0.125 0.275

Given ¢4 = 7.1929, we set

1<~ 1
Ji(k) = <6 > ik + D) T = \/géd = 2.9365,

=0

sampling time 7" = 0.02s for online detection. With an additive step fault happening at 6s,
simulation results of the evaluation function of the centralized solution J and the evaluation

functions for sensor nodes 1—10 are shown as J;—Jyg in Figure 4.2—4.6, respectively.

1 2 3 4 5 6 7 8
Time(seconds)

Figure 4.2: Simulation results for nodes 1 and 2

52



4.4 Example

1 2 3 4 5 6 7 8
Time(seconds)

Figure 4.3: Simulation results for nodes 3 and 4

1 2 3 4 5 6 7 8
Time(seconds)

Figure 4.4: Simulation results for nodes 5 and 6
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T T T T T T T T
451 J
* J7
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35+ |——Jy,
3 -
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;‘;.. - :ti.., .w"e i
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1 2 3 4 5 6 7 8
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Figure 4.5: Simulation results for nodes 7 and 8

a5t |—J
* Jg 'l!..,'jqb L
4t g v
Jio [5% '+ 5

1 2 3 4 5 6 7 8
Time(seconds)

Figure 4.6: Simulation results for nodes 9 and 10

The figures indicate that our proposed distributed FD scheme can achieve a similar
result when compared with the centralized approach, which is plotted as J in each figure.
However, with the limited online execution time, both distributed iterative computation
and distributed average consensus may not converge to the accuracy value, which may lead
to inaccuracy for the online implementation as shown in Figure 4.7, which is an enlarged
local figure of Figure. 4.2.
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4.5 Concluding Remarks

4.4584 = T T T T T T 1
—J *
4.45838 | 8
* Jl
4.45836 - Jo 1
4.45834 | Jih |
4.45832 | E
4.4583 | 8
4.45828 | 8
4.45826 E

6.2198 6.21985 6.2199 6.21995 6.22 6.22005 6.2201
Time(seconds)

Figure 4.7: Comparison of evaluation functions

4.5 Concluding Remarks

This chapter refers to a novel distributed FD scheme proposed for large-scale systems
that are affected by deterministic disturbances using sensor networks. The original model
(4.1) ignores the input signal since it is assumed in this case all sensors know the input
signal. Theoretical analysis, which is based on centralized optimal FD scheme, distributed
iterative computation and distributed average consensus, and the simulation results show
that the proposed scheme can detect fault effectively when compared with the centralized
approach. We would like to remark that, offline training and online implementation are
all realized in a distributed way, which means that the sensor node can only use its local
and neighbors’ information for data fusion and corresponding purpose. The pioneering
work of the distributed realization of optimal FD for stochastic processes is shown in [27],

and the related distributed Kalman filtering is proposed in [86].
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5 Distributed Fault Detection in
Interconnected Systems Based on

Linear Matrix Inequality

The distributed realization of optimal FD proposed in Chapter 4 is based on distributed
average consensus. During online implementation, the distributed computation of the
evaluation function needs time to converge since it is realized via distributed average
consensus and requires the information among the whole network. Such properties may
lead to a longer mean time to detection (MTTD). In this chapter, a distributed state
observer is applied for distributed FD. It has a simpler structure and online implementation
form when compared with the method based on average consensus. We first introduce the
design issue of observer parameters. Unlike the complicated methods in [94] to directly
meet restrictive requirements. LMI-based numerical methods are applied to guarantee
the convergence condition. Then, a post-filter is designed to satisfy our performance
requirement, that is, suppress the influence of deterministic disturbances on residual signal

and meanwhile enhance its sensibility to faults.

5.1 Distributed State Observer Design

The large-scale interconnected system under consideration consists of M subsystems with
the same sampling time T'. Each subsystem G;, where : = 1,--- M, is modelled by

ik + 1) = Ayai(k) + Baui(k) + Y Aya;(k) + Eudi(k) + Epifi(k),
JEN; (5.1)
yi(k) = Cixi(k) + Fudi(k) + Fri fi(k).

where z;(k) € R™ is the local state, u;(k) € R% is the local input, y;(k) € R™ is the local
measurement, d;(k) € R" denotes the disturbance.
For the purpose of FD, each subsystem is locally implemented with a distributed state

observer [9, 94] to estimate the local states using its local and neighbours’ information.
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5.1 Distributed State Observer Design

The distributed state observer has the following structure

Sig(k) = > (s (k) + Lig(y; (k) — Cj;(k))) . (5.2)
JEN;

U:(k) = Ciz;(k)

From (5.2), the distributed state observer for the subsystem i depends only on local
measurement y; and its neighbors’ information z;, y; wtih j € A;. For further analysis,

define the local state estimation error as

Combine (5.1) and (5.2), it holds that

Si(k) =" ((Aij — LijCy)e;j(k) — LijFyd;(k) — LijFy; f;(k)) . (5.3)
JEN;

Concatenate all e; together to model the overall error dynamic as

e(k+1)=(A- LC)e(k) + (Eq — LE,)d(k) + (Ey — LFy) f(k), (5.4)
where
e1(k) dy (k) fi(k)
6(]{) - : 7d(k) = af(k) - : )
en (k) dn (k) fru (k)
An A o A Ly Lip -+ Ly
Ay A -0 Aoy Loy Loy -+ Loy
A= . . L= . s (5.5)
Avi Az - Aum Ly Ly -+ Lywm

C = diag(Cl, ceey CM), Ed = diag(Edl, e ,EdM), Fd = diag(Fdl, o 7FdM>7
Ef = dlag(Efla 7EfM)7Ff = dlag(Ffla 7FfM)

Notation diag() stands for a block diagonal matrix with

My, 0 O
diag(My,....Mu)= |0 . 0
0 0 My
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Define set
S; = N; i} (5.6)

From (5.2) and (5.3), matrices A;; # 0 and L;; # 0 when j € S; and it also means that G;
and G; are physically connected. Otherwise, A;; =0 and L;; = 0 when j € S; and they

are disconnected. In nominal case, error dynamic (5.4) reduces to
e(k+1)=(A— LC)e(k). (5.7)

In order to guarantee condition (3.31), matrix L should be designed such that A — LC' is

Schur matrix. Different from the centralized solution of L, the additional restriction

makes the design procedure a complex and challenging task. In the following, we introduce

LMI conditions for designing L to guarantee condition (3.31).

Theorem 5.1. Given system (5.1) and distributed observer (5.2), its nominal and global
error dynamic (5.7) guarantees the condition (3.31) if there exist symmetric positive
definite matrices P > 0, @ > 0 and a matrix X, where P = diag(Py, Ps, ..., Py),
Q = diag(Q1,Q2,...,Qum), B e R ™, X;; =01if j € S;, Qi € R™*™ and X;; € R™"*Pi,
satisfy conditions

-P *
<0,
QA—XC P-2Q
Q1AL — Xy Q1A — X120y - Q1A — XinCu
0A— XC = Q2A2 — X01Cy QoA — X92Cy -+ QA — XoyCur
QuArvn — XanCr QuAme — XanCo -+ QuAnvn — XumCur

Proof. From Lemma 2.7, if there exist positive definite matrices P = diag(Py, P, ..., Py)
and @ = diag(Q1, Qs, ..., Q) such that

-P

04—L1C) P—20| 0, (5.8)

matrix A — LC' is Schur matrix. Set X = @)L, nonlinear inequality (5.8) is transferred into
a linear one. Due to the diagonal structure of @), it is straightforward that X;; = Q;L;;
and Lij = Q;lXZ] ]
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5.1 Distributed State Observer Design

Since the method provided in Theorem 5.1 is only sufficient condition and conservative,
in the following, we will give the another method to calculate the observer gain matrices.

This method is inspired by an inequality which is expressed by the following lemma.

Lemma 5.1. [9] A matriz M is composed of block matrices M;; € R"*™i. If j ¢ N, then
M;; =0. Fori=1,2,..., M, consider block-diagonal matric H = diag(Hy, Hs, ..., Hy),
where H; > 0, and block-diagonal matriz H™ = diag(H,", Hy with elements
H = (M) Hy (/& M) (5.9)
JES;

where ¢; = |S;|. It holds that
HY > MHM?" (5.10)

Now, we apply Lemma 5.1 to the second design method.

Theorem 5.2. Given system (5.1), ¢; = |S;|, and distributed observer (5.2), its nominal
and global error dynamic (5.7) guarantees the condition (3.31) if there exist X; > 0 for
i=1,2,--- , M and Q;; for j € S; such that

-Xi Va(Xidi —QuCi) -+ /G, (XiAu, — Qi Ci,,)

' <0,
* * . 0
* * * -X;

where set N; is ordered as N; = {i1, -+ ,in, }. And Lij = (X;)7'Qi5.

Proof. From Lemma 2.7, if there exist positive definite matrices P = diag(Py, P, ..., Py)
such that
(A—-LO)P(A—-LO)" — P <0, (5.11)

matrix A — LC' is Schur matrix. Set M;; = A;; — L;;C; and from Lemma 5.1, if

Y (VGMy) PG M) — P <0, i ={1,-- , M}, (5.12)

JES;

inequality (5.11) holds. From (5.12) and Lemma 2.6, we have

-_Pi V&M /i M, - v/ Cin, Mu‘ni-
* —P[l 0 ce 0
* * -pPt : <0, (5.13)
* * * 0
* * * * — Zzl
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Set X; = P! and transfer matrix

)

X; 0
T:[

0 I

|

We do pre-multiplication and post-multiplication for both sides of (5.13) by T to obtain

(—Xi aXiMy (e XiMy, -+ Jc XiM;,, ]
* —X; 0 e 0
* * - X5, < 0.
* * *
| * * * * -Xi,
With Q;; = X, L;j, the theorem is proved. O

Notice that the proposed two theorems are only sufficient LMI conditions to guarantee
the asymptotic stability. And the influences of disturbances and faults are not considered
in the computation of observer gain matrices. This motivates us to implement post-filter
for the local residual signal

ri(k) = yi(k) — Ciz(k). (5.14)

In the next section, the post-filter is designed to achieve the robustness of the residual

against disturbances and meanwhile increase its sensitivity to possible faults.

5.2 Post-Filter Design

In this section, we propose methods to design the post-filter. Recall (5.3) and (5.14), we

have, for i =1,2,..., M,

ei(k +1) = (Ay — LuCi)ei(k) + (Ea — LiFu)di(k) + (Epi — LiFy) fi(k) + Sij(k),
Sii(k) = (Aij — LijCy)ej(k) — LijFydy(k) — LijFy; f3(k)) (5.15)
JEN;
ri(k) = Ciei(k) + Fydi(k) + Frifi(k).

For node i, consider the influence of f; and disturbance d. Besides the notations in (5.5),

set

T

A=A—-LC,E;=E;— LFy, Ey; = [(—LuFﬁ)T (Epi — Ly Fy)T (=L Fp)T|

Ci=10 --- C 0},}3’%:[0 R I
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5.2 Post-Filter Design

and modify (5.15) into the global form of error dynamic with local residual as
e(k+1) = Ae(k) + Ead(k) + Eyifi(k), (5.16)
ri(k) = Cie(k) + Fyud(k) + F, fi(k). (5.17)

In order to perform more accurate FD, it is desired that the residual signal is sensitive to

faults, meanwhile robust against disturbances. For our purpose, use notations

ri(k — s) d(k —s) filk —s)
ri(k —s+1) dlk—s+1) filk—s+1)
Ti,s(k) = : ads(k) = : 7fi,s(k) = :
ri(k) d(k) fi(k)
and
é [ Ey, 0 0]
C;A o F I3
He s — >Hdi,s - CZ' I @ )
S 0
OZAS _CYZAS*IEd C, ASiZEd Fdz
[ Fy 0 0]
Hfi,s - élEfZ Ffl
: . -0
A, GAE, - Fp

to modify the original model (5.16) and (5.17) as lifted model
Tis(k) = Hese(k —s) + Hyi 5ds(k) + Hyi s fis (k) (5.18)

Based on the equation (5.18), a post-filter v; s is designed to cancel the influence of initial
state e(k — s), reduce the influence of the disturbance on residual, and increase the

sensitivity of residual to faults. Denote (); as the base matrix of parity space with
QiH.s = 0.

In order to cancel the influence of initial state e(k — s), it holds that
Vs = U5, 5Qis

where 7; ¢ is a vector to be chosen later. Do pre-multiplication to both sides of (5.18) by
'Uz',sa

0; sQiris(k) = 0; sQiHai sds(k) + 03, sQiH i s fi s (k).
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5 Distributed Fault Detection in Interconnected Systems Based on Linear Matrix Inequality

Based on the above discussion, set the performance index for v; 5 as

influence of the fault

max - :
influence of the disturbances

f)i st’Hfi sH};‘s zTﬁsz ~
J = max — ’ . 2 06 = 0; O 5.19
Bse Uz‘ysQintng;’S TUT s Yi,s ’L,SQ’L ( )

i V4,8

We assume that
rank(Q; Hy; s) = row number of (Q;Hy; s). (5.20)

Otherwise, vector 7; s can be chosen such that v; ;Q; Hg s = 0 and we can directly decouple

disturbance from residual.
Theorem 5.3. Assume (Q;Ha;s) has full column rank, do eigen decomposition
QiHuHy QF =USU".
Denote the largest eigenvalue and corresponding eigenvector of
E_%UTQini,sH};,sQZTUZ_%
as A and v; s, we have

5, = 0,8 U7, T = (5.21)

,8

as the optimal solution to (5.19). And the post-filter v; s is
Vs = Q*st
Proof. See Theorem 2.5 in [54]. O
After the design of the post-filter v; 5, we have
Tis(k) = i sris(k) = vi s(Hese(k — 8) + Hyi sds(k) + Hyi s fi5(K)). (5.22)

Since the generation of 7; (k) needs mean time (s + 1), we use DO for online realization
of the proposed PSA. A one-to-one mapping between PSA and DO is introduced in the

following Theorem.

Theorem 5.4. [24] Given system model (5.16) and (5.17) and a parity vector

Vis = |Vis0 Vis1l "°° Uz‘,s,s]
the dead-beat DO
Ez(k?) = U,-n-(k) — wzzz(k:) .
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5.3 Residual Evaluation and Threshold Setting

[0 0 0 0
Vi,s,0
1 0 - 00 ”
Vi s,1
Gz: : . N ) Lz:_ . y Ui = U4s,s, Wy |:O 0 1:|
0O --- 1 00
Vi s,5—1
O --- 0 10 "

provides a realization for

fi,s(k) = Vi,sT4,s (k)

n (5.22).

5.3 Residual Evaluation and Threshold Setting

After applying the proposed methods to design distributed state estimator and post-filter,
from (5.16), (5.17), and (5.23), we have

e(k 4+ 1) = Ae(k) + Eud(k) + Ei f;(k)
ri(k) = Cie(k) + Fud(k) + Fpifi(k)
zi(k +1) = Gizi(k) + Lirs(k)
€i(k) = viri(k) — wizi(k)

(5.24)

Notice that (5.24) stands for the transfer function from disturbances and faults to corre-
sponding local residual based on designed distributed observer and post-filter and ¢; is
finally utilised for FD. For threshold setting, modify (5.24) as

e(k+1 A e(k
AN ) ae) + | | k)
Zz<k + 1) LZC G Zl(/{?> L; Fdz L; Ffz
(5.25)
~ e(k)
ei(k) = [Uz‘Ci ] + v Fggd (k) + viF, fi(k)
zi(k)
Based on (5.25) , compute the transfer function from d to ¢; as
A 0 E, . 3
Gea = ~ s | |G —wi| vk ) 5.26
“ (Lici AR d) (520

In fault-free case, it holds that

l€i(k)ll2 < [|Gealloolld(k) 2.
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5 Distributed Fault Detection in Interconnected Systems Based on Linear Matrix Inequality

Based on (3.63), in practice, set

k
1 N
Ji = llei(k)llrars = | < > i) Tns = vlldE)rss, [Geallw =7 (5.27)

j=k—s+1

for FD. With given ||d||s < dq,

1
|d(k) || ras < \/;(Sd

5.3.1 Influence from other Faults

The above discussion is based on the assumption that no faults happen at a same time, so
the model (5.16) and (5.17) consider only the influence of local fault and all disturbances
on local residual. When there are faults happen at a same time, then the influence from

other faults should be considered for node ¢. For this purpose, set notations

_ T . ~
— T T T T T *
QGk) = [dk)" AT o fa B fia ) fu )] Fi= [Fa 0],
and
[Efy — LunFpyo - —Lyi—1)Fra-1) —Lig+1) Frit1) —LimFrm
By = | “Re-mFae o Braen ~Leva-nFre-n —Rene ey o The-nmFra
—Li1Fpy e —Lii—1)Fri—1) Efi — Liggy )y Frerry - —Lin Fynmr
| —LumiFp —Lpi-1)Fr-1) =L+ Friivn o Epm— LyvmFrm]

Substitute d with d;, £y with |E, Ey|, and Fy with £} in (5.16) and (5.17), it holds
that
(k-4 1) = Ae(l) [Nd_ i )+ Brfihy -~

The dynamic relation in (5.28) considers the influence of all disturbance and and fault from
other subsystems on the local residual signal in node i. Applying the proposed methods
for post-filter based on model (5.28) is a directly extension for designing post-filter to
reduce the influence not only from all disturbances but also from faults of other systems

on local residual. For the threshold setting, in the fault-free case, we have
[d(E)l2 = [1di(F) |2,

and the corresponding setting in (5.27) can still be adopted. In this case, although the

post-filter is designed to reduce influence of other faults, the happening of other faults
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5.4 Example

may also influence the local residual to cause alarm unless a perfect decoupling is achieved
by the designed post-filter.

The algorithms presented in this chapter are summarised in Algorithm 5.1.

Algorithm 5.1. Distributed FD in interconnected systems based on LMI

Offline Computation

Forig=1,--- M

Step 1 Compute distributed observer gain L;; based on Theorem 5.2
Step 2 Design post-filter (5.23) based on Theorem 5.3 and 5.4

Step 3 Compute v; and Jy,; = v \/géd in (5.27)

Online Detection

At time instant k, for i,j =1,--- , M

Step 1 Build J;(k) = ||&;(k)|| rars based on (5.2), (5.23), and (5.27)
Step 2 Detect fault using (3.1)

5.4 Example

In this section, we provide simulation result to show the effectiveness of the proposed
methods. Consider a system model (5.1) consisting of 4 subsystems and the system

matrices are

S R N R Y R
R i R A Y
R e R S
S R e R e
I I R e R s I
e R A R P R e

The topology of the considered system is shown in Figure 5.1. Apply Theorem 5.1 to
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5 Distributed Fault Detection in Interconnected Systems Based on Linear Matrix Inequality

Figure 5.1: System topology

compute the distributed observer gains. The results are

02 1 05 0 0 0
Ly = Lyp = Ly = :
H [2.5 0.7] 2 [0 0.3333] " [o 2]
30 1 0.3333 10
21 [ 0 y 4422 [0 1 ] s L423 [2 O] )
35 0 3 1 0 3
52 [0 0.3333] 5 [5 2.5] o [4 5]
05 3.5 1 1.5 1 3
L = Lys = Ly = .
“ [—2.5 2.5] 3 [0 1] “ [4 5]
The target for subsystem 1 is to detect local faults in itself with
01 0 0 0
7Ff1: .
0 —03 0 0

For the post-filter design, we adopt Theorem 5.3 and 5.4. Set s = 2 for model (5.18). We

have

o

Ep =

Ui = [0.7982 —1.1656 —0.3581 —1.6689 0.4804 3.1129]

as the result for Theorem 5.3 and

G, =

0 0] [O.7982 ~1.1656
y vl — —

vy = [0.48()4 3.1129} Wy = [o 1}
10 —0.3581 —1.6689

as the result for Theorem 5.4. Given d§; = 0.45, further compute v1; = 22.2491 in (5.26)
and set

Ji =

[N

k
N 1
Z et (e(y), S = vl\[g(sd = 4.0874

j=k—5
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5.5 Concluding Remarks

in (5.27). With sampling time 7" = 0.01s, a step fault happens at 30s, simulation result is
shown in Figure 5.2. It can be seen that our proposed method can distributively detect

the occurrence of fault.

5 10 15 20 25 30 35
Time(seconds)

Figure 5.2: Simulation result

5.5 Concluding Remarks

In this chapter, a distributed FD method is designed for large-scale and interconnected
systems. Our method is based on a distributed state observer. It uses only its local
and neighbours’ information to estimate their local states and based on the estimation
results to generate the residual signal, which is different between local measurement and
its estimation. After this, the residual signal passes through a post-filter to apply for
further local FD. The design of the post-filter considers the trade-off between robustness
to disturbance and faults form other subsystems, and the sensitivity to local fault. For the
design of the corresponding parameters, LMI techniques are implemented for the design of
distributed observer gains to guarantee the convergence of residual signals and also the
design of post-filter. A combination of PSA and DO is also proposed as an analytical
solution for post-filter design. Finally, how to reduce the influence of other fault on local
detection performance is also discussed in Section 5.3.1. Notice that although the LMI
technique offers a convenient approach to address complex design problems, it provides
only sufficient conditions for optimization. And although it is considered to reduce the
influence of other faults, the local residual may also be influenced by faults from other

systems unless the post-filter achieves a perfect decoupling.
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6 Distributed Fault Detection in
Interconnected Systems via

Optimal Estimation

The methods outlined in Chapters 4 and 5 apply distributed average consensus or dis-
tributed state observer techniques to achieve FD in large-scale and interconnected systems
through the use of sensor networks. To compute the residual signal at each time instant,
the former method utilizes, in fact, information from all nodes in the network, while the
latter method only uses local and neighbours’ information. This observation inspires us to
propose a novel approach for selecting pertinent information that is effective and efficient
in achieving FD in a given system. This thinking and its comparison with former methods

are shown in Figure 6.1.

-

le \
S
\ !\ -’

\

MRRN

l
\Z,
MRRN

N\

e

\

\
1 1
P /] -~ /]
N ‘/\-, N ‘/\-,
\‘ \‘

e e

Chapter 4 : Chapter 5 IChapter 6 ]

Figure 6.1: Information involved in different methods
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Based on the aforementioned discussion, the primary aim of this chapter is to establish
a distributed approach for FD in large-scale and interconnected systems through the
utilization of a sensor network. Initially, a criterion will be established to select which
information is important to FD. Subsequently, the distributed implementation of an online
FD strategy shall be introduced based on the chosen information. We apply the method
for both static and dynamic systems. Moreover, the proposed method also considers the
transmission time of information among sensor network and is applied to both static and
dynamic cases.
Notations: Besides the notations used in Chapter 2 for graph theory, denote d; =
max;ep d(i, j) as the maximal distance of node ¢ among the graph and N; , = {j| d(i, j) =
p} as the p—layer neighbours of node i. Especially, we have N;o = {i} and N;; = N,.
For our purpose, each set is arranged in ascending order of the values with N;; =
{ni;,ng; - ,nflj , where ¢; ; = card(N; ;). When a signal y; is related to node 7, define

yn;,; as the collection of signal from the j—layer neighbours, that is,

T
yM,jZ[yfl_ Ypp yf%a'] : (6.1)

i3 % i,j

For example of the above notations in Figure 6.2, we have for node 1,

o oo

Figure 6.2: An example for new notations

dy =4, N ={1},N11 =1{2,8}, N2 = {3, 7}, N13 = {4,6}, N1 4 = {5},

Y2 Ys Y4
le,o = |:y1] 7y./\/'1,1 = 7yN1,2 = ayN173 = ayN174 = |:y5i| .
Ys Yr Ys

For matrix representation, when matrix A is partitioned into m x m blocks, denote A;; as
the (4, j)—th block of matrix A and e[A]x, as the submatrix of A by extracting the first

T
k x g blocks of A. Denote ¢(B);\ = [0 . BT ... O} as k-block-column matrix with

B located in the i-th row block and other elements 0. For example,

An A Agg 0
A=Ay Ay Asxl, e[A]Zl = A aC(B>1,2 = ol C(B)2,3 = |B
Asgp Asy Asg 2 0
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

6.1 Preliminaries and Problem Formulation for

Static Systems

First, we focus on the static case. This section provides an introduction to the model of a

sensor network, optimal FD algorithm, and problem formulation for static scenarios.

6.1.1 Model Description

For the purpose of monitoring large-scale industrial systems, the process is equipped with a
sensor network constituted of N nodes. Each node stands for a local sensor, has sampling

time 7', and is modelled by

where node index i € {1,--- | N}, y; € R™ is the measurement of node i, A; is the
measurement matrix, x € R" is the state vector of the large-scale system, B; is the known
distribution matrix of f; with full column rank, f; € R™/ is the sensor fault at node ¢
which equals zero when in fault-free case otherwise doesn’t equal zero, and ¢; stands for

the local measurement noise with
€1 X1 o XN
e~N0Y), e=|:|, 2=
EN XNt ot XNN

It is assumed that node can only communicate with their neighbours (1—layer neighbours)
with a (unit) communication time 7. From this assumption, the transmission of information

between nodes j € N and node ¢ is indirect and costs k7.

6.1.2 An Optimal Fault Detection Scheme
For model (6.2), define r;(k) = y;(k) — A;x, it holds that
ri(k) = Bifi(k) + (k). (6.3)

Assume that multiple faults do not occur simultaneously. Following the study in Section
3.2.1 and Theorem 3.1, the detection problem of f; on the assumption of the model (6.3)
can be brought into the following global form

r(k) = B;fi(k) +e(k), (6.4)

where

r(k) = |r{(k) ri(k) -+ rR(k)|, Bi=c(Bi)in- (6.5)
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6.2 A Distributed Fault Detection Scheme for Static Systems

Since B; is full column rank matrix, so is B;. And the solution is given by

Ji(k) = 1 (B)S'By(BI 'S B) ' Bl S T e (k), Jian = X2 (my,) (6.6)

6.1.3 Problem Formulation

Since the transmission of measurements from node j € A; , to node ¢ costs the same time,
we rearrange the nodes according to the d(i,j) and separate it into d; parts as
T

T = T}\j/iﬂo Tf[m e rf/i’di , (6.7)
Notice that (6.7) rearranges the nodes by permuting the row partitions of r, and R; is a
permutation matrix of node ¢ and thus invertible. Due to the assumption of transmission
time, at time index k, ry; ,(k), ra;, (kK —1), <=+, 7a;, (k — d;) are obtained by node i.
Also, the computation of (6.6) can only be achieved at (k + d;) and thus has MTTD d;.
To reduce the MTTD of f; in node ¢ and meanwhile maintain the performance of FD to a
certain level, we investigate a distributed FD scheme for static system (6.2) in the next

section.

6.2 A Distributed Fault Detection Scheme for Static

Systems

In this section, we propose a distributed FD scheme to realize the optimal solution (6.6)
in a distributed manner and meanwhile to make a trade-off between the FD performance
and its MTTD.

6.2.1 Node Selection

First, consider what node ¢ can benefit from more information. Intuitively, more infor-
mation can improve the performance of FD by reducing uncertainty. In this section, the
improvement from more information is quantified. Rearrange and separate r in model

(6.4) into two parts 7; and the rest residuals as

T T
= |, T _ |7 T T T
r= [Tz‘ TR] » TR = [7’1 T T TN] g

_ T
matrix B; is correspondingly changed to [BZT O] to build (6.6) and
SN Y Xy
fN/\/(o,z),z: R
YRri YRR
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Set parameters
Ti =7 — SRS pRpTRy Sii = Sii — DiRY pRORi- (6.8)

10 Sgrl’

Based on (6.8) and the following identity

I —YSirYSap S I 0
0 I NS

evaluation function in (6.6) is reformulated as

T
0 0 0
=7} (k)S5' Bi(B] ;' B;) ' Bl S,

2—1

(6.9)

If only measurement from node i is used for detection, the optimal evaluation function is

Ji(k) =] (k)S;'By(B'S;'B;) "' B 'S, r;. (6.10)
According to Lemma 2.2, 7; = r; — ¥; REI_%}%T r stands for the difference between r; and its
orthogonal projection-based estimation ¥J; 325}27’ r and ¥; delivers the minimal variance
matrix of the estimation error 7;. Compare (6.9) and (6.10), signal r; is transferred into 7;
with extra measurement and the uncertainty, which is represented by variance matrix, is

minimized from ¥;; to ¥;;. For further analysis, we first introduce the following lemma.

Lemma 6.1. Given

yl ~N | (0], ]2 2B, 2|1,
z 0| .. ., X.

From Lemma 2.2, the optimal estimation of x given y and (y, z) are

~1

. 1. Yy 2y y

Ty = nyzyyly’ Ly = |:Exy Ezz] [Zy Zy ] [Z] s
2y z

respectively. It holds that

var(x — ) = var(x — 2y, ).
Proof. 1t is straightforward that

var(z — &) = X, — nyE;;Zy$,

Yy s
var(x — 2y,) = Xy — [ny EIZ} Y Y
Y 2
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6.2 A Distributed Fault Detection Scheme for Static Systems

Define notations

Z_]yz = _Egjlxyza z_:z = Ez - Ezyzgjlzyza Z_]zz = Zazz + Z:vyiyza

-1 _ -1
Sy Sye| |1 S| |3y 0 I o0
S S| 0 T ]0 = |STT

to modify var(z — 2, ) into

and apply

var(z — &y.) = Sg — Sy, Sye — Ta 5L 2L
Since £,,37'S7, > 0, Lemma 6.1 is proved. O

From Lemma 6.1, if more additional measurement is used for detection, the variance
matrix of the estimation error becomes even smaller, that is, the more measurement, the
stronger influence of uncertainty can be reduced. Since the transmission of information
from node j € N; , to node i costs same time, we select nodes layer by layer, that is, given
the accepted level of uncertainty, if the information inside k-th layer is enough, then the
information from (k4 1)-th layer to d;-th layer are not further considered for FD. For this

purpose, define variance matrix of 7; in (6.7) as

Yoo o 2od,
Edho U Zdiydi
where ¥, ,, = cov(ry;,,.,7n;,). Define ii,p, p=0,---,d;, as the variance matrix of the

residual signals between r; and its optimal estimation by projecting itself into the subspace

spanned by {rx;,, -+ ,7x;,}. It holds that

Yo Xy, 210
Yip =200~ |Zo1 - Zop :
by

PP

by

p1 p,0

And the problem of node selection for node ¢ is formulated as

min p, s.t. tr(%;,) <6, (6.12)

0<p<d;

where the matrix trace is used to measure the uncertainty with 6 > 0 as its given bound.
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

6.2.2 A Distributed Fault Detection Scheme

After selecting the p; as the solution of (6.12) for node i, the centralized FD of f;(k) is
achieved at k + p;. However, at time index k, the information about f;(k) is already
obtained, so the FD of f;(k) can be applied from k£ on. Motivated by this, the iterative
distributed realization of optimal detection is introduced in this section. First, the following

lemma about the diagonalization of the variance matrix is introduced.

Lemma 6.2. Given

L1 Yuuoo Xan
r~N(0OX), z=| 1|, Z=
TN YXn1 - XUNN
Fork=1,--- N —1, define
Y(1) =%, S(k+1) = P(k)S(k)P"(k), (6.13)
P(k) with its (i, j)-th block as
I =7
Py(k)=q =XSy(k)S' (k) yi=k+1,j<k+1 (6.14)
0 , others

1
and P*! = TT P(i). Further, for 1 < s < N,
i—k

Iy Yo Mis
Ts = ~ N(Oa Zs)a Es = 6[2]375 = : .
T Zsl e Ess

Forq=1,---,s—1, define

P,(q) with its (i, 7)-th block

I =7
Poj(@) =4 —Zai(@25;(0) si=q+1,j<q+1
0 , others
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6.2 A Distributed Fault Detection Scheme for Static Systems

1
and P = [] P,(i). It holds that
i=q

Prz ~ N(0,8(k + 1)), Pz, ~ N(0,%,(q+ 1)) (6.15)
) 1 0 0

s = " em=10 o (6.16)
0 0 S

e[PM]ks1hr1 = [PV iy o (
Pl = e[Pl], | (6.18

Pi(q) = e[P(q)]s.s (

Es(q + 1) = G[Z(q + 1)]3,5 (

Proof. The statement (6.15) is obvious. We apply mathematical induction to prove
statement (6.16). For 2 <k < N — 1, set

.13(1) = LL’,Z’(]C) = P(k’ — 1).73(k’ — 1), 211 = 211(1),
211 0
D(k) = [Z(k+1)k(k> E(kJrl)k(k)] »f(k) = aikk = Ekk(k)a

where 3 (k) is as defined in (6.13). It holds that
var(z(k)) = X(k), var(z(1)) = (1) = X.

For k = 2 and according to (6.14), construct

P(1) = [p<01> ?] - p(1) =

It is straightforward that

where ¥, is as shown in (6.21) and

Assume at k£ = [, it holds that

&) D™(1) * i 0
(1) = | D) Sapnyaend) *|,&0) = :
. . 0 %
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Define C(1) = —D(1)¢(1)~!. Compute P(l) using (6.14) and

I 00 l D™(1 «| [I CT() 0
€y D O feaa .
E(l+1) = C(l) I 0 D(l) Z(l+1)(l+1)(l) * 0 1 0| = N N s
0O 0 I * * *| [0 0 1
where
[ 0 - _
g+ = | Sy = Searn(®) — DOED DT,

UNIIDI(REI(ESY!

Thus statement (6.16) is proved. For k+1<¢< N —1,
e[P(q)]ir1n = [[ o] . (6.22)

Since (6.22) and P = P(N —1)--- P(k+1)P™  the first (k4 1) x (k4 1) block submatrices
of P¥l and P are the same, thus the statement (6.17) is proved. Define z; = x; and

k—1
Ty =k — Y Sk —1)55';. (6.23)

J=1

Combining (6.15), (6.16), (6.21), and (6.23), it holds that
T
z(k) = [ElT cee T wlyy e x%] , (6.24)

where z(k) is defined in (6.21), and

T T1
var =¢(k), cov | xpyr, | - = D(k).
T Tk

Based on above properties, reformulate (6.23) into

Tp=ap — &g, 2 =Dk —1)EKR-1)71] (6.25)
Tk—1
From (6.21) and (6.24), matrix P(k—1) transfer xj into Z5. This transformation, as shown

in (6.25) and according to Lemma 2.2, is achieved by building residual between z;, and its

optimal estimation Zj, which is obtained by projecting z; into the subspace spanned by

{Z1,-++ ,Zr_1}. Moreover, since P is invertible, the subspace spanned by {Z1,- - ,Z;_1}
is the same one spanned by {z1,---,x;_1}. Because the generation of Zj is based on
x1,- -+ ,xp_1 and the statistic properties among them, the variables x4, -+ ,xy have no

influence on this diagonalization. Based on this, statement (6.18), (6.19), and (6.20) are
proved. O
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6.2 A Distributed Fault Detection Scheme for Static Systems

Lemma 6.2 shows a way to diagonalize variance matrix ¥ with P = PIV=1 a procedure
to diagonalize the submatrix variance matrix > with Py = PEY and the relation between
them Ps = e[P]ss. A similar procedure is introduced in [64] and is known as canonical

covariance factorization.

Theorem 6.1. Given model (6.2), for node i, rearrange the sequence of nodes according
to (6.7) to obtain 7; and corresponding variance matriz ¥; as defined in (6.11). Compute
lower triangular block matrices

I 0 0 I 0 0
Piol) I : ! P, I :
py = | Fired) | | P=1lro=""" | (6.26)
: . . 0 I=d; : . . 0
| Pig;0l) -+ Piga—1(l) 1] \Pia,o - Piaga-1 1)

according to Lemma 6.2 to diagonalize ; with

2o 0
_ Sia
Py P =%, = _ (6.27)
0 "
i d,
Solve (6.12) to obtain p; for node selection. For s =1,---  p;, run
Qio = BB (6.28)
Qi,s = Qi,s—l + BTBJ; ()E I-Pz ,8 OB (629)
Tio(k) = 7, (F) (6.30)
s—1
Fis(k) = rai (K) + Y Pram(8)Tim (k) (6.31)
m=1
Fio(k) = B S Tio(k 6.32)
Tis(k) = Tiso1(k) + Bl Pl oS i s (k) (6.33)
And the evaluation functions
Tia(k) = 71 (k) Q7 Tio (k) (6.34)
Jints(k) = Ti,s<k)Qi,s Tis (k) (6.35)
Jin = Xa(my,) (6.36)

deliver the distributed solution to (6.6).
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Proof. For 0 < s < p;, define B; s = ¢(B;)1.5+1,

TNio Yoo 0 Yo
Gis = ) Ei,s —
74./\/’1-,5 Es,O e Es,s
From (6.6), it holds that
Jines(k) = af ((K)S; 1B o(BL5 ) Bio) ' BLS N i s(k), Jin = X (my,) (6.37)

deliver the optimal FD for f;(k) at time k + s. When s = 0, it is straightforward that
(6.28), (6.30), (6.32) and (6.34) hold. According to Lemma 6.2, we have

e[iz‘]s+l,s+1 = e[Pz‘]s+1,s+1(Zz‘,s)e[Pz‘]Zﬂ,sH- (6.38)
From (6.38).it is straightforward that

Qis = Bl S; ) Bis = BT [H]ZJrl,erl(e[ii]s—i-l,s—l-l)_le[R]s—H,s—l-le‘,s

1,87 1,8

—Q@O+ZBT T 05inPinoBi = Qi1 + B Pl (S 1P 0B,

thus (6.29) holds. Further, with identity

[fz‘,o(k’)T T Ti,s(k')T}T = e[Pi]S—I—l,s—‘rIQi,s(k) = He[H(i)]Sle’Sleqi’S(k),

i=s

equation (6.31) holds and based on this, we have
Tis(k) = BszEz s Qis(k) = BT [P]s+1 s+1( [Si]s+1,s+1)7le[Pi]S+1,s+1Qi,s(k)

=Tio(k ZBTPZTnO 1771 (k) =Tis1(k) + BTPZ]; OZ Tis(k),
equation (6.33) is proved. From (6.37), it is obvious that (6.35) hold. And the threshold
setting (6.36) is directly from Lemma 3.1. O

Through the method proposed in Theorem 6.1, at k + s, 7; 5(k) in (6.31) is the residual
signal between 7, (k) and its optimal estimation by projecting itself into the subspace
spanned by {7;o(k),- - ,7is—1(k)} and this residual 7; ;(k) is applied for improving the
accuracy of FD at k + s. In such a way, from k to k + p;, the optimal detection of f(k)
is achieved in a distributed and recursive form. The overall algorithm is summarized in
Algorithm 6.1.

Algorithm 6.1. Distributed FD for static systems
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Offline Computation

Fori=1,--- /N

Step 1 At node 7, obtain fault-free offline data to train mean of A;x and variance X

Step 2 Solve (6.12) to obtain p;

Step 3 Calculate P;(m), P, and ¥; in (6.26) and (6.27)

Step 4 Calculate Q;0,Q;1,- -+, Qi in (6.28) and (6.29)

Step 5 Choose a as FAR and calculate J; 4, in (6.36)

Online Detection

Fori=1,--- ,Nand s=1,---,p;

Step 1 At k, obtain y;(k), build r;(k) = y;(k) — A;z, calculate 7;0(k) and 7;0(k) in
(6.30) and (6.32), build J; (k) in (6.34) and apply (3.1) to make decision

Step 2 At (k + s), obtain 7y, (k), calculate 7; (k) and 7; (k) using (6.31) and (6.34),
build J; x1s(k) in (6.35) and apply (3.1) to make decision

6.3 Preliminaries and Problem Formulation for

Dynamic Sytems

Now, we shift our focus to the dynamic case. This section aims to introduce the models of

the dynamic system, centralized FD algorithm, and problem formulation.

6.3.1 Model Description

The large-scale interconnected system under consideration consists of N subsystems with

the same sampling time 7. Each subsystem G;, 1 = 1,---, N, is modelled by
wi(k+1) = Ajzi(k) + Z Aijaj(k) +wi(k), yi(k) = Cixi(k) + vi(k), (6.39)
JEN;

where z;(k) € R™ is the local state, y;(k) € R?" is the local measurement, w;(k) € R™
and v;(k) € RPi denote the process and measurement noise, respectively. We assume that,
fori,j =1,---,N and k,h > 0, w;(k) and v;(k) are Gaussian white noises, the initial
state x;(0) is random variables following a Gaussian distribution and is uncorrelated with

process and measurement noises.
ZL'Z(O) ~ N(Jifto, Ez), cov (JZZ(O), JZT(O)) = 21(5”

oo (29 fagn ] ) <[ %

Matrix A;; # 0, when j € A;, means that there is a physical link between G; and G, and

it is assumed that in this case there is a communication link as well. Otherwise, A;; = 0

(6.40)
Okn0ij
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and they are disconnected. Each subsystem is monitored by local sensors. Each sensor
can only communicate with its neighbours and the transmission of information costs (unit)
sampling time T'. The topologies of physical and communication links among subsystems

are the same.

6.3.2 An Optimal Fault Detection Scheme

Stack all subsystems to obtain the global model

z(k+1) = Az(k) + w(k), y(k) = Cx(k) + v(k), (6.41)
where

T All e AlN 01 0 0

N ANl e ANN O O ON

y, w and v have the same column structure with x, x € R™ with n = Zfil n; and y € RP
with p = Zf\il p;. Since assumption (6.40), x(0) is uncorrelated with w and v,
k 0
2(0) ~ N (%o, %), cov ([w( >] , [wT(h) UT(h)]> _ |9

Ok
0 R kh

v(k)

where Ty has same column structure with z and ), R and ¥ have the same block
diagonal structure with C. Notice that the model (6.41) is the same as model (3.48), from
(3.51)—(3.53), we have the optimal FD scheme for (6.41) as

&k + 1|k) =Az(k|k — 1) + L(k)r(k) (6.42)
r(k) =y(k) — C2(k|k — 1) (6.43)
Y(k) =CP(k|lk —1)CT + R (6.44)
L(k) =AP(k|k — 1)CTS(k) ™! (6.45)
P(k+ 1|k) =AP(k|k — 1) AT + Q — L(k)X (k)L (k) (6.46)
J(k) =r(k)S™ (k)r" (k), Ju, = x2(p) (6.47)

The procedures (6.42)-(6.46) is standard one-step prediction. Define e(k) = z(k)—a(k|k—1)
as estimation error. As discussed in Chapter 3, the optimal FD is based on optimal state
estimation by minimizing P(k|k—1). Moreover, with fixed interval [0, h], for h > j > k > 0,

filtering and smoothing techniques [4] can be further applied to improve the estimation of
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2(klj) = 2(klj = 1) + KGHCTZ()r(5) (6.48)
K(k) = P(klk —1) (6.49)
K(j+1)=K(j)(A-L(H)C)" (6.50)
P(k|j) = P(k[j — 1) = K(j)CTE ()CKT(5) (6.51)

with z(k|j — 1), P(klk — 1), 3(j), r(j) delivered from (6.42)-(6.46). From (6.51), the
variance of the estimation error is further reduced. Based on this observation, these

techniques are involved in further study.

6.3.3 Problem Formulation

In Section 6.3.2, the optimal solution to detect fault for system (6.39) under a centralized
manner is introduced. To compute J(k) in (6.47), all y;(k), j € N, should be collected at
node i. Since the transmission of information costs time, the computation of J(k) can only
be achieved at (k + d;) and thus needs MTTD d;. Nevertheless, if a fault occurs in node i
at time instant k and affects y;(k), it can be detected from time k onwards. Motivated by
this observation, an iterative and distributed realization of optimal detection is considered

and introduced in the rest of this chapter.

6.4 A Distributed Fault Detection Scheme for

Dynamic Systems

In this section, we devote to propose a distributed FD scheme for model (6.39). For our
purpose, notation y; ,, which has the same structure as (6.1), is defined as the collection

of information on the s—layer neighbours of node i and

YN, (k) = Cn, w(k) + v, (k).

Here, vy, , has similar structure with yy; , and with N, = {n},,nZ,,--- ,n;"}, where
¢ s = card(N ),
Cpn 0 0 R, O 0
Cyviw=10 " 0 |, Bs=vafun)=|0 " 0
0 0 Cn?i,s 0 0 Rnci,s
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Since the transmission of measurements from node j € N; , to node i costs same time, we

rearrange the measurement according to d(7, j) and separate y into d; parts as

w=yﬂoﬁ@~~z&J?
Note that g; is a permutation of the rows of 3 in (6.41). Since the communication happens
only between neighbours and costs unit sampling time, it spends p sampling time to
transfer yu; , to node i, which also means that node i can receive yy; (k — p) at time
instant k. The optimal centralized method in Section 6.3.2 is achieved by the minimum
variance estimation. Intuitively speaking, if more measurements are used for FD in node i,
the uncertainty will be reduced and the accuracy of the FD will increase. However, the
MTTD will also increase. Similar to the static case, in this section, we first set a criterion
to decide how much information is needed for FD in node 4, then achieve the distributed

FD based on the selected information.

6.4.1 Node Selection

The selection of node is also based on d(i,j) as in Section 6.2.1, it means that if the
measurements inside m—layer can not satisfy our condition, we continuously select more
measurements inside (m + 1)—layer to check the condition until it is fulfilled. First,
we quantify the improvement of more measurements for FD in G;. Assume that the

measurements from 0—layer to m—Ilayer neighbours are used to detect faults in GG;. Define

the collection of measurements inside m—layer as ¢; , = [?JM,O YN, Z/M,m] with
gz,m(k) = yM,O(k) s yM,7IL(k):| = Cl7mx(k) _|_ ﬂlam(k>’ (652)
where v; ,,, has similar structure with ¥, ,,,,
CNi,o 0 0 Ri,o O O
Cim=10 " 0 | Bm=varfoy)=10 . o0
0 0 Cu; 0 0 Rim

i,m

The model for G; with measurements inside m— layer is

z(k+1) = Ax(k) + w(k), Gim(k) = Cimx(k) + v m(k). (6.53)
Set O; ,, as the observable subspace of (6.53), dim(O; ,,) = N, the orthonormal basis of
Oim as
by
bim=| + | € R"*" rank(b;,,) = Nim, (6.54)
bni,m,
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and its orthogonal complement
bni,m+1
bi,m — c R(nfm,m)xn7 rank(gi,m) =N — Nym. (6.55)
bn

9T
Set T; = [ble b?mi| as coordinate transformation matrix for (6.53) according to pair

i,m i,m

_ T
(Cim, A) such that the linear transformation &;,,, = T,z = [( A L )T} , where
€ R"m and &', € R"™"m stand for the observable and unobservable part respectively,
transforms the original state space representation (6.53) into the following observability

staircase form [129]

Eomlk+1) = | AO Sim(K) + “_“””(k)]
im Wi (k)] . (6.56)
Gim(K) = [Cim 0] &im(k) + Tin (k)
Apply Kalman filter to estimate observable part &7, ,
im(k+1k) = Ay &) (K|l — 1) + Ly (k)i m(K) (6.57)
sz(’f) = ?sz( ) — &l (k| = 1), (6.58)
im(k) = CimPim(klk — 1)CL,, + Rim, (6.59)
i (k) = A Py (k[ = 1)C 550 (F), (6.60)
Pm(k +1]k) = A P (klk — DAL, + Qim — Lim (k) S5 (k) L7, (K), (6.61)

where Q;m = var(w;,) = bimebZ Since our aim is to estimate y;, variable £ 0, Which is
the observable part of (Cj, A), need to be recovered from &7,,. It is directly achieved by

linear transformation
Lo, Oio=O0im

)
|:[i,0 O] ) O’i,O # Oi,m

where I; o is the identity matrix and has the same dimension with A;,. And the estimation

520(]{) == Gi,m 2m(k)7 Gi,m — (662)

variance is

var(& (k) — &4 (k) = GignPrm (klk = )G,

Theorem 6.2. Suppose P, is the steady-state solution of (6.61). If more layers are
selected for estimation, we have

z(k+1) = Ax(k) + w(k), Giy(k) = Ci x(k) + v, 4(k), g>m, (6.63)
then estimation variance of & is reduced with

T T
G@QH,QGi,g < Gi,m‘PiJnGi,m'

83



6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Proof. Set O;, as the observable subspace according to pair (C;,, A). It holds that
dim(0; ) = dim(O;,,) or dim(0;,) > dim(0;,,). For dim(0;,) = dim(0;,,),we have

T;.y = Ti m and the corresponding staircase form is:
zg(k +1) _ Aim _O Zg(k:) n Wi m (k)
}fg(k +1) | x Aiym_ gg(k) Wi m (k)
[ C, 0] [eo ()]
oK) = ’ "9 + Ui 4(k),
y 79( ) Ci7m7g O] I Zlfg(k) 79( )
T
where C; , [C’fm Cln g] ;
7 0 Rims1 O 0
var(D;g) = Rig= | 7" _ , Rimg 0 0
0 Rimg
0 0 Rig
Apply Kalman filter to estimate observable part &7,
0 (k+1k) = Ayl (klk — 1) + Ly g (k)ri o (k) (6.64)
ng(k) = Gig(k) = Ci &0y (K|k — 1), (6.65)
Sig(k) = CigPig(klk — 1)Cf, + Ri, (6.66)
Lig(k) = Aim Py g(k|k — 1)CL 57 (k) (6.67)
Pig(k +1k) = Aim Py g(klk — 1) AT, + Qim — Lig(k)Sig(k) LY, (k). (6.68)
Modify (6.68) as
Pyg(k+ 1|k) = AsmPig(klk — 1) AL, + Qi — Hi — HyHsHj (6.69)
Hy = A Pig(klk — 1)C] L HS Y, Hy = C; Py g(klk — 1)C + Rim,
Hy = Hy(Xo — Sy X7 'S0) " HY, Hy = Aj Py (klk — 1)(Cfmg ClLYT ),
Z = Cz sz g(k‘k - 1)CT + Rinm szgpz g(kll€ - 1) i,m,g + Ri,m,ga
212_07/7”})19(]{;“{: ) i,m,g’ 221_2,{2
Hence ¥; 4(k) > 0 and Schur complement, it holds that
H; > 0. (6.70)

With initial value P, ,(0] — 1) = P;,,(0] — 1), combine (6.61), (6.69) and (6.70), we have

P (1) =P (1) =—H; <0 = P, 4(1) < P (1). (6.71)
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From [7], we have

P, (k) < Pu(k) = Pig(k+1) < P (k+1) (6.72)
and
P, = hm Hg(k) P = klim P, (k). (6.73)
—00

Hence b; 4 = b;,, and (6.73), we have G, , = G, and
GigPigGl, < GimPimGl,,. (6.74)
When dim(0; ;) > dim(O; ,,), set dim(O; 4) = n; 4, the orthonormal basis of O; , as b; , =

T
[bZTm bZTm g} , where b; ,, ;, stands for the orthonormal basis of new observable subspace,

_ T
b; ¢ as the orthogonal complement of b; ;, and transformation matrix 7; , = [bT biTg] to

obtain the observability staircase form of (6.63). Apply state transformation &; , = T; jo
to obtain
[zgk+w _ A o] e +lmg@1
r(k+1 x A »(k W; o(k
(k+1) g (,_;,( ) q(k) (6.75)
¢ (k
71‘ k == [Cl 0:| “d + 71' k 5
y,g( ) g [ng(k) U,g( )
T
where £, = [( o)l Z.O’m,g)T} , & m o stands for the new observable state,
Ai m 0 Cz m 0 i,m
Ai,g = ' ) OLg = 7 y Wig = “
Zi,m,g Ai,m,g Xi,m,g C1z'mg bi,m,gw
Qi,m 1 mez m
var(wig(k)) = Qig = T ?
b’i,m,ngi,m 2,m ngz m,g
Use Kalman filter to estimate observable part &7,
0 (k4 L1k) =Ai €2, (klk — 1)+ Li (K)ri g () (6.76)
rig(k) =5i g (k) = Cig&7, (F), (6.77)
Nig(k) =CigPig(klk —1)C], + Rig (6.78)
Lig(k) =AigPg(klk —1) ZgEzgl(/f) (6.79)
Zg(k+ 1|k5) Algng(k|k - 1) ‘|’ng %g( )Zi,g(k)LzTg(k) (6-80)

For further analysis, separate

Pl (klk—1)  Simg(klk—1)

P, (klk—1) =
olklk=1) (Kt —1) Popy(klk — 1)

zmg
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o

im.g and covariance

where P/ | P, ., and S; 4 stand for the estimation variance of £2,., &

i,m)?

matrix between them, respectively. And the iteration of P/, (k|k — 1) in (6.80) is

Hy = AP, (K)CE Hy Y, Hs = Ci PY, (KIk — 1)CF, + Rim,
Hy = Hy(3y — 50157 ' S10) T HY, 8y = Ci P (klk = 1)CL L+ Rin,

6.81
Hy = A (P ()X + Sy (K)Cy — P, (R)CT, 57 ) (o5
22 = Xi:m:gpig,}m<k|k - 1)Xgm,g + Ci,mvglj’i:m:g(k’k - 1)CZm,g + Ri,m,g,
212 = Cz,mf)ﬁm(k‘k - 1)Xgm,g + C’i7m5¢7m7g(klk - 1)Cgm,g7 221 - 2{2
With the similar steps from (6.70) to (6.73), it holds that
Pl < P (6.82)
T
Since b; , = [bzm bg:mg] , we have G, , = [Gi,m O] and
GigPiyGl, = GimP? Gl < GimPinGl,,. (6.83)
Combine (6.74) and (6.83), Theorem 6.2 is proved. O

Theorem 6.2 presents that if we use more measurements to do estimation, the stronger
influence of uncertainty on £, can be reduced. Thus the estimation becomes more accurate
and the detection performance is also improved. For selecting node for G;, since égo is the
minimal observable subspace to recover y;, set 7, as an acceptable level for the accuracy
of its estimation and find p; such that

p; = argmin m

mEZ . (684)
s.t. tr<Gz,mPl,mszjm> < Nace

6.4.2 Distributed Estimation

Assume p; is the solution of (6.84), it means that the measurements inside p;-layer are
used for FD in G;. With the assumption of transmission time, at time instant £, node ¢

receives new measurement data

T
i B) = [y () - u, (k= pi)] (6.85)

Notice that (6.85) is modified from (6.52) when considering transmission time. If we apply
(6.57)—(6.61) for estimation and FD, at time instant &, g; ,,(k — p;) is obtained and used
for estimate £, (k — p; +1). But data

y/\fz,J(k_j)7 j:O7 7pl_17
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which are also received within £, are not involved in the above procedure, and can be used
to improve the estimation result. In the rest part of this section, we present a distributed
algorithm that makes use of all data inside time k. For simplicity, in the subsequent part
of this paper, the symbol (k|k — 1), which indicates the one-step prediction process, is

shortened to (k). We first introduce the following theorem and lemmas.

Theorem 6.3. Give y; ,, (k) in (6.85), initial value éfp(k —pi) and P, ,.(k — p;) at time
instant k. For h =p;,--- 1,

€k —h+1) = A &8 (k — h) + Lip(k — h)ryp(k — h), (6.86)
Pk —h+1) = Ay Pyp(k — h)AL, + Qin — Lin(k — h)Sin(k — h) L], (k — h), (6.87)
0 (b —h+1) = Np&8(k — h+ 1), (6.88)
Pip1(k —h+1) = Ny Pip(k — h+1)N},, (6.89)
N, = Lip-1, Oin = Oin ’ (6.90)
7 [Ii7h_1 0} v Oin # O
for h=p;,---,0,

rin(k —h) = Gin(k — h) — Cin&lp(k — h), (6.91)

Sin(k — h) = CipPip(k — h)Cl, + Ry, (6.92)

Lin(k —h) = Ay Pip(k — h)ClL S (k= h), (6.93)

where I; 1 1s the identity matriz and has the same dimension with A; 1, éfo(k) delivers

the minimal variance estimation for £,(k).

Proof. Select yy; , (k — p;) from y; ,, (k) and obtain

UNio (k= pi)
Yipi(k — pi) = ;
YN, (k= pi)
where yy, ,(k — pi), -, Yni,,_,(k — pi + 1) are from the previous sampling interval.

With g; ,, (K — pi), o (k— p;) and P; ,.(k — p;), the minimal variance one-step prediction

A;’, (k= pi+1) and%f;ariance matrix P, (k — p; + 1) can be obtained from
Pigi(k = pi) = Gips(k — pi) — C5,, 62, (k — py),
Sipi(k— pi) = Cip, Pip,(k — pi)C; . + Ri
Lip(k = pi) = Aip, P p (k — Pi>CZpiEZ,}i(k — pi),
0 (k= pi+1) = A, &, (k — pi) + Lip,(k — pi)rip, (k — pi),
Pip(k—pi+1)=A,, P, (k- Pz‘)AZpi + Qips — Lip,(k — pi)Eip, (k — Pz‘)LZpi(k/’ — pi),
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which are standard Kalman filter procedures. Similar with (6.62), it holds that

3 (k —pit+ 1) = Nip; Az(‘),pi(k: —pit 1)7 Pi,pi—l(k‘ —pit 1) = Ni,PiPiypi(k’ —pit 1)Nz‘:,Fpi

i7p’i -1

[Ii,pi—l O] ) Oi,pi 7é Oi,pi—l
observable subspace from £, pi — 1(k —p;i+2) to €04, 1(k + 1) yields the identical steps
as presented in Theorem 6.3. According to Theorem 6.2, for h = p;,--- , 1, the optimal

with V; ,, = . Applying the same procedure to predict the

estimation with minimal variance is ézh_l(k: — h + 1) when provided with g;,(k — h).
By mathematical induction, it is evident that éfo(k) represents the minimal variance

estimation, given ff (k — pi), Pip,(k — p;) and the dataset y; ,, (k). O

pi

Lemma 6.3. [64] Given the one-step prediction in Theorem 6.5 and set e, = &7, — é;’h

as the estimation error, the signals r; ,.(k) are innovations and it holds that

OV (i (7). i (P)) = S (1)3; (6.94)

€i,h(k —h + 1) = Ai,h(k — h)@@h(k - h) + wi,h(l{ - h) — Li7h(l€ — h)@i,h(k — h) (695)

Ain(k —h) = (Aip — Lin(k — h)Cip)

ein1(k—h+1) = Nipein(k —h+1) (6.96)
rin(k —h) = Cipein(k — h) + v p(k — h) (6.97)
ein(k —h+1) ~ (0, Pp(k —h+1)) (6.98)
ein-1(k —h+1) ~ (0, N;, P (k — b+ 1)N}}) (6.99)
rin(k —h) ~ (0, Zin(k — h)) (6.100)

Lemma 6.4. Given the one-step prediction in Theorem 6.3, at time instant k, for j,p =
O’... s Pi andh:O’ ,k_pi_l; it holds that

cov(rij(k —j),rip(k —p)) = i ;j(k — 5)9; (6.101)
COV(Ti’j(k’ - j), Ti,pi(h» =0. (6102)

Proof. For j # p, without loss of general, assume j < p. From (6.95) and (6.96),

rig(k =) = Cijeii(k —j) + 0ii(k = j) (6.103)
- Civjq)ﬁjeivp(k —p)+ iI?j - Ci»jq)ﬁglNi,pLi,p@i,p(k —p),

where

p
OF; = I Nig(Aig = Lig(k = 9)Ciy) (6.104)

q=j+1
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6.4 A Distributed Fault Detection Scheme for Dynamic Systems

and f/; is the linear combination of noise signals w;,(k — p), -+ ,w; j11(k —j — 1) and
Uip—1(k—p+1),---,0;;(k—j) with corresponding weighting matrices and is uncorrelated
with 7;,(k — p). Based on decomposition (6.103), it holds that

cov(rj(k —j),rip(k —p)) (6.105)
:COV(Oi,jq)gjei,p(k —p) — Ci,jq)zg_'leLi,pEi,p(k —p)+ fffja Cipeip(k — p) + Vip(k — p))
:Cz,]q)ijpl,p(k — p)CZ;p — Cidq)pileLi’pRi’p = 0.

i7j

Combining (6.100) and (6.105), (6.101) is proved. Since equation (6.86) is standard
one-step prediction, it holds that [64]

cov(e; p; (k — pi),7ip(h)) = 0. (6.106)
Based on (6.103) and (6.106), we have

COV(?“Z‘,]'(]C - ])7 Ti,Pi(h))
=cov(Ci;75eip,(k — pi) + [15 — Ciy @75 Np Ui, (k = pi), 7ip, (h)) = 0.

Thus (6.102) is proved and the proof is done. O

Theorem 6.3 provides a distributed realization of one-step prediction to estimate ob-

servable subspace. After computation, we obtain the one-step predictions

~ ~ ~

§o(k), 1 (k—=1), -, &, (b —pi+1), (6.107)
and also the sequence of residuals
Ti:()(k)? ri,l(k - 1)7 Tty ri,pi<k - Pz), (6108)

which are innovations and mutually uncorrelated according to Lemma 6.4 and [64]. Also

notice that for h =0,---, p; — 1, signal ffh(k — h) is predicted based on
Ti,thl(k —h— 1): Ty ri,ﬁz‘*laf — pi + 1)7 ri:ﬂi(k - pi)

and other residuals
7”@0(]6), Tty Ti,l(k - 1), Ti7h<k — h),

which are generated after the computation of ff n(k — h), are not involved in the prediction
of £),(k — ) and thus can be further applied to improve the estimation result of &), (k — h)

by meanings of filtering and smoothing.
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Theorem 6.4. [6/] Given (6.107) and (6.108), for h =0,---, p;,

h
(k= h) = & (k= h) + Y Ln(z)riz(k = 2) (6.109)
2=0
Lu(h) = Pip(k — h)Cl S (k — h), (6.110)
Ly(2) = P(k — h) (@} )" CIlS Mk —2),0< 2 < h—1

are the optimal filtering and smoothing steps to improve the estimation result by using all
residuals generated within time index k. Define efi”’,{s(k —h)=&,(k—h)— éf,{s(k —h), it
holds that eJ*(k — h) ~ (0, P/} (k — h)) and

Pli(k = h) = Pin(k — h) = 320 Ln(2)Zia(k — 2) L] (2). (6.111)

Notice that the estimation of £, (k — h) in Theorem 6.4 is improved by the innovations
ri(k),--- ,rin(k — h), which carries new information from present and future measurement.
Also from (6.111), it is obvious that Plf,f(k — h) < Pp(k — h), so the accuracy of our

estimation is improved by including filtering and smoothing.

6.4.3 Distributed Fault Detection

Since it needs time to achieve the filtering and smoothing steps, the estimation results
delivered by one-step prediction is first used for FD. Also, with a more accurate subspace
estimation, the results from filtering and smoothing is then applied to detect faults. For
this purpose, build residual signals between y; and its estimations and for h =0, --- | p;,

compute residuals and their variance matrices

Fin(k — h) =Sin(@in(k — h) — Cip&lp(k — h)), (6.112)
Sin(k = h) =Sin%in(k — h)ST, (6.113)
Fl (k= h) =Sin(@in(k — h) — Cindlil* (k — 1)), (6.114)
SL6(k) =Ri0S; (k) Rip, (6.115)
S5k = 5) =SinRi; S} (k = )RS, (6.116)
+ 5 SiCijLi(2) 8- (k — 2)Li(2)"CLSTL 1 < < piy,
z=0

where ;) = [Ipi O} and I, is identity matrix with dimension p;. From (6.52), y; locates
at first p; rows of y;(k — h), so S;;, is applied as selecting matrix to build the residual for
y;. Since 7, (k — h) ~ N(0,%; 1(k — h)), f{i(l{: —h) ~ N(0, ifi(k — h)) and according to
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6.4 A Distributed Fault Detection Scheme for Dynamic Systems

(6.47), set evaluation function and threshold as

']z h(k h) - 1”1 h(k h>i l%(k h)rz h(k h)
Jink = h) = (7L (k = W) (S5, (k — b))~ '7 L5 (k = h), (6.117)
Jith = Xa(pi)

with given «, then apply decision logic (3.1) to do FD.

The core part of the proposed distributed method is that we use prediction, filtering
and smoothing procedures to improve the accuracy of estimation by means of reducing the
variance matrix of the estimation error. The method makes full use of data, which node i
receives within time instant k, to do optimal estimation. As shown in Figure 6.3, we first
run one-step prediction based on the measured data, which node ¢ received within time
instant &, to obtain the estimation and also the innovation sequences. Then the innovation
sequences are applied to improve the estimation delivered from one-step prediction by

filtering and smoothing. The overall algorithm is summarised in Algorithm 6.2.

Algorithm 6.2. Distributed FD for dynamic systems

Offline Computation

Fori=1,---,N

Step 1 Calculate d; at node @

Step 2 Calculate b;,,, A and C;,, using (6.52)—(6.56)
Step 3 Calculate P, ,, as steady state for (6.61)

Step 4 Set 7,. and select p; according to (6.12)

For j=0,---,p;—1, h=0,---,p;

Step 5 Calculate P, ;j(k — j) and N, ;_1 in (6.89) and (6.90)
Step 6 Calculate X, ,(k — h) and L, ,(k — h) in (6.92), (6.93)
Step 7 Calculate Lj(2) in (6.110)

Step 8 Calculate S;, Siu(k — h), &5 (k — h) in (6.113), (6.115)
Step 9 Set Jy, in (6.117)

Online Detection

At time instant k, j =0,--- ,p, — 1, h=0,--- , p;

Step 1 Calculate é i(k—j) and r; ,(k — h) in Theorem 6.3
Step 2 Calculate §O Sf( j) in Theorem 6.4

Step 3 Calculate 7; ,(k — h) and fszl(k — h) in (6.112), (6.114)
Step 4 Calculate J;(k — h) and J/*(k — h) in (6.117)

Step 5 Make decision by (3.1)

Step 6 Save ffp(k —pi+1) for next k+1
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

Figure 6.3: Prediction, filtering and smoothing procedures

6.5 Examples

In this section we provide examples for proposed methods.

Static Case

Given a system modelled by (6.2) with 5 nodes and sampling time 7" = 0.02s, where
T
r=|1 23223 54 , A4=[10000,4=[01000,

&:@01ooym=@0010y&=@000@,
By=By=By—= By = Bs — 1.

The variance matrix of measurement noise is given by

(16,7 175 525 7.2 11.2]
175 25.824 14.51 9.62 17.36
Y= 0525 1451 26.805 7.07 23.45
72 962 707 64 64
112 17.36 2345 64 25.9 |

The task is to detect sensor fault in node 1 and the communication topology is shown in
Fig. 6.4.
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6.5 Examples

O—2—6—0—-06

Figure 6.4: Communication topology for static case

Algebraic representations of Figure 6.4 for node 1 are d; = 4, Nyo = {1}, M1 =
{2}, N3 = {4}, N4 = {5}. Set § = 3.5 and solve (6.12) to obtain p; = 3. Set FAR
< 0.95, we have Jy, = x245(1) = 3.8415. A step fault happening at 10s. Simulation
results of the evaluation functions for Jy x(k), Jix1(k), Jiks2(k) and Jy p3(k) are shown

in in Figure 6.5. It verifies the effectiveness of the proposed method. Moreover, the

200 r _Jl L
5ol | 141
J1 k42
100 | ——J1 j+3
—J

ol th

0

0 5

Time (Sec)
Figure 6.5: Simulation result for static case

result shows that better detection performance is obtained via more measurement data
since the different between evaluation function and threshold become larger when more

measurements are involved.

Dynamic Case
Give system model (6.39) with

An=1,45,=2C =1,R =24,Q, =04,

Agi =1, App =2, Ags = 5,0 = 1, Ry = 2,Q5 = 0.6,
Ago =T, Ay =3, A3y =2,C3 =1, Ry = 1.6, Q3 = 0.8,
Ay =2, A =4, A5 =3,Cy=1,Ry = 1.2,Qs = 0.6,
Asi =3, Ass =4, Asg = 5,C5 = 1, Rs = 0.8, Q5 = 0.2,
Ags =4, Ags =5,C5 =1, Rg = 0.4, Qg = 0.8.
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6 Distributed Fault Detection in Interconnected Systems via Optimal Estimation

The topology of the physical links and sensor network is shown in Figure 6.6.

(V-2-3—-5e

Figure 6.6: Topology of physical links and sensor network for dynamic case
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Figure 6.7: Simulation result for dynamic case
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6.6 Concluding Remarks

For node 1, set 740 = 550, solve (6.84) to obtain p; = 4, so the measurements from node 1,
2, 3, 4 and 5 are applied for distributed FD in node 1. With 7" = 0.02s, FAR = 0.95, and
an additive step fault happening at 4s in node 1, simulation results of residuals, evaluations
and thresholds are shown in Figure 6.7. We can see that the amplitude of 7/* is smaller
than 7 in fault-free case and the evaluations J cross the corresponding threshold J;;, after
fault happens. These indicates that our proposed distributed FD scheme can satisfy the

need to detection faults in large-scale interconnected systems.

6.6 Concluding Remarks

In this chapter, a novel distributed FD scheme is proposed for large-scale interconnected
systems by taking into account the influence of noise and transmission time of information
exchange. With the layer structure and node selection, the approach uses local and other
sensors’ information to do optimal FD via optimal estimation. For static cases, it uses
the correlation between different signals to reduce the uncertainty for FD. For dynamic
cases, the observable subspace of local measurement is estimated by means of the one-step
prediction, and then the estimation is improved by filtering and smoothing techniques. In
this way, node 7 makes full use of data, which it receives within time k, delivers minimal

variance estimation of local observable subspace, and then applies it for performing FD.
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This chapter provides the applications of proposed FD methods in the previous chapters to
benchmark processes. We consider three benchmark processes, DC micro-grid, mass-spring
system, and six-tank system. To be specific, the proposed distributed realization of
optimal FD in Chapter 4 is applied for a DC micro-grid, the distributed state observer and
post-filter introduced in Chapters 5 are adopted for a mass-spring system, and a six-tank

system is used to show the effectiveness of the distributed FD method shown in Chapter 6.

7.1 Case Study on Micro-Grid Power Network

As a result of technological advancements, cost reductions, and proven success, micro-grids
are transitioning from experimental stages to commercial markets [56]. These self-contained
power systems are utilized to enhance the dependability and resilience of power grids,
manage the integration of clean energy resources like wind and solar photovoltaic generation
to reduce the use of fossil fuels, and provide electricity for certain purposes. A micro-grid
is an independent local electrical grid that can operate either connected to the main power
grid or in isolation, with defined electrical boundaries that make it a single and controllable
entity. The grid can provide electricity, and potentially heating and cooling, to nearby
customers using advanced software and control systems [57]. Micro-grids are able to
switch between grid-connected and island modes, providing emergency power to customers
even when the main grid is down. A micro-grid that is connected to the main power
grid operates in grid-connected mode. However, when technical or economic conditions
require, it can disconnect from the main grid and operate autonomously in island mode,
improving the security of power supply within the micro-grid. An islanded micro-grid is
an independent electricity system that has its own sources of power, including an energy
storage system. It is also utilized in situations where power transmission and distribution
from a centralized energy source are impractical due to distance and cost. For example,
it offers a solution for providing electricity to remote areas and smaller islands [71]. In
islanded operation mode, the energy management system monitors the power generation
and consumption of the entire micro-grid in real time. This management system can

also disconnect from the traditional grid and operate autonomously, making the islanded
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7.1 Case Study on Micro-Grid Power Network

micro-grid a local energy grid with control capability. Since the reliability of the micro-grid
system is important and meaningful, the implementation of FD scheme is reasonable to

be considered.

a
i
5555k
Y

Generation

}

==
—_
I
A ! &
o it
Utility Grid Control Center Storage
;i-'/‘/.’dn‘\\-q—"-.
‘ﬁ_ H
Load

Figure 7.1: Structure of micro-grid

In this section, the model of DC micro-grid from [95] is adopted. Figure 7.2 shows

Figure 7.2: An islanded DC micro-grid consisting of 4 distributed generations

a topology for an islanded DC micro-grid composed of 4 distributed generations (DG)
connected via distributed line Z;;. A sensor network is adopted to monitor the process

and the corresponding sate space representation is

Ty = Ajx; + Z Ajjr; + Biu; + Eyw;, y; = Cixy + Fid;, i=1,2,3,4
JEN;
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1 1 -
Azz = ’ CZRU Cﬁ Aij = CtiRij
t;
_Lti _Lti ! 0_
0 1 I
Bi=|1]|,E=]| C 70":[1 0]’52[1
Ly, 0 '

where 7; € R? is the state of DG 4, u; € R is input, w; € R is unknown external input in
processes, d; € R! is the measurement disturbance and y; € R' is measurement of sensor

i. Parameters R;; = Rj; and the values of parameters are shown in Table 7.1.

DGs Ri(Q) L(mH) Cy(mF) | Line impedance Z;; R;;(2)
DG 1 0.2 1.8 2.2 | Z1o 0.05
DG 2 0.3 2.0 1.9 | Zy3 0.07
DG 3 0.1 2.2 1.7 | Zoy 0.04
DG 4 0.5 3.0 2.5 | Zsy 0.06

Table 7.1: Parameters of DC micro-grid

Stacking all nodes together, we have the centralized form

= A.x+ Bu+ E.d;, y, = Cix+ Fd, (7.1)
T1 Uy n wl_ dy
d d
Tr = 2 , U= = y Y= V2 ) dl = b ’ dp = 2 ; dm = ? ) (72)
I3 Uus Ys dy, W3 ds
T4 Uy Ys Wy | dy
All A12 Alg A14 Bl 0 0 0 _Cl 0 0 0
AC _ A21 A22 A23 A24 ’B _ 0 B2 0 0 ’Cl _ 0 CQ 0 0 7 (73>
Agl A32 A33 A34 0 0 Bg 0 0 0 Cg 0
A41 A42 A43 A44 0 0 0 B4 | 0 0 0 04
E, 0 0 0 0O0O00O0 000O0F 0 0 O
0O Ey O O OO0 OO0 0000 0 F 0 0
B = 2 R = 2 (7.4)
0O 0 Es O O0O0OO 0000 O O F5 O
O 0 0 E, 0O0O0°TO 0000 0O 0 O F4

Discretize the process (7.1) with a sampling interval 7' = 0.01s leading to the discrete-time
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model (4.6) and (4.7) with

[ 1.046  0.005 —0.096 —0.000 —0.068 —0.000 0.010  0.000 ]
—0.006 0.999  0.000  0.000  0.000 0.000 —0.000 -0.000
-0.111 -0.000 1.072  0.005  0.008  0.000 —0.139 —0.000
0.000  0.000 —0.005 0.998 —0.000 —0.000 0.000  0.000
—0.088 —0.000 0.009  0.000 1.053  0.006 —0.103 —0.000
0.000  0.000 —0.000 —-0.000 -0.005 1.000  0.000  0.000
0.008  0.000 —-0.106 —0.000 —0.070 -0.000 1.051  0.004
| —0.000 —0.000 0.000  0.000 0.000 0.000 —0.003 0.998

[—0.005 0.000 0.000 —0.000 0.000 0.000 0.000 0.000]
0.000 —0.000 —0.000 0.000 0.000 0.000 0.000 0.000
0.000 —0.005 —0.000 0.000 0.000 0.000 0.000 0.000
—0.000  0.000  0.000 —0.000 0.000 0.000 0.000 0.000
0.000 —0.000 —0.006 0.000 0.000 0.000 0.000 0.000
—0.000 0.000  0.000 —0.000 0.000 0.000 0.000 0.000
—0.000 0.000  0.000 —0.004 0.000 0.000 0.000 0.000

| 0.000  —0.000 —0.000 0.000 0.000 0.000 0.000 0.000]

F1:[0000F1 000],F2:[00000F200],

Fg,:[ooooooF3 o],m:[oooooooﬂ],

C; and F; are the same as shown in (7.3) and (7.4). Notice that using (4.5) to build
communication topology of sensor network leads to an unconnected graph, thus we choose

the the same topology as shown in Figure 7.2. Apply Algorithm (4.2) to perform distributed
FD for the DC micro-grid. Given §; = 4.3415, we set

4 1/2
1 1
=0

With an actuator fault at 3s in DG 1, simulation results of residuals, evaluations and
thresholds are shown in Figures 7.3 and 7.4. They indicate that our proposed distributed
FD scheme can achieve a similar result when compared with the centralized approach,

which is plotted as J in each figure.
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0.5 1 15 2 25 3 35 4
Time(seconds)

Figure 7.3: Simulation result for sensor nodes 1 and 2 in DC micro-grid

0.5 1 15 2 25 3 35 4
Time(seconds)

Figure 7.4: Simulation result for sensor nodes 3 and 4 in DC micro-grid
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7.2 Case Study on Mass-Spring System

In this section, we introduce the benchmark of the mass-spring system illustrated in Figure

7.5. The system is composed of three cars, which are connected by springs. The physical

U1 U2 U3
F, D F D— K D —
vy, L Py,
— mq W m, W m3
F c c

Figure 7.5: Mass-spring system

relations between subsystems are

b= — — —— — — — — (51 — 52)
ma mq ma ma
dgvg ng C
= 22 TR T (g —sy) — — (s — 7.5
(%) - o + o (51 82) - (SQ 53) ( )
d3vs  Fus3 c
V3 = —— — — —(82—83)
ms ms ms

where v; is the velocity of car i, F,,; is unknown disturbance in car 7, and s; is the position

of subsystem 7. Each car is equipped with sensor to measure its velocity and position with

0 =
dii=1,2,3 (7.6)

where d; is the measurement disturbance. Other parameters are shown in Table 7.2.

Discretize the process (7.5) and (7.6) with a sampling interval 7" = 0.01s leading to the

discrete-time model (5.1) with
0 0 10
) Cl = )
0 0 01

0.9999 —0.0075 0 0.0075
1= ’ = >A13 =

0.0100  1.0000 S I T
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Parameters Symbol Value Unit
mass of car 1 my 10 kg
mass of car 2 Mo 20 kg
mass of car 3 ms 10 kg
spring constant c 6.5 N/m
coeff. of friction of car 1 d; 0.1 kg/s
coeff. of friction of car 2 dy 0.1 kg/s
coeff. of friction of car 3 ds 0.1 kg/s

Table 7.2: Parameters of mass-spring system

. _ |0 0.0087 ~ [0.9999 —0.0075 [0 0.0037 [t
700 0 |77 | 0o 1 BT 0 |7 o1
00 0 0.0075 0.9999 —0.0075 1 0
Asy = Agy = Ay = Oy =
o o] % [o 0 ] % [0.01 1 ] s [o 1
—0.001 0 0 010 —0.0005 0 0 0 1 0
a1 = yFa = y Bao = , Fgo =
—0.000005 0 0 00 1 —0.0000025 0 0
—0.0001 1 A jal
B, | 00001 0 0 e 010 U ) RPN 1%
—0.000005 0 0 00 1 s; d;

)

|

001

|

The communication topology of the considered system is the same as its physical links as

shown in Figure 7.6.

O—C0E——0

Figure 7.6: Communication topology in mass-spring system

Apply Theorem 5.1 to compute the distributed observer gains. The results are

03 0 0 0.75 0 0
Ly = Ly = Ly =
M [o 0.3] 12 lo 0 ] 1 [0 0
0 0.0037 03 0 0 0.37
L = ,L == 7L = )
2 lo 0 ] > [0 0.3] % [0 0]

00 0 0.75 03 0
Ly = Ly = L = .
3 [0 o] 52 [0 0 ] 53 [0 0.3]

9
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The target for subsystem 1 is to detect local actuator fault in itself with

0.0001 0
Ey = JFr = .
n [0.000005] n H
For the post-filter design, we only consider the actuator fault at node 1 and all disturbances.
Adopt Theorems 5.3 and 5.4 to design post-filter. Set s = 2 for model (5.18), we have

V19 = [—0.2311 —0.2129 0.6532 0.6365 —0.4609 —0.4747}

as the result for Theorem 5.3 and

G, =
10 0.6532  0.6365

00 —0.2311 —0.2129
] Ly = — [ ] = [—0.4609 —0.4747} wy = [o 1]

as the result for Theorem 5.4. Given 6, = 1.5, further compute v; = 2.2204 in (5.26) and

set

k
1 , . 1
Ji(k) = 6 E et (Ner(), Jina = ’71\/%511 = 1.3597

j=k—5
in (5.27). With a step fault happens at 30s, simulation result is shown in Figure 7.7. It

can be seen that our proposed method can distributively detect the occurrence of fault.

18

T
_Jl
16 |— Jth,l

14 .
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Figure 7.7: Simulation result of subsystem 1 in mass-spring system

7.3 Case Study on Six-Tank System

Tank systems, commonly utilized in the chemical industry, serve as containers for various

chemicals and are available in various sizes and shapes. These tanks play a crucial role in
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both storing and transporting raw materials and finished chemical products, as well as
in the processing and mixing of chemicals. It is important to note that proper chemical
storage is vital to ensure the safety of individuals and the environment. Thus, it is

important to implement effective monitoring and detection systems that can alert the

occurrence of faults to further compensations.
MM "‘ "

Figure 7.8: An example of tank systems !
In this section, we provide a case study on six-tank system to illustrate the effectiveness

of the proposed distributed FD technique for dynamic systems in Chapter 6. Consider the
six-tank system as sketched in Figure 7.9.

Q12 Q23 Q34 Q4-5 Q56 Q60

Figure 7.9: Six-tank system

The dynamics of six-tank system is modelled by

Aih =u; — @12, -Ah2 = Q12 — Qa3, Ahs = Q23 — Qa4,
-Ah4 = 34 — Qus, -Ah5 = Q5 — Qs6, Ah@' = ug + Qs6 — Qoo

Qi; = sgn(h; — hj)aisor/2g|hi — hjl, Qeo = agsor/2ghs

!The figure is from https://gpi-tanksxl.com/nen-en13445/
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7.3 Case Study on Six-Tank System

where h; is the water level (cm) of tank 4, u; is the incoming mass flow (cm?®/s), @Q;; is the

mass flow (cm?/s) from the i-th tank to the j-th tank. Parameters of six-tank system are

shown in Table 7.3. After linearization at given operating point hy = 40, hy = 30.77, hy =

Parameters Symbol Value Unit
cross section area of tanks A 154  cm?
cross section area of pipes 50 0.5 cm?
coeff. of flow for pipe 1 a;  0.45
coeff. of flow for pipe 2 as  0.60
coeff. of flow for pipe 3 az  0.60
coeff. of flow for pipe 4 as  0.60
coeff. of flow for pipe 5 as  0.60
coeff. of flow for pipe 6 ag  0.45

Table 7.3: Parameters of six-tank system

25.58, hy = 20.38, hs = 15.19, hg = 10 and discretization with sampling time 7" = 0.01s,

have the model (6.39) with 6 subsystems, the system matrices are

Ay = 0.9999, Ayp = 0.0001,C; = 1,
Asy = 0.0001, Agy = 0.9997, Agy = 0.0002, Cs = 1,
Asy = 0.0003, Azz = 0.9996, A3y = 0.0002, C3 = 1,
Az = 0.0002, Ay = 0.9996, Ags = 0.0002, Cy = 1,
Asy = 0.0002, Ass = 0.9996, Ass = 0.0002, Cs = 1,
Ags = 0.0002, Agg = 0.9997, Cg = 1.

And the parameters for process and measurement noises are

Rl - 1.2,@1 = 1,R2 - 12, Qz - 03, Rg = 12, Qg - 04
Ri=12,Q,=03,R;=12,Q5 =0.1,Rg = 1.2,Q¢ = 0.4

The topology of the physical links and sensor network is shown in Figure 7.10.

OaOROROROR0

Figure 7.10: Topology of physical links and sensor network for six-tank system
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7 Benchmark Studies
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Figure 7.11: Simulation result
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7.4 Concluding Remarks

For node 1, set 1,.. = 550, solve (6.12) to obtain p; = 4, so the measurements from node
1, 2, 3, 4 and 5 are applied for distributed FD in node 1. With FAR = 0.95, and a leakage
happening at 4s in tank 1, simulation results of residuals, evaluations and thresholds are
shown in Figure 7.11. We can see that the evaluations J cross the corresponding threshold
Jy, after fault happens. These indicates the effectiveness of the proposed distributed FD

scheme.

7.4 Concluding Remarks

In this chapter, the proposed distributed FD approaches are applied in benchmark processes
to demonstrate their effectiveness. The distributed realization of the centralized optimal
FD method is used to detect faults in micro-grid systems. The results have shown that
the proposed method achieves a similar result as the centralized optimal one. In addition,
the mass-spring benchmark has been used to show the effectiveness of the combination
of distributed state observer and post-filter. The six-tank process, which is a nonlinear
system but linearized at a specific operating point, has been applied to demonstrate the
effectiveness of distributed FD method proposed in Chapter 6. The case study results
presented in this chapter satisfy the need for distributed detection of potential faults.
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8 Conclusions and Future Works

The main focus of this thesis is to investigate distributed FD schemes for large-scale
and interconnected systems, which have physical links between subsystems, with sensor
networks. In this chapter, we summarise the main insights of this thesis and discuss future

scopes.

8.1 Conclusions

In Chapter 1, we briefly introduce the primary and basic concepts of large-scale and
interconnected systems, FD, and process monitoring. It has been emphasized that advanced
and efficient distributed FD methods shall be investigated for large-scale and interconnected
systems with the development of sensing hardware and communication techniques.

Definitions, fundamental knowledge, and mathematical preliminaries of LS estimation,
graph theory, average consensus, and LMI techniques are presented in Chapter 2. The
algorithm of LS estimation plays an essential role in optimal observer design, which is the
core of FD, for industrial processes. The graph theory describes the model of physical
links of interconnected systems and the communication topology of sensor networks.
Both average consensus and LMI techniques are the designing techniques for distributed
algorithms. Parallel to Chapter 2, Chapter 3 is devoted to the state of the art of
FD methodologies for static and dynamic systems influenced by stochastic noises and
deterministic disturbances. Besides the concepts of optimal FD problems and models of
static and dynamic systems, different types of residual generators are introduced. These
fundamental methodologies serve as the basis for subsequent studies.

Although the optimal FD methods have shown their effectiveness in wide industrial
applications, they are mainly centralized. The objective of Chapter 4 is to develop an
optimal distributed FD approach for large-scale systems in the presence of unknown
deterministic disturbances using the measurement of sensor networks. With the help of
the average consensus algorithm, the optimal FD method based on H, observer is realized
in a distributed manner, and this distributed realization shows a similar result as the
original centralized one. In Chapter 5, a widely used form of the distributed observer is

applied for FD for large-scale and interconnected systems. In this framework, each local
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8.2 Future Works

observer uses only its local and neighbours’ information to estimate its local state. The
LMI technique is applied to design the parameters of the distributed observer. It delivers
sufficient numerical solutions. Thereafter, a post-filter is applied to enhance the influence
of fault on the residual signal and reduce the influence of disturbance on the residual
signal. For the design of the post-filter, PSA and DO are applied.

Chapter 6 describes distributed approaches for FD in interconnected systems under the
influence of random noises. Firstly, a proposed criterion determines which information is
selected for online FD. Then, the selected information is employed to reduce corresponding
uncertainty and carry out effective FD. For static cases, the proposed distributed FD is
based on the correlation between different measurements. For dynamic cases, the core part
of the distributed method is that it uses prediction, filtering, and smoothing procedures to
improve the accuracy of FD by means of reducing the variance matrix of the estimation
error. Both methods make full use of data, which node i received within the present
time instant, to do minimal variance estimation and perform accurate FD. In Chapter 7,
benchmark studies are demonstrated to support the effectiveness of proposed methods in

achieving their operational and strategic goals.

8.2 Future Works

This thesis attempts to build advanced and efficient distributed FD methods for large-scale
and interconnected systems. The distributed FD methods are investigated based on
the accurate linear model of large-scale systems. In the future, the following topics are

considered as the generalization and extension of this study:

e The proposed methods are based on system models. However, modelling large-scale
systems may pose significant challenges. Based on this observation, a data-driven

realization of the proposed methods requires more research attentions.

e The results achieved in this thesis are based on the linear system descriptions.
And the proposed approaches are efficient if the real process is working around an
operating point. Therefore, extensions of the proposed methods to the nonlinear
processes are of practical importance. When the analytical solution for nonlinear
systems is hard to solve, numerical methods, such as partial filters and deep learning

methods, are considered.

e In interconnected systems, faults can be propagated from one subsystem to others
through the physical links and thus cause severe failures. In order to prevent this after

the faults have been detected, fault identification methods shall be applied to locate
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8 Conclusions and Future Works

the faults. Then FTC systems are considered to increase plant availability, reduce

the risk of safety hazards, and prevent the faults from developing into catastrophes.
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