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Abstract

The growing body of research on privacy documents cross-cultural differences in the way people manage their privacy in social
media. Yet, cultural values do not provide a consistent account for these differences. Drawing on communication privacy
management theory, this work argues that different governmental approaches of privacy regulation shape users’ subjective
norms in the form of perceived rules about how to manage personal and collective boundaries. These subjective privacy norms
may better explain cross-national differences in people’s online privacy behavior. We conducted a survey (N = 1,060) among
Facebook users in two countries in which privacy regulation policies vary significantly: the United States and Germany. While
US users self-disclose more than German users do, they also take more measures to protect their privacy on Facebook.
US users perceive stronger norms to protect themselves than German users. These findings inform communication privacy

management theory and the influence of privacy rules within and across national borders.
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The idea that culture plays a role in privacy was pioneered by
Altman (1977), who argued that while privacy regulation is a
process that is observable universally, the particular mecha-
nisms involved in regulatory activities are culturally specific.
Indeed, governments apply different regulatory approaches to
protect their citizens’ privacy in today’s digital age. For
instance, in the European Union (EU), laws such as the 2018
European General Data Protection Regulation (GDPR) offer
sweeping protection to individual privacy by restricting any
organization that collects or processes the data of EU citizens.
By contrast, in the United States, there is no general, compre-
hensive federal data protection law that regulates personal
data collection and use (e.g., Boyne, 2018). Personal data col-
lection is instead based on piecemeal state laws that regulate
specific types of data, such as medical or financial informa-
tion, in specific contexts (e.g., Blanchette & Johnson, 2002).
Differences in privacy policy might be attributable to cultural
differences in how privacy and its protection is viewed: While
the US system treats privacy as a commodity subjected to
negotiations over property, the European system sees privacy
as a fundamental human right (Dogruel & Jockel, 2019). This
leads to the question of whether individual citizens deal with
their personal privacy regulation differently depending on
their culture, or more specifically, their country of residence.

A good deal of privacy research has examined the ques-
tion of how individuals protect their privacy in online com-
munication and which psychological factors predict the
extent to which they disclose or withdraw personal informa-
tion in social media (Acquisti et al., 2015; Baruh et al., 2017;
Chen, 2018; Dienlin & Trepte, 2015; Kokolakis, 2017,
Metzger & Suh, 2017). While many suggested that these
connections should be analyzed in light of its cultural context
(e.g., Acquisti et al., 2015; Baruh et al., 2017; Cho et al.,
2018), relatively few studies have addressed the influence of
national culture on individuals’ online privacy attitudes and
behavior. Initial cross-cultural studies provided evidence that
users’ perceptions of privacy threats online and their privacy
protective behavior vary depending on the culture users live
in (Krasnova & Veltri, 2010; Trepte & Masur, 2016; Trepte
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et al., 2017). Moreover, macro-level cultural differences in
privacy management have been proposed by privacy theo-
rists (e.g., Altman, 1977; Petronio, 2002; Westin, 1967). Yet,
the reasons for cross-cultural variations are not well
understood.

The present study contributes to a small but growing body
of research that examines privacy protection behavior from a
cross-cultural perspective by proposing a missing link—sub-
jective norms—to explain the influence of national culture
on how people manage their online privacy. To this end, this
study examines a hitherto untested assumption of privacy
rule foundations formulated by existing theory in the sense
that national contexts and promoted privacy rules therein
affect people’s subjective norms of online privacy. We ana-
lyze social media users’ personal privacy management and
its prerequisites in two countries that are known to differ sig-
nificantly both in how individual citizens and their govern-
ments regulate privacy in online communication (Dogruel &
Jockel, 2019; Krasnova & Veltri, 2010; Trepte & Masur,
2016): the United States and Germany. Given its popularity
in both countries at the time of data collection, this work will
focus on the social networking site (SNS) Facebook to inves-
tigate people’s online privacy regulation.

The Role of Culture in Communication Privacy
Management

Privacy has been proposed as an interpersonal negotiation
process of regulating and controlling who gets access to
one’s personal information and when (Altman, 1975).
Communication Privacy Management (CPM) theory pro-
poses that human beings reach their desired state of privacy
(on a continuum between concealing and revealing informa-
tion) by employing a rule-based privacy management system
(Petronio, 2002). Accordingly, individuals perceive informa-
tion as private when they see themselves as owners of infor-
mation having the ability to determine who can be co-owners
of their personal information. This co-ownership is marked
by boundaries within which private information can flow.
Based on that premise, individuals develop personal and col-
lective criteria to regulate these boundaries, that is, rules that
dictate when ownership of information can be shared.
Petronio (2002) argues that people acquire the foundations
for privacy rules throughout their socialization in the sense
that they learn preexisting rules that were set implicitly or
explicitly by the social context (family, organization) and, at
a larger scale, the culture they live in: “Each culture values
privacy differently and the values we place on privacy influ-
ence the rules we have for managing our privacy boundaries.
Someone from a different culture may invade our privacy
because he or she follows different rules” (Petronio, 2002,
pp. 40-41). Others similarly argue that the negotiation of
boundaries between human beings is context-dependent and
that the “rules people follow for managing privacy vary by
situation, are learned over time, and are based on cultural,

motivational, and purely situational criteria” (Acquisti et al.,
2015, p. 511). The boundary management system is sub-
jected to turbulence when privacy rules are violated, inter-
preted differently, or learned in dissimilar social or cultural
contexts. While CPM theory has proved to be a useful theo-
retical framework to analyze privacy regulation in computer-
mediated communication (Child & Petronio, 2011; Dienlin
& Metzger, 2016; Petronio & Child, 2020), relatively few
studies have used this theory to analyze cross-national differ-
ences in privacy management.

The Influence of National Context on Personal
Privacy Management Online

Prior research has corroborated the notion that personal
rules to manage online privacy are shaped and executed in
different manners across different countries (Bellman
et al., 2004; Budak et al., 2017; Trepte & Masur, 2016;
Yang & Kang, 2015; Zhang et al., 2007). Most compara-
tive studies of privacy have utilized the individualism—
collectivism continuum (i.e., the extent to which societies
prioritize personal over collectivistic gains or individual
independence over collective goals; Hofstede, 1997) as an
explanatory framework. But findings are mixed as to
whether people from individualistic or collectivistic cul-
tures are more concerned about privacy or are stricter in
their privacy management (Cho et al., 2009; Liang et al.,
2017; Rui & Stefanone, 2013; Trepte et al., 2017; Wang &
Liu, 2019; Yang & Kang, 2015). The cross-cultural differ-
ences have been interpreted in light of different accounts
such as users’ personal calculus weighing perceived bene-
fits and risks of disclosing personal information (Trepte
et al., 2017) or varying levels of privacy concerns or trust
in one’s government (Vitak et al., 2022). Given this, it has
been suggested that the political system of the national
context and how privacy is regulated on a governmental
level might better explain the influence of national culture
on personal privacy management (Bellman et al., 2004;
Dogruel & Jockel, 2019; Vitak et al., 2022). Indeed, recent
research has proposed that legislative norms, regulated by
law, stipulate rules for what kind of privacy behavior is
desirable and which actions are sanctioned by society
(Trepte, 2020). Applying the logic of CPM theory, one
could argue that government privacy regulation policies
may cultivate how sensitive individuals become toward
their own privacy, and that this is reflected in their privacy
behavior.

The two countries examined in the present study offer con-
siderable variation in this regard: Germany as a member of
the EU regulates users’ privacy and data protection through
the GDPR law. This regulation emphasizes privacy as a basic
human right and strengthens the control that individuals have
over their personal data by requiring organizations to be more
transparent about user data collection. By contrast, the United
States has no overarching federal law protecting personal
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data. US law affords federal agencies little power to limit
privacy-invading behaviors of private companies, and no
legal expectation of privacy exists for individuals when data
are shared or transmitted online.

While these different privacy policy approaches of the
United States and Germany can be partly explained by how
laws are passed in those different contexts, recent research
has argued that diverging privacy regulatory approaches by
governments may be a reflection of different cultural views
of privacy (Dogruel & Jockel, 2019; see also Bellman et al.,
2004). National differences in boundary management are
detectable, for instance, when social media users express
how sensitive they find personal information and how will-
ing they would be to share it online: Trepte and Masur (2016)
found that German social media users rated all types of per-
sonal information as more sensitive than American users.
Germans were also more protective of their personal infor-
mation by limiting the visibility of profile information, while
US users perceived open profiles to be less risky than
Germans. Corroborating this pattern, research has shown
that US social media users tend to disclose more personal
information online than do Germans (Krasnova & Veltri,
2010). Building on this evidence and the expected national
differences, we first predict:

Hypothesis 1 (H1). SNS users in Germany disclose less
information about themselves than SNS users in the
United States.

Hypothesis 2 (H2). SNS users in Germany take more
measures to protect their privacy than do SNS users in the
United States.

The Explanatory Value of Norms for Personal
Privacy Regulation

It is plausible to argue that government regulation of online
privacy represents a manifestation of collective rules that are
set in societies to manage privacy boundaries. That is, even
if privacy rules are negotiated among individuals as an out-
come of interpersonal interaction, the rules that are pre-
defined by a society may offer a framework for this
negotiation (Movius & Krup, 2009). According to Petronio
(2002), privacy rules for interpersonal interaction are con-
veyed to individuals in the form of social norms. Social
norms are defined as rules or standards that are understood
and accepted by members of a group or a society (Cialdini &
Trost, 1998). Social norms operate in groups that may vary in
size and composition, for instance, at a level of country, local
community, and referent groups such as friends or family
(Shulman et al., 2017). In line with Petronio’s conceptualiza-
tion of privacy rules, social norms are presumed to emerge in
social interactions, leading the individual to perceive which
behaviors are expected in their social environment (i.e.,
“subjective norms”; Cialdini & Trost, 1998).

In daily life, individuals encounter different sources of
normative information, and can attribute normative expec-
tations to different stakeholders. In terms of online privacy
norms, social media users observe their peers protecting
their own or other people’s privacy (e.g., by limiting visi-
bility or the audience for posts), which signals the desir-
ability of privacy protection (Lewis et al., 2008; Utz &
Krédmer, 2009). Besides peers as sources of normative
information, individuals are exposed to news media that
cover the shortcomings of data protection of social media
services, and large-scale data breaches (Pleger et al., 2021).
A comprehensive content analysis of German press cover-
age in 2014-2015 showed that across different news media,
coverage of privacy is associated with a consensus that the
level of privacy protection in digital technologies is gener-
ally low (von Pape et al., 2017), which may promote the
normative belief that protecting one’s personal information
is desirable. At the same time, and potentially due to the
legal frameworks for protecting citizen’s privacy, individu-
als might also form the subjective norm that in one’s coun-
try of residence, it is more or less expected to protect one’s
private information in online channels. Thus, various
sources of normative information can shape social media
users’ subjective norms about online privacy, which in
Petronio’s terms contributes to the acquisition of the rule-
based management system.

Empirical evidence has documented the predictive value
of social privacy norms regarding actual privacy-related
behavior. In two experiments, Spottswood and Hancock
(2017) showed that when social media users encounter
explicit cues of other social media users (a) disclosing less
(compared with relatively higher rates of) personal informa-
tion or (b) adopting stricter privacy settings (compared with
open privacy settings), they disclose personal information
less frequently and select stricter privacy settings. Users thus
appeared to adhere to social norms signaled by explicit cues
in their own privacy behavior. The authors explained this
effect by the “bandwagon heuristic,” assuming that social
media users follow the simple rule of thumb “if other people
think that something is good or safe, then I should too” (p.
56; see Masur et al., 2021 for similar results). These subjec-
tive norms and their behavioral correlates, in turn, may vary
from country to country (Ur & Wang, 2013). A cross-national
survey on privacy-related behavior indicated that perceived
group norms referring to privacy had a stronger positive
association with individuals’ sense of online privacy control
in China compared with the United States (Liu & Wang,
2018). Based on this finding, Petronio and Child (2020) sug-
gest that privacy rules in social media communication, that
is, norms for boundary management, are negotiated differ-
ently across national borders.

In the specific comparative scenario of Germany versus
the United States, the present study examines whether the
form of government regulation of privacy affects subjective
norms about privacy protection. There are many reasons for
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the different legal situations toward privacy protection in the
EU and the United States. While there has been major public
support for the regulations of technology companies in the
United States (Vogels, 2021), the jurisdiction and ideologi-
cally polarized policymaking in the United States are barri-
ers to enact protective laws (Napoli & Dwyer, 2018). Still,
scholarly views claim that the EU public places a higher
value on privacy as a human right than the United States,
which might be the determining factor that led to the ultimate
enactment of the GDPR in the EU giving users more control
over their data (Dogruel & Jockel, 2019; Hallinan et al.,
2012). A reasonable hypothesis is that by considering pri-
vacy as a basic human right, as manifested in the GDPR,
social norms to protect one’s personal data are promoted and
perceived as stronger in Germany than they are in the United
States. In fact, it has been observed that it is not that cultural
values directly shape people’s privacy concerns but rather
the particular national regulation does (Bellman et al., 2004).
This is indicative that governmental regulation of privacy
establishes a normative framework that should be reflected
in users’ privacy perceptions. Accordingly, we argue that
people’s perceptions of subjective norms will explain cross-
national differences in people’s disclosure and privacy pro-
tection behavior in SNSs:

Hypothesis 3 (H3). SNS users in Germany perceive stron-
ger subjective norms to protect their online privacy than
SNS users in the United States.

Hypothesis 4 (H4). Subjective norms to protect one’s pri-
vacy explain the cross-national differences predicted in
HI and H2.

The Relationship between Privacy Norms and
Predictors of Privacy-Related Behavior

Synthesizing communication privacy management theory
and current research on online privacy, this study further pro-
poses that commonly accepted rules in the form of subjective
norms also affect the psychological variables that have been
identified as reliable predictors of privacy behavior online,
that is, online privacy attitudes, perceived privacy risks, and
online privacy self-efficacy. Previous research documented
empirically that attitudes (i.e., the personal appraisal of pro-
tecting one’s privacy) as well as self-efficacy (i.e., confi-
dence in one’s privacy protection abilities) are reliable
correlates of privacy behavior (Baruh et al., 2017; Chen &
Chen, 2015; Dienlin & Metzger, 2016; Dienlin & Trepte,
2015; Youn, 2009). However, the theory of planned behavior
posits that besides attitudes and self-efficacy, subjective
norms also influence behavioral intentions. Drawing on prior
work, we argue that subjective norms are also connected to
privacy attitudes and self-efficacy, suggesting that the latter
are shaped by societal, culture-specific norms: Dogruel and
Jockel (2019) revealed that norms manifested in the national
privacy governance system in the United States versus

Germany influence how much people feel in control over
their data, which can be conceptualized as an aspect of self-
efficacy. Research has proposed that self-efficacy is influ-
enced, inter alia, by physiological factors (e.g., stressful
situations) and personal experience; it is also affected by
vicarious experience (e.g., “if they can do it, I can do it too”)
and social persuasion (Bandura, 1977), which indicates that
privacy protective behavior exemplified by peers could set
behavioral norms shaping social media users’ privacy
self-efficacy.

Following this logic on the influence of normative infor-
mation, Trepte et al. (2015) proposed a social desirability
hypothesis, arguing that norms and group pressure about
how desirable it is to protect personal data online could fos-
ter people’s attitudes toward online privacy and perceived
risks. As posited by the bandwagon effect (Nadeau et al.,
1993), peer norms have an impact on people’s attitudes
which, in turn, could explain why normative information in
the form of explicit social cues (e.g., “67% of other users
limited the visibility of their profile”) can enhance users’
privacy-protection behavior (Spottswood & Hancock, 2017).
Prior research has demonstrated that privacy policy compli-
ance can be influenced by informal social learning and vicar-
ious experience (Warkentin et al.,, 2011). Therefore, we
suggest that perceived privacy norms will influence both
social media users’ attitudes, including risk perceptions, and
self-efficacy toward their online privacy:

Hypothesis 5 (H5). Subjective privacy norms toward pri-
vacy protection are positively associated with (a) per-
ceived privacy risks, (b) attitudes toward online privacy,
and (c) privacy self-efficacy.

Subjective privacy norms are likely also culturally spe-
cific since the social environment, here represented by the
national privacy regulatory approach as discussed earlier, is
believed to cultivate privacy rules that are reflected in users’
own subjective privacy norms. Thus, we combine the sug-
gestion that (a) subjective privacy norms may explain cross-
national differences regarding privacy protection and
self-disclosure and (b) perceptions of norms may be associ-
ated with privacy attitudes, risks, and self-efficacy. Our final
research question asks:

Research Question 1 (RQI). To what extent can cross-
national differences in online privacy protection and self-
disclosure be explained by a serial mediation of subjective
privacy norms followed by privacy attitudes, risks, and
privacy self-efficacy?

Method

This study’s materials, including the questionnaire, data,
syntax, and supplementary analyses, can be accessed at
https://osf.io/7kazy/.
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Sample

Data were collected in the United States and Germany survey-
ing adult Facebook users. The sample consisted of 1,060 par-
ticipants, including 539 US participants (301 female, 238 male)
with a mean age of M=36.73 (SD=11.20; range: 18-75) and
521 German participants (250 female, 271 male) with a mean
age of M=36.66 (SD=13.62; range: 14-81). Participants in the
US sample were recruited in December 2017 from MTurk,
with the requirement that they are residents of the United
States. The German sample was recruited in October 2017
using an online access panel. The frequency of Facebook use
(measured on a 6-point scale from 1=not at all to 6=several
times a day) did not vary significantly between participants
from both countries (United States: M=5.38, SD=1.00;
Germany: M=5.26, SD=1.15; #1,029.18)=1.88, p=.061,
Cohen’s d=0.12). More information about cross-national dif-
ferences in social media use is displayed in Table A1.

Measures

To ensure that cross-national differences are not due to trans-
lation inaccuracies, the first author translated every item of
the measures and a student assistant backtranslated it to the
original language. If divergences between languages were
found, modifications were made. The modifications were
confirmed by native speakers of English and German. We
ran a confirmatory factor analysis (CFA) for each variable.
Fit indices, psychometric information, Cronbach’s alpha,
composite reliability omega, and average variance extracted
(AVE) are displayed in the supplementary material (https://
osf.io/z7fp8 and https://osf.io/7kazy).

Subjective privacy norms were measured on a 5-point
scale with nine original items on three different levels: norms
(a) among peers, (b) in society in general, and (c) in news
media coverage.

To provide a more nuanced view of privacy risks, recent
research has differentiated between expected violations of
privacy on a horizontal (i.e., peers may violate one’s privacy)
and vertical (i.e., companies or the government may violate
one’s privacy) level (Masur, 2018). Six original items were
used to measure participants’ horizontal and vertical per-
ceived privacy risks online on a 5-point scale.

Participants’ online privacy attitudes were measured
using Dienlin and Trepte’s (2015) 7-point sematic differen-
tial scale, subdivided into informational, psychological, and
social privacy attitudes. When necessary, participants’
answers were recoded so that higher means reflected more
favorable attitudes toward online privacy protection.

With eight items adapted from Dienlin and Metzger
(2016), Krasnova et al. (2010), as well as Youn (2009), we
measured on a 5-point scale participants’ online privacy self-
efficacy on a vertical and horizontal level.

To assess participants’ privacy protection behavior, they
indicated whether they ever took one or more of 10 possible
actions on Facebook to protect their privacy with answer

options 0=no or 1 =yes (e.g., withdrawing information about
the self or untagging pictures). Statistics for these items in
each country is included in Table A2. Only six out of these
items were unidimensional (see Table A3; see asterisks in the
questionnaire).

Self-disclosure of personal information disclosure, emo-
tions, and political opinions were measured. Participants’
personal information disclosure was measured on a 5-point
scale using five items (which indicated unidimensionality;
see Table A3; see asterisks in the questionnaire) from
Metzger and Suh (2017). Disclosure of emotions on
Facebook was measured on a 5-point scale adapted from
Miller et al. (1983) subdivided into public and private disclo-
sure. Participants’ disclosure of political opinions was mea-
sured with eight original items on a 5-point scale, subdivided
into public and private channels.

Data Analysis

Hypotheses and RQ1 were tested using software SPSS (ver-
sion 25.0) and R (Version 3.5.3) with its package lavaan
(Rosseel, 2012). HI-H3 were addressed based on a #-test for
independent sample, while H4, H5, and RQ1 were examined
by structural equation modeling (SEM) with maximum like-
lihood estimation.

Results

H1 predicted that Germans disclose less information about
themselves on SNS than US users. As shown in Table 1, this
hypothesis was supported with small effects (Cohen’s d: 0.17
—0.33): German Facebook users indicated that they disclose
less personal information, emotions, and political opinions
than US Facebook users. A more nuanced analysis of the dif-
ferent channels people use to express themselves (see Table
A4) indicates that when it comes to disclosing emotional
states, German and US Facebook users divulge a similarly
low level of emotions on public Facebook channels
(d=-0.02). In private Facebook channels (e.g., messenger),
US users disclose emotions to a greater extent than German
users (d=0.30). The pattern is clearer regarding political
opinions: In both private (d=0.33) and public (d=0.27)
Facebook channels, US users are more likely to express
political opinions than are German users.

H?2 expected that German SNS users would take more
measures to protect their privacy than US SNS users. Results,
though, revealed that the opposite is the case: Out of six
potential measures to be taken, US Facebook users make use
of M=2.65 (SD=1.47), while German Facebook users take
M=2.23 (SD=1.48) measures (see Table 1). US Facebook
users protect themselves more than German users on all items
except using a pseudonym. Results do not corroborate A2 but
revealed a small and opposite cross-national effect (¢=0.29).

With H3, it was hypothesized that German SNS users
would perceive stronger subjective norms to protect their
online privacy than US SNS users. Table 1 indicates that the
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Table 1. Cross-National Differences of Self-Disclosure, Privacy Protection, Privacy Norms, Risks, Attitudes, and Self-Efficacy.

Variable USA Germany t df b LL uL Cohen’s d
M SD M SD
Disclosure: Personal information 2.80 0.94 2.52 0.90 4.88 1,058 <.001 A7 .39 0.30
Disclosure: Emotions 2.17 0.84 2.02 0.88 277 1,058 .006 .04 .25 0.17
Disclosure: Political opinions 242 1.20 2.05 1.06 530 1,050.59 <.001 23 .50 0.33
Privacy protection behavior 2.65 1.47 2.23 1.48 4.67 1,058 <.001 25 .60 0.29
Subjective privacy norms 3.55 0.74 3.38 0.69 3.82 1,058 <.001 .08 .25 0.24
Privacy risks 3.27 0.99 3.25 0.95 0.31 1,058 756 -.10 .13 0.02
Privacy attitudes 4.6l 0.79 4.69 0.80 -1.54 1,058 A24 -7 .02 -0.10
Privacy self-efficacy 2.83 0.99 281 0.87 0.37  1,049.09 714 -.09 .13 0.02

LL and UL refer to the lower and upper limit of the 95% confidence interval of the difference.

opposite applies: US participants stated stronger subjective
privacy norms than German participants (d=0.24). When
analyzing subjective norms on different levels, Table A4
demonstrates that the differences predominantly apply for
perceived norms at the peers (d=0.29) and national (¢=0.39)
levels, but not subjective norms conveyed via the media.
Thus, the data do not support A3 but rather indicate a small
opposite effect.

H4, H5, and RQI were examined by structural equation
modeling, with nation (United States vs Germany) as an
independent variable, subjective norms, privacy attitudes,
risks, and self-efficacy in a serial mediation, and privacy pro-
tection behavior and self-disclosure as dependent variables
(see Figure 1). Zero-order correlations among all variables
are displayed in Table 2. Since the dimension “social privacy
attitudes” indicated a negative low loading for the latent vari-
able “privacy attitudes,” the variable was removed from the
model. The model fit was acceptable, 3> (59)=388.27,
p<.001, CFI=.91, TLI=.86, RMSEA=.08 (90% confidence
interval from .069 to .084), SRMR=.06. H4 expected sub-
jective norms to mediate the cross-national effects on pri-
vacy protection and self-disclosure behavior. All indirect and
total effects are shown in Table 3. First, it should be noted
that subjective privacy norms were not associated with pro-
tective behavior, B=.04, b=.19, SE,=.18, 95% CI = [-.16,
53], z=1.05, p=.296, but weakly related to self-disclosure,
B=.13, b=.24, SE,=.07, 95% CI = [.09, .38], z=3.25,
p=.001. Thus, the model indicated no indirect effect through
subjective norms on protection behavior, f=—.01, p=.306,
but a very small, albeit significant, indirect effect on self-
disclosure, B=—.02, p=.005 (see Table 3). Although the data
partly support H4, the size of the significant indirect effect is
too small to be considered theoretically relevant.

Contrary to expectations in H5a, subjective norms were
not positively related to perceived privacy risks, f=.08,
b=.12, SE,=.07,95% CI =[-.01, .25], z=1.76, p=.078, but
rather were negatively, albeit very weakly, associated with
privacy attitudes, B=-.15, b=-.25, SE,=.09, 95% CI =
[-.42, —.08], z=—2.90, p=.004, revealing a relationship
opposite to the expectations in H5b. Supporting H5c, the

model indicated a positive and medium association between
subjective norms and privacy self-efficacy, p=.34, b=.64,
SE,=.09,95% CI=[.47, .80],z=7.48, p<.001.

The model also showed that perceived privacy risks were
positively, albeit very weakly, associated with protection
behavior, B=.12, b=.35, SE,=.14, 95% CI = [.08, .62],
z=2.55, p=.011, and self-disclosure, B=.21, b=.26,
SE,=.06, 95% CI = [.13, .39], z=4.03, p<.001. Online pri-
vacy attitudes had a small positive correlation with protec-
tion behavior, B=.23, b=.60, SE,=.15, 95% CI = [.32, .88],
z=4.15, p<.001, and a medium negative correlation with
self-disclosure, B=-.60, b=-.65, SE,=.08, 95% CI = [-.80,
—.50],z=—8.39, p<.001. Privacy self-efficacy, however, was
neither related to protection behavior, f=.01, b»=.02,
SE,=.10,95% CI =[-.19, .22],z=0.17, p=.863, nor to self-
disclosure, 3=.08, b=.08, SE,=.05, 95% CI = [-.02, .18],
z=1.55,p=.122.

Concerning RQI, Table 3 reveals that cross-national
effects on protective behavior and self-disclosure can only be
explained through the serial mediation of subjective norms
and privacy attitudes. The relationships in this model indi-
cate that subjective norms can reduce favorable attitudes
toward privacy protection while the latter increases privacy
protection and lowers self-disclosure. Despite reaching sta-
tistical significance, these indirect effects through subjective
norms and privacy attitudes were very small (protection
behavior: B=.01, p=.024, self-disclosure: B=-.02, p=.012).

Discussion

By focusing on how subjective norms influence micro-level
personal privacy management behavior and are themselves
influenced by the macro-level national cultural context, this
study sheds new light on the role that social norms play in
shaping social media users’ privacy attitudes and behavior.

Cross-National Differences in Privacy Behavior

Results for the first hypothesis are consistent with previ-
ous findings (e.g., Krasnova & Veltri, 2010) but give a
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(cl) B=-.15%%
(b1) f=.04
R?=.01
Perceived (1) =12 yRi= 12
Privacy Risks
Privacy Protection
Behavior
(d1) =08 (e3) p=23%%3
Nation (al) f=-.19%%x Subjective (d2) p=-.15%* Privacy
(0=USA, 1= Privacy Attitudes
Germany) Norms
(c4) f=-.60%**
Self-
Disclosure
(d3) p= 34%x*
Privacy Self-
Efficacy
(b2) f=13%*
(c2) f=-.05
Figure |. Structural equation model including standardized coefficients of direct effects.
#kp < 001, *#p < 01, *p<.05.
Table 2. Zero-Order Correlations.
l. 2. 3. 4. 5. 6. 7.
|. Disclosure: Personal information -
2. Disclosure: Emotions .506%* -
3. Disclosure: Political opinions A59%¥ 563%* -
4. Privacy protection behavior -.162%* -.027 -.029 -
5. Subjective privacy norms 220%* .089%* .069* .051 -
6. Privacy risks -.080** 07 1% .027 57 .100** -
7. Privacy attitudes —427** —.248** -.228%* 279+ -.010 .325%* -
8. Privacy self-efficacy 317 169 .128%* - 129 267 =.224%* —.349%*

kD <.001, ¥p<.01, ¥p<.05.

more nuanced view of the content people disclose across
nations. While US users disclose more personal informa-
tion and political opinions than German users, when it
comes to disclosing emotions in public channels, the
cross-national differences are smaller. This might suggest
there is an implicit “rule” or social norm that emotions
should not be expressed in channels in which the audience
is uncontrollable across all or some cultures. Such a social
norm may be more universal than norms concerning polit-
ical expression, which likely vary nationally according to
the debate culture of a specific country. In any case, results
provide some preliminary evidence that privacy behaviors

differ at the national level, potentially through subjective
norms.

The results of the second hypothesis provide further evi-
dence that national culture affects privacy protection behav-
ior, although not as expected in that Germans did not take
more measures to protect themselves in social media than
Americans. There are several potential explanations for this
unanticipated result. One is that US users may feel greater
motivation to protect themselves because they disclose more
on social media compared with German users. Another
explanation is that Germans may feel less need to implement
privacy protections in SNSs because they feel better
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Table 3. Indirect and Total Effects.

§ b SE, 95% CI [lower/upper] z p

Indirect effects

albl: Nation =norms = protection -.0l -.03 .03 -.10/.03 -1.02 .306
alb2: Nation = norms = self-disclosure -.02 -.04 .02 -.08/-.01 -2.84 .005
aldlel: Nation =norms =risks =protection -.00 -.0l .0l -.02/.00 -1.40 161
aldle2: Nation =norms =risks = self-disclosure -.00 -.0l .00 -.01/.00 -1.55 121
ald2e3: Nation = norms =attitudes =protection .0l .03 .0l .00/.05 2.26 .024
ald2e4: Nation = norms = attitudes =self-disclosure -.02 -.03 .0l -.05/-.01 -2.52 012
ald3e5: Nation =norms = self-efficacy = protection -.00 -.00 .0l -.03/.02 -7 863
ald3e6: Nation =norms = self-efficacy = self-disclosure -.0l -.0l .0l -.02/.00 -1.47 141
Total effects

Privacy protection behavior -.15 —-.64 A3 -.90/-.38 —4.84 <.001
Self-disclosure -.08 -.14 .05 -.24/-.04 -2.74 .006

protected by their government’s privacy policy (e.g., the
GDPR). By contrast, Americans may feel more vulnerable
by virtue of less government and legal protections, and so
feel that it is their personal responsibility to protect their
data, especially if they disclose to a greater extent. In other
words, the subjective norms directing privacy behavior pro-
moted by the sociopolitical environment in the United States
might come from more of an individualistic “take care of
your privacy yourself” approach, whereas the norms in
Germany might stem from more of a collectivistic “our gov-
ernment takes care of our privacy” approach. This interpreta-
tion is further corroborated by exploratory analyses (see
Table A5 in the supplementary material, https://osf.i0/z7{p8
and https://osf.io/7kazy): Americans believe more strongly
than Germans that privacy is a right that needs to be defended
(d=0.22) and that should be part of the Constitution
(d=0.15). At first glance, this result might appear surprising,
still, these different views on privacy could be a result of dif-
ferent governmental approaches, leading Americans to per-
ceive a stronger “need for action” in terms of protecting their
privacy.

Cross-National Differences in Subjective Privacy
Norms

The fact that subjective norms to protect one’s privacy in
SNSs are stronger in the United States compared with
Germany corroborates the explanation that US users feel
their sociopolitical environment places the protection respon-
sibility on individual users. While this is opposite to what
was expected, the same explanation as above may apply to
why Germans perceived less strong subjective norms to pro-
tect their privacy: If Germans feel government privacy pol-
icy already protects them, there may be less discussion from
both peers and at the national level about the imperative for
individuals to protect their privacy. While this explanation
requires further examination, our initial findings support our

idea that national culture shapes privacy attitudes and behav-
ior, but in a different, more macro-level way than we origi-
nally theorized. As shown in Table A4 (see supplementary
material, https://osf.io/z7fp8 and https://osf.io/7kazy), the
difference between US and German users was greater for
subjective privacy norms on the national level than it was on
the level of a peer group such as family/friends, which fur-
ther supports the notion that privacy rules manifested in
social norms vary most strikingly across national
boundaries.

In sum, our findings underline that while privacy rules are
important for personal privacy regulation (Petronio, 2002),
these rules manifest themselves differently from what we
hypothesized because it may be that subjective norms at both
peer and national levels may be important predictors of pri-
vacy behavior at the personal level. This presents a new
interpretation of how subjective norms may operate to influ-
ence individuals’ privacy behavior, and we hope it will open
anew line of investigation into how macro-level social forces
affect micro-level privacy behavior.

The Relationship between Subjective Norms and
Privacy Attitudes, Risks, and Self-Efficacy

We hypothesized that subjective norms to protect one’s pri-
vacy would ameliorate users’ attitudes to protect their pri-
vacy. On a bivariate analytical level, no relationship between
those variables emerged. In a multivariate analysis (the
SEM), stronger subjective privacy norms were associated
with less positive attitudes to protect their privacy. This
might be explained by psychological reactance in the sense
that people are less willing to comply with a rule if they feel
pressured to do so (Brehm & Brehm, 2013). Regardless, the
bottom line is that, even if privacy rules expressed as subjec-
tive norms about self-protection are perceived as strong, it
does not mean that they manifest themselves in more favor-
able attitudes toward protection. This is also reflected in the


https://osf.io/z7fp8
https://osf.io/7kazy
https://osf.io/z7fp8
https://osf.io/7kazy

Neubaum et al.

fact that subjective privacy norms were positively, albeit
weakly, associated with self-disclosure in the multivariate
analysis (although not in the bivariate analysis).

Despite the unexpected negative association between sub-
jective norms and privacy protection attitudes, our data show
that more favorable attitudes toward privacy protection are
associated with (slightly) greater actual protection behavior
and less disclosure. This finding adds to recent research that
provides evidence against the privacy paradox (see Baruh
et al., 2017 for a review). Also interesting is that while per-
ceived privacy risks correlated weakly but positively with
protection behavior (replicating findings by Dienlin &
Metzger, 2016), they also correlated positively with self-dis-
closure (contradicting findings by Dienlin & Metzger, 2016).
An explanation for this set of relationships could be that risk
triggers a serial process that ultimately reduces barriers to
disclosure, similar to the process proposed by Chen and
Chen (2015) described earlier: Greater risk motivates more
self-protection (e.g., limiting the audience for one’s posts),
which then prompts greater disclosure.

Our findings can also speak of the nature of the self-dis-
closure. Disclosure of different types of information might
affect users’ privacy attitudes and protection behaviors in
different ways. Unlike most prior research, in our study self-
disclosure included relatively and interpersonally risky
actions such as expressing one’s political opinions and emo-
tions. Thus, it is conceivable that participants who are
primed to think about this type of disclosure are more likely
to consider risks (e.g., harmful comments resulting from
expressing political opinions), and thus trigger the serial
process mentioned above. Alternatively, the act of disclos-
ing risky information and experiencing negative conse-
quences may itself heighten risk perceptions, indicating that
the association between self-disclosure and perception of
risks could be reciprocal. In any case, this indicates a need
for future privacy research to not measure self-disclosure
generally but rather disclosure of specific types of content,
as the nature of the disclosure can elicit greater or lesser
privacy risks, which in turn affects privacy protection
behavior and self-disclosure.

Our data also show that subjective norms about privacy
positively relate to self-efficacy to protect oneself. The more
people glean from their social environment that protecting
one’s privacy on SNS is desirable, the more confident they
seem to feel about their ability to do so. An implication of
this finding is that for users with lower levels of privacy
self-efficacy, promoting privacy norms in society may help
to empower them. However, it is still a question whether
greater privacy self-efficacy results in more protection
behavior. On a bivariate level, our results show that privacy
self-efficacy is negatively, albeit weakly, associated with
protective privacy behavior and also positively with self-
disclosure. In the SEM, no effects were detectable (corrobo-
rating findings by Dienlin & Metzger, 2016). It is also
interesting that subjective norms increase self-efficacy yet,

as described earlier, decrease privacy protection attitudes.
According to the theory of planned behavior, both should be
present to foster corresponding behavior. It may be the case
that if attitudes toward privacy protection are not positive,
self-efficacy will be meaningless. This could explain the
weak and/or nonsignificant effects on privacy protection
behavior and self-disclosure. At the very least, we can say
that the relationship between privacy self-efficacy and pro-
tecting and expressing oneself in social media requires fur-
ther studies to be fully understood, and that our findings
suggest that one potential source for higher privacy self-
efficacy could be strengthening the subjective norm at the
national level.

Theoretical Implications

Looking across our study as a whole, results are in line with
Petronio’s (2002) proposition that people use a rule-based
management system to regulate their privacy by showing
that subjective norms help to explain people’s personal pri-
vacy regulation and, as expected, there seem to be some
cross-national differences toward these norms. That said, the
role of subjective norms as traditionally conceptualized at
the individual level was not as strong as we expected. Instead,
the results uncovered macro-level normative mechanisms
suggesting that differences in governmental regulation shape
subjective norms about privacy in a way that it either shoul-
ders protection responsibility to the individual (in the United
States) or to the government (in Germany/EU). In any case,
this study shows that the psychological processes driving
personal privacy regulation are more complex than origi-
nally thought and subject to both micro- and macro-level
sociopolitical forces.

Our study also extends cross-cultural privacy research by
using a novel means to understand cultural differences in pri-
vacy attitudes and behavior. Previous cross-cultural privacy
research has mostly focused on individualism-collectivism
to differentiate cultures, which has been heavily criticized in
the face of globalization and has produced confusing results.
By contrast, we explore how cross-national differences in
governmental privacy regulation may be reflected in citi-
zens’ perceptions of social norms.

Limitations

That said, as a limitation of this work, subjective norms are
only one type of social norms, future research could also
look into “injunctive” (norms based on threat of disap-
proval from others) and “descriptive” (norms based on
observations of what others do) behavioral norms to explain
more variance in privacy attitudes and behavior. Moreover,
while this study considered privacy behavior through a cul-
tural lens offering perceived subjective norms as a connect-
ing variable, we acknowledge that norms at any level are
only one piece of the puzzle and that situational,
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motivational, regional, gender, and other factors also need
to be considered (Petronio, 2002). For example, situational
and motivational factors (e.g., the desire to receive social
gratifications) or abilities (e.g., having the cognitive
resources to practice protective behavior) surely also play
an important role in explaining whether, when, and how
individuals decide to protect their privacy on social media.
Another limitation of this work lies in the fact that our con-
nection between different regulatory systems and subjec-
tive norms is tested only implicitly. While an explicit test
appears difficult to conduct, further research replicating
cross-national effects could corroborate the role different
governmental approaches shape privacy rules in the form of
social norms. Especially the fact that different governmen-
tal contexts have different political structures and have dif-
ferent systems to pass (privacy) laws needs to be considered.
With that said, subjective privacy norms could also be con-
nected to people’s political leaning and environment to test
whether the processes outlined here vary across party lines.
Finally, direct measures of citizens’ privacy regulation lit-
eracy (e.g., knowledge of existing privacy regulation and/
or the degree to which people feel the government protects
their privacy) or whether they view privacy as a human
right would also be informative and should be included in
future research.

Conclusion

This work extends (online) privacy research by pointing to a
hitherto understudied explanation for why people’s privacy
regulation behavior varies across national boundaries.
Drawing on Petronio’s (2002) rule-based privacy manage-
ment system, we argued that the national context and the
associated particular governmental approach to deal with
privacy protection shapes people’s subjective norms about
privacy. Overall, we provide evidence that not only privacy
behaviors, but also subjective privacy norms differ at the
national level. This evidence could not only provoke further
research to take the macro-level of analysis (e.g., national
context) into account more systematically, but also to con-
sider the explanatory value of “privacy rules” in the form of
subjective norms in a serial process that unravels the com-
plexity of human beings’ privacy behavior in both online and
offline communication channels.
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