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On June 16, 2020, the German government issued a coronavirus disease 19 (COVID-19) contact-tracing app whose privacy settings
were fiercely debated in advance. Contrary, potential benefits regarding the acceleration of contact tracing were advertised. This
study investigated the relative importance of privacy concerns and perceived benefits in relation to the decision to use the app
adopting a privacy calculus perspective extended by trust in app privacy and technological knowledge about the app. Results of a
representative German sample (N= 952) revealed that privacy concerns were negatively related to app usage, and perceived benefits
and knowledge were positively related to actual app adoption. Additionally, perceiving app benefits was the most important factor
for (continued) usage intention, while privacy concerns did not play a role anymore. Trust was strongly negatively associated with
privacy concerns and strongly positively with perceived benefits. Results are discussed concerning consequences for communica-
tion strategies when launching technology whose adoption should help in mitigating dangers of pandemics.
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The coronavirus disease 19 (COVID-19) pandemic is the greatest
global health disaster since the so-called Spanish flu 100 years ago. In
the years of 1918–1920, about 50 million people died as a result of the

virus disease (Johnson & Mueller, 2002), thus having far more
casualties than the First World War (Broadberry & Harrison,
2005). In order to prevent similar numbers of victims in the current
pandemic which would be exorbitantly high when transferred to
todays’ global population, several protective measures are recom-
mended by official organizations, institutes, and scientists. Useful
recommendations include keeping distance to other persons, wearing
face masks in public places, and regularly washing or disinfecting
one’s hands (World Health Organization, 2020). Whereas these
protective measures were already recommended 100 years ago, tech-
nological progress of the last decades allows us to employ new
methods to contain the pandemic. Drastic examples are CCTV
systems equipped with facial recognition abilities that could identify
blacklisted persons who have tested positive for COVID-19 and
violate quarantine obligations (Lin & Hou, 2020) or big data techni-
ques that are used to retrace infection chains on the basis of
smartphone-generated location data. However, these approaches inter-
fere with personal autonomy and privacy and are therefore ethically
questioned (Mello & Wang, 2020). One method that is privacy
preserving, yet, at the same time efficient in retracing infection chains
is contact tracing via a smartphone app (Yasaka et al., 2020). This kind
of technology, however, can only efficiently support contact tracing
and help to discontinue chains of infections when a critical number of
citizens adopt the technology. A contact-tracing app may contain the
pandemic when approximately 60% of a country’s population use it,
but also smaller numbers of users can have positive effects (Ferretti
et al., 2020). Therefore, every individual who can be won to use the
app is important to increase its usefulness and reach mass acceptance
(cf. Trang et al., 2020). This entails the necessity for governments to
promote the app’s benefits and transparently disclose all possible costs
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that can arise by its usage, so that users can make an informed choice
based on a cost-benefit analysis.
A theoretical lens that addresses such a privacy cost-benefit analysis

is the privacy calculus (Culnan & Armstrong, 1999). This approach
assumes privacy costs and perceived benefits to impact privacy-
relevant behaviors (e.g., technology adoption and usage). Based on
this theoretical background and extending prior studies which merely
focused on hypothetical scenarios (e.g., Kaptchuk et al., 2020;
Walrave et al., 2020), we scrutinize factors influencing the decision
to use the German COVID-19 contact-tracing app that was issued in
Germany on June 16, 2020. To better understand the psychological
factors that positively or negatively affect actual usage of the app as
well as future usage intention of users and nonusers, we conducted a
panel study (N = 952) in the week after the app’s release. We were
interested in the questionwhether the adoption of theGermanCOVID-
19 contact-tracing app was based on a privacy calculus decision as
well as trust toward and knowledge about the app.

Theoretical Background

“Corona-Warn-App”

Different forms of contact-tracing apps can be realized, but the
most privacy-preserving possibility is that the app does not access
and process the location of its users but uses Bluetooth to merely
recognize and record when two smartphones that installed the app
are in close proximity. With the purpose of identifying infection
chains, the German contract-tracing app basically uses these anon-
ymous codes via Bluetooth network that are stored locally and
changed every 10–20 min. If users receive a notification that they
had contact with another user who has tested positive for COVID-
19, they must autonomously and voluntarily get tested, enter the test
result into the app, and go into quarantine (for more information,
please see: https://www.coronawarn.app/en/).

Privacy Calculus

The privacy calculus (Culnan & Armstrong, 1999) assumes that
people weigh the anticipated privacy costs and benefits before they
decide to disclose personal information (Dienlin & Metzger, 2016),
install an app (Eling et al., 2013), or adopt new technology (Princi &
Krämer, 2020). For instance, perceived privacy costs (e.g., privacy
threats) have been found to negatively affect online self-disclosure
(Bol et al., 2018) or the likelihood to install an app (Eling et al., 2013).
Contrary, persons who perceived benefits of website or app usage
disclosed more personal data (Meier, Schäwel, & Krämer, 2020) or
had a higher intention to install an app (Krasnova et al., 2014). Some
studies already investigated the privacy calculus in relation to mobile
app usage. In general, privacy calculus notions have been found when
it comes to people’s intentions (Keith et al., 2016) and actual beha-
viors (Eling et al., 2013) to install everydaymobile applications. These
studies indicate that an app’s privacy issues and benefits are integrated
in the decision to use an app or not.Moreover, it seems that the privacy
calculus may also hold regarding COVID-19 contact-tracing apps.
Hassandoust et al. (2021) found that persons with higher privacy risk
beliefs had a lower intention to use a COVID-19 contact-tracing app
and those who perceived the app to be beneficial had an increased
usage intention. This study, however, did not investigate people’s
actual adoption behaviors of an existing tracing app. Hence, it is still an

open question whether a weighing of privacy risks and benefits takes
place when it comes to the use of an actual COVID app.

The Influence of Benefits

Benefits can be described as advantages resulting from an action
such as the use of a technology (e.g., in consumer-related contexts
receiving personalized recommendations and high-quality services)
for which, in return, an access to personal data must be provided
(Culnan & Armstrong, 1999). This means that people must expect a
positive outcome from an action to be motivated to perform it.
Several studies found that the anticipation of social benefits in-
creases the likelihood of information disclosure on social network-
ing sites (SNSs; Krasnova et al., 2010) or that the perception of
convenience increases likelihood of smart technology adoption
(Zheng et al., 2018). Frequently, benefit perceptions are found to
be the driving factor of self-disclosure or technology adoption
(e.g., Dienlin & Metzger, 2016; Krasnova et al., 2014; Princi &
Krämer, 2020). One explanation for this observation can be found in
the gratification hypothesis that assumes the expected benefits to
outweigh the perceived risks, for instance, because people overrate
the gratifications or because they are unaware of the privacy threats
(Trepte et al., 2015). With regard to COVID contact-tracing apps, a
study addressing usage intentions of a hypothetical COVID-19
contact-tracing app in Belgium found perceived individual (e.g., get
an information about being infected with COVID-19) and social
benefits (e.g., support the identification of infection chains) to be the
most important predictors (Walrave et al., 2020). Another study
found that usage intention increases when people think that a
hypothetical app can help to decrease the number of COVID-19
cases and it works accurately (Kaptchuk et al., 2020). In particular,
individuals who are critical or undecided in terms of adopting the
app seem to be mostly convinced to use such an app by benefit
appeals (Trang et al., 2020). Here, it must be noted that the nature of
COVID-19 contract-tracing app benefits differs from other benefits
that are typically investigated. Benefits of using services and apps
are particularly serving individual desires and interests (e.g., enter-
tainment, social connectivity, or convenience), whereas advantages
stemming from the adoption of tracing apps may include protecting
oneself but are primarily focused on protecting others and society. In
the long run, when numbers of new infections decrease one would
certainly again benefit frommass acceptance of contact-tracing apps
(cf. Trang et al., 2020).

The studies that have been conducted on the benefits of COVID-
19 contact-tracing apps so far rely on hypothetical scenarios which
are known for their methodological deficiencies. Thus, the present
study is one of the first attempts to scrutinize the factors influencing
the decision to adopt an app that is actually available.

Perceived Privacy Costs

Besides benefits, the perceived privacy costs (e.g., privacy risks
or concerns) determine whether a technology is adopted. Indeed,
numerous studies indicate an influence of privacy concerns on the
way technology is used (Utz & Krämer, 2009; Zheng et al., 2018).
However, research on SNSs has largely demonstrated that perceived
benefits are more important predictors compared to perceived
privacy costs (Bol et al., 2018; Khan et al., 2014; Meier,
Schäwel, Kyewski, & Krämer, 2020). Based on their finding that
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expected benefits have more predictive power regarding Facebook
self-disclosure than privacy concerns, Dienlin and Metzger (2016)
conclude that at least regarding SNSs “benefits loom larger than
concerns” (p. 12). This finding might, however, not transfer to the
adoption of a COVID-19 contact-tracing app. The reasons might be
twofold: First, the benefits are not comparable to the individual,
hedonistic benefits promised by disclosing data on SNSs. Instead,
the benefits are more distal, societal gains which even do not pose a
direct health advantage for users themselves (i.e., the app does not
preclude infection but only enables to report one’s own infection so
that other people know that they might be infected). Second, the
privacy aspects of the app have been fiercely debated before it was
launched (Horn, 2020). Although eventually also NGOswell known
for their data protection stance (Chaos Computer Club) endorsed the
app, many laypeople will first and foremost associate the app with a
fear of privacy risks. First studies with hypothetical scenarios also
confirm that privacy concerns play an important role: A recent study
found that persons who had privacy concerns toward a hypothetical
COVID-19 contact-tracing app had a reduced usage intention,
whereas participants who reported concerns toward the virus disease
had an increased willingness to use the app (Trang et al., 2020).
Here, concerns showed to have a stronger correlation with usage
intention than COVID-19 anxiety. Other studies found negative
relations between privacy concerns or privacy risk beliefs and
COVID-19 tracing-app adoption intentions, too (Chan & Saqib,
2021; Hassandoust et al., 2021; Kaptchuk et al., 2020).
Following the logic of the privacy calculus, people should weigh

the potential benefits and privacy risks before they decide to use a
contact-tracing app—although the relative importance of benefits
and privacy concerns is unclear. Extending the results of first studies
on hypothetical apps, we capitalized the opportunity to assess data
on actual usage shortly after the launch of the German COVID-19
contact-tracing app. In a representative sample of German smart-
phone users, we were therefore able to investigate both people who
have already adopted the app and people who have not (yet). We
assume that people who have privacy concerns less often use the
app, whereas those who perceive high benefits more frequently use
it. The following hypotheses are derived:

H1: Privacy concerns will be negatively related to the usage of
the contact-tracing app.

H2: Perceived benefits will be positively related to the usage of
the contact-tracing app.

Because the app was only issued a week before the survey started,
people may be intended to install the app although they have not
done so. Others may want to deinstall the app again and only
installed it because they were curious. Hence, we also assess
people’s future usage intentions independent of whether people
have already installed the app or not. The following hypotheses are
formulated:

H3: Privacy concerns will be negatively related to future usage
intention.

H4: Perceived benefits will be positively related to future usage
intention.

Trust in App Privacy

Media reports have frequently assumed that trust will play an
essential role for the adoption of the COVID-19 contact-tracing app
(Horn, 2020). Trust can be described as an expectation of another
party’s behavior although the actual intention is unknown
(Bhattacharya et al., 1998). In the original privacy calculus literature,
trust had a positive influence on one’s intention to share personal data
(Culnan & Armstrong, 1999; Dinev & Hart, 2006). Further studies
have shown that trust can mitigate perceived privacy risks (Krasnova
et al., 2010) and can indirectly positively contribute to one’s intention
to adopt a fitness app (Beldad&Hegner, 2018). The latter study found
trust toward the provider of the fitness app to increase participants’
perceived usefulness of the app which was then positively related to
usage intention. Regarding COVID-19 tracing apps, a recent study
found that people who trusted the government had a higher adoption
intention (Altmann et al., 2020). In the present study, trust will be
conceptualized in terms of privacy and is defined as the belief that the
app developers have honestly communicated any privacy issues and
have done their very best to guarantee the highest possible privacy
protection. With respect to the German COVID-19 contact-tracing
app, the official providers are the Robert Koch Institute (the govern-
ment’s central scientific institution in the field of biomedicine and
infectious diseases) and the German government. Hence, we assume
that people who trust the providers of the COVID-19 contact-tracing
app will have decreased privacy concerns and an increased perception
of the app’s benefits. The following hypotheses are derived with
regard to actual usage:

H5: Trust will be positively related to the usage of the app.

With regard to usage intention independent of whether people
have already installed the app, we assume:

H6: Trust will be positively related to future usage intention.

H7: Trust will be negatively related to privacy concerns.

H8: Trust will be positively related to perceived benefits.

Knowledge About Privacy Features

Prior to the release of the COVID-19 contact-tracing app in
Germany, a major governmental information campaign has been
launched. Its objective was to clearly communicate the advantages
of this app regarding the containment of the virus disease and to
convince people that privacy concerns are unfounded as the appli-
cation can only assess anonymized codes that cannot be traced back
to individuals. A recent study found that higher knowledge about a
privacy-friendly SNS was related to increased perceptions of pri-
vacy on that website (Meier, Schäwel, & Krämer, 2020). Hence,
more knowledge about the functioning of the COVID-19 contact-
tracing app should lead to decreased privacy concerns. Moreover,
the same study found that a website that is portrayed to be privacy
preserving is perceived as more beneficial than the samewebsite that
is described as privacy invading (Meier, Schäwel, & Krämer, 2020).
Concerning COVID-19 tracing apps, a recent study found that
persons who believed to understand how an app works were
more willing to use it (Kostka & Habich-Sobiegalla, 2020). How-
ever, this measurement focused on a subjective rather than an
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objective assessment of one’s knowledge. Consequently, it can be
assumed that a higher objective knowledge that the contact tracing
app respects privacy is positively related to the intention to use it and
to the appreciation of the app’s benefits. Finally, people who know
more about the privacy-friendliness of the app should also have
more trust toward the app publishers. Therefore, we hypothesize the
following with regard to actual usage:

H9: Knowledge about the privacy features of the app will be
positively related to the usage of the app.

With regard to future usage intention, we assume:

H10: Knowledge about the privacy features of the app will be
positively related to future usage intention.

H11: Knowledge about the privacy features of the app will be
negatively related to privacy concerns.

H12: Knowledge about the privacy features of the app will be
positively related to perceived benefits.

H13: Knowledge about the privacy features of the app will be
positively related to trust.

Method

Sample

The present study is part of a longitudinal project with three
waves of measurements. In the present study, only the first mea-
surement point is being analyzed which was collected from June 22
to July 3, 2020, the week after the COVID-19 contact-tracing app
was launched in Germany. A professional online panel provider was
commissioned that recruited participants based on fixed quotas
regarding sex and age distribution to achieve representativeness
of German smartphone users between 18 and 74 years (n = 939). In
addition, we advertised the study on Twitter (n = 13). In total, 952
persons participated in the online survey having a mean age of 43.8
years (range: 18–73; SD = 14.1). Four hundred and seventy-two
participants were female and 480 were male. The sample was rather
highly educated with 340 participants holding a university degree
and 226 with high school graduation. Most of the participants were
employed with 176 persons working in the technical field, 88 in the
medical sector, and 259 had an occupation related to data protection
issues. With regard to the use of the COVID-19 contact-tracing app,

366 individuals indicated to use the app, while 586 persons stated to
not use the app (yet). Within the sample, 195 participants indicated
that they know a person who has tested positive for COVID-19,
whereas 757 do not know anyone who has fallen ill. The procedure
of the study was approved by the local ethics committee.

Measure

The scales appear in the same order as they were presented in the
survey and were assessed on 7-point Likert scales (1 = I do not agree
at all to 7 = I totally agree) unless stated differently. All items that
were used in the current analysis were tested for factor validity in
confirmatory factor analyses (CFAs). Measures of reliability and
internal consistency can be viewed in Table 1. Moreover, we tested
whether the results of the present study were biased by common
method variance (CMV) because all data stem from the same source
(i.e., a survey; Podsakoff et al., 2012). To do so, we extended a CFA
containing the independent variables that were measured on the same
scale (i.e., trust, perceived benefits, and privacy concerns) by an
unmeasured latent method factor (ULMF) that predicts all measured
variables (i.e., items). To evaluate whether CMV may have affected
the results, we compared the correlations of the variables not controlled
for the ULMF to those controlled for the ULMF. The uncontrolled
correlations were minimally higher compared to the controlled ones.
Thus, we conclude that the findings of the present study are only
marginally biased by CMV (Podsakoff et al., 2012). All items (both
German andEnglish) and the results of the CMVcontrol can be seen in
the OSF (https://osf.io/turbs/; Meier et al., 2021).

To assess participants’ factual knowledge about the app and how
it works, 10 statements which were either false or true (with the
answering options wrong, right, or I don’t know) concerning the
COVID-19 contact-tracing app had to be answered. Statements were
taken from the official information website (https://www.coronawarn
.app/en/). Wrong answers and the “I don’t know” option were coded
as zero and correct answers were coded as one. Thus, higher values
indicate a higher level of knowledge. Respondents were asked if they
already use the COVID-19 contact-tracing app. If they responded that
they already use it, theywere asked to indicate if theywant to continue
using the app with three items. If they answered that they do not use
the app, theywere asked about their usage intentions in the futurewith
three items. For the path model, one score combining the future usage
intention of users and nonusers was calculated. Perceived benefits of
using the appwere assessedwith eight items. Based on a confirmatory
factor analysis, a single-factor solution was computed. To measure

Table 1
Results of the Confirmatory Factor Analyses

Measured constructs χ2 df p CFI TLI RMSEA SRMR α ω AVE

Privacy concernsa 710.08 27 <.001 .94 .92 .16 .08 .96 .95 .75
Perceived benefitsa 353.04 20 <.001 .96 .94 .13 .04 .97 .97 .80
Trusta 22.48 5 <.001 1.00 .99 .06 .01 .97 .97 .88
Knowledgeb 152.96 35 <.001 .98 .98 .06 .07 .91 .84 .54
Usage intention (users)c — — — — — — — .71 .71 .45
Usage intention (nonusers)c — — — — — — — .83 .90 .77

Note. Reliability measures are Cronbach’s α, McDonald’s ω, and average variance extracted. CFI = comparative fit index; TLI = Tucker–Lewis index;
RMSEA = root-mean-square error of approximation; SRMR = standardized root-mean-square residual; AVE = average variance extracted.
a Maximum likelihood estimation and Satorra–Bentler correction. b Diagonally weighted least squares estimation. c Model is saturated.
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participants’ trust in the app operators, five items had to be rated.
Based on a confirmatory factor analysis, a single-factor solution was
yielded. For the assessment of participants’ privacy concerns, nine
items were used. Confirmatory factor analysis indicated a single-
factor solution.

Power Analysis

In order to determine the minimum detectable effect size (MDE; cf.
Djimeu & Houndolo, 2016) that can still be meaningfully interpreted
given our current sample size and analytical method, we calculated
different simulation analyses using the structure of the two structural
equation models (SEMs). Power levels of at least 90% are desirable
(Curran-Everett, 2017). Power analyses for latent variable SEMs not
only depend on parameters like effect size, power, and α level but also
on model complexity and reliability of the latent constructs (Wang &
Rhemtulla, 2021). We included different (small to large) effect sizes
into the simulations and varied the reliability of the latent factors
while keeping the α level (α = .05) and sample size (N = 952)
constant. We ran 1,000 replications for each model. For a detailed
overview, please see the OSF material (https://osf.io/turbs/; Meier
et al., 2021). Power to find very small effects increased with increas-
ing reliability. Given the fact that all scales achieved high reliability in
the present study, it can be concluded that both models can detect
effects as small as β = |.10| with a probability of more than 90%.
Hence, we set theMDE to β= |.10| and do not interpret effects smaller
than that. Note that we refrained from calculating post hoc power
using the exact model parameters because calculating post hoc power
does not provide any additional information (cf. Lakens, 2021).
Hence, we can only report approximate values of achieved power
rather than exact power levels.

Results

All statistical analysis were performed using R (version 4.0.3).
Two SEMs with latent factors and diagonally weighted least squares
(DWLS) estimation were run. The first model focused on the actual
use of the app. The second model tested the hypotheses regarding
participants’ usage intention. Bivariate correlations can be seen in
Table 2.

Actual Usage Behavior

Altogether, 366 participants stated they were currently using the
contact-tracing app, while 586 respondents stated they were not.
First, we analyzed whether privacy concerns, perceived benefits,
trust, and app knowledge would be related to the app usage.We used
structural equation modeling to test the direct relationships between

the independent variables and app usage. The model is depicted in
Figure 1. We modeled the independent factors as latent variables.
DWLS estimation was used because there were binary endogenous
variables in the model. The model produced a good model fit:
χ2(486) = 769.75, p < .001, χ2/df = 1.58, CFI = .99, TLI = .99,
RMSEA= .03, 90%CI [.02, .03], SRMR= .05. However, it must be
noted that the typically used fit indices tend to be inflated using the
DWLS estimation which increases the risk of acceptingmisspecified
models (Xia & Yang, 2019).

The first hypothesis (H1) predicted a negative relation between
privacy concerns and the app usage. Indeed, there was a negative
relationship between privacy concerns and app usage (β = −.19, p<
.001) confirming H1. The second hypothesis (H2) was also sup-
ported by the data as there was a positive association between
perceiving benefits and using the app (β = .57, p < .001). Further, it
was hypothesized that people who have trust in the app and its
developers are more likely to use it (H5). This hypothesis, however,
must be rejected as there was no relationship between trust and app
usage (β = −.04, p = .698). Finally, H9 was supported by the
positive relation of knowledge about the app’s privacy features and
app usage (β = .36, p < .001). Seventy-nine percent of variance in
app usage was explained by the variables.

Usage Intention

The hypotheses regarding the intention (to continue) to use the
COVID-19 contact-tracing app were also analyzed in a SEM using
DWLS estimation and latent variables. Note that we had to use a
manifest variable for app usage intention since the items for users
and nonusers were slightly different. The model can be seen in
Figure 2. Testing the model resulted in a good model fit: χ2(486) =
703.94, p< .001, χ2/df= 1.45, CFI= 1.00, TLI= 1.00, RMSEA=
.02, 90% CI [.02, .03], SRMR = .05. Hypothesis H3 assuming that
privacy concerns would be negatively related to the willingness to
use the app in the future was not supported (β = −.05, p = .433).
The next hypothesis (H4) focused on the relation between per-
ceived benefits and usage intention. Results found support for the
assumption that people who perceived benefits from using the app
would be more intended to use it (β = .60, p < .001). The next three
hypotheses focused on the relationships between trust and the
privacy calculus as well as usage intention. H6 assuming that trust
would be positively associated with the intention to use the app
was not supported (β = .12, p = .486). In contrast, trust was
negatively related to privacy concerns (β = −.60, p < .001) and
positively to benefit perception (β = .80, p < .001) supporting
hypotheses H7 and H8. The final three hypotheses targeted knowl-
edge about the contact-tracing app. H10 that predicted a positive

Table 2
Means, Standard Deviations, and Bivariate Correlations of the Measured Constructs

Measured constructs M (SD) 1 2 3 4 5

1 Privacy concerns 3.1 (1.8) —

2 Perceived benefits 4.9 (1.7) −.50*** —

3 Trust 4.8 (1.9) −.66*** .80*** —

4 Knowledge 5.7 (2.9) −.41*** .40*** .46*** —

5 App usage intention 4.3 (2.5) −.48*** .76*** .69*** .41*** —

6 App usage (0 = no, 1 = yes) 0.4 (0.5) −.48*** .59*** .56*** .43*** .70***

*** p < .001.
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relation between knowledge and usage intention and results re-
vealed a small positive effect (β = .09, p = .013). However, this
effect was smaller than the MDE (β = |.10|) which is why the
present study does not have enough power to meaningfully inter-
pret it. Thus, H10 is rejected. Together, the variables explained
62% of the variance of participants’ intention to use the app (R2 =
.62). Hypothesis H11 was supported, revealing a small negative
association between knowledge about the app and privacy con-
cerns (β = −.15, p < .001). Forty-seven percent of the variance of
privacy concerns was explained in the model (R2 = .47). Although
there was a significant positive relation between knowledge and
perceived benefits (β = .04, p = .035), it is too small to be
meaningfully interpreted. Consequently, H12 had to be rejected.
The variance of benefit perception was explained by 67% (R2 =
.67). Finally, knowledge about the contact-tracing app and trust in
the app developers was positively correlated (r = .52, p < .001)
supporting H13. We also allowed the residuals of privacy concerns
and perceived benefits to covary which revealed a positive rela-
tionship (r = .11, p = .009).
In addition to the direct effects, we also analyzed the total

(i.e., direct plus indirect) effects of knowledge and trust on future
usage intention. There was a small positive total relationship
between knowledge and usage intention (β = .13, p = .002) and
a large positive total relationship between trust and the intention to
use the app in the future (β = .63, p < .001).

Multicollinearity

Because there were very high relationships between trust and
perceived benefits, an additional test on multicollinearity was
performed. Results did not imply severe problems with multicolli-
nearity. The additional analysis is available in the OSF material
(https://osf.io/turbs/; Meier et al., 2021).

Discussion

The present study aimed to investigate psychological factors that
impact the use of the German COVID-19 contact-tracing app by
surveying a representative (concerning age and gender) German
sample. Relationships of privacy concerns, perceived COVID-19
contact-tracing app benefits, trust in the app’s privacy, and knowl-
edge about the app were tested in two SEMs, one of them including
actual app use and the other one future (continued) usage intention.
The results of this work contribute to the general understanding of
why people adopt or do not adopt helpful mobile applications in
crisis situations and howmass acceptance of a necessary technology
to manage a health crisis can best be achieved.

For actual app usage, results showed that participants who
reported having privacy concerns did indeed less often use the
tracing app than those who had fewer privacy concerns. In addition,
persons who perceived the app to be beneficial were considerably
more likely to use it than someone who perceived less benefits.

Figure 1
Structural Equation Model With App Usage as Endogenous Variable

Note. Numbers represent standardized regression coefficients. Dotted line indicates that the path is not
significant. Note that the latent variables are correlated which is not depicted in the figure due to better
clarity.
*** p < .001.
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Concerning trust, results did not reveal a significant direct relation-
ship to app adoption (however, trust played a crucial indirect role;
see below). Finally, people who knew more about the functionality
of the app including its privacy-preserving nature did also more
often install it. These findings indicate that privacy concerns,
perceived benefits, and knowledge about the app played important
roles in the adoption process of the German COVID-19 contact-
tracing app. It can be concluded that the perception of the app’s
benefits in containing the pandemic was the most important factor
for the decision to use the app or not. However, also privacy relevant
questions mattered. While privacy concerns seemed to play rather a
minor role, those who had higher factual knowledge about how the
app operates and that it is highly privacy-friendly were also more
likely to use it. Hence, it can be argued that since both potential
positive effects to the society as well as potential negative effects for
personal privacy played a role in the actual adoption of the app, a
privacy calculus seemed to play a role in deciding to download the
app or not (cf. Culnan & Armstrong, 1999). These findings are in
line with prior privacy calculus studies also showing that benefit
perceptions are more strongly related to information-sharing inten-
tions than the perceptions of privacy costs (Bol et al., 2018) or
privacy concerns (Dienlin & Metzger, 2016). In contrast to these
studies, the difference of the effect sizes in the present study was
even higher. This is, at first sight, surprising as the individual user
does not directly benefit from using the app, for instance, in the
sense that it precludes infection with the virus. The benefits that arise
by actively using the app are contributing to the common good and

protecting others, rather than protecting oneself. Quite the contrary,
it can even produce costs to the individual as it leads to the
obligation to have oneself tested and to retreat to quarantine.
Therefore, the distal benefits lie in the contribution to the societal
goal to interrupt infection chains and to save lives. In sum, this
allows for the optimistic conclusion that people would willingly
trade their privacy for “a higher good,” that is saving others’ lives
throughout the time of the pandemic—and that this willingness
might be more pronounced than the willingness to trade privacy for
personal, hedonic benefits when, for instance, using SNSs. It must
be noted that the small relationship between privacy concerns and
app use may be traced back to the fact that this app actually did not
have any privacy issues. To our knowledge, this is the first study
which gives insights into potential reasons for deciding pro or contra
actual adoption of an existing COVID-19 app. Because we started
the study 1 week after the app’s launch, it may well be that not all
persons who intended to actually download and use it already did so.
Hence, it was possible that actual usage and future intention to use
the application differed. To find out more about psychological
processes that were related to usage intention as well as relations
among the independent measures, the second model was computed.

With a view to the usage intention of the German COVID-19
contact-tracing app, we assumed that all variables would be directly
related to participants’ intention to use the app in the future. In
addition, it was hypothesized that trust and knowledge about the app
would be associated with privacy concerns and the perception of app
benefits. Interestingly, regarding future intentions to use the contact-

Figure 2
Structural Equation Model With App Usage Intention as Endogenous Variable

Note. Numbers represent standardized regression coefficients. Dotted lines indicate that the path is either statistically meaningless (not
significant) or theoretically meaningless (below β = |.10|).
*** p < .001. * p < .05.
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tracing app, we found privacy concerns to be unrelated to usage
intentions. However, the perception of benefits was strongly asso-
ciated with future usage intentions. This finding may be explained
by the argument that privacy concerns more strongly affect a current
action compared to an action in the future. This argumentation is
consistent with the construal-level theory (Trope & Liberman, 2010)
that assumes near-future and distant-future events to differ in their
mental representation. Hence, privacy concerns seemed to make
actual usage more unlikely but did not play a significant role in
people’s consideration to probably use it or continue to use it.
Benefits, in contrast, can be considered as the main reason for usage
and it makes sense that they are positively related to both usage
behavior and intention. Trust was not found to be related to
participants’ future usage intention directly. However, trust was
strongly negatively related to participants’ privacy concerns and
strongly positively to the perception of app benefits. Thus, trust that
the application is privacy preserving seems to play a crucial indirect
role in the adoption of the contact-tracing app by substantially
contributing to variables that directly influence usage intention. This
finding is in line with previous studies, showing that trust can work
as a risk mitigator (Krasnova et al., 2010) and can contribute to
one’s perception of usefulness of an application (Beldad & Hegner,
2018). Besides trust, knowledge about the app’s functioning was
hypothesized to impact privacy concerns, perceived benefits, and
usage intention. Results showed that respondents who had higher
knowledge about the app were not more inclined to (continue to) use
it. Moreover, factual knowledge was negatively related to privacy
concerns but there was no relation between knowledge and benefit
perception. This relation was hypothesized since former studies
found that the situational perception of having online privacy can
increase the perception of self-disclosure benefit (Meier, Schäwel, &
Krämer, 2020). In the present study, however, knowing that the
COVID-19 contact-tracing app is a privacy-preserving approach did
not relate to the perception of app advantages. This can probably be
traced back to the specific form of operationalization here: While
knowledge clearly centered around knowledge regarding privacy
features, benefits of the app solely addressed its helpfulness in
containing the pandemic. Finally, trust and knowledge were highly
positively correlated implying that gaining more knowledge about
how the app works can heighten one’s trust toward its developers.
However, a reversed direction is equally likely in the sense of blind
trust: Participants who did not have exact knowledge about the app’s
functioning but trusted that the app will respect their privacy might
have answered the knowledge questions accordingly and acciden-
tally correctly. In sum, the role of trust and knowledge as they were
found in the present study strengthens the claim that transparently
communicating about the app’s functions, working, and develop-
ment contributes to users’ trust and proficiency, and thereby de-
creases concerns and increases perceived benefits.
It must be stated that the factors investigated in the present study

were not exhaustive. We particularly focused on the question
whether different privacy-related variables played a role in adopting
the German COVID-19 contact-tracing app. However, from other
fields of research (e.g., technology acceptance model), we know
that there are further factors impacting the adoption of new tech-
nologies (e.g., perceived ease of use). Still, the theoretical lens of
this article was primarily put on a privacy calculus perspective. The
portions of explained variance in both usage and usage intention

were very high indicating that the variables played a significant role
in app adoption and considerations of future use.

From a practical viewpoint, the results call for a stronger empha-
sis of the benefits coming along with the usage of the COVID-19
contract-tracing apps within the communication activities of poli-
ticians, media, and health institutions to encourage more individuals
to adopt and actively use the app. It must be noted that this
recommendation is only applicable for the German COVID-19
app that does not have any privacy issues. In general, we believe
that it is indispensable to transparently disclose all potential privacy
issues, so that users can engage in a fully informed cost-benefit
analysis. Regarding theoretical implications, particularly the find-
ings on the influential role of benefits revealed that not only the
perception of individual advantages (such as receiving a notification
in cases of contact with an infected person) contributes to the
adoption of the contract-tracing app but also assets that apply to
the society such as efficiently identifying infections patterns to
interrupt them and protect others from COVID-19 infections.
This extends prior findings for instance on self-disclosure on
SNSs due to perceived individual benefits. Broadly speaking,
benefits as they are understood in the privacy calculus can obviously
also exist in the form of altruistic advantages.

Limitations and Future Directions

Some limitations of the present work should be mentioned. We
did not ask participants whether their smartphone version was up-to-
date enough to install the app. As this is only true for approximately
82% of German smartphone users (Becker, 2020), one important
reason for not using the app was disregarded. Because of the cross-
sectional design of the study, no causal conclusions can be drawn
and some of the effects may be of reciprocal nature. Thus, future
studies should address longitudinal effects. Further, the results of
this study are only valid for the German population and the German
COVID-19 contact-tracing app. Hence, care should be taken when
transferring the results to other countries or cultures. Future studies
may also want to consider cross-national samples and different
contact-tracing apps. Another issue concerns some kind of redun-
dancy of both models. Participants who used the app were much
more likely to indicate a high usage intention and those who did not
use it rather indicated a low future usage intention. Moreover, we
combined two variables that are actually measuring slightly differ-
ent things (i.e., usage intentions of users and nonusers) into one
score. Although we did not find differences when separating both
intentions (see OSF; Meier et al., 2021), it cannot be ruled out that
the intention to continue to use an app differs from the intention to
initially adopt an app. Another limitation relates to the possibility of
multicollinearity. Although we checked for multicollinearity, it is
still possible that the results of the models are slightly biased, as in
some cases there were very high relations. This should be taken into
account when interpreting the results. Finally, the results of the
study were probably influenced by media and interindividual de-
bates in Germany in the week following the launch of the app.

Conclusion

The unique strength of the present study is that, compared to prior
work on COVID-19 apps, it does not rely on hypothetical apps but
that it assesses participants’ attitudes and perceptions of the German
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COVID-19 contact-tracing app shortly after its release thereby
gathering more conclusive data on the influencing factors regarding
tracing app usage during pandemics. Altogether, the findings indi-
cate that both knowledge about the app and trust toward its devel-
opers are important elements in adopting the German COVID-19
contact-tracing app. Persons with higher knowledge and trust had
reduced privacy concerns and those who trusted the app developers
perceived much higher app advantages. Most remarkable, however,
was the size of the effect of the relationship between perceived
benefits and app adoption and usage intention, respectively. Thus,
persons who perceived the app to be beneficial in containing the
virus disease were much more likely to use it while those having
privacy concerns were only slightly less likely to use it. Strikingly,
the role of perceived benefits was even more pronounced compared
to its role, for instance, in the context of self-disclosure on SNSs—
even though the benefits are merely distal and pertain to society
rather than the individual. Based on the findings of this study, it can
be recommended that the benefits of contact-tracing apps must be
made clearly visible for people but that, in addition, measures must
be taken to strengthen people’s knowledge about all potential
privacy threats which enables people to make a self-determined
decision whether to adopt a contact-tracing app or not.
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