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Abstract 

Social Networking Sites (SNSs) are commonly used to communicate and 

connect with people across physical boundaries all over the world. Beyond that, SNSs 

have become public platforms that are increasingly used for extensive self-disclosure. 

Disclosing the self on the Internet can entail beneficial outcomes such as getting 

appreciation or social support. Strikingly, self-disclosure on SNSs can cause privacy risks 

and negative outcomes, affecting different dimensions of people’s privacy, as well. From 

an interdisciplinary perspective, this work addresses the threat to people’s privacy in the 

ubiquitous and heterogeneous online world. Specifically, this dissertation examines 

possibilities of empowering users with regard to online privacy protection through 

utilizing technical privacy interventions, which are communicating current privacy risks 

to the users. Accordingly, users’ privacy needs, personal characteristics, and situational 

motivations to disclose or withdraw the self are considered. Taken together, this work 

investigated the impact of technical privacy interventions on users’ actual privacy 

behavior under the consideration of intrapersonal factors by means of four empirical 

studies.  

Users’ self-disclosure and self-withdrawal behavior on SNSs as well as their 

individual needs and requirements for technical privacy interventions were explored 

qualitatively in Study 1. A paradoxical relation between users’ desire for privacy and their 

mistrust in technical privacy interventions was revealed. In sum, Study 1 functioned as 

fruitful basis for the following studies that further investigated the qualitative findings 

regarding users’ privacy behavior and needs. Study 2 quantitatively assessed users’ 

attitudes toward an opting-out measure (super-logoff; i.e. self-withdrawal), concrete 

motives for opting-out (which revealed to be avoidance of pressure, protection from 

personal attacks, and avoidance of distraction), and their behavioral intention to opt-out. 

Data demonstrated positive relations between the intention to opt-out and each, 

corresponding attitudes, intentions, amount of self-disclosure, privacy concerns, and 

impression management motivation. Through an experimental study (Study 3), users’ 

actual privacy behavior was investigated within a non-artificial SNS environment after 

being exposed to persuasive privacy prompts either in a consensual or in an authoritarian 

style of communication (with varying degree of provided information within the 

prompts). The presence of persuasive privacy prompts was related to data parismony of 
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participants. Persuasive interventions in a consensual style were more effective if less 

(compared to more) information was provided within the prompt, whereas the impact of 

interventions in an authoritarian style did not differ regarding high and low amount of 

information. Study 4 provided further evidence for the findings of Study 3 through 

showing that improved persuasive privacy interventions in a consensual style with a 

moderate amount of information and dynamic adaptation to the current privacy level (i.e. 

change in color of the privacy intervention depending on the amount of disclosed 

information) in an SNS environment was positively related to information withdrawal. 

Study 4 further demonstrated that for privacy-related decision-making (i.e. privacy 

calculus), the anticipated severity of a negative consequence of disclosing the self is a 

more decisive factor than the likelihood of its occurrence and anticipated benefits of self-

disclosure. In both, Study 3 and Study 4, privacy behavior itself was influenced by 

specific intrapersonal factors whereas the impact of the privacy intervention was not 

influenced by individual characteristics. 

Overall, findings partly contradict prior research but provide valuable practical 

implications indicating that technical privacy interventions for online environments 

should focus on risk-communication through transmitting basic information regarding 

potential consequences of self-disclosure in a consensual style of communication.  

This dissertation contributes to the research field of online privacy by providing 

actual behavioral data as a response to technical privacy interventions that were designed 

alongside user requirements (derived from Study 1), and further investigated 

quantitatively with respect to intrapersonal factors. In addition, insights into the black box 

of the privacy calculus (Culnan & Armstrong, 1999), stressing the relevance of the 

severity of negative outcomes related to self-disclosure, are revealed. The findings of four 

empirical studies are discussed by drawing on the theory of planned behavior (Ajzen, 

1991), the protection motivation theory (Rogers, 1975) and the privacy calculus (Culnan 

& Armstrong, 1999). In sum, this work reflects on the promising opportunities of utilizing 

technical measures for protecting users’ individual online privacy but also on its 

challenges with regard to the maintenance of users’ autonomy and self-determined – but 

privacy-aware – behavior. 

 

  



 

 

 

19 

 

Zusammenfassung 

Die Nutzung von sozialen online Netzwerken erlaubt es, physische Grenzen zu 

überwinden und mit Menschen auf der ganzen Welt zu kommunizieren. Darüber hinaus 

repräsentieren soziale Netzwerkseiten öffentliche Plattformen, welche zunehmend zur 

umfassenden Selbstdarstellung und Selbstoffenbarung verwendet werden. 

Selbstoffenbarung im Internet kann sowohl positive Auswirkungen wie Anerkennung 

oder soziale Unterstützung, als auch negative Konsequenzen wie den Verlust der 

individuellen Privatheit mit sich bringen. Die vorliegende Dissertation beschäftigt sich 

aus interdisziplinärer Perspektive mit der zunehmenden Bedrohung der Privatheit von 

Nutzenden sozialer Netzwerkseiten in der digitalisierten Welt. Vor diesem Hintergrund 

analysiert die vorliegende Arbeit verschiedene Methoden zum individuellen Schutz der 

Privatheit der Nutzerinnen und Nutzer sozialer Netzwerkseiten. Dabei wird die 

Auswirkung von technischen Interventionsmaßnahmen zur persuasiven Risiko-

Kommunikation auf das tatsächliche Nutzungsverhalten unter Berücksichtigung 

intrapersoneller Faktoren (z.B. das Bedürfnis nach Privatheit), anhand von vier 

empirischen Studien untersucht.  

Das Selbstoffenbarungsverhalten der Nutzerinnen und Nutzer sowie ihre 

individuellen Bedürfnisse und Anforderungen an technische Interventionsmaßnahmen 

wurden in Studie 1 qualitativ analysiert. Es zeigte sich ein paradoxer Zusammenhang 

zwischen dem Wunsch nach gesteigerter Privatheit und dem Misstrauen gegenüber 

technischer Interventionsmaßnahmen. Studie 2 beleuchtete die Einstellung der 

Nutzenden gegenüber einer Opt-out-Maßnahme („super-logoff“, d.h. temporäre 

Abmeldung aus dem Netzwerk Facebook), konkrete Motive für diese temporäre 

Abmeldung (die sich als Vermeidung von Druck, Schutz vor persönlichen Angriffen und 

Vermeidung von Ablenkung erwiesen) und die konkrete Verhaltensabsicht der 

Abmeldung aus dem Netzwerk. Die Verhaltensabsicht der temporären Abmeldung stand 

in einem positiven Zusammenhang mit entsprechenden Verhaltenseinstellungen, dem 

Umfang der generellen Selbstoffenbarung, den Privatheits-Bedenken und der Motivation 

zur positiven Selbstdarstellung. Mittels einer experimentellen Studie (Studie 3) wurde das 

tatsächliche Verhalten von Nutzerinnen und Nutzern in einer realistischen Netzwerk-

Umgebung betrachtet, in der sie mit einer Interventionsmaßnahme in Form einer 

Hinweisnachricht, entweder in einem gemeinschaftlichen oder einem autoritären 
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Kommunikationsstil (mit variierendem Grad an bereitgestellten Informationen) in Bezug 

auf die aktuelle Privatheits-Situation konfrontiert wurden. Das Vorhandensein einer 

Hinweisnachricht ging mit einer geringeren Menge preisgegebener Informationen einher. 

Interventionen in einem gemeinschaftlichen Stil waren effektiver, wenn weniger (im 

direkten Vergleich zu mehr) Informationen bereitgestellt wurden, während sich die 

Auswirkungen von Interventionen in einem autoritären Stil bezüglich der bereitgestellten 

Informationsmenge nicht unterschieden. Studie 4 untermauert die Ergebnisse aus Studie 

3, indem sie zeigte, dass die anhand der Ergebnisse aus Studie 3 modifizierten 

Hinweisnachrichten in einem gemeinschaftlichen Stil mit einer moderaten Menge an 

Informationen und dynamischer Anpassung an die aktuelle Privatheits-Situation (d.h. 

Farbänderung in Abhängigkeit von dem Ausmaß der Selbstoffenbarung) mit geringerer 

Informationspreisgabe einhergingen. Darüber hinaus zeigte Studie 4, dass das Abwägen 

von Risiken und Gratifikationen einer Selbstoffenbarung stärker von dem erwarteten 

Schweregrad einer negativen Folge der Selbstoffenbarung beeinflusst wird als von der 

Wahrscheinlichkeit, dass negative Konsequenzen eintreten oder dem erwarteten Nutzen, 

der durch die Selbstoffenbarung entstehen würde. Sowohl in Studie 3 als auch in Studie 

4 wurde das Privatheitsverhalten (unabhängig von der Interventionsmaßnahme) durch 

spezifische intrapersonelle Faktoren beeinflusst, während die Wirkung der 

Interventionsmaßnahmen nicht zusätzlich durch individuelle Charakteristika beeinflusst 

wurde. 

 Aus den gewonnenen Ergebnissen lassen sich wertvolle praktische 

Implikationen ableiten, welche darauf hindeuten, dass technische 

Interventionsmaßnahmen eindeutige und kompakte Informationen in Bezug auf 

Privatheitsrisiken (potenziell in einem gemeinschaftlichen Kommunikationsstil) 

vermitteln sollten. 

Die vorliegende Dissertation trägt zum Forschungsgegenstand der Online-

Privatheit bei, indem sie Verhaltensdaten als Reaktion auf technische 

Interventionsmaßnahmen liefert, welche mittels einer qualitativen Untersuchung 

abgeleitet und unter Berücksichtigung von intrapersonellen Merkmalen der NutzerInnen 

sowie ihrer Privatheits-Bedürfnisse untersucht wurden. Darüber hinaus bieten die 

Ergebnisse der Studie 4 Einblicke in die Blackbox des privacy calculus (Culnan & 

Armstrong, 1999), welche die Relevanz des Schweregrades einer potentiellen negativen 
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Konsequenz einer Selbstauskunft hervorheben. Die vorliegende Arbeit diskutiert die 

Ergebnisse von vier empirischen Studien vor dem Hintergrund der theory of planned 

behavior (Ajzen, 1991), der protection motivation theory (Rogers, 1975) und des privacy 

calculus (Culnan & Armstrong, 1999). Zusammenfassend reflektiert die vorliegende 

Arbeit die vielversprechenden Möglichkeiten der Nutzung technischer Maßnahmen zum 

Schutz der Online-Privatheit, und zugleich die Herausforderungen im Hinblick auf die 

Wahrung der Autonomie der NutzerInnen sowie des selbstbestimmten – aber Privatheit-

bewussten – Verhaltens. 
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I INTRODUCTION 

Contemporary social media platforms such as social networking sites (SNSs, e.g., 

Facebook), microblogs (e.g., Twitter), or instant messenger services (e.g., WhatsApp), 

allow people to connect, communicate, and interact with others, even beyond physical 

boundaries (e.g., Ellison & boyd, 2013). However, at the same time, taking advantage of 

these offers for social connection and self-presentation gives rise to privacy risks such as 

becoming a victim of bullying, data theft, or stalking (e.g., Doane, Boothe, Pearson, & 

Kelley, 2016; Kosinski, Stillwell, & Graepel, 2013; Solove, 2008). Therefore, the 

discrepancies between users’ need for social interaction – satisfyable through social 

media platforms – the associated privacy rights, needs, and concerns, as well as online 

privacy support measures, became highly relevant issues in the past decades (e.g., 

Acquisti et al., 2017; Bartsch & Dienlin, 2016; Gross & Acquisti, 2005; Kosinski, 

Stillwell, & Graepel, 2013; Martin & Shilton, 2016; Masur & Scharkow, 2016; Utz & 

Krämer, 2009; Wang et al., 2011; Wang et al., 2014; Youyou, Kosinski, Stillwell, 2015). 

Nonetheless, there is still a gap of knowledge concerning adequate technical measures to 

secure online privacy and users’ intentions to apply privacy protection features while 

using social media.  

In order to diminish this gap, this work investigates users’ online privacy protection 

intentions and behaviors as well as their preferences regarding system-based privacy 

support measures from an interdisciplinary, user-centered point of view. The aim is to 

analyze the impact of system-based privacy support measures on users’ online privacy 

behavior (e.g., self-disclosure or withdrawal of information on an SNS) as well as 

possible moderators (e.g., users’ personality traits, privacy concerns, or perceived privacy 

norms) and mediators (e.g., evaluation of privacy support measures). To date, research 

concerning the multifaceted realm of online privacy protection often considered either 

user oriented or technologically oriented methods, raising the need for sophisticated 

consideration of both perspectives in an integrative approach. There is a great opportunity 

to consult technological features (e.g., real-time support in terms of privacy prompts) as 

an extension of usual privacy settings provided by SNSs or other (social) media 

applications (e.g., Cranor, Arjula, & Guduru, 2002; Wang et al., 2011; Wang et al., 2014). 

However, this opportunity demands user- and system-oriented research regarding 

usability, applicability, perceived helpfulness, and ethical implications (e.g., Benenson et 
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al., 2014; Ochs & Lamla, 2017). Since technical features that would accompany users in 

their daily social online life might be perceived as unwanted interference to their 

autonomy, they need to be investigated with respect to users’ psychological and 

behavioral patterns and needs. The present thesis integrates these different aspects by 

using diverse and mixed methodological approaches that focus on the user and his or her 

characteristics and needs (e.g., the need for privacy or need to express oneself) as well as 

on system-oriented determinants and requirements (e.g., transparency and applicability). 

To be more precise, this work combines theoretical considerations from a software 

engineering perspective (Díaz Ferreyra & Schäwel, 2016; Díaz Ferreyra, Schäwel, 

Heisel, & Meske, 2016) with applied psychological approaches and theories. 

Investigations are based on: a qualitative examination of users’ requirements concerning 

system-based privacy support (Study 1); quantitative analyses of users’ protection 

intentions, behaviors, manifestation of personality, and privacy-related knowledge (Study 

2); and experimental investigations of actual privacy behavior after being exposed to 

system-based privacy interventions and corresponding evaluations of possible risks and 

benefits related to risky self-disclosures on SNSs (Study 3 and Study 4). By virtue of the 

demand for research concerning the impact and psychological processing of system-

based privacy support, this dissertation aims at elaborating exactly these factors and 

strives for a better understanding of users’ behavior after being exposed to supportive 

measures. Basically, there is a discrepancy between planned and impulsive online privacy 

behavior that will be referred to with regard to the importance of real-time privacy 

support. In line with this, a systematic overview of existing privacy support approaches 

and individual protection strategies is provided, and limitations of existing approaches 

are discussed in the scope of this work.  

The structure of this dissertation is as follows. In order to point out the steadily 

growing need for research in the realm of online privacy protection, the advantages and 

disadvantages of social media usage with a focus on assets and drawbacks of SNSs are 

outlined (Chapter 1). Subsequently, the value of people’s privacy and the importance of 

maintaining privacy with a view to the basic human needs to act as an autonomous and 

self-determined individual are addressed. Accordingly, fundamental definitions of 

privacy as well as more recent characterizations of this concept are provided and new 

challenges of maintaining privacy in the uncontrollable online world are addressed 
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(Chapter 1). Thereafter, it will be referred to privacy decision-making based on the 

sensitivity of information by referring to the decisive role of privacy risks (Chapter 1). 

After having provided a basic understanding for privacy and privacy decision-making, it 

will be referred to the offset between online privacy and self-disclosure in Chapter 4. 

These concepts provide the basis for Chapter 5 in which theories for explaining and 

predicting privacy behavior are summarized. Chapter 6 considers the influence of users’ 

personal characteristics and further intrapersonal factors on their privacy behavior. 

Chapter 7 emphasizes the relevance of protecting online privacy and introduces self-

regulating privacy strategies that are implemented by users of SNSs. Subsequently, 

current approaches for technical privacy protection are presented and discussed with 

regard to the chances and open issues. The theoretical framework closes with a 

hypothesized research model, which summarizes and visualizes the pivotal variables for 

this work. In Chapter 10, a qualitative study concerning users’ requirements for system-

based privacy support measures is presented. Chapter 11 presents a quantitative study 

investigating motives and influencing factors of utilizing an opting-out measure and 

withdraw from a social network. Drawing on conclusions from qualitative investigations 

of Study 1 and findings regarding motives and behavioral intentions for online privacy 

behavior of Study 2, Chapters 12 and 13 present valuable findings regarding users’ actual 

privacy behavior in an SNS environment (Studies 3 and 4). Chapter 14 provides a 

synopsis of the hypothesized research model and the main findings. Theoretical and 

practical conclusions of the present dissertation are provided in Chapters 17 and 18. 

Limitations and future directions are addressed in Chapters 20 and 21. Finally, this work 

concludes by drawing on empirical results and theoretical investigations in the scope of 

the present dissertation (Chapter 22). 

II THEORETICAL FRAMEWORK 

1 The Assets and Drawbacks of Social Media  

Social media platforms are commonly used by a heterogeneous group of people from 

various countries around the world. The number of people in Europe who use the SNS 

Facebook at least once a month increased from 333 million in the first quarter of 2016 to 

377 million in the first quarter of 2018 (Facebook, 2018). Likewise, the number of users 
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in the United States and Canada increased from 222 million to 241 million. Worldwide, 

a number of 2,196 billion monthly active users of Facebook was recorded in the first 

quarter of 2018 (Facebook statistics). As stated in a study regarding cultural patterns of 

social media usage by Trepte and Masur (2016), around 90% of all respondents from the 

United States, Great Britain, Germany, The Netherlands, and China logged in to their 

networks once a day at least (Trepte & Masur, 2016).  

For human beings, the relevance of networking and communicating online is not soley 

elucidated through the overwhelming Facebook usage statistics. In fact, SNS usage can 

produce immense gratifications, such as building social capital, maintaining friendships 

and relationships, gathering social support, engaging in impression management, 

clarifying the self, easily accessing plenty of information, or enjoying entertainment (e.g., 

Bazarova & Choi, 2014; boyd & Ellison, 2008; Debatin, Lovejoy, Horn, & Hughes, 2009; 

Smock, Ellison, Lampe, & Wohn, 2011; Hogan, 2010; Ellison, Steinfield, & Lampe, 

2007; Krämer, Eimler, & Neubaum, 2014; Krämer & Haferkamp, 2011; Nosko, Wood, 

& Molema 2010). Research even provides evidence of social media use being 

neuropsychologically rewarding in terms of specific brain regions related to the limbic 

system being activated when users share content and receive positive feedback (Meshi, 

Tamir, & Heekeren, 2015). Within an online social network, users can “publicly articulate 

connections” (Ellison & boyd, 2013, p. 158) and create individual content that reaches 

many other people. Furthermore, their unique online identity, allowing for beneficial self-

representation, is viewable and searchable for others (Ellison & boyd, 2013). The most 

common behaviors on SNSs are publishing information (broadcasting), receiving 

feedback from others, observing other users, providing feedback to other users and 

comparing oneself with other people (Meshi, Tamir, Heekeren, 2015).  

Unavoidably, the transfer of social processes from the offline to the online context 

also has negative impacts such as users’ perceived pressure to be available for others all 

the time (e.g., Vorderer, Krömer, & Schneider, 2016), social and informational overload, 

jealousy, envy, and reduced well-being (mostly with regard to passive usage, which is 

termed as lurking, see Metzger et al., 2012; e.g., Turel & Serenko, 2012; Verduyn, 

Ybarra, Résibois, Jonides, & Kross, 2017). The most striking negative consequence that 

is addressed in this work is a loss of privacy.  

https://spssi.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=R%C3%A9sibois%2C+Maxime
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These negative consequences can occur because users provide (sensitive) information 

to their social networks, which provides a target area for potential attacks. The provision 

of sensitive information can happen either actively and intentionally (e.g., through status 

updates or comments; e.g., Winter et al., 2014) or passively without being aware of it 

(e.g., via location tracking, clicks, and likes; e.g., Kosinski, Stillwell, & Graepel, 2013). 

On the one hand, shared information on online social networks can be impersonal and 

detached from private content (e.g., comments regarding fashion, food, or the weather). 

On the other hand, disclosures can be of a highly personal and sensitive nature (e.g., 

Nosko, Wood, & Molema 2010), for instance, if they are associated with users’ 

informational data, social relationships, and thoughts or beliefs. These different kinds of 

information can be assigned to different dimensions of privacy as defined by Burgoon 

(1982), namely, informational, social, psychological, or physical privacy. These 

dimensions have been defined with regard to offline privacy behavior but are increasingly 

applied for examining online privacy behavior as well (e.g., Dienlin & Trepte, 2015; 

Ruddigkeit, Penzel, & Schneider, 2013) and will be referred to in more detail in Chapter 

2.1. Nevertheless, in the context of SNSs, physical privacy might be less relevant than 

informational, social, and psychological privacy because it is related to delimiting one’s 

own physical space from others and online networks usually represent non-physical 

environments (see Krämer & Haferkamp, 2011).  

Summing up, self-disclosure of sensitive nature is accompanied by privacy risks for 

the individuals who are sharing it (e.g., Kosinski, Stillwell, & Graepel, 2013; Navarro & 

Jasinski, 2012; Solove, 2008). Since it applies for all kinds of risks, associated 

consequences can be of different severity and have various implications. Since it is hard 

for users to assess the severity of a privacy risk (e.g., due to missing privacy literacy or 

privacy awareness; e.g., Egelman et al., 2016; see Study 1), and the likelihood of the 

occurrence of negative consequences associated with sensitive disclosures (e.g., based on 

optimistic bias; Cho, Lee, Chung, 2010; see Study 1 & Study 4), the present thesis argues 

that there is a need to raise users’ awareness regarding privacy protection on SNSs. This 

need is further illustrated by privacy violations that still occur (Chapter 2.2), users’ 

dissatisfaction with current privacy measures, or even privacy cynicism (i.e. a “cognitive 

coping mechanism for users, allowing them to overcome or ignore privacy concerns and 

engage in online transactions [and self-disclosure]”, Hoffmann, Lutz, & Ranzini, 2016, 



 

 

 

27 

 

p. 4) regarding online privacy regulation. The demand for sufficient privacy support raises 

the question of why maintaining privacy is in fact of high relevance and who can (or has 

to) take care of it in the apparent uncontrollable online world. Therefore, the following 

chapter emphasizes the value of privacy (Chapter 2.2) and further discusses the role of 

privacy in online networks (Chapter 2.2).  

2 The Value of People’s Privacy 

In order to investigate mechanisms and determinants of online privacy protection, it 

is necessary to understand the term privacy in its origin. Privacy has been defined and 

examined by many scholars stressing its relevance for individuals and its value for society 

(e.g., Kokolakis, 2017; Trepte & Reinecke 2011; Vasalou, Joinson, & Houghton, 2015). 

However, the difficulty of comprehensively defining privacy and distinguishing it from 

other concepts remains a challenge, particularly in the contemporary digital generation 

(Acquisti, Taylor, & Wagman, 2016; Thompson & Kaarst-Brown, 2005). In the 

following, the most influential definitions of privacy will be outlined and integrated in 

order to generate a basic understanding of the value of people’s privacy.  

2.1 Defining Privacy 

Privacy in its origin is described as a multidimensional (e.g., Burgoon, 1982), social 

(e.g., Altman, 1975; Westin, 1967), and dynamic (e.g., Altman, 1975) construct for 

distinguishing the self from other people. Following Westin (1967, p. 7), privacy is “the 

claim of individuals, groups, or institutions to determine for themselves when, how, and 

to what extent information about them is communicated to others.” Westin (1967) further 

stated that privacy is relevant for an individual’s personal autonomy, emotional release, 

self-evaluation, and protected communication. These functions of privacy illustrate that 

privacy covers not only individual but also group and organizational levels (see Altman, 

1991; Westin, 1967). Altman claims that privacy is the “selective control of access to the 

self or to one’s group” (1975, p. 18). He further describes privacy as a social process in 

terms of an interplay of individuals and their physical and social surroundings (Altman, 

1975). As already mentioned, Burgoon (1982) further distinguishes between 

informational (identifying information), social (distance and proximity toward others), 

psychological (values and beliefs), and physical (freedom from surveillance) dimensions 
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of privacy. For each dimension, there might be specific rules for privacy management 

and self-regulation. Westin (1967) also postulated different levels of privacy states, 

namely, solitude (freedom from observation), intimacy (referring to group seclusion), 

anonymity (freedom from surveillance and identification), and reserve (limiting 

disclosures to others). In privacy research, it is decisive to consider the different levels of 

privacy instead of having a static understanding of it. Privacy does not simply mean to be 

anonymous but refers to a complex regulation and balancing of social interactions and 

individual withdrawal. 

Basically, people strive for a balanced level of privacy, which is located on a 

spectrum between the actual and desired privacy level (Altman, 1975, 1991). The process 

of balancing privacy depends on several aspects such as social and situational cues (e.g., 

Li, Sarathy, & Xu, 2010), individual beliefs and experiences (e.g., Cho, Lee, & Chung, 

2010), social inputs and outputs (e.g., Altman, 1975; 1991), and the dynamic process of 

interpersonal control of privacy boundaries (Altman, 1975; 1991). Following Petronio’s 

communication privacy management theory (CPM; 2010), privacy management is driven 

by humans’ concurring needs for privacy on the one hand, and for social interaction on 

the other hand. Thus, people have to decide what they are disclosing to whom under what 

circumstances at which point of time (Petronio, 2002) in order to fulfil their most striking 

and current social needs. In line with these definitions, privacy can be understood as a 

process of regulating disclosure and withdrawal of personal information by trying to 

balance individual needs for privacy and sociality and /or popularity (Masur & Scharkow, 

2016).  

In 2008, Petronio and Durham extended the CPM theory in terms of clarifying the 

meaning of private information and privacy control in communication processes. Among 

others, they shed light on the question of what can be regarded as private information by 

focusing on the users’ perspective. People declare information as private if they believe 

they own it (Petronio & Durham, 2008). In particular, this might be information that was 

produced by the individual him- or herself, or that clearly delimits the individual from 

others (Petronio & Durham, 2008) such as ones’ insurance number. This quite pragmatic 

view once again points to the difficulty of generating a distinct definition of privacy and 

private information. More essentially, against the background of the usage of online social 

networking platforms, this definition of private information raises a huge problem as it is 
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often impossible for users to clearly identify the original sender or owner of information 

in online contexts (e.g., Marwick & boyd, 2014). In online networks, communication 

circles oftentimes overlap, and information can be transmitted across initially defined 

boundaries so that the original sender of information has no control over the further 

processing, transmitting, and spreading of that information (e.g., Marwick & boyd, 2011). 

This challenges an assumption by Petronio and Durham (2008), who claim that people 

have the right to control the distribution of private information belonging to them. 

Nevertheless, SNSs such as Facebook do in fact allow for restricting and defining of the 

audience, even for single postings (Wilson, Gosling, & Graham, 2012). With such 

settings, SNSs like Facebook provide the opportunity for users to manage their privacy 

at least on a basic level, generating the “lowest common denominator” between users’ 

expectation for privacy protection and the providers’ efforts to adhere to privacy rules 

and laws. Strikingly, a huge number of users either do not make use of the settings or rely 

on their biased perception claiming nothing will happen to them personally (e.g., Cho, 

Lee, & Chung, 2010) leading, for instance, to insufficient audience restriction, thereby 

affecting users’ social privacy.  

Clarke (2006) defines privacy as individuals’ interest to have a personal space in 

which they are not observed or impaired by other people, organizations, or institutions. 

Given that privacy was described to consist of several dimensions, Clarke (2006) 

distinguishes between certain categories of privacy as well. The author discerns privacy 

of the person, privacy of personal behavior, privacy of personal communications, and 

privacy of personal data. Thereby, privacy of a person is described as being concerned 

with the individual’s body and bodily processes such as requiring consent for blood 

transfusion or immunization (Clarke, 2006). A person must have the right to decide self-

determinedly whether an inference is necessary. Clarke’s (2006) privacy of a person is 

comparable to the physical dimension of privacy by Burgoon (1982), although she did 

not explicitly point to privacy needs regarding medical processes in her distinction of 

privacy dimensions. Privacy of personal behavior refers to the personal freedom of 

having specific preferences, habits, and political opinions in public as well as in private 

places (Clarke, 2006). This definition is related to the psychological dimension of privacy 

by Burgoon (1982), referring to personal values and beliefs. Given that psychological 

privacy is a very sensitive dimension, comprising convictions, emotions and fears 
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(Burgoon, 1982) breaches to an individual’s psychological privacy or privacy of a person 

are considered to be very harmful. Disclosures regarding this dimension reflect the inner 

layers of a person’s self, as suggested in the social penetration theory (Altman & Taylor, 

1973). Privacy of personal communications (Clarke, 2006) is described as the freedom to 

communicate with other individuals without being observed by third parties. As stated 

earlier, according to Westin (1967), protected communication is one of the four central 

functions of people’s privacy. Privacy of personal data refers to the desire of having 

control over the availability, usage and transfer of personal data (Clarke, 2006). This 

dimension is similar to the dimension of informational privacy by Burgoon (1982) and 

relates to rather superficial layers of self-disclosure (Altman & Taylor, 1973). 

Since privacy is a fundamental human right and people feel the need to make self-

determined decisions (DeCew 1997), it is very important to maintain these fundamental 

functions and needs offline as well as online. In online contexts, the challenge of 

maintaining privacy can be viewed from different perspectives, either from the users 

themselves, driven by protection motivation, or from external entities that aim at 

supporting the users. In the scope of this work, both viewpoints are discussed, whereby 

the focus will be set on external protection methods (here, system-based privacy 

interventions) taking users’ personal traits, behavioral determinants, and specific 

properties of system-based privacy measures into account. 

2.2 Online Privacy – An Untamable Challenge? 

People’s online privacy behavior has been examined extensively in the past few 

decades, revealing a wealth of knowledge with regard to variables that influence users’ 

privacy behavior such as personality characteristics (e.g., Masur & Scharkow, 2016; Utz 

& Krämer, 2009), sociodemographic variables such as age or gender (e.g., Fogel & 

Nehmad, 2009; Hoy & Milne, 2010), perceived benefits of (sensitive) self-disclosure 

(e.g., managing relationships and engaging in beneficial self-presentation by striving for 

social support, e.g., Ellison, Gray, Lampe, & Fiore, (2014); Krämer, Eimler, & Neubaum, 

2014; Taddicken, 2011) as well as corresponding intentions and attitudes that lead to 

actual privacy behavior (e.g., Dienlin & Trepte, 2015). Repeatedly, concurrent privacy 

concerns and unsecure privacy behavior have been observed in studies (Barnes, 2006; 

Lee, Park, & Kim, 2013; Zafeiropoulou, Millard, Webber, & O’Hara 2013). This privacy 
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paradox describes the missing link between users’ privacy concerns and risky privacy 

behavior, representing an attitude–behavior gap with regard to online privacy (Barnes, 

2006). However, recent approaches point out some methodological limitations of early 

research on the privacy paradox, namely, the incomplete consideration of influencing 

factors such as behavioral intentions (e.g., Dienlin & Trepte, 2015) and the complexity 

of risk evaluation processes. These shortcomings are, for instance, covered by the privacy 

process model (Dienlin, 2017) and the privacy calculus (Culnan & Armstrong, 1999). 

The privacy process model claims that an individual engages in privacy regulation if – 

depending on the privacy context, privacy perception, and current privacy behavior – the 

present privacy status is not equivalent to the desired status of privacy (Dienlin, 2017). 

The process of regulating privacy also depends on the perceived controllability of the 

individual (Dienlin, 2017). These models will be referred to in more detail in Chapter 6.2 

(Study 4). 

Nevertheless, since conditions and circumstances in online environments are more 

uncertain and obscure than in offline contexts, the term online privacy holds even more 

complexity than privacy in its origin. Typically, in online environments the boundaries 

between distinct communication circles become more blurred than in offline settings 

(e.g., Wisniewski, Lipford, & Wilson, 2012; Vitak, 2012). Users of online SNSs often do 

not know their audiences and therefore may have difficulties in managing their privacy 

(e.g., Vitak, 2012). As was stressed by Petronio and Durham (2008) people believe they 

have the right to control the spreading of their personal information. However, based on 

the characteristics of online environments (i.e. heterogeneity, openness, and ubiquity), 

this right of personal data control is threatened, which is, among others, demonstrated by 

increased numbers of data misuse and identity theft. In 2016, there were 82,649 police-

recorded cases of cybercrime in Germany1. In a survey of 1,017 Internet users in 

Germany, it was revealed that several participants had experiences of their computers 

being infected with harmful programs (41%) or of being a victim of spying with regard 

to access-data (22%; Bitcom Research2); 3% of participants were seriously offended 

                                                 
1https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/Lagebilder/Cybercrime/cybercrime_node.html 

(last access: 04th November, 2018) 
2 https://www.bitkom-

research.de/epages/63742557.sf/de_DE/?ObjectPath=/Shops/63742557/Categories/Presse/Pressearchiv_2016/Indus

trie_im_Visier_von_Cyberkriminellen_und_Nachrichtendiensten (last access: 04th November, 2018) 

 

https://www.bka.de/DE/AktuelleInformationen/StatistikenLagebilder/Lagebilder/Cybercrime/cybercrime_node.html
https://www.bitkom-research.de/epages/63742557.sf/de_DE/?ObjectPath=/Shops/63742557/Categories/Presse/Pressearchiv_2016/Industrie_im_Visier_von_Cyberkriminellen_und_Nachrichtendiensten
https://www.bitkom-research.de/epages/63742557.sf/de_DE/?ObjectPath=/Shops/63742557/Categories/Presse/Pressearchiv_2016/Industrie_im_Visier_von_Cyberkriminellen_und_Nachrichtendiensten
https://www.bitkom-research.de/epages/63742557.sf/de_DE/?ObjectPath=/Shops/63742557/Categories/Presse/Pressearchiv_2016/Industrie_im_Visier_von_Cyberkriminellen_und_Nachrichtendiensten
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verbally. However, 48% reported having no experiences of cybercrime at all (Bitcom 

Research, 2016).  

Through sharing personal information online, people create a collective privacy 

boundary, making other users co-authors of specific information (Petronio & Durham, 

2008). This can cause a loss of autonomy and control and therefore might confound users’ 

privacy balance (see Westin, 1967). Furthermore, personal information that has been 

disclosed online reaches not only communication circles comprising other users (i.e. 

horizontal privacy), but also the network and respective providers (i.e. vertical privacy; 

Bartsch & Dienlin, 2016; Masur, 2018). To be more precise, horizontal privacy regards 

privacy protection against misuse of data, attacks by other users (Masur, 2018), cyber-

mobbing, or harassment (Doane, Boothe, Pearson, & Kelley, 2016; Navarro & Jasinski, 

2012). By contrast, vertical privacy involves privacy issues with regard to security aspects 

and data protection against misuse by companies who might be interested in selling user 

data for personal advertisement, potentially involving spam, phishing, or identity theft 

(e.g., Dabas & Sharma, 2018). This implies that users are exposed to uncontrollable 

processing of their information with regard to two opposing dimensions (Masur, 2018). 

Although both, vertical and horizontal privacy need to be addressed by scholars in order 

to investigate opportunities for comprehensive privacy protection, this work focuses 

primarily on horizontal privacy. As mentioned, vertical privacy might be understood as a 

security rather than a pure privacy issue. In fact, there is a difference between privacy and 

security. IT security considers “the technical side of privacy” (Fischer-Hübner 2001, p. 

35), whereas privacy is treated as a social and psychological construct, covering privacy 

context, perception, self-disclosure, and individual characteristics (Dienlin, 2014).  

Owing the diversity of different communication circles and blurred social boundaries 

(see Petronio, 2010), individuals are exposed to privacy risks when disclosing 

information online. As stated earlier, Burgoon (1982) defined four categories of privacy 

(informational, social, psychological, and physical privacy). Referring to these 

categories, privacy breaches on SNSs can affect users’ informational (e.g., trough 

providing the phone number), social (e.g., through neglecting audience settings), 

psychological (e.g., through disclosing emotions and values), or physical (e.g., in terms 

of surveillance or unwanted intrusions) privacy, leading to negative outcomes such as 

data theft, exclusion from social groups, cyber-mobbing, psychological stress, 
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embarrassment, or even attacks in offline environments (e.g., Fogel & Nehmad 2008; 

Gross & Acquisti, 2005; Lawler & Molluzzo, 2010; Wang et al., 2011). Being exposed 

to negative outcomes like negative feedback by other users can result in feelings of 

frustration or reduced well-being (e.g., Valkenburg, Peter, & Schouten, 2006). In 

particular, this is the case if disclosures are sensitive, because the more sensitive the 

information, the worse the feeling of losing control over it.  

As  is argued in this work, users might be prevented from privacy harms (arising from 

disclosing sensitive information) by means of system-based persuasive privacy prompts, 

intervening in real-time (see Chapter 8.4 and 8.5) and supporting users in making privacy-

aware decisions. In order for system-based interventions to function and to provide 

support for privacy-related decision-making, indicators for sensitive information are 

required. Accordingly, the following sections briefly outline how decision-making 

processes function and how they are related to online privacy behavior of users. Next, the 

characteristics of risks and the sensitivity of information will be referred to with regard 

to risks being involved if sensitive information was disclosed online. Subsequently to the 

considerations in Chapter 3, the topic of online self-disclosure will be outlined in more 

detail in Chapter 4, combining the insights regarding the importance of maintaining 

privacy from Chapter 2 and the processes of assessing sensitivity of information and 

perceived risks with regard to privacy-related decision-making from Chapter 3. 

3 Privacy Decisions Based on the Assessed Sensitivity of 

Information and Related Risks  

Making a decision whether to disclose or conceal personal information depends on 

the sensitivity of the information that is going to be disclosed. Information sensitivity is 

a relevant indicator for people who are evaluating whether to disclose or not (see also 

privacy calculus; Chapter 5.2) and decisive for technical privacy interventions which shall 

be able to detect a current privacy risk. The assessments of the sensitivity of information 

might differ between evaluations by the user (i.e. subjectively) and calculations by a 

system (i.e. objectively). However, whether a disclosure related to the self entails privacy 

risks, depends on the level of sensitivity of disclosed content.  

In order to provide a basic understanding of decision-making and the characteristics 

of risks, Chapter 3 outlines relevant factors for decision-making processes (Chapter 3.1), 
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describes the meaning of risks with regard to online decisions and behavior (Chapter 3.2), 

defines the term sensitive information (Chapter 3.3), and finally provides a synthesis of 

these topics by addressing privacy-related decision-making.  

3.1 Making Decisions 

A situational cue (e.g., a warning) can trigger either impulsive (amygdala-driven) 

or reflective and cognitive effortful (located in the prefrontal cortex) processing of 

information, influencing subsequent decision-making processes (Bechara, 2005; 

Schiebener & Brand, 2015). The specialty of making decisions is that they beget risks in 

terms of an uncertainty regarding the outcomes of a decision (Schiebener & Brand, 2015; 

Yates & Stone, 1992). This is also the case for privacy decisions in online environments. 

Users of SNSs are making privacy-related decisions every time they disclose or withdraw 

personal content, regulate their privacy settings, or create or delete an online account. Not 

all of these decisions are made with the users’ full awareness of being in a privacy-

relevant situation, but nevertheless they can entail privacy risks or result in privacy 

protective behaviors.  

As explained by Bechara (2005), the impulsive system of decision-making 

functions based on cues triggering automatic responses through the amygdala system 

connects characteristics of the cues to its emotional attributes. Some things initially have 

emotional properties (e.g., food), whereas other things become emotionally attractive 

based on learning (e.g., money; Bechara, 2005). With regard to online privacy, emotional 

and affective characteristics can be ascribed to disclosing personal information or photos 

on SNSs because one has learned that posting personal content can lead to appreciation, 

social support, or further positive outcomes, which typically represent the benefits of 

using SNSs (see Ellison et al., 2014; Taddicken, 2011). It is conceivable that social media 

cues acquire powerful emotional values tempting users to engage in risky self-disclosure 

of sensitive information. In contrast to the functionality of the impulsive system, the 

functioning of the reflective system does not require an experience being made (Bechara, 

2005). It is also possible that an image of a hypothetical situation triggers a decision 

(Bechara, 2005). In reference to online privacy, these hypothetical situations might be 

transmitted by parents, teachers, friends, or the media, affecting the perception of the 

harms of sensitive information disclosure and its cognitive reflection by an individual. 
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The reflective system works according to elaborated and strategic decision processes that 

are able to outperform impulses or habits triggered by the impulsive system (Hofmann, 

Friese, & Strack, 2009; Smith & DeCoster, 2000). However, the reflective system is 

energy consuming and requires a large amount of resources in order to detect and inhibit 

unwanted behavior driven by triggers (Strack & Deutsch, 2004). 

People differ with regard to personal characteristics and tendencies (Brand et al., 

2008; Kehr, Kowatsch, Wentzel, & Fleisch, 2015), influencing the likelihood of 

triggering either the impulsive or the reflective route of processing risk-related 

information as the leading system for processing information (Schiebener & Brand, 

2015). Furthermore, people tend to decide more reasonably and cautiously if explicit rules 

and information are given than if they are not given. Intuitive decision-making is 

associated with more risky behaviors (Brand et al., 2008). Following Beachara (2005), it 

depends on socialization and internalized social norms whether the reflective system 

might gain more control over the impulsive system and steer people’s behavior or whether 

the reflective system is inhibited by other mechanisms, allowing the impulsive system to 

work (Bechara, 2005). Which of the systems is active in a given decision situation can 

further depend on the power and level of activation of each system (Hofmann, Friese, & 

Strack, 2009) as well as on the cognitive capacities and involvement of a person (Petty & 

Cacioppo, 1986). For predicting the level of self-control, Hofmann, Friese, and Strack 

(2009) suggest considering a person’s reflective and impulsive processes as well as 

situational and dispositional boundary conditions.   

Basically, there are two types of conditions in which risk-related decisions can be 

made, either under ambiguous (i.e., no information about outcomes is present; e.g., Brand, 

Heinze, Labudda, & Markowitsch, 2008) or under objective conditions (i.e. the outcomes 

of a decision are clear or calculable; e.g., Schiebener & Brand, 2015). If the possible 

outcomes of a decision are calculable (e.g., there is a reasoned risk of disclosed personal 

information being misused), one would argue that people would choose the preferable 

option (e.g., not disclosing information or restricting the audience) so that the best 

outcome (i.e., no privacy intrusion) would be ensured. However, situational variables or 

executive cognitive capabilities of a person, prior experiences, current situational cues, 

or individual characteristics can influence decision processes (Schiebener & Brand, 

2015). Experiences with situations in which decisions have been made and led to 
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particular outcomes can result in emotional learning (Schiebener & Brand, 2015). Thus, 

if a person has experienced beneficial outcomes after making a decision, the likelihood 

that this decision will be made again might increase. With regard to SNSs, Hofmann, 

Friese, and Strack (2009) revealed that users who had a positive experience in terms of 

posting something publicly and getting numerous positive responses would also attempt 

to reactivate positive feelings (i.e., clusters, see Hofmann, Friese, & Strack, 2009). These 

clusters do not require reflective elaboration of a situation and potential consequences in 

order to function (see Hofmann, Friese, & Strack, 2009). Thus, if a person, for instance, 

experienced appreciation and social support (e.g., in terms of likes or positive comments) 

after disclosing personal information to a social online network, he or she will probably 

do so again. However, if users were informed about potential privacy risks, and if they 

had cognitive capacities for processing the provided information, they might have decided 

to disclose less sensitive information to a website or a social network (i.e., more 

advantageous behavior). Nevertheless, when risks are unknown or the user is not aware 

of them (e.g., due to situational circumstances), he or she might decide unfavorably with 

regard to personal privacy. Therefore, this work argues that privacy-intervening measures 

such as privacy prompts within SNSs might contribute to raising users’ awareness of 

online privacy by triggering the processing of information and making risky situations 

less ambiguous. Such prompts can either subtly hint to current privacy situations or 

directly transmit possible risks of particular online actions. Whether users act in a privacy-

aware manner or not as a consequence would depend on the style of the provided 

information itself (see Kaptein, De Ruyter, Markopolulos, & Aarts, 2012), the processing 

of information, situational cues, and personal characteristics (Kehr, Kowatsch, Wentzel, 

& Fleisch, 2015, Schiebener & Brand, 2015). In order to provide more information about 

the term risk and its meaning with regard to online privacy protection in the scope of this 

work, the next chapter outlines the basic properties of risks. 

3.2 The Nature of Risks 

A risk consists of particular core elements, namely, a loss, the significance of a 

loss, the uncertainty regarding the occurrence of a loss, and the kind of loss (Yates & 

Stone, 1992). With regard to online privacy, a risk has been described as the perceived 

potential of a loss through disclosing personal information (Malhotra et al., 2004). A risky 
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situation is a state of certain probability of experiencing a loss based on an action (e.g., 

disclosing sensitive content on an SNS) or a non-action (e.g., not restricting the audience 

on an SNS; see Furby & Beyth-Marom, 1992; Beyth-Marom & Fischhoff, 1997, p. 111). 

For most users, it is difficult to assess individual privacy risks and to manage online 

privacy (Moll, Pieschl, & Bromme, 2014). Furthermore, users have different privacy 

expectations that create a diverse picture of privacy needs and requirements (Martin & 

Shilton, 2016). Perceived risks were shown to be related to privacy protection intentions 

in terms that if users of SNSs perceived privacy risks they had a stronger intention to 

protect their online privacy (Saeri, Ogilvie, Macchia, Smith, & Louis, 2014). However, 

reported intentions to protect privacy still are not accompanied by actual privacy 

protection behavior (Saeri, Ogilvie, Macchia, Smith, & Louis, 2014). In order to diminish 

risky situations on SNSs by means of system-based interventions, a definition of sensitive 

information needs to be formulated for the requirement elicitation of a potential privacy 

support measure that protects the users from privacy risks. Based on the 

multidimensionality of privacy (see Chapter 2.1), inter-individual differences in privacy 

needs, personal characteristics, and prior experiences (e.g., Chen, Widjaja, & Yen, 2015) 

as well as varying individual rules for privacy (e.g., Petronio & Durham, 2008), some 

people might evaluate certain information (e.g., last name) as highly sensitive whereas 

other people might not. This is one of the reasons why universal privacy protection 

measures might not be sufficient – neither all people’s expectations of technical privacy 

support can be met nor consensual agreement regarding the definition of the sensitiveness 

of certain information might be given (see Chapter 3.4). In line with this, defining the 

level of sensitivity of particular information is also challenging for software developers 

who want to provide privacy-preserving tools (e.g., Xie & Kang 2015). However, this 

estimation is necessary for evaluating sophisticated methods for privacy protection. 

Therefore, the next section outlines characteristics of sensitive information. 

3.3 The Sensitivity of Information 

Perceived information sensitivity is considered as a relevant factor for risk and 

benefit estimation (Kehr, Kowatsch, Wentzel, & Fleisch, 2015). As already mentioned, 

following the communication privacy management theory (Petronio & Durham, 2008), 

people declare information that they think belongs to them as private and consider 
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particular privacy rules rooted in motivation, contextual cues, and risk–benefit 

evaluations for managing the distribution of that information. Problematically, the 

consideration of privacy rules is based on subjective evaluations of a situation (potentially 

influenced by the third-person effect or optimistic bias; e.g., Cho, Lee, & Chung, 2010; 

Gunther & Mundy, 1993) and therefore leaves space for disadvantageous decisions 

resulting in risky behavior and stressing the relevance of objective and adapted support 

for privacy decisions. Making the sensitivity of information more salient, for instance, 

via justified privacy recommendations provided by an objective and user-centered system 

(e.g., through nudging), the likelihood of a corresponding behavioral change can be 

increased (Acquisti, 2017; see Study 1). Nudging is a method to guide people regarding 

decisions they have to make (e.g., through triggering behavior) without obliging them 

(e.g., Fogg, 2009), which will be referred to in more detail in Chapter 8.6.1.  

One reasonable indicator for practically identifying sensitive information is to 

consider information that has been shared online by individuals and regretted afterwards 

(e.g., Wang et al., 2011). Wang and colleagues (2011) investigated regrettable disclosures 

of Facebook users and identified certain categories of regrettable information, such as 

alcohol and illegal drug consumption, sex, religion and politics, profanity and obscenity, 

personal and family issues, work and company, or topics with a strong sentiment (e.g., 

negative or offensive comments, arguments, lies and secrets). Furthermore, Debatin, 

Lovejoy, Horn, and Hughes (2009) found that Internet users who experienced privacy 

invasion are more likely to adapt their privacy settings than those who have not been 

affected personally by privacy harms so far. In addition, negative online privacy 

experiences is related to the privacy risk assessment of a user (Trepte, Dienlin, & 

Reinecke, 2015), which in turn can lead to a reconsideration of online privacy protection. 

Furthermore, as was shown in a study by Masur and Scharkow (2016), people perceive 

personal fears, concerns, feelings, and details from relationships to be very private, 

whereas favorite music, hobbies, and work are considered to be less private. Information 

that was perceived as private by participants in that study can be assigned to the 

psychological rather than to the informational or social dimension of privacy by Burgoon 

(1982). However, according to a representative report on users’ data protection behavior, 

users evaluate informational privacy-related information such as financial (75%) and 

medical (74%) information, as well as identity numbers (73%), to be sensitive and 
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personal (European Commission 2015). In sum, highly personal information such as 

personal identifying data, regrets, and negative experiences of self-disclosure are quite 

valid indicators for information sensitivity. Although users are able to report about what 

they think is sensitive, they might have problems to use the sensitivity of information as 

indicator for the assessment whether to disclose or not (nonetheless due to the subjective 

perception of information and the environment). Therefore, external support for 

estimating sensitivity and communicating privacy risks based on the sensitivity of 

information occurs as promising approach for maintaining users’ online privacy. Thus, in 

the following, the dependences between decision-making, assessments of risks, and the 

meaning of sensitive information, which can be considered for risk communication with 

the goal of increasing users’ motivation to protect their privacy, are outlined (Chapter 

3.4). Subsequently, self-disclosing activities that are (partly directly, partly indirectly) 

influenced by perceived sensitivity of information and potential risks of disclosing are 

addressed as welll (Chapter 4).     

3.4 A Synthesis of Decision-Making, Risks and Sensitive Information  

This work suggests that appropriate communication of privacy risks in a given 

online situation can prevent users from engaging in behavior that would result in harmful 

consequences concerning their privacy. Harmful consequences concerning privacy might 

entail threats to a person’s feeling of autonomy, his or her ability to self-evaluate, and the 

possibility to emotionally release and communicate in a protected space (see Chapter 2.1; 

Westin, 1967).  

Risk communication is a persistent topic in various fields of research. One sector 

that is highly concerned with communicating risks to people is the health-care sector (e.g., 

Schapira, Nattinger, & McHorney, 2001). For instance, the World Health Organization 

informs people about risks with regard to viral diseases, infections, nutrition, violence, 

impairments, social determinants of health, and many more topics3. An overwhelming 

percentage of fatalities are caused by diseases that are initiated by risky behaviors such 

as drinking alcohol, smoking tobacco, or unhealthy eating, resulting, for instance, in high 

blood pressure, overweight, or cancer (World Health Organization, 2002). Consequently, 

the World Health Organization requested comprehensive risk communication and 

                                                 
3 See www.who.int/helath-topics (last access: 14th October, 2018) 

http://www.who.int/helath-topics
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information that is adapted to subjective concepts of risks (Renner, Panzer, & Oeberst, 

2007, p. 253). Some risks cannot be evaluated rationally because they are closely 

connected to personal values and attitudes (Renner, Panzer, & Oeberst, 2007). This can 

be the case for medical decisions (affecting people’s physical health) as well as for 

decisions regarding the sensitive and important realm of personal privacy (affecting, e.g., 

users’ autonomy and well-being; see Chapter 2.1). In line with this, the designing of risk-

communicating interventions is a very complex process.  

Basically, risks can be communicated either by appeals of fear (aiming at 

changing attitudes and behaviors based on feelings of anxiety) or by providing objective 

information (through conveying knowledge; see Renner, Panzer, & Oeberst, 2007). The 

persuasive power of a fear appeal depends on several aspects. For instance, the intensity 

of a fear appeal influences the subsequent emotional reaction toward the appeal and 

affects its persuasive power (for a meta-analysis, see Witte & Allen, 2000). In addition, 

fear-appealing risk communication can initiate more controlled behavior with regard to 

the source of the risk and acceptance of risk-communicating messages (Witte & Allen, 

2000). The authors also outlined that strong fear appeals are especially effective if the 

message consists of high-efficacy content in contrast to low-efficacy messages 

transmitting strong fear. However, the effectiveness of risk-communicating messages 

does not depend only on the transmitted efficacy and strength of fear but also on the 

availability of alternative recommendations for action (Sutton, 1982). In line with this, 

one could argue that it might be more beneficial to provide comprehensive information 

regarding the risk (including the likelihood of occurrence and associated severity) and 

elaborated recommendations for action. However, too extensive information in risk-

communicating messages might induce information overload (e.g., Eppler & Mengis, 

2004) or overextend a person’s willingness to and capability of making a decision based 

on the communicated facts (see also Study 1 and Study 3).  

Referring to the current work, an adequate solution to initiate cautious online 

privacy behavior might be to make use of both appeals, namely, by warning (fear appeal) 

and informing (information appeal) a user who is engaging in risky behavior. Basically, 

risks are being estimated based on the likelihood of an incident to occur and the severity 

of that unwanted incidence (Renner, Panzer, & Oeberst, 2007; see Study 4). It has been 

argued that an objective risk can be assessed through multiplying the likelihood of 
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occurrence and the severity of that risk (Renner, Panzer, & Oeberst, 2007). Referring to 

the privacy calculus (Culnan & Armstong, 1999; see also Chapter 5.2), individually 

perceived benefits of an action (e.g., disclose personal information) also play a major role 

in making privacy-related decisions (e.g., Krasnova & Veltri, 2010), which in turn might 

influence the impact of risk-communicating privacy support measures within SNSs (see 

Chapter 5.2). This dissertation focuses on the balancing processes between three 

important factors in terms of online privacy decision-making, namely:  

(a) perceived benefits of disclosing the self  

(b) the likelihood that a negative consequence will occur based on risky self-

disclosure 

(c) the severity attached to the negative consequence (see Study 4). 

 

This trade-off between positive and negative consequences of self-disclosing 

activities refers to the core of the privacy calculus that has been discussed as being 

challenging to the privacy paradox (see Chapter 5.2). In order to understand the 

importance of assessing the sensitivity of information and the need for adequate risk 

communication with regard to these balancing processes, it is necessary to reflect on 

users’ decisions regarding self-disclosure versus withdrawal. By addressing this, the 

overriding relevance still refers to heeding users’ privacy and regard the relevance for 

individuals to maintain privacy (see Chapter 2.1). In line with this, the next section 

discusses the counterbalance of users’ disclosing actions and their individual (desire for) 

privacy. 

4 Disclosing the Self 

The previous chapters outlined the value of privacy and potential risks of disclosing 

the self online. The most important dimensions and functions of privacy were presented 

(Chapter 2.1). Additionally, a theoretical basis for understanding decision-making 

processes was provided and the basic concept of a risk was introduced (Chapter 3.2). 

Having these two perspectives of self-disclosure in mind, the following chapter will 

discuss the offset between disclosing the self and maintaining privacy more concretely. 
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4.1 The Offset between Online Self-Disclosure and Online Privacy 

Self-disclosure is a social and communicative process of revealing personal 

information to others (e.g., Archer, 1980; Petronio, 2002; Taddicken, 2011). People have 

different motives for disclosing information about the self, for instance, to maintain 

friendships (e.g., Christofides et al., 2009; Taddicken, 2013), manage one’s own image 

(e.g., Vitak, 2012, 2015), or gain social capital (e.g., Ellison, Gray, Lampe, & Fiore, 2014;  

Koroleva, Krasnova, Veltri, & Günther, 2011). Social capital can be understood as actual 

or virtual resources for strengthening the network of relationships (Ellison et al., 2007). 

Given that self-disclosure diminishes privacy, these motives are related to the individual’s 

privacy. Especially in online contexts, where social cues are not as present as in offline 

environments and perceived anonymity is higher than in face-to-face situations, people 

tend to disclose more about themselves and consequently are confronted with a threat to 

privacy (e.g., Haferkamp & Krämer, 2011; Taddicken, 2011). The depth (level of 

intimacy) and breadth (amount of disclosures) of self-disclosure can vary depending on 

different situational and individual cues and circumstances. Disclosures of sensitive 

information are associated with more pronounced privacy risks (Mothersbaugh et al., 

2012; Taddei & Contena, 2013). According to social penetration theory (Altman & 

Taylor, 1973), there are different layers of self-disclosure, namely, peripheral, 

intermediate, and core layers. Social penetration describes processes of disclosures and 

subsequent strengthening of relationships between people (bonding, Altman & Taylor, 

1973). Peripheral information can be biographical data such as name or birthdate, which 

is comparable to the data relating to the informational dimension of privacy by Burgoon 

(1982). Transferred to the context of SNSs, peripheral layers can also be likes on rather 

superficial topics (e.g., favorite music or books; see Carpenter & Greene, 2016). 

Information relating to the intermediate layers, for instance, attitudes, values, or beliefs 

regarding specific topics can be considered as more intimate (Altman & Taylor, 1973). 

In the context of SNSs, such disclosures can cover the expression of political opinions or 

social attitudes (Carpenter & Greene, 2016). This layer is related to a “light version” of 

the psychological dimension of privacy, which describes the perceived level of control 

over emotional and personal in- and outputs (see Burgoon, 1982). Against this 

background, Dienlin and Trepte (2015) found that people who state they are concerned 

about their privacy have a negative attitude toward posting emotional and intimate content 
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on SNSs. The core layer of self-disclosure relates to the most intimate thoughts, fears, 

desires, and secrets of a person (Altman & Taylor, 1973). This refers to the deeper 

psychological dimension of privacy by Burgoon (1982). Furthermore, self-disclosures 

can differ regarding honesty and tonality (Jourad, 1971). Depending on the level of self-

disclosure, personal preferences, and attitudes, the understanding, and the perceived 

sensitivity of information can vary among users (Masur & Scharkow, 2016).  

Given that self-disclosure takes place online (e.g., via SNSs or instant 

messengers) as well as offline (e.g., face-to-face with friends or family), it is interesting 

to compare the respective circumstances under which people disclose information about 

themselves to other persons. This makes it possible to extract knowledge regarding 

disclosure intentions and possibilities to decrease the amount of sensitive disclosures. 

Trepte, Masur, Scharkow, and Dienlin (2015) shed light on different communication 

types and the amount of self-disclosure with regard to privacy risks. The authors defined 

four different communication types, namely, the type face-to-face, friends-only, multi-

channel, and messenger. The communication type face-to-face prefers to communicate 

in offline environments whereas the communication via social networks and messengers 

is avoided. Persons representing this type of communication are older than those of the 

other communication types, they have high privacy concerns, and low privacy literacy 

(Trepte, Masur, Scharkow, & Dienlin, 2015). By contrast, persons of the friends-only 

type use messengers and SNSs (mainly to communicate with friends instead of family 

members) and have experienced negative situations online very often in the past. 

However, they do not report being concerned about their privacy (Trepte, Masur, 

Scharkow, & Dienlin, 2015). This is especially interesting when considering the 

assumption that negative experiences have an impact on future privacy behavior (e.g., 

Christofides, Muise, & Deamarais, 2012). It seems paradoxical that users had negative 

experiences but do not change their behavior accordingly. It could be argued that users 

of this communication type ignore the connection between negative experiences and 

privacy violations or that the perceived gratification of social media usage is more 

influential than negative experiences (see privacy calculus; e.g., Dienlin & Metzger, 

2016). Concerns by of the multi-channel type were moderate, but pople belonging to this 

type experienced most negative situations compared with other communication types 

(Trepte, Masur, Scharkow, & Dienlin, 2015). By contrast, the messenger type 
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experienced the fewest negative situations and had low privacy concerns. Additionally, 

they have a pronounced need for informational privacy, which may be the reason for them 

avoiding public network sites for communication (Trepte, Masur, Scharkow, & Dienlin, 

2015). Through the reported findings, it becomes clear that privacy needs and concerns 

differ between people and contexts, which therefore requires a holistic consideration of 

all social and contextual entities in privacy research. Accordingly, these results also stress 

the idea of providing adapted real-time privacy support for different types of users, which 

will be examined in this work. 

Further components shaping users’ disclosure behavior are their trust in the 

audience (i.e., horizontal privacy; Bartsch & Dienlin, 2016) receiving information about 

them (Hofstra, Corten, & van Tubergen, 2016; Masur & Scharkow, 2016) and in the 

social network on which the information is disclosed (i.e., vertical privacy; Park & Smith, 

2007). Trust in its fundamental definition describes a set of learned expectations that two 

or more persons have toward each other (Barber, 1983). In a study regarding online 

privacy settings, Hofstra, Corten, and van Tubergen (2016) found that people who limited 

the access to their profiles had lower trust in their Facebook audience. Furthermore, Saeri, 

Ogilvie, Macchia, Smith, and Louis (2014) found that Facebook users having positive 

attitudes with regard to online privacy protection reported having low trust in other users 

of the network. Thus, trust might be an important variable with regard to perceived and 

defined privacy boundaries in an online social network as well as with regard to the 

intention to engage in protection strategies. In some situations, individually defined 

boundaries (e.g., through audience restriction) can make the users feel safe and confident 

so that they in turn disclose even more information to their trusted audience than to a 

more unknown audience. However, it is still possible that information can pass these 

trusted circles, for instance, if a co-owner of information spreads sensitive content that 

was published by a close friend (see Chapter 2.1).  

 In contrast to the viewpoint that people reveal more and more information about 

themselves on the Internet by representing their personality similarly to their real one in 

offline contexts, there has also been research on increased anonymity in the Internet. For 

instance, it has been argued that in sensitive discussions (e.g., regarding politics) within 

online forums or on networking sites, people are more likey to share their own opinions 

if they perceive a particular level of anonymity so that they cannot be attacked or excluded 
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by others’ opposing opinions (e.g., Chen, Chen, & Yang, 2008). Furthermore, it has been 

reported that users tend to withhold their opinion on SNSs if they perceive to represent a 

minority regarding a topic in the network, and there have been studies on how far fear of 

isolation can influence a user’s perception of public opinions (e.g., Neubaum & Krämer, 

2017a; Neubaum & Krämer, 2017b). However, the circumstances for either not 

expressing one’s opinion because of the perception of belonging to a minority or 

disclosing information related to one’s self in order to manage one’s opinion migth differ. 

Nevertheless, perceived social norms (i.e., strong concepts shaping and determining 

people’s perception of the environment and subsequent behavior; e.g., Ajzen, 1991) and 

opinion climates (i.e., perceived predominant opinion on a topic) seem to be very strong 

predictors of users’ online behavior. This also raises normative and philosophical 

questions regarding the intrinsic motivation to express feelings and thoughts. 

Nevertheless, self-disclosure as it has been introduced can be planned but also happen 

spontaneously. The severity of sponatneous and unreflected self-disclosure will be 

reflected on in the following chapter. 

4.2 Temptation of Self-Disclosure – Impulses as a Threat to Privacy  

Online self-disclosure can be driven by emotional and impulsive behavior or by 

careful elaborations of situational factors. In the next sections, the challenge for 

establishing privacy-protective actions under the consideration of people’s urge to reveal 

personal information will be discussed.  

4.3 Spontaneous Behavior - A Challenge for Privacy Protection 

Impulsive behavior is somewhat detached from planned behavior and its 

underlying motives and drivers (e.g., attitudes or internalized norms, see Chapter 5.1 and 

Chapter 6.2). Situations in which information is shared spontaneously are often based on 

situational cues and less often driven by elaborated attitudes and intentions toward self-

disclosure. In contrast to the theory of planned behavior (Ajzen, 1991) and protection 

motivation theory (Rogers, 1975), there are also approaches that focus on more situational 

behavior (e.g., Masur, 2018). 

Individuals in emotional or stressful situations tend to use mental shortcuts for 

making a decision (see impulsive system, Chapter 3.1), rather than elaborating on 
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advantages and disadvantages as it is more likely in the case for planned behavior (see 

Chapters 3.1 and 5.2). With reference to SNSs, specific cues might trigger impulsive self-

disclosing behaviors that might be regrettable afterwards (see also Wang et al., 2011). 

Consequently, even if users had privacy literacy for instance, or already experienced 

negative outcomes due to thoughtless self-disclosures, this might not hinder them from 

behaving risky as a response to tempting cues owing the restricted capacity to elaborate. 

Attitudes and intentions regarding a topic or an object, which usually are valid predictors 

of behavior (if they are easily accessible; see Ajzen, 1991; Fazio, 2007), might be 

overridden by impulsive responses to particular cues or demands (e.g., the anticipation of 

appreciation due to a self-related posting). Also, if attitudes and intentions are either not 

strongly related to the topic or not accessible in spontaneous situations, their predictive 

power lacks accuracy. 

Impulsive people tend to have difficulties inhibiting their behavior (Logan, 

Schachar, & Tannock, 1997). In line with this, people showing impulsive behaviors might 

have more trouble to behave according to privacy rules and privacy literacy (if present), 

because they might not perceive the need to consider privacy rules in spontaneous, 

emotional or stressful situations. Therefore, impulsive behavior constitutes a threat to 

users’ online privacy, which can be addressed by implementing real-time privacy support 

that interrupts impulsive situations and triggers more elaborated evaluation of current 

privacy risks. Although, online behavior on SNSs can be planned and intentional (e.g., if 

a person wants to create and maintain a specific impression), there are situations in which 

users behave spontaneously as well (e.g., disclosing in an intense mood). Impulsivity is a 

state in which a person is not capable of thinking about long-term goals or planned actions 

but is instead directed by immediate triggers and impulses (Hofmann, Friese, & Strack, 

2009), mostly resulting in automatic processes without following a behavioral intention 

(Bargh, 1997). Whether people can or cannot resist temptations depends, among others, 

on their behavioral self-control (see Hofmann, Friese, & Strack, 2009; see Chapter 6.2.6). 

Thus, the occurrence of spontaneous behavior depends on the concurring constructs of 

self-control relating to conscious intended processes (see Förster & Denzler, 2006; 

Hofmann, Friese, & Strack, 2009; Baumeister, Heatheron, & Tice, 1994) and impulses 

(Hofmann, Friese, & Strack, 2009). The fact that impulses can release behavior is also 

referred to in persuasive research, which proposes the usage of triggers at a specific time 
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point in order to induce (intended) behavioral changes (along with motivation and ability; 

see Fogg, 2003, 2009).  

In accordance with Baumeister and Heatherton (1994), Hofmann, Friese, and 

Strack (2009) define an impulse as a specific arousal combining general motivations with 

a certain stimulus in the direct environment, which is associated with an anticipated 

satisfaction of needs. Transferred to social media, an impulse might arise with the 

motivation to be socially connected to other people together with a particular stimulus 

such as a specific posting on Facebook that releases strong emotions such as joy or anger 

(e.g., a highly controversial posting), associated with the anticipation of counter-arguing 

and therefore experiencing emotional release (similar to an incentive). Strikingly, 

concomitant gratification would be short-termed and detached from concerns and long-

term behavioral goals. Transferred to risky self-disclosing behavior on SNSs, privacy 

concerns and long-term goals such as behaving in a privacy-aware way and rationally 

evaluating the risks and benefits of information disclosure (privacy calculus) are likely to 

be faded out if users acted spontaneously (driven by impulses and triggers and guided 

through the impulsive system, see Chapter 3.1; Schiebener & Brand, 2015). In fact, SNSs 

intentionally trigger disclosing and sharing behaviors of users (e.g., Treem & Leonardi, 

2013; Vitak & Kim, 2014) which makes self-control a relevant factor for privacy-aware 

online behavior (see also self-control, Chapter 6.2.6). People lacking of self-control or 

abilities to identify a tempting situation and its risks require external support. Self-

controlled actions require much energy and willpower (Förster & Denzler, 2006; 

Baumeister & Heatherton, 1994), thus, even people who tend to control their actions in 

general, might be exhausted if they would need to control themselves in every single 

situation. With regard to controlling for privacy, system-based support measures can 

attempt to control situations while users still act autonomously by deciding whether to 

accept a privacy supporting recommendation proposed by a system or not.  

This chapter summarized that spontaneous privacy behavior is a challenge to 

privacy, and not easily predictable. Nevertheless, self-disclosure on SNSs can still happen 

in a planned manner. Many researchers addressed users’ (planned) privacy behavior by 

drawing on approaches and theories that are able to predict and explain behavior. The 

following chapter gives an overview of approaches explaining and predicting planned 

privacy behavior (Chapters 5.1, 5.2, and 5.3). Further, Chapter 5 introduces an approach, 
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which describes behavior as a response to an external cue, which cannot be described as 

fully planned, but also not as fully spontaneous (Chapter 5.4). Reflecting on these 

approaches is relevant for the present thesis because learning about the factors that 

influence privacy behavior can help to derive valuable insights with regard to how 

behavior can be changed.   

5 Planned Privacy Behavior 

In order to understand and explain users’ apparent contradictory online privacy 

behavior, it is essential to consider the behavioral determinants that can predict human 

behavior (e.g., behavioral intentions and attitudes). Recently, behavioral predictors with 

respect to the theory of planned behavior (Ajzen, 1991) have been examined in online 

privacy research (e.g., Dienlin & Trepte, 2015, Ho, Lwin, Yee, & Lee, 2017; Saeri, 

Ogilvie, La Macchia, Smith, & Louis, 2014). The background to this is that although most 

users are concerned about privacy risks (European Commission 2015; Osatuyi 2015; 

Taddicken 2014; Vitak 2015), many of them do not put their concerns into protective 

practice, for instance, because of a lack of behavioral intentions (Dienlin & Trepte 2015). 

In 2016, almost 44% of American, 30% of German, 53% of British, 39% of Dutch, and 

57% of Chinese users did not even know whether their online profile is searchable on 

search engines or not (Trepte & Masur, 2016). By contrast, the willingness to have an 

open profile for sharing information and photos with everyone in the network is very low 

(Trepte & Masur, 2016). What was once defined as the privacy paradox (Barnes, 2006; 

Trepte & Teutsch, 2016) addresses this main problem; although people (claim to) know 

that divulging private information online might entail manifold negative consequences 

that they are afraid of, they do not engage in privacy protection activities. Conversely, 

they disclose largely unfiltered sensitive information to their online audience (Acquisti & 

Gross 2006; Barnes 2006; boyd & Hargittai 2010; Hughes-Roberts, 2013; Lee et al., 

2013; Madden, 2012; Tufekci, 2008). Recently, more and more scholars have tried to 

solve the privacy paradox by providing explanations for seemingly contradicting 

behavioral patterns of users. The most prominent and convincing approaches will be 

outlined in the following. 
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5.1 Explaining the Privacy Paradox 

In 2013, 50% of interviewed people in the United States reported having concerns 

regarding their privacy, compared with 33% in 2009 (Rainie et al., 20134). Although 

privacy concerns seemed to be widespread back in 2013, users reported publishing 

personal photos (66%), their birthdate (50%), email address (46%), home address (30%), 

or even their private phone number (21%) and political affiliation (20%) online. 

Furthermore, 21% of consulted participants reported that they had already experienced 

some kind of data misuse (e.g., their social networking account was compromised or used 

by another person without authorization) and 12% had been victims of stalking or 

harassment (Rainie et al., 20134). More recently, statistics reveal even more pronounced 

privacy concerns. In 2014, for instance, Trepte and colleagues reported that 82% of 

people in Germany did not want their personal data to be accessible for the public (rooted 

in privacy concerns). Nevertheless, an increase of disclosed data was recorded at the same 

time (Trepte et al., 2014). In 2016, 57% of German people reported to be worried about 

providers of websites storing their data and 46% were anxious about other people reading 

private online messages without permission (Braun & Trepte, 2016). Furthermore, 76% 

of the individuals asked did not like the idea of providing personal data in exchange for 

using specific offers “for free”, and 57% said that it should not be allowed to invade 

people’s privacy in order to gain profit for society (Braun & Trepte, 2016). Consequently, 

reported concerns and attitudes regarding online privacy seemingly contradict the actual 

privacy behavior of Internet users (e.g., Barnes, 2006; Hughes-Roberts, 2013; Lee et al., 

2013; Reynoldes et al., 2011; Taddicken, 2014; Trepte & Reinecke, 2011; Tufekci, 2014).  

However, the privacy paradox has also been challenged by scholars who did not find 

support for its existence in their studies (e.g., Blank et al., 2014; Christofides et al., 2009; 

Young and Quan-Haase, 2013). Based on an inconsistency in research regarding the 

privacy paradox, scholars tried to explain or solve the apparent paradox by applying 

different theories and methods of investigation (e.g., Dienlin & Trepte; 2015; Trepte, 

Dienlin & Reinecke, 2014; Trepte & Teutsch, 2016). For instance, Trepte, Dienlin, and 

Reinecke (2014) argued that the evident mismatch between privacy attitudes and privacy 

behavior might not be as strong as expected, because attitudes and behaviors differ 

                                                 
4 See http://www.pewinternet.org/2013/09/05/anonymity-privacy-and-security-online/ (last access: 4th November, 

2018) 

http://www.pewinternet.org/2013/09/05/anonymity-privacy-and-security-online/
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regarding various dimensions of privacy behavior and privacy attitudes (see Burgoon, 

1982). 

In 2016, Trepte and Teutsch addressed the privacy paradox with three different 

hypotheses, namely the gratification hypothesis, the knowledge hypothesis and the social 

desirability hypothesis.  

The gratification hypothesis claims that people strive after social support and 

optimized self-presentation, which can be gathered by disclosing information about the 

self so that other people can react to it and support the person (Trepte & Teutsch, 2016). 

In addition, people strive to increase their social capital through self-disclosing on SNSs, 

which is perceived to be beneficial by most people as well (Ellison et al., 2014). Against 

this background, people seem to give stronger weightings to anticipated gratifications 

than to the protection of their individual privacy (Trepte & Teutsch, 2016). Thereby, users 

might not always be objective and tend to consider heuristics (i.e. mental shortcuts for 

processing the environment without experiencing an information overload) to assess the 

risks and benefits of a situation (Trepte & Teutsch, 2016). In sum, the gratification 

hypothesis states that users behave paradoxically because their desire for social support 

along with experiencing gratification is perceived as being more relevant than potential 

privacy risks, or that privacy risks are suppressed in order to receive social support. This 

gratification hypothesis shows parallels with the privacy calculus approach in the sense 

that users weigh gratifications against potential risks and decide to disclose or withdraw 

information depending on anticipated benefits and risks (Culan & Armstrong, 1999; 

Krasnova & Veltri, 2010). If risks are less prominent to the user, he or she will more 

likely disclose information than if risks were more present (Culan & Armstrong, 1999; 

Krasnova & Veltri, 2010). However, the privacy calculus assumes that people are rational 

and objective in their evaluation of risks and benefits (which has been criticized as well, 

e.g., Acquisti, 2004), whereas the gratification hypothesis assumes the users to be 

subjectively driven by heuristics (Trepte & Teutsch, 2016). 

The second hypothesis for explaining the privacy paradox is the knowledge 

hypothesis (Trepte & Teutsch, 2016). This hypothesis states that people do not have 

sufficient literacy regarding privacy policies, measures, and protection strategies so that 

it is not possible for them to engage in protection measures (Trepte & Teutsch, 2016). 

One way to overcome this issue is to educate users of social media applications regarding 
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features and strategies to protect privacy and consequently increase their privacy 

competence and literacy (Bartsch & Dienlin 2016; Egelman et al. 2016). Competence in 

general is considered as knowledge, ability, and proficiency combined with motivational 

preconditions to perform behaviors or actions in a self-regulated way and adequately in a 

given context with given preconditions (Six & Gimmler, 2007). Online privacy literacy, 

as defined by Trepte and colleagues (2015), is a combination of two different kinds of 

knowledge: declarative (i.e. knowing measures and settings for protection) and 

procedural knowledge (i.e. knowing how to implement these measures). Hence, privacy 

literacy comprises knowledge regarding data protection, technical aspects, protection 

strategies, legal conditions, and how to consider these aspects for privacy protection 

(Trepte et al., 2015). Park (2013) defined privacy literacy as a principle to empower 

individuals to undertake informed control of their online personas. Egelman and 

colleagues (2016) developed a Teaching Privacy Curriculum providing information for 

teachers on how to inform users about privacy issues and what to inform them about. 

Thereby, they referred to ten principles of online privacy; on the Internet: 

 (1) Everyone leaves digital footprints. 

 (2) There is no anonymity. 

 (3) Every information is utilizable. 

 (4) Every information is readable by everyone. 

 (5) Usage of personal information by other parties is not controllable. 

 (6) Search algorithms are a threat to privacy. 

 (7) Online activities are a crucial part of life. 

 (8) You never know with whom you communicate. 

 (9) No or less Internet usage is no guarantee of privacy. 

(10) Online privacy is one’s own responsibility.  

Privacy literacy is an important factor when assessing whether to share 

information or not, whom to trust, and which protective measures to use. Users who do 

not have valid privacy literacy are less able to protect their online identity, which might 

be one reason why people with high privacy literacy feel safer than do people with low 

literacy (Bartsch & Dienlin, 2016). To be more precise, Bartsch and Dienlin (2016) found 

that users who state they possess high privacy literacy also tend to protect their online 

identity more strongly through restricting the access to their profiles on an SNS. Changing 
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the privacy settings very often has been identified as one indicator of having higher levels 

of privacy literacy (Bartsch & Dienlin, 2016). However, even if users are literate and 

configurate their privacy settings, disclosed information can still leak through other parts 

of the network. 

The social desirability hypothesis assumes that people (claim to) care about their 

privacy (although they might actually be less concerned) because they perceive a social 

consensus regarding the importance of privacy protection (Trepte & Teutsch, 2016). 

Media reports and the spread of people’s opinions can strengthen this perception, 

especially because most reports stress privacy threats and invasions (in 2016, 90% of 

privacy reports in German media referred to informational privacy, whereas only 30% 

referred to physical privacy and 10% each to social and psychological privacy; see Braun 

& Trepte, 2016). Therefore, it has become a social norm to be alarmed about privacy and 

to express a similar opinion. Against this background, self-reports regarding privacy must 

be considered very carefully taking into account possible influences of perceived social 

norms. Since perceived social norms and personal attitudes have a strong influence on 

people’s (reported) planned behavior (Ajzen, 1991), this influences the way users respond 

when being asked about privacy behavior and attitudes. Social norms can be injuncitve 

(perception of what the others think one should to), descriptive (perception of what others 

actually do), or personal (internalized rules and values with regard to behavior; Cialdini, 

Reno, & Kallgren, 1990).  

Summing up, the suggested hypotheses provide possible explanations for users’ 

insecure privacy behavior. In fact, this would not support the assumption that the privacy 

paradox does not exist, but rather clarifies the reasons for the existence of the paradox. In 

the light of this work, these findings illustrate once more that supportive privacy measures 

working in real-time can be regarded as a valuable opportunity to protect users’ online 

privacy by calling for their attention even if they are striving for gratification, have little 

privacy-related knowledge, or want to be appreciated by others. Nevertheless, there are 

further frameworks and theories challenging the privacy paradox, for instance, the 

privacy calculus, which will be referred to in the next section.  



 

 

 

53 

 

5.2 Boon for Privacy or Bane to Self-Presentation? The Privacy Calculus 

According to the privacy calculus (Culnan & Armstrong, 1999; based on Laufer & 

Wolfe, 1977), people evaluate risks and benefits associated with the disclosure of private 

information about the self to others (Dienlin & Metzger, 2016; Krasnova & Veltri, 2010; 

Trepte, Reinecke, Ellison, Quiring, Yao, & Ziegele, 2017). Based on this evaluation, users 

of online SNSs decide either to disclose or not disclose information to their network (e.g., 

Dienlin & Metzger, 2016). A study on cultural differences between German and US 

American users regarding the determinants for this evaluation showed that German users 

are more afraid of privacy threats and evaluate privacy risks more seriously than do 

American users (Krasnova & Veltri, 2010). Interestingly, American users appeared to be 

concerned, too, but for them the gratifications of self-disclosure outweighed potential 

risks (Krasnova & Veltri, 2010). Benefits of information disclosure on SNSs comprise 

enjoyment, self-presentation, and maintaining relationships, whereas perceived risks 

comprise privacy concerns with regard to anticipated damages and the likelihood of the 

occurrence of a privacy threat (Krasnova & Veltri, 2010). 

The decision to disclose or not to disclose can be understood as rational assessment 

(Culnan & Armstrong, 1999). Oftentimes, the gratification of disclosing private 

information is more present for users than the perceived damages and disadvantages of 

information disclosure (as is also claimed by the gratification hypothesis; see Trepte & 

Teutsch, 2016). Benefits and gratifications of self-disclosure are usually directly 

perceivable (e.g., social feedback, recognition) whereas risks and privacy violations are 

often delayed (e.g., job loss, cyber-mobbing, exclusion from social groups). Following 

the privacy calculus, private information is considered as a tradable asset or product 

(Culnan & Armstrong, 1999). Although the privacy calculus assumption is reasonable, it 

is difficult for human beings to evaluate costs and benefits objectively owing to their 

individual subjective perceptions of their environment. Usually, people are not able to 

completely rationally assess situations (Acquisti, 2004). Even if people tend to act 

rationally in general, they can be confronted with emotional, stressful, or unexpected 

situations in which resources for rational and objective evaluation of risks and benefits 

are not available. In addition, information and situations that have to be processed can be 

incomplete or false and cognitive capacities vary between people and situations (Acquisti, 

2004; Kehr, Kowatsch, Wentzel, & Fleisch, 2015). Consequently, it can be reasonably 
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assumed, that the individual evaluation of risks and benefits of sensitive information 

disclosure takes place in aware situations but that the evaluation either does not happen 

at all or it is solely based on peripheral cues or heuristics in unaware situations. Moreover, 

Facebook and other social media platforms allow for convenient experiencing of 

gratifications so that potential concerns can be outperformed by perceived benefits of 

self-disclosure (Debatin, Lovejoy, Horn, & Hughes, 2009). However, there are also 

contradicting findings, revealing that people prefer online privacy instead of convenience 

(e.g., O’Neil, 2001). Nevertheless, a measure for interrupting unaware states, allowing 

for a more conscious evaluation of the situation, could help users of SNSs to make 

deliberated privacy decisions and to decrease the likelihood of occurrence of threats.  

Besides the fact that users differ with regard to thinking styles and need for cognition 

(i.e., influencing factors for risk–benefit evaluation), and therefore approach distinct 

processes of risk assessment (i.e. a challenge to the privacy calculus; Kehr, Kowatsch, 

Wentzel, & Fleisch, 2015), online self-disclosure does not always allow for careful 

evaluation beforehand. To be more precise, disclosures in fact can happen spontaneously, 

based on impulses or triggered by emotions, which does not allow for careful 

consideration of anticipated threats and gratifications. The impulsive characteristic of 

self-disclosure was referred to in the Chapters 4.2 and 4.3. in contrast to that, a theory 

that often is used to explain users’ privacy behavior – the theory of planned behavior – 

will be outlined by highlighting advantages of using this theory and challenges of 

considering online privacy behavior as being planned.  

5.3 Online Privacy Behavior in the Light of the Theory of Planned Behavior 

According to the theory of planned behavior (TPB; Ajzen, 1991), people’s attitudes, 

subjective norms, perceived behavioral control, and intentions are valid indicators for 

predicting and understanding planned behavior. Understanding a user’s online behavior 

can help to foresee and reduce potential privacy risks and consequently provide privacy 

support. Furthermore, the strength of a person’s intention to perform an action gives a 

reference to the likelihood that this behavior will be performed (Ajzen, 1991; Baker & 

White 2010). That is, if attitudes toward an action or an object are very specific, they can 

be understood as an indicator of actual behavior (Davidson & Jaccard, 1979), whereas 

unspecific and vague attitudes are less reliable predictors of behavior (Davidson & 
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Jaccard, 1979). Therefore, it is extremely important to ask users of SNSs very specifically 

about their privacy attitudes and corresponding intentions if one is aiming at deriving or 

predicting actual privacy behavior.  

Since anticipating or performing behaviors can also bring uncertainty, an 

individual’s perceived control over an action is another pivotal factor that influences the 

likelihood of the occurrence of a respective action (Ajzen, 1991). If an individual 

perceives that he or she is not able to handle a situation, the likelihood of performing an 

action may decrease. Thus, perceived control is an influencing situational determinant 

that must be strengthened when aiming at a behavioral change such as modifying users’ 

online privacy behavior. However, the prediction of behavior becomes less accurate when 

people’s reported behavioral control is not reliable. According to Ajzen (1991), this can 

happen if the person has too little information regarding a situation or required behavior, 

preconditions have changed, or the situation is totally new. Additionally, even though a 

situation might not be completely unfamiliar (e.g., sharing information in SNSs), the 

perceived control can be grounded on a biased perception (e.g., Baek, Kim, & Bae, 2014). 

More precisely, a person might believe to know about situational requirements (e.g., 

interaction rules on SNSs, impacts of online self-disclosure) and based on this assumption 

develop and maintain false perceptions (e.g., “I’m not endangered”). The TPB would 

predict that there can be no engagement in privacy protective behavior when users do 

perceive a lack of control or when they forget about it in impulsive situations (see 

Finneran & Zhang 2005; Kahneman 2011). Consequently, users’ behavioral intentions 

would not be sufficiently pronounced, even if they would like to protect their privacy 

(according to their attitudes). If a person has a false perception of individual privacy 

control, intentions to remain secure in terms of sharing less (sensitive) content or 

restricting the profile might fade into the background. 

Furthermore, perceived subjective norms regarding a topic, a behavior, or an object 

also shape a person’s behavior (Ajzen, 1991). Thereby, it is of great relevance whether a 

person perceives themselves to be judged by others, especially if he or she performs 

controversial behavior. In sum, people’s attitudes, perceived subjective norms, and 

perceived behavioral control affect their behavioral intention to perform an action, which 

can then be considered for making a prediction about the actual behavior (see Ajzen, 

1991; Rise, Sheeran, & Hukkelberg, 2012).    
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In conclusion, the theory of planned behavior (Ajzen, 1991) can be considered 

when investigating general privacy behavior and long-term privacy decisions, as was 

done by Dienlin and Trepte (2015). However, many privacy-related actions happen based 

on short-term decisions or on spontaneous and emotional situations. In such cases, it is 

still reasonable to consider users’ intentions, perceived control, social norms (which 

probably even differ between communication circles), and attitudes to estimate the 

direction of a privacy decision but there are different cognitive processes involved as 

well. Strikingly, these processes can significantly differ from self-reported privacy 

intentions and attitudes. This is why it is important to focus on real-time privacy behavior 

of users in natural settings as well as on spontaneous situations.  

5.4 Privacy Protection Motivation  

Originally, the protection motivation theory (PMT) was used to explain people’s 

motivation to engage in (preventative) healthy behavior (Rogers, 1975, 1983). This 

theory explains a person’s protection motivation based on three different elements of 

information processing and respective cognitive processes:  

(a) The source of information. 

(b) The cognitive mediating process. 

(c) The coping mode (Rogers, 1975; Floyd, Prentice-Dunn, & Rogers, 2000).  

 

The source of information is crucial for an evolving protection motivation. On the one 

hand, there are environmental sources including persuasive communication and 

observational learning, which accompany a proposed action. In the scope of this work, it 

will be focused on persuasive risk communication by means of system-based 

interventions (i.e. hinting messages and visual triggers indicating the current level of 

risk). In addition to that, intrapersonal sources such as personal characteristics, prior 

experiences (negative or positive), intentions, perceived norms and attitudes toward a 

protective behavior are playing a vital role (Rogers, 1975; Floyd, Prentice-Dunn, & 

Rogers, 2000). The sources of information can lead to a threat evaluation of respective 

risks (evaluation of maladaptive responses) or to coping evaluation mechanisms 

(evaluation of adaptive responses) of that risk. Within the present thesis, the personal 

characteristics of users and the relations between these traits and users’ privacy protective 
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behavior after having communicated current privacy risks are examined (see Studies 3 & 

4). The risk evaluation then results in the actual protection motivation, which can be 

maladaptive or adaptive coping. For adaptive coping, the person’s self-efficacy and 

response efficacy are of high relevance. The process of evaluating communicated threats 

starts with the mal-adaptive coping process, which comprises of assessing anticipated 

rewards, as well as severity and vulnerability of consequences of unprotected behavior 

(Rogers, 1975). Depending on the outcome of this coping process (and the outcome of 

the coping appraisal process), the motivation to engage in protective behaviors will be 

affected positively or negatively. While the threat appraisal process is decisive for the 

perceived severity of a threat and the perceived need to counteract this threat, the coping-

appraisal is important for the individual perceived ability and capacity of dealing with the 

threat (perceived control; see Ajzen, 1991). In sum, the protection motivation theory 

(Rogers, 1975) is a good approach for analyzing persuasive risk communication, focusing 

on the cognitive evaluation processes that induce protection motivation and behavioral 

changes.  

Since the protection motivation theory (Rogers, 1975) is considered in this work to 

learn about privacy protection motivation and to derive how privacy risks should be 

communicated to users of SNSs in order to increase protection motivation, the ethical 

boundaries and users’ reactions to fear-arousing risk communication (e.g., reactance; see 

also Ketelaar & van Balen, 2018) need to be addressed as well. In fact, some scholars 

already investigated privacy and security behavior against the background of the 

protection motivation theory (e.g., Chen, Beaudoin, & Hong, 2016; Lee, LaRose, & 

Rifon, 2008; O’Connell & Kirwan, 2014; Woon, Tan, & Low, 2005). 

According to Rogers (1975, 1983), fear-arousing risk communication has an 

impact on protection motivation. More drastically, he claims that the level of fear that is 

evoked by a risk-communicating external source shows a linear relation to the likelihood 

that the adaptive response follows as protective behavior (Rogers, 1975). Also, current 

studies offer insights into the role of concerns and perceived risks for privacy protection 

behaviors. For example, Dienlin and Metzger (2016) showed that privacy concerns are 

related to protective behaviors of users of SNSs. Protective behaviors can, for instance, 

be self-withdrawal or self-censorship on Facebook. Thus, communicating privacy risks 
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(addressing privacy concerns) should be considered as a supportive approach for 

increasing privacy protection motivation and subsequent privacy behavior.  

Following PMT, subjective appraisals are more relevant for engagement in 

(privacy) protection behavior than are objective threats (Rogers, 1983; Dienlin & 

Metzger, 2016), indicating that the perceived severity of a risk is pivotal for protective 

behavior. Since perceived privacy risks and their severity can influence the extent of 

users’ privacy concerns (Xu et al., 2013), which in turn influence users’ privacy behavior 

(Dienlin & Trepte, 2015), risk communication is pivotal for inducing privacy-related 

behavioral changes. Privacy risks in general have been defined as “the expectation of 

losses associated with the release of personal information” (Xu, Luo, Carroll, & Rosson, 

2011, p. 46, in Dienlin & Metzger, 2016). This basic definition is helpful for discussing 

online privacy behavior although privacy risks and their severity are subjective concepts 

and need to be defined for every individual separately. Perceived privacy risks are related 

to users’ privacy concerns (see Chapter 5.3.3). Hong and Thong (2013) define privacy 

concerns as the extent of being worried about misuse of personal data by Internet 

providers. However, in the present work, privacy concerns do not cover solely concerns 

regarding website providers misusing personal information that might affect users’ 

informational (Burgoon, 1982), or vertical privacy (Bartsch & Dienlin, 2016), and 

privacy of personal data and personal communication (Clarke, 2006), related to peripheral 

layers of self-disclosure (Altman & Taylor, 1973), but also those concerns resulting from 

sensitive self-disclosure regarding the inner layers (Altman & Taylor, 1973) such as 

mobbing, exclusion from groups, or receiving negative feedback, affecting psychological 

and partly social privacy (Burgoon, 1982) as well as the privacy of personal behavior as 

it was termed by Clarke (2006). 

5.5 Increasing Users’ Protection Motivation 

Following Ryan and Deci (2000), human motivation covers an individual’s activation 

and behavioral intention, depending on contextual cues and personal characteristics, 

experiences, and the source of motivation. People can be motivated internally or 

externally (or amotivated, Ryan & Deci, 2000), which later on has an influence on 

behavioral outcomes and well-being, especially with regard to long-term behavioral 

changes. Intrinsic motivation is defined as “the inherent tendency to seek out novelty and 
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challenges, to extend and exercise one’s capacities, to explore, and to learn” (Ryan & 

Deci, 2000, p. 70). Users of social media can also be externally motivated to either 

disclose (e.g., by SNS providers) or withhold information (e.g., from data protectionists) 

by employing gamification (Deterding, 2011; Fogg, 2009). Typically, behavioral changes 

are more stable when they are based on intrinsic motivation because people who are 

intrinsically motivated are more likely to be excited and confident about respective 

behavior (Ryan & Deci, 2000) than are people who are motivated solely based on external 

cues. This indicates that an anticipated behavioral change regarding the privacy behavior 

of users might require additional supporting elements for increasing users’ perceived 

control and self-confidence. 

Cognitive evaluation theory deals with human intrinsic motivation referring to 

different social cues, environmental factors, and human needs for competence and 

autonomy (Ryan & Deci, 2000). This theory is a part of self-determination theory (SDT) 

by Ryan and Deci, proposing that feedback that supports users’ feelings of competence 

and autonomy can increase their intrinsic motivation to engage in a particular behavior 

(Deci & Ryan, 2000). Furthermore, Deci and Ryan (2000, p. 70) state that “optimal 

challenges, effectance-promoting feedback, and freedom from demeaning evaluations 

were all found to facilitate intrinsic motivation.”  

If privacy-supporting measures were to be designed alongside these requirements, 

the likelihood that this privacy feedback would induce a behavioral change would 

probably increase. Therefore, risks should be communicated in a clear, supportive, 

persuasive, and target-oriented way. Most importantly, the users’ need for autonomy and 

their self-confidence have to be maintained so that they attribute positive feedback not 

only to an external supportive tool but also to themselves (see also locus of causality; 

Deci & Ryan, 2000). More precisely, privacy risk communication in terms of feedback 

for inducing behavioral changes should not solely consist of threats, pressure, or unrelated 

rewards, but instead consider the users themselves and strengthen their autonomy. 

Against this background, it seems promising to infer the most likely privacy risks for 

users of SNSs and provide them with risk-related information in order to help them 

maintain their online privacy. The impact of communicating privacy-risk-related 

information to users is empirically tested in this dissertation. 
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However, the extent to which a risk-communicating support measure can help 

users to increase their privacy behavior also depends on the person him/herself. It can be 

assumed that users with specific characteristics (e.g., those with a high need for privacy 

and a low need for popularity) perceive privacy protection to be important and might be 

more sensitive toward privacy support measures than who evaluate self-presentation as 

being more valuable than privacy protection (e.g., those with a lower need for privacy 

and higher need for popularity). Therefore, Chapter 6 will outline relevant personal 

manifestations and traits of people that were repeatedly shown to be related to online 

disclosure behavior as well as to privacy protection intention.  

6 The Impact of Personal Characteristics on Online Privacy 

Behavior 

In the following, the influence of people’s personal traits and further intrapersonal 

factors on their privacy behavior is addressed. The focus lies on those characteristics, 

which already have been revealed to be related to general privacy behavior or to decision-

making processes. 

6.1 The Impact of Users’ Personality on Online Privacy Behavior 

 This work argues that persuasive strategies can enhance the effectiveness of 

system-based privacy support interventions such as warning messages, prompts or other 

visual cues (see Chapter 8.6.1). Since the early investigations of persuasion (e.g., 

Hovland, Janis, & Kelley, 1953; Petty & Cacioppo, 1986), this method has been discussed 

in many disciplines with regard to various advantages, disadvantages, and concerning the 

factors influencing the impact of persuasion (e.g., people’s personality traits). As early as 

1992, Haugtvedt and Petty stated that the processes of persuasion depend not only on the 

characteristics of a persuasive message itself but also on people’s personality traits. 

Moreover, people’s individual characteristics also influence their disclosure behavior as 

well as privacy protection intentions on SNSs (e.g., Ahn, Kwolek, & Bowman, 2015; 

Christofides, Muise, & Desmarais, 2009; Hofstra, Corten, & van Tubergen, 2016; Utz & 

Krämer, 2009; Utz, Tanis, & Vermeulen, 2012). In line with this, the current work argues 
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that users’ personal traits and characteristics can influence the impact of persuasive 

privacy support interventions.  

Users who disclose much personal information tend to have many online friends and use 

sparse protective settings (Heirman et al., 2016). In a longitudinal study, Trepte, Dienlin, 

and Reinecke (2014) investigated users’ privacy risk assessment, as well as informational, 

social, and psychological privacy behaviors based on prior negative experiences. It was 

revealed that people who had already negative experiences assessed their personal 

privacy risk to be higher than those who did not (Trepte, Dienlin, & Reinecke, 2014). 

People who assessed their individual privacy risk as being high engaged in more intense 

protection behavior regarding informational data than did users who perceived 

themselves to have low privacy risks, but strikingly not regarding their social and 

psychological privacy (Trepte, Dienlin, & Reinecke, 2014). Basically, personal 

experiences are an important factor for developing or modifying attitudes toward objects, 

persons, or behaviors, which in turn have an impact on actual behaviors (Tormala, Petty, 

& Brinol, 2002). Especially, if experiences are associated to negative emotions they can 

be highly influential (see Rogers, 1975). Therefore, it would be reasonable if negative 

experiences of privacy violations would trigger comprehensive privacy protection. 

However, on the basis of the results of their study, Trepte, Dienlin, and Reinecke (2014) 

concluded that users might perceive the protection of their informational privacy (e.g., 

through providing fewer identifying data) as being sufficient for avoiding negative 

experiences in the future. This could, among others, be based on the privacy-related media 

coverage that mostly concentrates on threats with regard to informational privacy (see 

Braun & Trepte, 2016), and the resulting perceptions of (injunctive) social norms 

regarding data protection (see also TPB; Ajzen, 1991). The impact of perceived social 

norms on users’ online behavior becomes even more relevant when considering that 

perceived prevalent norms differ with regard to current communication circles and are 

influenced by an immense number of different people who are participating in various 

discussions concerning heterogeneous topics. According to Trepte, Dienlin, and Reinecke 

(2014), users might perceive a satisfying and sufficient increase of privacy through 

limiting the access to identifying data such as full name or birthdate. Through solely 

limiting the access to data relating to informational privacy, but still providing 

information related to the dimensions of social and psychological privacy, users are still 



 

 

 

62 

 

able to gather gratifications (Trepte, Dienlin, & Reinecke, 2014) on the one hand, but 

enjoy a feeling of safety on the other hand. As already outlined in Chapter 5.3, users’ 

behavioral attitudes, intentions, and perceived social norms are useful indicators for 

explaining long-term privacy behavior (when examined according to the TPB; e.g., 

Dienlin & Trepte, 2015). Although, this work primarily focuses on situational effects of 

privacy support measures, it seems advantageous to examine users’ privacy norms, 

attitudes, intentions, and manifestations of personality in order to learn about their general 

privacy behavior (e.g., Study 1 and Study 2), potential influences of intentions and 

prevalent norms on the impact on situational privacy support, as well as moderating roles 

of personality concerning privacy support measures and subsequent behavior (see Study 

2 and 3). Therefore, influencing manifestations of personality will be referred to in the 

following section (relevant for both, long- and short-term behavior). Moreover, this work 

argues that it can be beneficial to consider personal characteristics of users for elicitation 

of requirements toward technical privacy protection measures (see Study 1). Referring to 

the characteristics of potential users of systems-to-be is also a common procedure for 

developing software for particular user groups (e.g., An, Kwak, & Jansen 2017; Meis & 

Heisel, 2017). The following sections summarize the most important influencing personal 

factors of privacy behavior for this work.   

6.2 Individual Characteristics as Influencing Factors for Privacy Behavior 

Given that users of SNSs upload content, write comments, or click the share and 

like buttons, they leave their personal footprints on the Internet, expressing parts of their 

(managed) personality (Fullwood, Nicholls & Makichi, 2015; Vitak, 2015). Furthermore, 

personality characteristics can influence users’ behavior and, therefore, their online 

(privacy) behavior might be influenced by these characteristics as well (Chen, Widjaja, 

& Yen, 2015). Kehr, Kowatsch, Wentzel, and Fleisch (2015) concluded in their study 

regarding the evaluation of risks and benefits of online self-disclosure grounded in 

individual thinking styles (i.e. high vs. low need for cognition), that besides personality 

factors being indicators of privacy-related perceptions, cognitive evaluations of privacy-

related information differ based on individual traits and processing styles. Moreover, in a 

study with 354 Asian Facebook users by Chen, Widjaja, and Yen (2015), users’ openness 
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to new experiences was found to be a negative moderator in the relation between their 

need for popularity and self-disclosure.  

In line with this, an increasing number of scholars suggest considering individual 

characteristics of users for developing recommender systems or privacy support measures 

taking inter-individual differences of users into account (e.g., Kehr, Kowatsch, Wentzel, 

& Fleisch, 2015). Aside from sociodemographic variables like users’ gender, this 

dissertation considers users’ need for privacy and popularity, their expression of 

narcissism and individual impression management motivations, as well as their need for 

cognition as influencing variables shaping their privacy behavior. All these variables will 

be referred to in the following sections.  

6.2.1 Need for Privacy 

Basically, every person has a need for privacy (see Chapter 2.1; DewCew, 1997; 

Halmos, 1953; Westin, 1967). However, this need for privacy can differ with regard to 

contextual cues and among individuals. Following Westin (1967) and Altman (1975), 

Margulis (2011, p. 15) describes the need for privacy as the “continuing dynamic of 

changing internal and external conditions, to which we respond by regulating privacy in 

order to achieve a desired level of privacy”. The strength of this need might differ between 

individuals depending on personal characteristics and situational privacy states (see 

Dienlin, 2014). The need for privacy can be divided into informational, interactional, and 

physical need for privacy (Trepte & Masur, 2017). When investigating the need for 

privacy, Buss (2001) considers people’s self-disclosure as well as their need for 

concealment and personal space. In a quantitative study with 550 participants, Blanchio, 

Przepiorka, Boruch, and Balakier (2016) investigated users’ need for privacy in relation 

to Facebook usage. They found that the need for privacy was a negative predictor of users’ 

Facebook usage (whereas loneliness and self-promoting motives were found to be 

positive predictors). In that study, the need for privacy was measured by means of a 

privacy questionnaire by Jêdruszczak (2005) including items such as “sometimes I need 

to get away from others and be alone” (Blanchio, Przepiorka, Boruch & Balakier, 2016, 

p. 29). Since the need for privacy is an important influencing variable for privacy 

concerns (Yao, Rice, & Wallis, 2007) that can indirectly influence users’ privacy 

behaviors (Dienlin & Trepte, 2015, Dienlin & Metzger, 2016), this variable plays an 
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important role when investigating users’ privacy behavior in general and after receiving 

a persuasive privacy prompt in particular. It might be reasonable to assume that users 

with a high need for privacy follow a privacy recommendation more strictly than do 

people with a low need for privacy. So far, this relation has not been investigated 

experimentally with regard to the impact of real-time privacy support measures, which is 

why this dissertation aims at examining the influencing role of users’ need for privacy 

concerning such measures (see Study 2 and 3). According to the privacy process model, 

individuals engage in privacy regulation if they perceive a privacy state that is not in 

accordance with the desired level of privacy (Dienlin, 2014; see Study 4). Similarly, an 

individual’s need or desire for protection might depend on his or her perception of current 

privacy protection. Those individuals who feel sufficiently protected in privacy-relevant 

situations will probably have a weaker wish for more protection (e.g., through a 

supportive tool) compared with persons who perceive a lack of privacy protection that 

results in perceived insecurity. In an online study, Morton (2013) revealed users’ desire 

for privacy to be related to their informational privacy concerns (Morton, 2013). Dienlin 

(2017) found that shy persons and those who tend to avoid risks tend to desire more 

privacy from other people, whereas they do not tend to wish for anonymity from the 

government. This indicates that the general risk tendencies of individuals also influence 

their desire for privacy, which in turn might have an influence on their intention to 

disclose personal information on the Internet or their willingness to use protective privacy 

support tools. It is conceivable that users with a high need for privacy are more prone to 

privacy interventions than users are with a low a need for privacy. Therefore, participants’ 

desire for privacy will be examined in the present work, as well.  

6.2.2 Need for Popularity 

Users’ need for popularity contradicts their need for privacy but it is related to 

online privacy behavior as well. This need is defined as the motivation to behave in a way 

so as to appear popular and liked (Santor, Messervey, & Kusumakar, 2000) implying that 

users need to provide information in order to get recognized by others. In line with this, 

users’ online self-disclosure is, among others, driven by their individual need for 

popularity (Christofides, Muise, & Desmarais, 2009; Hofstra, Corten, & van Tubergen, 

2016; Utz, Tanis, & Vermeulen, 2012). Since people with a high need for popularity want 
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to be visible in order to get positive feedback, recognition, and respect (Utz, Tanis, & 

Vermeulen, 2012), they might be less prone to withdrawing information after receiving a 

persuasive privacy prompt. However, there are also contradicting findings indicating that 

the need for popularity is not a significant predictor of presenting oneself in status updates 

on Facebook (Winter et al., 2014). Moreover, Chen, Widjaja, and Yen (2015) found 

evidence of openness to new experiences being a negative moderator in the relation 

between need for popularity and self-disclosure on Facebook. In that study, self-

disclosure was measured with items by Krasnova, Spiekermann, Koroleva, and 

Hildebrand (2010) referring to self-disclosure habits (e.g., “When I have something to 

say I like to share it on the online social network”). Based on heterogeneous findings 

regarding the predictive role of the need for popularity in online self-disclosure behavior 

and the potential impact of users’ need for popularity on the effectiveness of privacy 

support measures, the current work examines the moderating role of this manifestation of 

personality between privacy support measures and actual privacy behavior (see Study 2 

and Study 3). 

6.2.3 Impression Management 

Chester and Bretherton (2007, p. 223) define impression management as “the 

process of controlling the impressions that other people form”. It is a person’s endeavor 

to create and maintain a specific impression of him- or herself in order to be perceived by 

others in the way the person wants to be seen (see Goffman, 1959; Leary & Kowalski, 

1990). According to Goffman (1959), people behave in their everyday lives like actors in 

a theater, because they want to build and maintain a specific facade or impression 

(Goffman, 1959). People who engage in impression-managing activities want to present 

themselves as someone they would like to be or to be perceived by others (Goffman, 

1959; see also Utz & Krämer, 2009). Self-presentation is an important factor for 

impression management since it is a controllable act of highlighting and hiding individual 

characteristics to form the desired impression of oneself (Leary & Kowalsky, 1990). This 

highlighting and suppressing of particular characteristics depends on environmental and 

situational factors (Goffman, 1959). For instance, the impression a person wants to create 

for colleagues at work might differ from the one that is created for peers. People who 

ascribe a high value to the opinion of others regarding the self tend to engage more 
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intensely in impression-managing activities than do individuals who are not concerned 

about other people’s opinions (Leary & Allen, 2011). Consequently, the motivation of a 

person to engage in impression management affects his or her daily life (Chester & 

Bretherton, 2007), which is also true for their social life online (e.g., on SNSs). Since 

users have time to think about the desired impression being presented via their individual 

profile, and since they can use several technical options to strengthen the created 

impression (e.g., through uploading or editing pictures), impression management can be 

carried out perfectly on SNSs. Furthermore, the impression can be carefully adapted to 

particular communication circles and perceived audiences (although perceived audiences 

often differ from the real ones, i.e. invisible audiences; e.g., Vitak, 2012) and self-

presentation itself can occur in an asynchronous (i.e. artifacts) or synchronous (i.e. 

performances) way (see Hogan, 2010). There has been a wealth of research concerning 

users’ impression management motivation and its impact on social media usage, profile 

preparation and disclosing or “untagging” behavior (e.g., Birnholtz, Burke, & Steele, 

2017; Krämer & Haferkamp, 2011; Lankton, McKnight, & Tripp, 2017; Vitak, 2015). In 

addition, scholars increasingly consider impression management motivations in the light 

of online privacy threats. For instance, users with strong impression management 

motivation and strong narcissism manifestation tend to engage less intensely in the 

adaptation of privacy measures than do users with low manifestations of these 

characteristics (Krämer & Haferkamp 2011; Panek, Nardis, & Konrath 2013; Utz & 

Krämer 2009). Narcissism will be referred to in more detail in the following subsection. 

Furthermore, people who strongly engage in impression management through their online 

profiles tend to have less restricted online profiles than those engaging less in impression 

management (Utz & Krämer, 2009). Given that without disclosing information about 

oneself, it is hardly possible to create and maintain a positive impression, users’ self-

disclosure and impression management motivations relate to and often involve each other 

(Krämer & Haferkamp, 2011; Utz, 2015). However, impression management and self-

disclosure are not the same but rather distinct concepts that are nevertheless based on 

similar motivations and drivers (Krämer & Haferkamp, 2011). In sum, impression-

managing activities are highly relevant in investigating online behavior, especially if it is 

aimed at examining the impact of protective measures and potential influences of the 

manifestation of impression management (see Study 2).  
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6.2.4 Narcissism 

Since early investigations on narcissism, this trait has been referred to as extreme 

self-love (Freud, 1946). Narcissism has been associated with low empathy and sensitivity 

for other people as well as with high expressions of authority (regarding the self as 

authority), self-sufficiency, exaggerated opinion of oneself, exhibitionism, disposition to 

exploiting other people, vanity, and demanding appreciation (see NPI, Raskin & Terry, 

1988). According to Morf and Rhodewalt (2001), narcissistic people tend to be egocentric 

and to have a less stable emotional system in comparison with non-narcissistic people. 

Furthermore, individuals with a strong expression of narcissism tend to engage more in 

self-deception, have higher expectations regarding the self, and experience more 

congruence between the real and the desired self than do people with weak manifestation 

of narcissism (Bierhoff & Herner, 2006). Narcissistic people also tend to experience 

somewhat unstable feelings of self-esteem compared to non-narcissistic persons (Bierhoff 

& Herner, 2006). More recently and with regard to the usage patterns on SNSs, narcissism 

has been revealed to be related to the desire of having a great social network and to present 

the self in a positive light (Bergman, Fearrington, Davenport, & Bergman, 2011), 

implicating a higher level of overall social media usage (see also Buffardi & Campell, 

2008). Buffardi and Campell (2008) also found narcissistic users of SNSs to provide more 

content that is self-promoting. Additionally, narcissistic persons are less socially anxious 

with regard to the fear of being shamed (see also Wink, 1991). Narcissistic persons also 

upload more content and pictures of themselves to SNSs (Ong et al., 2011 Attrill, 2015), 

driven, for instance, by the need for self-promotion (Mehdizadeh, 2010).  In line with 

this, high levels of activity in online social networks can be predicted by users’ narcissism 

as narcissistic users tend to produce much self-promoting content such as presenting 

oneself in status updates (Buffardi & Campbell, 2008; Winter et al., 2014). 

The results reported so far considered narcissism as a holistic concept in itself but, 

in fact, narcissism can be partitioned into vulnerable and grandiose narcissism (Ahn, 

Kwolek, & Bowman, 2015; Miller et al., 2011; Miller, Gentile, Wilson, & Campbell, 

2013; Paramboukis, Skues, & Wise, 2016; Pincus, Cain, & Wright, 2014; Wink, 1991). 

With regard to online privacy, users’ expression of vulnerable narcissism has a significant 

positive effect on their behavioral intention to control privacy on the Internet (Ahn, 

Kwolek, & Bowman, 2015). This influence of vulnerable narcissism on privacy 
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protection behavior might be explainable by the fact that vulnerable narcissistic persons 

act driven by fear and suspicion, being extremely sensitive and fragile (Wink, 1991). 

Thus, vulnerable narcissistic people might also be more afraid of privacy harms that could 

possibly have negative consequences for their image. By contrast, grandiose narcissistic 

persons tend to be dominant, extroverted, and self-assured (Wink, 1991). In their study 

regarding the intention to engage in privacy protection, Ahn, Kwolek, and Bowman 

(2015) did not find grandiose narcissism to predict the behavioral intention of users. The 

authors conclude that providers of SNSs should be aware of users’ personal traits having 

an effect on their SNS usage. More precisely, it is suggested to use this knowledge for 

adapting the networking site itself or privacy policies in particular to the individual traits 

of users, for instance, by providing more comprehensive explanations concerning privacy 

policies to vulnerable narcissistic persons, or making self-protective functions available 

for users (Ahn, Kwolek, & Bowman, 2015). Further, vulnerable narcissism has been 

revealed to relate to specific posting behavior on the Internet (e.g., Barry, Daucette, Lofin, 

Rivera-Hudson, & Herrington, 2017). In line with Barry and colleagues (2017), this work 

argues that users’ expression of narcissism plays an important role for online behavior 

because social media offers plenty of opportunities for beneficial self-presentation (i.e. 

one aim of narcissistic persons), and therefore, it might also influence the willingness to 

engage in privacy protection (e.g., in terms of restricting the profile or limiting self-

disclosure). Moreover, Barry and colleagues (2017) found Instagram users’ vulnerable 

narcissism to be related to posting selfies, aiming at presenting the self advantageously in 

a (perceived) controllable social media environment. Self-evidently, from the perspective 

of the users, no social media platform can be considered as a completely controllable 

environment. Given that users’ expression of narcissism is related to the time a user takes 

to edit selfies before sharing (Fox & Rooney, 2015), it can also be assumed that other 

online actions (e.g., the decision to self-disclose or withdraw content) of narcissistic 

persons are carefully planned as well. On the one hand, (vulnerable) narcissistic persons 

tend to share positive images and information about themselves (Barry et al., 2017). On 

the other hand, this might indicate a tendency to cautious online behavior in terms of not 

disclosing sensitive content and thereby risking a negative impression, but rather 

carefully and thoughtfully deciding how to present the self.  
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In sum, it is important to distinguish between the two expressions of narcissism 

when investigating privacy protection behavior of (narcissistic) persons. In line with 

reported findings, this dissertation also argues that vulnerable narcissism, in contrast to 

grandiose narcissism, is positively related to privacy behavior and that the effect of 

privacy support measures on users’ disclosure behavior might depend on users’ 

manifestation of narcissism as well (see Study 2 and Study 3). 

6.2.5 Need for Cognition 

Need for cognition is defined as “the tendency for an individual to engage in and 

enjoy thinking” (Cacioppo & Petty, 1982, p. 116), which is a relevant factor affecting 

people’s decision-making (Cacioppo & Petty, 1982; Haugtvedt & Petty, 1992). A 

person’s need for cognition describes his or her desire to engage in problem-solving and 

elaborated thinking (Cacioppo & Petty, 1982). Along with the desire to cognitively exert 

themselves, persons with a high need for cognition find immense joy in solving problems 

and finding a solution (Carenini, 2001). They also elaborate available options and choices 

more carefully and take more alternative solutions into account instead of being satisfied 

with the simplest one (Levin, Huneke, & Jasper, 2000). In doing so, people with a high 

need for cognition are very straightforward, rational, and motivated (Curseu, 2006; 

Epstein, 1996). As Haugtvedt and Petty (1992) stated, people’s need for cognition has an 

influence on their tendency to actively process information of persuasive communication. 

With regard to social media usage, it has been revealed that the expression of users’ need 

for cognition positively correlates with their tendency to seek for information online (Das, 

Echambadi, McCardle, & Luckett, 2003). Further, the need for cognition of social media 

users can impact their information-seeking behavior and their formation of attitudes 

online (Carenini, 2001). Since people with a high need for cognition perceive their 

environment differently compared with those with a low need for cognition, the 

perception of websites and social media offers by people who like to think in an 

elaborated way might differ from the perception of other people (see Attrill, 2015). In 

line with this, people high in rational thinking might perceive privacy support measures 

(e.g., warning messages) differently than people low in rational thinking might. With 

regard to online privacy behavior, it has recently been revealed that users with a high need 

for cognition elaborated the risks and benefits of online self-disclosure carefully and 
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reflected, whereas users with a low need for cognition tend to discount rational evaluation 

of possible privacy threats and instead rely on subjective feelings regarding the intention 

to self-disclose on SNSs (Kehr, Kowatsch, Wentzel, & Fleisch, 2015). In addition, 

individuals lower in need for cognition tend to rely on the experimental system of 

decision-making (based on heuristics and emotions), while a high need for cognition is 

an indicator of considering the rational system of decision-making (based on deliberation; 

Epstein, 1996; Kehr, Kowatsch, Wentzel, & Fleisch, 2015). Moreover, users’ need for 

cognition might be related to a more careful anticipation and weighing of potential 

privacy risks and benefits of self-disclosure and consequently influencing the privacy 

calculus. Kehr, Kowatsch, Wentzel, and Fleisch (2015), for instance, found that people’s 

need for cognition was positively related to the perception of privacy risks of self-

disclosure. In line with Kehr, Kowatsch, Wentzel, and Fleisch (2015), this work assumes 

that users with a higher need for cognition might differ from users with a lower need for 

cognition with regard to online privacy decisions associated with privacy risks. This 

assumption challenges the privacy calculus (Culnan & Armstrong, 1999), which 

originally assumed that people rationally weigh risks and benefits of upcoming decisions 

without taking individual needs and capacities for rational decision-making into account. 

It needs to be noted, that the extent to which rational and cognitive elaboration is needed 

for making a certain decision depends on the content and the impact of the decision itself. 

In their study with 177 users from the United States, Kehr, Kowatsch, Wentzel, and 

Fleisch (2015) revealed that participants’ need for cognition was positively related to 

perceived risks but not significantly related to perceived benefits (both, risks and benefits 

were operationalized according to the privacy calculus). Nevertheless, the authors found 

perceived risks and benefits to be mediators in the relationship between need for cognition 

and the intention to disclose on an SNS. In sum, it is reasonable to assume that the extent 

to which users enjoy thinking might also affect their risk assessment of online disclosure 

behavior, which is the reason for need for cognition being considered in the present work. 

6.2.6 Self-Control 

Following the the theory of planned behavior, perceived control over an action is 

an element shaping human behavior in the sense that if an individual perceives control, 

he or she will more likely perform the action than if the person would not perceive having 
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control (Ajzen, 1991). Self-control helps people to regulate behaviors and emotions in 

everyday life (Beaver, Barnes, & Boutwell, 2014) and to resist and avoid impulses or 

temptations (Ent, Baumeister, & Tice, 2015). Transferred to online privacy, users with 

high self-control might be more inclined toward resisting the temptation of gathering 

social support or gratification through disclosing sensitive information along with more 

thoughtful privacy regulation. Furthermore, high self-control is related to individual well-

being and to the low likelihood of consuming substances in an abusive manner (Tangney, 

Baumeister, & Boone, 2004). In line with this, it can be assumed that people with a strong 

expression of self-control are also less prone to abusively or thoughtlessly using social 

media, conceivably indicating a more controlled and aware online privacy behavior. 

Chen, Beaudoin, and Hong (2017) found that characteristics related to weak self-control 

were positively related to being a victim of Internet scams. Further, perceived control 

over information can decrease perceived risks concerning individual privacy threats 

(Olivero & Lunt, 2004). Moreover, a qualitative study in the realm of e-commerce 

revealed that a low extent of privacy concern is related to a strong perceived control 

(Olivero & Lunt, 2004). Therefore, users with pronounced self-control might not need 

privacy interventions for enhancing their online privacy, conceivably indicating that users 

with high self-control are less prone to privacy interventions. Nevertheless, self-control 

and perceived control over personal data on the Internet are different constructs. Both 

seem to be very relevant for privacy behavior and privacy protection intentions on SNSs. 

However, they need to be considered distinctively, which is why this work distinguishes 

between self-control as a trait and perceived privacy control as an additional variable (see 

Study 4). 

6.3 Further User-Specific Factors 

Besides users’ stable personality traits, there are further variables such as 

sociodemographic variables, perceived social norms, and privacy concerns influencing 

online behavior. In the following sections, the relevant variables for this work will be 

outlined, emphasizing the relation to privacy and privacy protection behavior. 
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6.3.1 Differences in Privacy Behavior depending on Users’ Sex 

Male and female users differ with regard to certain behaviors on social media. For 

instance, the distribution of male and female Facebook users in January 2018 worldwide 

shows that between 18 and 34 years, there are more male (18–24 years: 16%, 25–34 

years:16%) than female users (18–24 years: 12%, 25–34 years: 12%; Facebook, statista, 

20185,6). By contrast, there were 52% female and 48% male Facebook users in the United 

States5. In Germany, there were 3.3 million female and 3.8 million male Facebook users 

aged 18–24 years in January 2017. Furthermore, there were 4.5 million female and 5 

million male users aged between 25 and 34 years, whereas at the ages of 35 to 44 years 

there were 3 million female and 3.2 million male users5,6.   

However, the disparity between female and male Instagram users is smaller than 

the disparity between female and male Facebook users. Worldwide, there were 15% 

female and 16% male Instagram users aged between 18 and 24 years. At the age of 25–

34 years, there was exactly the same amount of male and female users (each 15%)5.  

With regard to online privacy, research revealed that male and female users of 

online applications differ in their privacy and self-disclosure behavior as well as regarding 

their privacy concerns (e.g., Hoy & Milne, 2010; Special & Li-Barber, 2012, Sun, Wang, 

Shen, & Zhang, 2015; Youn & Hall, 2008). That is, women have stronger privacy 

concerns than men do (Bujała, 2011; Hoy & Milne, 2010), women tend to disclose less 

contact information and use more privacy settings than men do (Special & Li-Barber, 

2012), and also tend to engage more in privacy behavior compared with men (Saeri, 

Ogilvie, Macchia, Smith, & Louis, 2014). Furthermore, women are more influenced by 

perceived risks regarding their intention to disclose online than men are (Sun, Wang, 

Shen, & Zhang, 2015). In 2011, Bujała investigated gender differences in the habits and 

intensity of Internet usage of users in Poland. Among others, she found that female users 

spent less time online (on average nine hours per week), were more skeptical regarding 

online services or relationships, and along with these aspects, had less online experiences 

compared with male users. By contrast, male users used the Internet more often and more 

intensely (on average 12 hours per week), mainly for entertainment reasons (e.g., 

exposure to music, films, humorous content). A survey with 254 college students in 

                                                 
5 See https://wearesocial.com/de/blog/2018/01/global-digital-report-2018 (last access: 4th November, 2018) 
6 See https://de.newsroom.fb.com/company-info/ (last access: 4th November, 2018) 

https://wearesocial.com/de/blog/2018/01/global-digital-report-2018
https://de.newsroom.fb.com/company-info/
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Taiwan revealed differences between males and females regarding the usage of 

Facebook’s privacy settings in terms of women being more concerned regarding self-

disclosing activities than men were and in line with this chose stricter privacy settings 

than men did (Kuo & Tang, 2015). More precisely, male and female users differed with 

regard to all categories of privacy settings, namely, basic, personal, and contact settings, 

showing women to be more conservative with their privacy. Furthermore, Saeri, Ogilvie, 

Macchia, Smith, and Louis (2014) found that female users engaged more in privacy 

behavior than male users did. Therefore, it might be reasonable to suggest that male and 

female participants are influenced differently by privacy support measures and show 

different privacy behaviors. In contrast to this assumption, Witte and Allen (2000) 

concluded in a meta-analysis regarding fear appeals in health communication under 

consideration of users’ personality and characteristics that neither users’ personality (with 

some exceptions) nor their gender seems to have a significant influence on the 

perception/impact of risk communication. Since the privacy support measures that are 

considered here are tools for communicating risks, it was controlled for sex in the 

analyses of this dissertation. 

6.3.2 The Impact of Privacy Norms 

Research on social processes and humans’ perceptions of the social environment 

revealed that prevalent social norms can seduce people to behave in a way that they think 

society or their peers believe to be appropriate (e.g., Asch, 1951; Park & Smith, 2007). 

In general, people tend to follow and stick to perceived social norms in order to feel 

socially accepted, gain social approval, and fulfill their need for assessing the self 

positively (e.g., Cialdini & Goldstein, 2004). Fear of isolation or of being excluded from 

social groups makes people adhere to group rules and prevalent norms and values within 

a group (Miller & Prentice, 1966). With regard to SNSs, it has been revealed that 

perceived social norms referring to appropriate privacy behavior positively influence the 

usage of restrictive privacy settings (Utz & Krämer, 2009). Given that perceived norms 

are an important factor shaping people’s (privacy) behavior, and that young adults and 

adolescents (i.e. typical social media users) are oftentimes affected by peer pressure, Utz 

and Krämer (2009) suggested that privacy protective recommendations might be 

especially influential if they are transmitted by a peer member instead of an authority, 
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and that awareness of privacy behavior might increase when peers behave securely as 

well. However, in contrast to social norms in offline contexts, the online context is more 

ambiguous, and prevalent norms might be more heterogeneous than in physical 

environments (Steijn, 2016). Despite this ambiguity of online contexts making it more 

difficult to adhere to norms, Steijn (2016) argues that perceived privacy norms might be 

the most relevant factor persuading users to engage in privacy protection. Furthermore, 

Steijn (2016) argues that neglecting social norms in privacy research might be one reason 

for not finding relations between privacy concerns and privacy behavior (i.e. the privacy 

paradox, see Chapter 5.1).  

Addressing the reported findings, this work considers perceived privacy norms as 

a potential factor shaping users’ privacy behavior in terms of responding to system-based 

persuasive privacy support. Since there are different dimensions of privacy norms, 

namely, peer (involving perceptions regarding friends and family), societal (here, 

containing perceived norms of people living in Germany), and media norms (covering 

the perception of media coverage), this work distinguishes between these dimensions of 

social norms (see Park & Smith, 2007).  

6.3.3 The Impact of Privacy Concerns 

Privacy concerns are a relevant but ambiguously influencing factor in privacy 

research. So far, privacy concerns have been identified as being a predictor of online 

privacy behavior by several scholars, whereas other scholars were not able to find support 

for privacy concerns having a direct impact on online activities, as it is reflected on in the 

following. Inconsistencies in research findings demonstrate the difficulty of clearly 

identifying under which conditions privacy concerns might indeed affect actual behavior 

and which circumstances detach concerns from the prediction of behavior. Nevertheless, 

the extent of users’ privacy concern seems to be a relevant variable with regard to the 

impact of privacy support measures and subsequent privacy behavior.  

In general, concerns are negative attitudes to or associations with an object or 

situation. In contrast to general (bipolar) attitudes that can be either positive or negative, 

concerns always refer to anticipated negative outcomes of a situation and therefore can 

be designated as unipolar (see Dienlin & Trepte, 2015). Thus, a concern represents the 

extent to which a person is worried about a possible negative outcome of a situation, for 
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instance, negative consequences of the disclosure of personal information on the Internet 

(Li, Luo, Zhang, & Xu, 2017). Xu and colleagues (2008) state that privacy concerns refer 

to the potential loss of privacy as a negative consequence of disclosing personal 

information. With regard to concerns of self-disclosure on websites, Andrade, Kaltcheva, 

and Weitz (2002) concluded that the integrity of privacy policies and the reputation of a 

website provider reduce privacy concerns, whereas offered rewards increase concerns of 

users, indicating a certain extent of skepticism of the users. Dienlin and Trepte (2015) 

suggest considering privacy concerns in addition to privacy attitudes and intentions in 

order to explain privacy behavior more reliably. Although the authors did not find 

evidence of a direct relation between privacy concerns and privacy behavior, they found 

an indirect influence of concerns on informational, social, and psychological privacy 

attitudes, which then had a direct effect on informational, social, and psychological 

privacy behaviors (see Dienlin & Trepte, 2015). Deduced therefrom, privacy concerns, if 

accompanied by respective privacy attitudes and intentions, can influence the extent of 

self-disclosure and the behavior of SNS users. Consequently, on the one hand, concerns 

might be regarded as advantageous and positive because they seem to shape users’ 

privacy behavior in a way that their privacy is less threatened if concerns are accompanied 

by privacy literacy or privacy awareness for instance (because otherwise concerns might 

instead induce reactance or replacements of fears). On the other hand, privacy concerns 

might also be seen as being adverse because continuous concerns and fears can reduce 

people’s well-being (see also Westin, 1967) and might threaten their carefree online life. 

In this dissertation, concerns will be regarded as one driver for privacy behavior and a 

negative predictor of online self-disclosure. Whether concerns are negatively or 

positively connoted will be discussed later. If privacy behavior is distinguished into self-

disclosure and self-withdrawal, it can be observed that privacy concerns and anticipated 

benefits predict self-disclosure behavior whereas withdrawing behavior is driven by 

privacy concerns and privacy self-efficacy (Dienlin & Metzger, 2016). Facebook users 

with strong privacy concerns tend to use more self-withdrawal mechanisms, such as not 

friending someone or limiting disclosures on Facebook, compared with unconcerned 

users (Dienlin & Metzger, 2016). However, privacy concerns are not the only predictor 

of online behavior but they can induce information withdrawal if anticipated benefits are 

not as salient as anticipated negative outcomes (see privacy calculus; Culnan & 
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Armstrong, 1999). Thus, neither anticipated benefits nor privacy concerns explain users’ 

online behavior exclusively but the interplay of both contribute to explain the online 

behavior of social media users (see Dienlin & Metzger, 2016). However, on the basis of 

a meta-analysis, Baruh, Secinti, and Cemalcilar (2017) concluded that users with 

pronounced privacy concerns are likely to use measures for privacy protection and at the 

same time are less likely to reveal information about themselves. Therefore, when 

analyzing privacy decisions, it is important to consider both, perceived benefits as well 

as anticipated negative consequences of self-disclosure. 

7 Privacy Protection 

“There exists a failure in translating users’ privacy needs into socio-technical 

environments” (Reynolds et al., 2011, pp. 213–214). This conclusion by Reynolds, 

Venkatanathan, Gonçalves, and Kostakos (2011) emphasizes one major aspect of the 

present work. Despite the existence of several approaches for privacy and security 

protection, there is still dissatisfaction with the support measures provided, conceivably 

because of the missing fit between users’ individual privacy needs and the provided 

measures. 

Approaches for enhancing users’ online privacy and reducing privacy risks are of 

common interest in the modern digitalized world. Researchers, teachers, parents, and 

politicians are trying to find adequate ways to support Internet users in maintaining online 

privacy, especially concerning the usage of SNSs. So far, research covered both, system-

based support approaches such as nudging and prompting (i.e. elements that guide 

humans’ behavior, e.g., Wang et al., 2013) as well as educative support measures for 

increasing privacy literacy (i.e. knowledge concerning privacy protection and respective 

measures; e.g., Egelman, Bernd, Friedland, & Garcia, 2016). The problem is that despite 

several users implementing anti-virus software, for instance, their privacy is not 

comprehensively protected (which might contradict the users’ perceptions). A survey on 

protection measures with regard to cybercrime with 1,639 participants in Germany 

(Bundesamt für Sicherheit in der Informationstechnik, 20167) revealed that 92.1% of 

users use current anti-virus software, 86.5% use safe Internet connections (what safe 

                                                 
7 See https://www.bsi.bund.de/DE/Publikationen/Lageberichte/lageberichte_node.html (last access: 4th November, 

2018) 

https://www.bsi.bund.de/DE/Publikationen/Lageberichte/lageberichte_node.html
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really means and whether people have a common understanding of its meaning are open 

to question), or implement updates immediately (82.2%). Still, privacy is being violated 

and negative consequences with regard to privacy breaches are experienced. This 

highlights the importance of providing more sophisticated online privacy support, which 

will be referred to in the following section.  

7.1 The Importance of Protecting Online Privacy 

For adequately regulating online privacy, users need to understand which information 

is sensitive, who has access to it, and what can be derived from the provided data (see 

Chapter 3). In other words, how their disclosures could be used against their will or 

without their approval, infringing their rights of privacy. Today, it is possible to draw 

conclusions about users’ personal preferences and habits based on their Facebook likes 

or group memberships (see Kosinski, Stillwell, & Graepel 2013). Information disclosed 

on users’ profiles can be used to predict personal traits and attributes like sexual 

orientation, religious and political views, personality traits, intelligence, happiness, and 

tendency toward addictions (Kosinski, Stillwell, & Graepel 2013; Zheleva & Getoor 

2009). Such assumptions may be made not only by institutions, organizations, and SNS 

providers, but also by acquaintances, employers, or strangers – albeit less systematically. 

According to Livingstone (2008), insecure privacy behavior is attributable to both, bad 

interfaces of social network providers lacking information regarding privacy risks and the 

missing literacy of the users themselves. 

Although some privacy protection approaches such as privacy-enhancing 

technologies (PETs; see Heurix et al. 2015) have already been proposed, a persuasive 

real-time solution as it is introduced in this work represents a novel idea with various 

benefits. PETs, as opposed to the approach proposed here, aim at protecting users’ 

identities through maintaining anonymity, unlinkability, pseudonymity, and 

unobservability (Fischer-Hübner 2001; Pfitzmann & Hansen 2008), mainly covering the 

dimension of informational privacy. By contrast, this work additionally aims at covering 

the multidimensionality of privacy by also considering social and psychological privacy 

(see Chapter 2.1). Furthermore, the current theoretical concept covers planned and 

spontaneous actions, minimizes effort for the user, and is adapted to the user’s needs and 

respective dimensions of privacy and privacy violations.  
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Still, users tend to underestimate their own privacy risks, and to overestimate those 

of others (Baek, Kim, & Bae 2014). Consequently, users of SNSs have a biased view of 

their online privacy (Baek, Kim, & Bae, 2014) which can result in a lack of privacy 

protection intentions and risky and regrettable online behaviors. Against this background, 

there is the need for evaluating advanced privacy protection measures and analyzing 

users’ reactions and opinions toward respective measures from a psychological point of 

view. 

Privacy protection services and systems should consider some user experience 

design principles in order for them to get adopted and accepted by users for generating 

privacy-aware behaviors on the Internet. An investigation in 2014 revealed that users of 

SNSs are most satisfied with systems that provide individual aggregation possibilities of 

privacy settings such as grouping social contacts and making individual options regarding 

with whom to share something and with whom not (Knijenburg & Kobsa, 2014). 

Actually, the most commonly used social networking site Facebook allows for these 

required procedures and still, people do not feel comprehensively comfortable and safe 

on Facebook (see Study 1). This led to the emergence of self-developed privacy 

protection strategies by users, which will be considered in the following section. 

7.2 Self-Regulated Privacy: The Appeal of Alternative Protection Strategies 

The SNS Facebook provides privacy and security information for its users. 

However, Facebook’s privacy help gives access to basic security information, for 

example, on hacking or restricting access to the profile and postings, instead of providing 

comprehensive individual privacy support. Facebook’s privacy basics contain 

information referring to secure passwords, data encryption, and virus detection methods. 

The social network even provides a copy of collected user data that can be downloaded 

by the user (Facebook.com). Undoubtedly, providing such information is important. Still, 

privacy violations happen and insecure behaviors occur (e.g., Internet Crime Complaint 

Center, 2016). Notably, these settings primarily concern informational privacy (see 

Burgoon, 1982), implying that social and psychological privacy can be still attacked and 

damaged. Consequently, although SNSs in fact provide certain settings for managing 

privacy (e.g., defining audience for specific postings, creating friend lists, limiting access 

to the profile), several users tend to engage in self-developed protective strategies such 
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as self-censorship, selective or strategic information sharing, creating multiple identities, 

providing false information, or lurking (e.g., Metzger et al., 2012). Matzner, Masur, Ochs, 

and van Pape (2016) refer to individual-driven data protection measures as do-it-yourself 

(DIY) protection and distinguish between preventive (e.g., data parsimony) and 

corrective (e.g., deleting postings) measures. Strategies like whitewalling, social 

steganography, and the super-logoff (boyd, 2007, 2010) are even more advanced and will 

be referred to in the following. Thus, the impact of the settings and information offered 

by SNS providers on users’ privacy behavior remains uncertain. Even though there is a 

considerable amount of privacy research, the question of which user types decide to use 

alternative self-developed measures for privacy protection under which circumstances 

remains open. 

The procedure of whitewalling (also whitewashing, blog scrubbing) describes a 

process of deleting or modifying postings or blog entries on SNSs after they have been 

read by other users (boyd, 2007; Child, Petronio, Agyeman-Budu, & Westermann, 2011; 

Raynes-Goldie, 2010). Whitewalling therefore allows the most accessible digital 

footprints to be concealed. Through using this strategy users are still able to communicate 

and release their emotions and feelings but by deleting the content after some time they 

feel less attackable (boyd, 2007). However, shared information can be spread, commented 

on, or distorted by other people even it is only online for a short time. One alternative to 

sharing information and deleting it afterwards would be to communicate via messenger 

or face-to-face, although there might be a special gratification in sharing it publicly so 

that the remaining risk is accepted by users.  

One further alternative privacy strategy is called social steganography (boyd, 

2010; boyd & Marwick, 2011). Steganography itself is not a new concept but a well-

known measure for hiding the real meaning of a message owing to security reasons (cf. 

boyd & Marwick, 2011). The specialty of such hidden messages is that people who are 

not the intended receiver do not even realize that the text they are reading might contain 

more than what is obviously visible. Social steganography allows its users to 

communicate via a public channel without permitting other readers to take part in the 

interaction. For those who do not know how to decode a message, its meaning is invisible 

(boyd & Marwick, 2011). Again, it would be easier for users to consult other channels of 
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communication, but they are instead willing to make the effort of using this strategy than 

to change the channel of communication.  

The most radical measure applied by Facebook users might be to temporarily 

deactivate one’s account (i.e. super-logoff or opting out). It is the very same procedure 

that has to be executed if a user wants to delete his or her Facebook profile. Only if the 

user does not reactivate the account during a specified period of time will it be deleted 

completely. Deactivating one’s account entails that a user who is currently not online 

cannot be addressed, linked, or stalked by other people (see boyd, 2007, 2010). The user 

is hidden and seems to be invisible for the network. During this time, the numerous 

gratifications of SNSs (e.g., positive feedback) disappear from one second to another. The 

radical character of this strategy makes it highly interesting to examine the motives and 

influencing factors in considering a social retreat for privacy protection. danah boyd was 

the first one who extensively examined the super-logoff (boyd, 2007, 2010). She found 

that American teenagers perceive the super-logoff to be an adequate measure to avoid 

negative consequences of online self-disclosure (e.g., being observed or punished by 

parents or teachers) with little effort. If the user wants to login again, he or she can 

reactivate the account and use the network as before (see Study 1). 

Further reasons for considering self-driven protection strategies or not, and the 

situational circumstances in which alternative strategies are employed, might be quite 

diverse and depend, amongst other things, on inter-individual privacy perception (e.g., 

Teutsch, Masur & Trepte, 2018), privacy skills (e.g., Büchi, Just, & Latzer, 2016), and 

individual privacy regulation experiences (e.g., Bartsch & Dienlin, 2016). It might be the 

case that users implement alternative protection strategies only several times or solely for 

specific situations, whereas they behave in a less privacy-aware way in other situations 

or other networks. This makes it highly interesting to examine particular motives for using 

alternative strategies and to shed light on the sensitivity of these special situations. It 

should be taken into consideration that especially the users’ perception of privacy is 

increased by using such strategies but that sporadically hiding particular postings or 

information does not guarantee privacy. Thus, there might be a discrepancy between 

perceived and actual levels of privacy. 

 Summing up, there is a lack of knowledge regarding the relation between users’ 

privacy attitudes, concerns, and individual intentions and motives to deactivate their 
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accounts. This dissertation strives to answer the question whether the super-logoff 

contributes to increases in perceived levels of online safety and consequently might even 

override users’ privacy concerns. The motives for using the super-logoff will be 

investigated with respect to current research regarding privacy protection strategies (see 

Study 2). 

Self-protection strategies of users are one possibility for increasing online privacy. 

However, self-regulated protection measures do not provide comprehensive protection 

since there might be unknown risks against which users do not protect themselves, a lack 

of attention or interest (e.g., if gratifications outweigh situational protection motivation), 

or misjudgments of threats. Therefore, technical support from an objective and user-

centered entity is needed.   

8 Technical Privacy Protection 

This chapter addresses the basic conclusion by Reynolds and colleagues (2011), 

saying that there is a mismatch between users’ privacy needs and provided features to 

protect online privacy by outlining chances and boundaries of system-based measures for 

increasing users’ privacy. This interdisciplinary approach represents a pivotal part of this 

dissertation, which is combining psychological and technical factors for developing 

adequate privacy support measures for users of SNSs. Accordingly, current privacy-

enhancing approaches are presented and discussed as well. 

8.1 An Interdisciplinary Approach  

This work hypothesizes that current privacy protection approaches do not fully 

meet the users’ expectations and requirements. So far, different approaches for privacy 

protection have been suggested, focusing on different perspectives, namely, either 

external (e.g., through systems, external parties) or internal (e.g., self-regulated attempts, 

increasing literacy) empowerment. However, privacy support should be adapted to the 

user and to the current situation as well as to the threatened dimension of privacy. There 

is a big challenge, on the one hand, of developing privacy support as suitable to the user 

as possible, and, on the other hand, leaving sufficient space for users’ autonomy without 

inducing feelings of anger or strong paternalism.  
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Users differ in their privacy needs, personality, and privacy management 

strategies (see Chapter 6). Recently, Wilkinson and colleagues (2017) also suggested a 

user-tailored privacy by design approach in order to avoid a “one-fits-all-solution” (p. 1). 

According to the authors, users do not make use of privacy settings provided by the SNS 

Facebook although this contradicts their self-reported needs for privacy (Wilkinsion et 

al., 2017). Therefore, it is argued that systems that are adapted to the user and the current 

privacy situation might be more expedient solutions for increasing privacy behavior than 

the so-called generic one-fits-all solutions (Wilkinsion et al., 2017). As proposed by Díaz 

Ferreyra and Schäwel (2016) and Díaz Ferreyra, Schäwel, Heisel, and Meske (2016), to 

provide adapted support in real-time, self-adaptive systems might be needed. Therefore, 

the next subsection will briefly outline the main functions of self-adaptive systems before 

it will be referred to requirements for technical privacy support in more detail in the 

subsequent section.   

8.2 Self-Adaptive Systems for Privacy Protection 

Self-adaptive systems are systems that are able to work autonomously and do not 

necessarily need a steering user. They can be considered to provide user-oriented outputs 

adapted to the users behavior. They consist of a managed system, providing features to 

the user and a managing system which monitors the managed system and its environment 

(Salehie & Tahvildari, 2009; Weyns, Iftikhar, Malek, & Andersson, 2012). The 

functionality lies in a closed feedback loop between the two systems exchanging 

information regarding the user and the situation. Therefore, a monitoring, a detecting, a 

deciding, and an acting phase are passed by the system, allowing for collecting and 

converting data from the environment (monitor), analyzing symptoms (here, behavior) 

that could indicate a required system response (detection), inducing an action that is 

required in the situation (decision), and finally applying the action in order to support the 

user (action; Díaz Ferreyra & Schäwel, 2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 

2016; Salehie & Tahvildari, 2009; see Figure 1). Before implementing self-adaptive 

software, it is necessary to clearly define the problem that is supposed to be solved by the 

software and to develop a blueprint for the software architecture (see Díaz Ferreyra & 

Schäwel, 2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016, Jackson, 2001). This is 

a very important step, since specifying requirements of a system presupposes the 
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identification of a problem that needs to be solved (Jackson, 2001). In this case, the 

“global problem” is an unaware state of a user of an SNS during sensitive self-disclosure 

associated with a risk of experiencing negative consequences. According to Jackson 

(2001), in order to distinguish the problem from an adequate solution, it is helpful to 

clearly identify where the problem is located. The problem described above is located in 

the “world outside the computer” (Jackson, 2001, p. 3), whereas the solution lies in the 

computer, or more precisely, in the software that is intended to support the user (see 

Jackson, 2001). 

 

Figure 1: Feedback loop between the user and the privacy support system, see Díaz Ferreyra, 

Schäwel, Heisel, & Meske (2016) 

 

Identifying sensitive information which pose a privacy risk and shall induce the 

described feedback loop need to be translated into privacy rules so that a rule-based self-

adaptive system may be consulted by a user who wants to protect his or her privacy on 

an SNS (see Díaz Ferreyra & Schäwel, 2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 

2016). Adaptation in this case refers to the fit with situational circumstances as well as 

users’ capabilities of processing given privacy recommendations. Therefore, as it is a 

requirement concerning intelligent tutoring systems for providing suited feedback to 

learners (see Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016), a proper presentation of a 

privacy recommendation with regard to timing, design, and the information is required. 

The need for the adaptation of a system to its users raised the demand for flexible systems 

that can deal with unforeseen and heterogeneous situations, represented in 

interdisciplinary research that focuses on situational and individual needs from different 

perspectives. Along with the rise of self-adaptive systems, there is an increase in various 

possibilities for interdisciplinary user-support measures. Central aspects are the way risks 
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are communicated to users, for example, with regard to the style of communication, the 

persuasiveness, and the amount of information provided. 

8.3 Requirements for Technical Privacy Support 

So far, the challenge of protecting and maintaining privacy in the online world is 

being addressed by various research areas and from different perspectives (e.g., Acquisti 

et al., 2017; Belk, Fidas, Germanakos, & Samaras, 2014; Benenson et al., 2014; Hausawi 

& Allen, 2014; Wang et al., 2011). As already indicated, it can be distinguished between 

privacy-regulating endeavors by the government (e.g., through laws), privacy education 

(e.g., teaching privacy literacy in school), privacy-enhancing technologies (e.g., privacy-

by-design concepts or nudges), and self-initiated and self-developed protection behaviors 

by users themselves (e.g., super-logoff). Privacy-by-design approaches basically follow 

some main principles of adaptation. These principles comprise:  

(a) Being proactive instead of reactive. 

(b) Treating privacy as a default setting instead of gathering all available information 

by default. 

(c) Embedding privacy into the design by treating it as a relevant component of the 

system. 

(d) Including privacy. 

(e) Including security. 

(f) Being transparent. 

(g) Being user-centric and supportive (see Cavoukian, 2011).  

 

From a technical point of view, privacy technologies fulfil the task of reducing 

the amount of collected identifiable data of an individual (Registratiekamer, 1995). 

Fischer-Hübner (2001) goes one step further by stressing the importance of protecting 

“confidentiality, integrity and availability” (p. 107) of data belonging to an individual 

when defining privacy-enhancing technologies. According to Fischer-Hübner (2001), 

privacy-enhancing technologies should cover the protection of user identities by 

providing “anonymity, pseudonymity, unlinkability, and unobservability” (p. 107), 

control of information access, as well as data encryption. These aspects of privacy 
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protection mainly cover the dimension of informational privacy as defined by Burgoon 

(1982), describing personal and identifying data belonging to an individual.  

Meis and Heisel (2017) provide an overview of how the core elements of privacy-

enhancing technologies (PET) can be considered and integrated in requirement models 

for building software. Common interest in PETs has increased drastically since 2012, 

which is noticeable through the growing number of research articles in that realm 

(Degeling, Lentzsch, Nolte, Herrmann, & Loser, 2016). Since software engineers play an 

important role in building PETs, it is important to provide a pattern format for PETs that 

can be referred to in the requirement engineering process. The proposed patterns for 

designing and integrating PETs relate to the initial and general conditions regarding the 

software system (i.e. name, motivation, context, problem), the privacy forces arising (i.e. 

confidentiality, integrity, availability, anonymity, data unlinkability, undetectability, 

pseudonymity, intervention, as well as information concerning collection, storage, flow, 

and exceptions), general forces (e.g., user experience), the solution approach, and finally 

the design issues (general and privacy benefits and liabilities, examples, and related 

patterns; Meis & Heisel, 2017). These patterns that were inferred in order to help 

engineers in requirement elicitation and subsequent actual integration of relevant privacy-

enhancing factors for future software systems represent relevant demands for users of 

SNSs and privacy protection tools as well. That is, in order to transmit a feeling of privacy 

and security, social media providers should be oriented toward these aspects when 

offering networks for social interaction. However, it might often be the case that the 

demands are either not fully met or not comprehensively communicated to them by 

current social network providers. Thus, users might feel a threat to their basic need for 

privacy. In order to clarify the privacy situation for users of SNSs and decrease feelings 

of privacy cynicism or the disregard of potential privacy harms (see Hoffmann, Lutz, & 

Ranzini, 2016), privacy protective tools should meet the presented expectations of 

transparency. Therefore, it might be helpful if privacy protective tools would be oriented 

toward these privacy-preserving and privacy-enhancing patterns that might also increase 

the trustworthiness of the system and the users’ willingness to use the privacy protective 

tool. 

Heurix and colleagues (2015) compared existing PETs and developed a taxonomy 

regarding these technological features. The authors argue that it is important to integrate 
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measures for maintaining user privacy and data privacy in this taxonomy. User privacy 

can be related to the social and psychological dimensions defined by Burgoon (1982) 

whereas data privacy refers to informational privacy. Following the taxonomy of PETs 

by Heurix and colleagues (2015), information PETs have different dimensions, namely: 

(a) Scenario. 

(b) Aspect. 

(c) Aim. 

(d) Foundation. 

(e) Data. 

(f) Trusted third party. 

(g) Reversibility. 

All of these dimensions can be distinguished further. The element scenario has 

the task of defining the privacy threat (e.g., by untrusted clients or servers). More closely 

related to SNSs, an untrusted audience for sensitive information disclosure might be the 

typical threat defined by the scenario dimension of a PET. The dimension aspect of a PET 

elucidates whether the identity of a user, the content, or a behavior needs to be addressed 

by a PET. The dimension aim covers several privacy aims (i.e. indistinguishability, 

unlinkability, deniability, and confidentiality) and decides which one is the most relevant 

in a given scenario of privacy threat. The dimension foundation functions as a definer for 

the security model (e.g., computational or theoretical) to consider and the strength of 

protection that is needed (e.g., level of cryptography). The type of data that are being 

threatened and therefore addressed by a PET are defined by the dimension data, 

considering stored, transmitted, and processed data. A trusted third party is a highly 

relevant and critical factor for users’ trust in the privacy supportive system. The task of 

such a trusted entity is to be involved in sensitive operations that a supportive privacy 

measure might not provide by itself, for example, managing user registration or 

authentication (Heurix et al., 2015). Depending on the kind of privacy support, the trusted 

entity might differ regarding the frequency of intervening (e.g., permanently, situational, 

or never), the phase in which intervention is needed (e.g., regularly, for the setup, or 

none), and the specific task (e.g., operating, validating, or “no task”; Heurix et al., 2015). 

Whether an action by a PET is reversible or not is defined by the dimension reversibility, 
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distinguishing between cooperation (e.g., required or not) and degree (e.g., full, partial, 

none, deniable) of potential reversibility.  

When building information technologies and systems in the realm of software 

engineering, privacy can be assured by following design principles (D’ Acquisto, 

Domingo-Ferrer, Kikiras, Torra, de Montjoye, & Bourka, 2015):  

(a) Restricting the amount of personal data of an individual who is using a system or 

a technology (minimize). 

(b) Hiding personal and identifying data in plain views (hide). 

(c) Separating different pieces of information relating to one individual so that it is 

not possible to get a full picture of that person (separate). 

(d) Aggregating personal data so that as little as possible information of the  person 

is used (aggregate). 

(e) Making data processing transparent (inform). 

(f) Giving users the possibility to intervene in the processing of their personal data 

(control). 

(g) Meeting legal requirements (enforce). 

(h) Demonstrating that there is compliance with privacy policy                                                        

(D’ Acquisto, et al., 2015). 

 

By considering all these principles, it may be ensured that the users’ informational 

privacy is protected to a certain extent. Current privacy-by-design approaches aim at 

integrating privacy from the starting point of development instead of treating privacy as 

an add-on to an existing system (e.g., Hausawi & Allen, 2014; Degeling, Lentzsch, Nolte, 

Herrmann, & Loser, 2016). This becomes increasingly important but also more 

challenging in the modern, digitalized, and heterogeneous world. However, some 

scholars argue that privacy-by-design practices did not become a widespread method 

(Ayalon, Toch, Hadar, & Birnhack, 2017).  

As already outlined, users of technologies, systems, and social networks differ in 

their needs, experiences, sociodemographic characteristics, and usage patterns (see 

Chapter 6). Therefore, it is of special relevance that researchers from different disciplines 

work together in order to create interdisciplinary measures for protecting online privacy, 
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by considering human as well as system factors (see Alavi, Islam, Mouratidis, 2014; 

Degeling, Lentzsch, Nolte, Herrmann, & Loser, 2016).  

One thing that software engineering and social psychological approaches have in 

common is the consideration of the social context of the individual. As proposed by the 

privacy-by-design approach of Degeling, Lentzsch, Nolte, Herrmann, and Loser (2016), 

it is important to integrate the users’ environment in the design process of privacy-

sensitive systems. The advantage of the so-called socio-technological design approach is 

that the environment of the future user as well as multiple stakeholders from various fields 

can be considered for developing the system (Degeling, Lentzsch, Nolte, Herrmann, & 

Loser, 2016).  

However, the functionalities reported to date cover the security aspect of personal 

data rather than the social and psychological dimensions of privacy (see Burgoon, 1982). 

Certainly, technologies and systems should follow these guidelines for transparent and 

fair processing of user data. Still, by communicating sensitive emotional data and striving 

for social support online, users risk not only their informational but also their 

psychological privacy. This work aims at integrating technological features and principles 

for guaranteeing privacy with social and psychological privacy needs of users of online 

network services. In line with this, self-adaptive support measures should be able to 

communicate risks to the users in real-time, referring to situational privacy states. In this 

regard, how risks are communicated is especially relevant (as was explained in Chapter 

3.4).  

8.4 Privacy-Enhancing Design of Systems 

Users oftentimes have difficulties to understand specific terms of privacy policies 

owing to complex wordings (e.g., Kelley, Bresee, Cranor, & Reeder, 2009) or a lack of 

privacy literacy (e.g., Egelman, Bernd, Friedland, & Garcia, 2016). This has been a 

relevant topic for several years. Optimistic biases (see also Cho, Lee, & Chung, 2010) 

constitute a further threat to users’ privacy because false perceptions of online privacy 

might trigger or even enhance insufficient engagement in protection measures.  

LaRose and Rifon (2007) analyzed the processing of privacy-related information 

of 227 participants by comparing the impact of privacy warnings and privacy seals 

(privacy seals are quality labels indicating that data processes happen in compliance with 
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data protection laws) on self-disclosing intentions on websites and perceived negative 

consequences of revealing information. The authors found that the presence of a privacy 

warning label negatively influenced users’ reported intentions to reveal personal 

information (LaRose & Rifon, 2007). In contrast, the presence of a privacy seal had a 

positive influence on users’ intention to disclose personal information, whereas it had no 

impact on the perception of negative consequences (LaRose & Rifon, 2007). LaRose and 

Rifon (2007) critically reflected on this result by emphasizing the danger of misleading 

privacy seals fostering users to provide personal information, driven by the promise of 

data protection. Since the privacy protection measures investigated in the current work 

can be considered as warnings as well, the study reported by LaRose and Rifon (2007) 

can be regarded as a valuable starting point for investigating the impact of warning 

messages. The fact that the warning label was able to reduce users’ intention to engage in 

self-disclosing activities supports the idea of communicating potential risks of sensitive 

self-disclosure to users in order to support them in reducing privacy risks due to revealing 

sensitive information.  

In 2009, Kelley, Bresee, Cranor, and Reeder investigated how privacy policies 

can be presented at best in order to be comprehensive and clear for users. The gap between 

privacy policies as they are communicated and the users’ understanding of it was 

addressed by using an approach of re-designing the presentation of privacy policies based 

on the typical design of nutrition (e.g., vitamins, amount of fat, calories) or energy (e.g., 

energy information on a fridge) labels (Kelley, Bresee, Cranor, & Reeder, 2009). With 

this, they addressed the problem that users in theory should be able to make informed 

privacy decisions by reading the policies, but that they are not doing it in practice (Kelley, 

Bresee, Cranor, & Reeder, 2009). By means of mainly qualitative investigations the 

authors found that a memorable and structured representation of privacy information 

helps users to better understand and remember presented information. In addition to that, 

it was also observed that with a well-structured collection of privacy information, the 

users’ information seeking experience was more enjoyable (Kelley, Bresee, Cranor, & 

Reeder, 2009). The authors considered specific patterns for making privacy information 

more salient to users. For instance, they used colors to indicate the extent of privacy 

invasion by means of darker colors indicating higher risk. The main issues being analyzed 

in the mentioned work were users’ ability to find relevant privacy information, the users’ 
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understanding of provided information, and the time that users need to find such 

information. Following the authors, all research aims were achieved because users did 

find privacy-relevant information faster and easier. This implies that re-thinking the 

appearance of privacy-related information can be a first step toward increasing users’ 

online privacy awareness and shaping users’ online behavior (see Study 3 and Study 4). 

In line with Kelley, Bresee, Cranor, and Reeder (2009), utilizing visual cues such as color 

and grid structures help users to compare options and to choose the most advantageous 

one for them. Due to the simplification of privacy and security information, users would 

not need to engage in high cognitive effort (in contrast to the need for cognitive effort 

when processing comprehensive information on one’s own). The approach of 

compressing privacy relevant information and providing cues for accurate privacy 

decisions is addressed in the current work as well. 

Talukder, Ouzzani, Elmagarmid, Elmeleegy, & Yakout (2010) suggested a 

security measure (the privometer) indicating the leakage of information provided to a 

network by friends of one’s own friendlists. In line with the aforementioned approaches, 

they also suggested using simple visualizations of privacy threats such as a tachometer 

ranging from low to high information leakage. However, the authors did not test the 

impact of the privometer empirically but rather provided a concept of how to implement 

such a privacy measure. In contrast to the current work, the work by Talukder and 

colleagues (2010) focuses on security and informational privacy issues (although the 

privometer indicates the leakage of information caused by a user’s online friends, the 

social privacy, which mainly relates to restricting one’s own profile for other people, 

might be addressed by this tool as well). However, as it was argued in Chapter 2.1, privacy 

comprises of more than solely informational data. That being said, it might be the case 

that a user’s informational privacy is protected through a measure like the privometer. 

However, there still might be a lack pf protection regarding psychological privacy. More 

precisely, a user might have concealed his or her identifying information such as name, 

birthdate or E-Mail address, but provided sensitive information regarding political or 

religious views, sensitive beliefs and values regarding controversy topics, which 

represent target areas for privacy harms and disadvantageous experiences as well.   

In addition to the lack of literacy, which would be necessary for understanding the 

relevance of privacy protection and the content of privacy policies, users seem to feel 



 

 

 

91 

 

incapable of preventing privacy violations and invasions from companies so that they 

might conclude that reading privacy policies does not make a difference (Kelley, Bresee, 

Cranor, & Reeder, 2009). This stresses the demand for alternative methods to help users 

protect their privacy despite a low literacy or low self-efficacy. 

A further problematic issue is that users tend to believe that their private data may 

be the price to pay for conveniently gathering information on the Internet, being 

entertained by online services, buying products and services, or being able to 

communicate and interact with users on SNSs (see Study 1). This is an alarming picture 

because it threatens not only users’ data security and online privacy but also their feeling 

of autonomy and control over protected communication (i.e. functions of privacy) as well 

as their freedom to decide which information about them is communicated to whom under 

which conditions (see Chapter 2.1; Westin, 1967). If users do not have the opportunity to 

fulfil their privacy needs or are able to withdraw from the public, this can have dramatic 

consequences for their well-being and psychological balance (see Westin, 1967). 

Withdrawing from the public in a physical sense covers different states, namely, solitude, 

which means that a person is not being observed by one or more individuals, intimacy, 

describing intimate conversations in small groups and fostering close relationships under 

exclusion of the public, anonymity, referring to the right of not being identifiable, and 

reserve, which describes the limiting of disclosure toward other people (Westin, 1967). 

Following Westin’s theory of privacy (1967), people need privacy in order to regulate 

and handle daily interactions and social situations. This is one of the reasons why there 

needs to be effort in enhancing and protecting privacy and why it must be treated with 

respect and under full consideration of its significant value for people. 

Studies regarding privacy-enhancing techniques revealed that specific 

recommendations of privacy-aware applications can have a certain persuasive power on 

users’ privacy decisions (e.g., Knijnenburg & Jin, 2013). Since persuasive strategies are 

considered as a potential solution approach for adequately communicating risk-levels 

with regard to current privacy states and recommending adapting behavior to the 

respective level of threat, the findings of Knijnenburg and Jin (2013) will be outlined 

briefly in the following. The authors (Knijnenburg & Jin, 2013) investigated users’ check-

in decisions in location-sharing services and in what sense it is possible to support users 

in making more privacy-aware decisions. Location-sharing applications fulfil social 
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needs since they enrich the social exchange with friends when talking about current 

events or recommended locations. As Knijnenburg and Jin (2013) summarize, such 

location-sharing services may evoke privacy concerns, possibly even more than usual 

social media applications. According to the authors, this calls for providing the user of 

such services with more control (i.e. an important factor in the theory of planned behavior, 

see Chapter 5.3) of disclosed information. However, the problem that has been faced in 

these circumstances is that more possibilities to control a situation might also result in 

overstraining the users (Knijnenburg & Jin, 2013). This is indeed a well-known problem, 

and, as is also the case when giving recommendations that are not liked or desired by the 

user (see Knijnenburg & Jin, 2013), it can lead to reactance reactions or even to negative 

feelings (e.g., Fitzsimons & Lehmann, 2004) resulting in preferring disadvantageous 

behaviors and neglecting the recommended action (Brehm, 1966). According to Brehm’s 

reactance theory (1966), the feeling of reactance is basically grounded in a person’s 

perception of being impaired of freedom and limited decision-making independence. 

These feelings can result in actions that directly or indirectly restore freedom, evoke 

aggression against the source of reactance (in this case, privacy support measures), or in 

changing the attributed appeal of threatened situation (here, self-disclosing without 

restriction; Brehm, 1966). The strength of reactance toward a privacy support measure 

depends on the users’ individually perceived importance of limited freedom or autonomy 

with regard to online disclosing decisions as well as on the degree of the loss of freedom 

(see Dickenberger, 2006). The perception of threatened freedom can be shaped by 

carefully formulating privacy support messages (e.g., instead of communicating “you 

have to…” rather use “think about…”, see Study 2 and Study 3). 

Furthermore, organizations and providers can supply privacy seals or warning 

labels for secure or insecure content or processes (e.g., Kolb, Bartsch, Volkamer, & Vogt, 

2014; LaRose & Rifon, 2007; Rifon, LaRose, & Choi, 2005; LaRose & Rifon, 2006). For 

users, such seals can be very beneficial at first glance because the cost of searching for 

information regarding privacy policies decreases and they are able to compare different 

providers based on privacy protection processes (LaRose & Rifon, 2007). However, as 

with all promising methods, there is also a downside to privacy seals. Users tend to rely 

on privacy seals and associate comprehensive protection of privacy with them (e.g., Rifon 

et al., 2005) although privacy seals might not guarantee extensive privacy protection but 
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instead indicate the accuracy of one’s own privacy policies. A big pitfall of privacy seals 

is that they claim transparency, but oftentimes it is neglected to reveal the mechanisms of 

certification so that actual transparency is not given in all cases. Nevertheless, privacy 

seals can have a persuasive impact on consumers and users of online websites, can 

increase the intention to disclose information (LaRose & Rifon, 2007) and the 

expectations of transparent processes of data usage (Rifon et al., 2005), function as 

heuristic cues (Rifon et al., 2005), and influence the selection of providers for sensitive 

purchases (Egelman, Tsai, Cranor, & Acquisti, 2009). Following the assumptions of the 

elaboration likelihood model (ELM; Petty & Cacioppo, 1986), the mental processing of 

privacy seals can take place via two basic routes of information processing – the central 

or the peripheral route. If the central route of information processing is activated, 

characterized through high involvement, available cognitive resources, and the 

motivation to understand provided information (see also reflective information 

processing, Schiebener & Brand, 2015; Chapter 3.1), privacy seals might not be perceived 

as carte blanche for unconcerned privacy behavior. It needs to be mentioned that 

involvement can either be issue involvement (e.g., Kiesler, Collins, & Miller, 1969), ego 

involvement (e.g., Rhine & Severance, 1970), related to the personal relevance of an issue 

for an individual, or response involvement (Zimbardo, 1960) referring to the situational 

importance of an issue and influencing the engagement in a situation or task. In a study 

on the impact of message framing and issue involvement on specific behavioral attitudes 

it was revealed that negatively framed messages were more persuasive if participants had 

high issue involvement, whereas positively formulated messages had a higher persuasive 

impact on participants with low issue involvement (Maheswaran & Meyers-Levy, 1990). 

Related to the current work, this might indicate that users with high issue involvement in 

privacy protection might be more susceptible to risk communication that refers to 

negative consequences of sensitive data sharing than are users with low involvement. 

Low-involved users might be more persuadable by positively and consensually framed 

privacy recommendations. Based on the central route of information processing 

(according to the ELM), the user would probably engage in a more intense search for 

information and scrutinizing if being confronted with privacy seals (see LaRose & Rifon, 

2007; Petty & Cacioppo, 1986). If the peripheral route is activated, privacy seals can 

induce trust, safety, and security based on peripheral cues, heuristics, and low extent of 
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questioning (LaRose & Rifon, 2007). This type of processing information can be 

compared to the impulsive system for decision-making (see Schiebener & Brand, 2015, 

Chapter 3.1) 

This work aims at contributing to previous findings regarding privacy-enhancing 

technologies and persuasive methods of shaping people’s behavior with respect to online 

privacy protection. The goal is to combine knowledge concerning advantageous 

presentation of privacy-related information (see Kelley, Bresee, Cranor, & Reeder, 2009) 

and the impact of privacy seals and privacy warnings (see Kolb, Bartsch, Volkamer, & 

Vogt, 2014; LaRose & Rifon, 2007), by considering the opportunities and pitfalls of 

persuasive communication and its influence on behavioral changes. 

8.5 Persuasive Privacy Support 

 The current work combines the potential of persuasion and nudging in order to 

find the most advantageous type of privacy support for users of SNSs who want to 

increase their online privacy on SNSs. Persuasion and nudging are related but still 

distinct from each other concerning one relevant aspect. Persuasion assumes an 

intrinsically motivated user who is willing to and aware of a targeted behavioral change 

(Fogg, 2009). In contrast, nudging is also applied without the user being aware of it or 

having the intrinsic motivation to change behavior (i.e. a criticism to the concept). This 

work combines both approaches by drawing on the principle that the user is motivated 

to change the behavior. Given that, from a psychological perspective, it is extremely 

important to ensure users’ autonomy and well-being when giving privacy suggestions. 

The advantages as well as the critical aspects of persuasive privacy prompting will be 

outlined. The following sections describe the characteristics and areas of applications of 

persuasive strategies (Chapter 8.6) and nudging (Chapter 8.6.1).  

8.6 The Construct of Persuasion 

This work argues that persuasive privacy support measures can call for users’ 

attention in a privacy-relevant situation (see also Acquisti et al., 2017; Wang et al., 2013). 

Persuasion is the process of supporting people in reaching a behavioral goal through 

encouraging the person who is aiming at a behavioral change, for instance, through 

simplifying required actions (e.g., providing information or examples) or making use of 
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motivational elements (e.g., positive feedback). Fogg (2003, p. 1) defines persuasion as 

“(…) an attempt to change attitudes or behaviors or both (without using coercion or 

deception)”. Persuasive systems aim at users’ behavioral change via motivational and 

self-monitoring features and triggering behavior (Fogg, 2002, 2009). Persuasive privacy 

support might especially be helpful for users who have a general desire to protect their 

privacy but show a lack of skills, triggers, or intentions. Since every person has a basic 

need for privacy (DeCew, 1997), it seems appropriate to use persuasive strategies for this 

realm. The effectiveness of persuasive systems has already been demonstrated by 

previous studies in diverse realms such as health care (Yoganathan & Kajanan, 2013), 

environmental protection (Kappel & Grechenig, 2009), or enhancing prosocial behavior 

(Schäwel & Krämer, 2018). Bang, Torstensson, and Katzeff (2006), for example, 

developed a persuasive game to help people modify their behavior with regard to wasteful 

energy consumption. In a meta-analysis, Hamari and colleagues (2014) revealed 

commonly considered persuasive elements being visual (e.g., visualizing the progress) 

and acoustic feedback (e.g., ambient tones for success) as well as social comparison and 

support mechanisms (e.g., ranking lists or mutual exchange of constructive feedback). 

The effectiveness of persuasive strategies might differ among individuals (Kaptein et al., 

2012). In light of the theory of planned behavior (Ajzen, 1991) and self-efficacy theory 

(Bandura, 1997), it should be ensured that the persuasive technology or strategy increases 

the perceived behavioral control of the particular behavior in order to avoid reactance and 

increase the likelihood of a behavioral change. If the individual perceives that he/she is 

not able to control a situation because the required abilities are not present, or the action 

of interest is too costly in terms of cognitive or time effort, the individual might feel 

uncomfortable and the likelihood that behavioral triggers work might decrease. Online 

privacy protection might be perceived as being complex, which can result in insufficient 

privacy behavior, persuasive strategies might contribute to raising awareness of online 

privacy and actual privacy-protecting behaviors. In the present study, it is aimed at 

combining mechanisms of warning messages (see Chapter 8.5) with persuasive strategies. 

In a study regarding the processing and the impact of privacy warning labels and privacy 

seals, LaRose and Rifon (2007) found that privacy warnings can increase the perceptions 

of privacy risks referring to information usage and decrease users’ disclosures to a 

website (for users with low self-efficacy). LaRose and Rifon (2007) conclude their study 



 

 

 

96 

 

with the suggestion that privacy warnings should include context-dependent 

recommendations so that the user has a clear picture of the concrete risk and what can be 

changed in order to minimize the risk. Hence, it was assumed that users who are 

confronted with privacy interventions indicating privacy risks will disclose less 

information than users who are not exposed to privacy interventions. Besides the great 

potential of persuasion, this method bears critical aspects as well. It can be argued that 

utilizing persuasion in order to make people do things that they would not have done 

without being exposed to persuasive measures resembles an unethical procedure. 

However, persuasion as it is referred to in this work refers to behavior increasing an 

individual’s privacy and security without having third-party profits in mind. In addition, 

people are not simply unknowingly subliminally convinced to buy a product, for example 

(as it has been oftentimes criticized concerning persuasive advertisement), but they are 

made aware of potential threats by leaving the decision up to them whether they should 

act in the way it was recommended. 

8.6.1  Nudging and Prompting 

During the past few decades, the concepts of nudging and prompting have been 

utilized and discussed in various disciplines (e.g., energy saving, health, working space, 

privacy, or nutrition) as well as from different points of view (e.g., Balebako et al., 

2011; Balebako & Cranor, 2014; Selinger & White, 2011; Stieglitz, Potthoff, & Kißmer, 

2017; Wang, Leon, Scott, Cen, Acquisti, & Cranor, 2013; Wang, Leon, Acquisti, 

Cranor, Forget, & Sadeh, 2014; Wilkinson, 2013; Ziegeldorf, Henze, Hummen, & 

Wehrle, 2015). There is a huge potential for using nudges to guide and support users 

regarding multiple needs and decision situations. However, nudging is an ambivalent 

topic since it can be understood as a kind of manipulation as well. In the following, the 

potential of nudging and related ethical considerations will be outlined and transferred 

to the realm of online privacy protection.  

Nudging in terms of user-friendly guiding implies that the intention of a nudge is 

clear to a user and that he or she is not deceived or mislead by it. Hausman and Welch 

(2010, p. 126) define nudges as “(…) ways of influencing choice without limiting the 

choice set or making alternatives appreciably costlier in terms of time, trouble, social 

sanctions, and so forth. They are called for because of flaws in individual decision-
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making, and work by making use of those flaws”. Oriented toward modern technology, 

Meske and Potthoff (2017, p. 2589) define nudges as a “subtle form of using design, 

information and interaction elements to guide user behavior in digital environments, 

without restricting the individual’s freedom of choice”. According to Acquisti and 

colleagues (2017), one has to consider different aspects of nudges for increasing privacy 

and security, for example, a nudge’s information (for a realistic perspective of risks) or 

its presentation (providing necessary contextual cues in the user-interface). Sunstein 

(2014) provided a collection of the ten most relevant nudges from his point of view, which 

will be briefly summarized in the following.  

The default nudge describes a setting in a system that may help the user to make 

an advantageous decision, for example, regarding sustainability, by printing documents 

double-sided by default (Sunstein, 2014). This default nudge shows similarities to the 

idea of privacy-by-design approaches for systems that provide the most advantageous 

initial situation for the user (see Chapter 8.3). The individual being confronted with a 

(default) nudge should be informed about the intention of the respective setting and the 

setting should not exploit the user (Sunstein, 2014). Transferred to SNSs, initial privacy 

settings allowing postings to be accessible for the public without restriction can be 

understood as a disadvantageous default nudge (see also Knijnenburg & Kobsa, 2014). 

The second nudge described by Sunstein (2014) is simplification in terms of reducing 

cognitive effort that is demanded by users for making a decision. Sunstein (2014) argues 

that reducing complexity can support the usage of systems more intuitively which might 

result in a more positive user-experience. This is one of the guidelines for the persuasive 

prompts discussed in this work and is related to Fogg’s persuasive strategy reduction 

suggesting to make complex things easier in terms of reducing information that is not 

necessarily needed or to translate complex terms into more simple ones (Fogg, 2003). 

The third relevant nudge described by Sunstein (2014) focuses on the use of social norms. 

This is especially interesting from a social psychological point of view since one 

determinant for a person’s behavior is the perceived social norm regarding the topic of 

interest (see Chapter 6.2.2). Sunstein (2014) stresses that people tend to do what other 

people do or at least what other people think one should do because they want to be liked 

and accepted by others (Marxwell, 2002). People often adapt to others in order to receive 

the desired appreciation, which is referred to as normative social influence in social 
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psychology (Nail, MacDonald, & Levy, 2000). Normative social influence does not 

necessarily change a person’s opinion or attitude, but it shapes his or her behavior in a 

way that corresponds to the perceived social norms (Levine, 1999; Nail, MacDonald & 

Levy, 2000). Thereby, it does not even matter whether the people, whom one is 

comparing oneself to, are known peers or unknown strangers (see also Asch, 1956; 

Cialdini & Goldstein, 2004). As stated earlier (see Chapter 6.2.2), a social norm can shape 

and determine people’s perception of the environment and prevalent opinions and 

subsequently influence behavior (see also Ajzen, 1991) which might explain the impact 

of nudges using social norms as argumentation. In line with this, as already stated, Utz 

and Krämer (2009) also suggested that recommendations stemming from peers are more 

influential than those stemming from authorities (Chapter 6.2.2), stressing the importance 

of the perception of other people’s and peers’ opinion with regard to individual behavioral 

intentions. A further nudge described by Sunstein (2014) is increases in ease and 

convenience. This means that barriers regarding a decision should be reduced and the 

execution of behaviors should be presented as easy as possible in order to persuade people 

to implement them. Elements of persuasion use the same principle, as the occurrence of 

behavior is described to be more likely if it is perceived to be easily implementable 

(further relevant elements are behavioral motivation and triggers, cf. Fogg, 2003). 

Disclosure is the fifth type of nudging mentioned by Sunstein (2014), which resembles 

the guideline of being transparent. It is described as making information regarding a 

suggestion visible, such as providing nutrition tables or a detailed list of environmental 

costs associated with the use of an energy-consuming product (Sunstein, 2014; see also 

Chapter 8.5, Kelley, Bresee, Cranor, & Reeder, 2009). This is also related to the aspect 

information by Acquisti, claiming that users need to be informed about processes that 

decide what the user is confronted with (2017). The sixth nudge is the most important one 

regarding the current work, namely, warnings, graphic, or otherwise (as for cigarettes; 

p. 586), also related to the element presentation by Acquisti and colleagues (2017). It is 

argued that warning nudges can catch users’ attention, especially if they are designed in 

a specific noticeable way (e.g., large font, bright colors, bold letters if serious risks are 

involved). As early as in 2006, Rousseau and Wogalter provided design principles for 

warning labels, claiming that a label should have a noticeable color, left-sided text, and a 

frame in order to be recognized. Furthermore, according to Rousseau and Wogalter 
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(2006), a label should contain the word warning in the heading, as well as a description 

of the threat and potential consequences. However, against the background of reactance 

research (e.g., Brehm, 1966), the appearance of the word warning might not be that 

beneficial. Users might ignore the warning in terms of a “now more than ever”-mindset 

(see Devos-Comby & Salovey, 2002) or have negative feelings of powerlessness and a 

lack of capabilities to solve the situation. Furthermore, Sunstein (2014) argues that 

“attention is a scarce resource” (p. 586) and that the risk of people discounting the 

warning is given. Therefore, Sunstein (2014) suggests investigating the effects of positive 

and concrete warnings (e.g., with recommendations for alternative actions), which is done 

in the current work (see Study 3 and Study 4).  

It can be deduced that persuasive privacy prompts should be presented as 

encouraging suggestions instead of demotivating paternalistic demands in order to 

sufficiently encourage users accepting a system’s suggestion (Sunstein, 2014) and 

preserving users’ autonomy. Research in the health-care realm has shown similar effects 

regarding cigarette warning labels. Warnings without recommendations for actions seed 

reactance and negative feelings (see also protection motivation theory; Rogers, 1975) 

instead of helping people quit smoking. Privacy nudges have already been proposed as a 

promising measure for improving users’ online privacy on Facebook (e.g., Acquisti et al., 

2017; Wang et al., 2013). But still, underlying psychological mechanisms that influence 

the impact of privacy nudges are mainly unknown. In the following, research on nudges, 

directly referring to privacy protection, are presented and discussed, focusing on lessons 

that have been learned and open challenges to be solved.  

Zhang and Xu (2016) investigated privacy nudges for mobile applications to assist in 

the privacy decision-making processes of users. Exploring two different types of privacy 

nudges, namely, a frequency nudge (e.g., “the app reads contacts every 6 hours”) and a 

social nudge (e.g., “possibility to read contacts: 64% of users turn on”), revealed that 

privacy nudges have an influence on privacy attitudes. It was concluded that privacy 

nudges, which are integrated in an app and visible during the process of installation, can 

help the users in terms of understanding privacy conditions and can make privacy 

decisions easier (Zhang & Xu, 2016). This approach focused on privacy policies and 

online security rather than on self-generated content by the users. By contrast, Wang and 

colleagues (2013) examined the effects of privacy nudging regarding user-generated 
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inputs on an SNS. The authors developed three nudges for the social network Facebook, 

namely, a profile picture nudge (randomly presenting Facebook friends who would see 

the posting), a timer nudge (delay before a posting is published), and a sentiment nudge 

(informing the user that the posting can be perceived negatively). It was revealed that 

participants posted less content after receiving privacy nudges (Wang et al., 2013). The 

most promising nudge was the profile picture nudge supporting the assumption that the 

confrontation with a specific audience can influence users’ disclosures and privacy 

behavior (Vitak, 2012; Wang et al., 2013). However, the nudges by Wang and colleagues 

(2013) were neither adapted to users’ characteristics nor to the dimensions of privacy. 

The current thesis argues that nudges can be improved if they take the sensitive 

information itself, the related dimension of privacy, and user-centered variables into 

consideration. 

Ziegeldorf, Henze, Hummen, and Wehrle (2016) also proposed a comparison-based 

privacy measure as being a more promising measure than privacy nudges like those by 

Wang and colleagues (2013). They argue that the disadvantage of privacy nudges, as 

proposed by Wang and colleagues (2013), is the required understanding about which 

behavior is risky as well as a lack of individuality and appropriateness in nudging. The 

authors suggest a comparison-based privacy protection measure that compares a user’s 

amount of self-disclosure and other online behavioral patterns to those of his or her 

friends or other groups for comparison. The advantage of this approach is that no ground 

truth or explicit rules for defining sensitive information are needed (Ziegeldorf, Henze, 

Hummen, & Wehrle, 2016). However, comparing one’s own privacy behavior with the 

behavior of other people does not guarantee best privacy practice. Other users’ behavior 

can be rooted in false evaluations of privacy, missing privacy literacy, or individual 

privacy needs that might differ from those needs of other persons, which presents the 

danger of reinforcing inadequate privacy behavior. Of course, if the peer group, to whom 

one is comparing oneself to, shows cautious and reflected privacy behavior, this approach 

is a promising idea. However, this would require other users to be aware of privacy risks 

and be literate in terms of protective behavior.   

In the case of this work, a privacy nudge is defined as a suggestion for a behavioral 

change in a specific situation (e.g., online self-disclosure) of endangerment (e.g. high 

likelihood of negative consequences) with the aim of protecting users’ privacy through 
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providing supportive prompts. It is focused on a prompt’s presentation (appearing 

context-related and in a certain style) and provided information (give reasons for 

suggested behavior) in order to help users to make wise privacy decisions and be informed 

about privacy risks in real-time. Furthermore, principles of persuasion are closely related 

to nudging in this work; persuasive prompting will be considered as a type of nudging 

(see Study 3 and Study 4).  

In contrast to the supportive and guiding nature of persuasive prompting, 

manipulative measures would neither inform the user about intent and aims nor try to 

meet users’ needs. In social media contexts, scholars use the term digital nudging in order 

to address the digitalized nature of this measure more clearly. Especially because of the 

complexity and variety of available information and possible threats, it is a great 

opportunity to provide user-centered digital nudges in order to trigger advantageous and, 

if possible, rational decision-making. In the current case, advantageous decision-making 

means to make privacy-aware decisions through reducing the likelihood of being exposed 

to privacy harms after sensitive information disclosure.  

 

8.6.2 Opportunities to Combine Persuasion and Prompting for Online Privacy 

Protection 

In this dissertation it is assumed that persuasive privacy prompts might be an 

adequate concept for raising users’ awareness of online privacy threats stemming from 

imprudent online behavior. Therefore, it needs to be figured out how persuasive prompts 

or other intervening visual cues (see Study 4) can be designed and presented in a way that 

does not induce reactance or cause negative feelings. It has been argued that making 

decisions under uncertain risk conditions (e.g., self-disclose to an unknown audience or 

not) can lead to mindlessness in association with considering heuristics (see Chapter 3.1). 

In social psychology, heuristics are defined as mental shortcuts that are used to 

understand, categorize, and judge the environment (Kahneman, 2011). Basically, 

heuristics are necessary for people to survive in their social environments and to adapt 

themselves to basic circumstances. Still, heuristics can be dangerous as well, for instance, 

if people derive false mental shortcuts that then affect a person’s behavior. For example, 

based on mindlessness and the usage of heuristics, users of online social services might 
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provide personal information to websites or networks without questioning whether it is 

actually needed for respective processes. In fact, a lot of information is collected by 

institutions like Google and Facebook which might not necessarily be needed to provide 

their services (Heurix, Zimmermann, Neubauer, & Fenz, 2015). A warning in terms of a 

privacy intervention can release users from their mindlessness in specific situations and 

induce more awareness for privacy threats (which might not be possible by solely relying 

on educative approaches since privacy literacy might not be retrievable at any time, 

depending on situational cues, for instance). Following the elaboration likelihood model 

by Petty and Cacioppo (1986; see also Chapter 8.5), a persuasive warning label would 

call users’ attention and activate the central route of information processing resulting in 

more elaborated decisions. Originally, the elaboration of information as it is described in 

the elaboration likelihood model referred to the elaboration of messages with strong 

versus weak arguments or messages that are transmitted via an attractive/trustworthy 

versus unattractive/not trustworthy communicator resulting either in persistent attitude 

changes or temporary weak attitude changes (see Petty & Cacioppo, 1986). As already 

stated, depending on users’ involvement and individual motivation to engage in the 

behavior of interest (here, privacy protection), persuasive support messages as they are 

considered in the current work can be processed in either a more or a less elaborated way. 

This work focuses on effects of system-based persuasive privacy prompts on 

actual privacy behavior and psychological variables that influence these effects, 

depending on the persuasive style (see Kaptein et al., 2012; Fogg, 2009) and the 

information provided within a prompt (see Study 1; Acquisti et al., 2017). More precisely, 

it is aimed at analyzing the influence of system-based persuasive privacy prompts that are 

formulated alongside specific persuasive styles (i.e. authority or consensus) on users’ 

actual privacy behavior on an SNS (i.e. self-disclosure or information withdrawal). 

Furthermore, it will be examined whether persuasive privacy prompts will be more 

effective (i.e. users provide less sensitive information) if prompts contain reasons for 

respective suggestions. The following chapter summarizes pivotal approaches that have 

been outlined in this work and will be considered for deriving hypotheses, discussing 

findings and providing theoretical and practical implications of this work. 
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9 Summary of Underlying Theories and Approaches 

The following section summarizes the key assumptions of the approaches and theories 

that are considered in the present work, and critically reflects on advantages and barriers 

for analyzing users’ online privacy behavior on SNSs.  

As explained in Chapter 5.1, the privacy paradox (Barnes, 2006) was a valid 

assumption, claiming that users’ privacy behavior cannot be explained by their privacy 

attitudes and concerns. However, this paradox was addressed by scholars from various 

theoretical and methodological viewpoints revealing new perspectives on users’ 

seemingly paradoxical privacy behavior.  

One approach that is considered to explain why people tend to disclose sensitive 

information about themselves although it might entail negative consequences is the 

privacy calculus claiming that people weigh risks and benefits of self-disclosure in order 

to decide whether to disclose personal information or not (Culnan & Armstrong, 1999). 

Krasnova, Spiekermann, Koroleva, and Hilebrand (2010) initially used this approach for 

examining privacy behavior on SNSs. They revealed that perceived risks were related to 

a less comprehensive, and perceived benefits were related to a more comprehensive 

profile on a specific SNS. However, this approach bears criticism as well, since the 

privacy calculus assumes the actor to be rational although human beings are not able to 

act and decide rationally under all conceivable conditions (e.g., Acquisti, et al., 2017). 

Nevertheless, its assumption that people are driven by the anticipation of benefits, was 

also addressed by Trepte and Teutsch (2016) who stated the gratification hypothesis as 

one attempt for solving the privacy paradox (see Chapter 5.1). The gratification 

hypothesis, as well as the privacy calculus, states that people disclose themselves if 

benefits of self-disclosure are anticipated, and, if they are more salient than potential risks. 

However, Trepte and Teutsch (2016) indicate that users are not fully rational actors but 

might be driven by heuristics and subjective perceptions of benefits. This assumption is 

also indicated in the protection motivation theory, which states that a person’s decision 

to perform an action (here, self-disclosure or self-withdrawal) is based on individual 

subjective evaluations of threat and coping capabilities (Rogers, 1975).  

The theory of planned behavior was used to explain users’ seemingly paradox 

privacy behavior as well (see Chapter 5.3). In particular, Dienlin and Trepte (2015) 

demonstrated that, if privacy is operationalized adequately (i.e. considering different 
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dimensions of privacy), and considered comprehensively (i.e. examining behavioral 

intentions and attitudes), a person’s privacy behavior occurs less paradox and more 

reasonable. Basically, the theory of planned behavior (Ajzen, 1991) explains reasoned 

actions which are based on an interplay of attitudes, perceived social norms and perceived 

control over an action which influences persons’ behavioral intentions and subsequently 

their actual behavior. Since this theory is predominantly considered for explaining 

elaborated and reasoned behavior, concrete short-term and affective behavioral elements 

are missing within the model. However, although “the TPB emphasises the controlled 

aspects of human information processing and decision-making” (Ajzen, 2011, p. 1116), 

Ajzen (2011) points out that emotional and affective states are actually included in his 

theory in terms of triggering particular behavioral attitudes and intentions which might 

be salient and easily accessible in emotional situations. Thus, although the theory of 

planned behavior mainly aims at explaining “goal-directed” (Ajzen, 2011, p. 1116) 

behavior, this does not implicate that the actor is understood as being rational and 

detached from emotions. Ajzen (2011) stresses that perceived norms, attitudes, and 

intentions are also not free from subjective beliefs and that they represent the users’ 

perception, which cannot be completely rational since human beings perceive the 

environment filtered through their own characteristics. In sum, the theory of planned 

behavior can be considered as analyzing “goal-directed” and reasoned behavior, which 

implicitly covers persons’ irrationality and emotionality.  

In contrast to the theory of planned behavior (Ajzen,1991) and the privacy 

calculus (Culnan & Armstrong, 1999), the protection motivation theory (Rogers, 1975) 

assumes that a current risk has been communicated to a person, which then influences his 

or her protection motivation and protective behavior (see Chapter 5.4). The core elements 

within the protection motivation theory are the source of the risk-related information, the 

cognitive evaluation of the threat, and the chosen mode to cope with the threat (Floyd, 

Prentice-Dunn, & Rogers, 2000; Rogers, 1975). Dienlin and Metzger (2016) investigated 

the privacy calculus in the realm of SNSs, referring to assumptions of the protection 

motivation theory (Rogers, 1975). In their study, Dienlin and Metzger (2016) 

demonstrated that privacy concerns predict self-withdrawal (but also self-disclosure) 

behaviors (whereas anticipated benefits solely influence self-disclosure). Following the 

authors, this is in line with the protection motivation theory, which, according to Dienlin 



 

 

 

105 

 

and Metzger (2016), claims that solely the perception of concerns (instead of anticipated 

rewards) leads to protection motivation. However, the threat appraisal within the 

protection motivation theory, which either increases or diminishes the likelihood that the 

non-protective behavior will be implemented, does not only comprise of concerns (i.e. 

negative evaluations) but also of maladaptive response rewards. The threat appraisal 

assesses the maladaptive behavioral response (see Floyd, Prentice-Dunn, & Rogers, 

2000). If the individual perceives great rewards of conducting the non-protective 

behavior, he or she will more likely select the maladaptive response, indicating that 

protection motivation would be low, and the unprotected behavior would be conducted 

(e.g., anticipation of many likes leads to self-disclosure). In contrast, the perceived threat 

will decrease the likelihood that an individual selects the maladaptive coping, indicating 

that the non-protective behavior would not be conducted. Thus, concerns are not the only 

driving factor within this theory but they indeed have strong influence on protection 

motivation and protective behavior.  

The current thesis considers the most decisive elements of the mentioned 

approaches within the empirical studies, attempting to explain users’ online privacy 

behavior. This work explores requirements for system-based privacy support measures 

(Study 1), the motives to opt-out from an SNS, the influence of intrapersonal factors on 

the intention to opt-out (i.e. impression management motivation, privacy concerns) as 

well as the relation between general self-disclosing activities and the attitudes and 

intentions regarding opting-out (Study 2). Further, Study 3 and Study 4 assume the impact 

of system-based privacy support measures (i.e. persuasive privacy prompts and visual 

cues) on users’ privacy behavior to be moderated by individual characteristics and needs, 

namely, the need for privacy, the need for popularity, grandiose narcissism, vulnerable 

narcissism, self-control, and privacy concerns. Furthermore, this work hypothesizes, that 

the susceptibility to particular persuasive styles and perceived privacy norms also 

moderate the impact of privacy interventions on the privacy behavior. Moreover, privacy 

concerns, attitudes, and intentions are assumed to influence users’ privacy behavior. 

Further, it is asked, whether the presence of system-based privacy support influences 

users’ perceived privacy control, affect, or the user experience. Additionally, this work 

assumes that the presence of system-based privacy support might have an influence on 

the weighing of risks and benefits related to self-disclosure (Study 4). Finally, the need 
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for cognition is hypothesized to influence the weighing of risks and benefits related to 

online self-disclosure (Study 4).  

In the following, four empirical studies analyzing the proposed relations are 

outlined, and discussed. Each chapter provides limitations and future directions. Figure 2 

provides an overview of investigated variables and hypothesized relations which will be 

referred to in the following sections.  
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III REQUIREMENTS FOR USER-CENTERED PRIVACY 

SUPPORT  

10 Study 1: Paving the Way for Technical Privacy Support - A 

Qualitative Study of Users’ Intentions to Engage in Online 

Privacy Protection 

As outlined in Chapter 2.2, users of SNSs tend to disclose sensitive personal 

information on the Internet without utilizing privacy protective measures albeit privacy 

threats might occur. While there is an impressive body of research about the benefits of 

online self-disclosure (see Chapter 4.1), there is still a lack of knowledge of how to 

empower users in protecting their privacy. Building on key assumptions of the theory of 

planned behavior (Ajzen, 1991, see Chapter 5.3), Study 1 qualitatively addresses users’ 

desires for technical privacy support, the questions of how to increase people’sintentions 

to reflect on risky online actions, and how to induce conscious online behavior by means 

of technical privacy support. One system-based solution for raising situational privacy 

awareness is utilizing privacy nudges. As explained in Chapter 8.6.1, privacy nudges can 

increase users’ attention in dangerous situations of sensitive self-disclosure (Acquisti et 

al. 2017; Wang et al. 2013) by triggering them at crucial points of time and guiding 

behavioral outcomes in terms of privacy-aware practices (Acquisti, 2009). Given that 

most nudges are neither adapted to the users themselves nor to the dimension of privacy 

that is going to be violated, these prompts might be experienced as random warnings 

instead of efficient privacy support by users. So far, requirement-elicitation with a view 

to application – considering a concrete concept of a potential measure as well as users’ 

individual characteristics from an interdisciplinary view, combining psychology and 

software engineering – is missing. This work argues that current approaches need to be 

expanded by considering the individuals themselves (see Chapter 6.2) and the 

multidimensional concept of privacy (see Chapter 2.1). Therefore, Study 1 reflects on 

methods for encouraging users to improve privacy-protecting practices and requirement 

elicitation for privacy-supportive and user-centered nudging. 
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10.1 The Importance of Protecting Online Privacy 

As described in Chapter 2.1, privacy is a fundamental human right and need for 

making self-determined decisions (DeCew, 1997), stressing the necessity to maintain 

privacy in offline environments as well as on the Internet. In order to support users in 

their privacy decisions it is crucial to point out potential risks of insecure privacy behavior 

and in line with that, demonstrate in how far particular self-disclosures can be dangerous 

(see Chapter 3). Users’ disclosures and behavioral patterns on SNSs can be utilized by 

third parties in order to predict personal characteristics (e.g., Kosinski, Stillwell, & 

Graepel, 2013) or spread by other users and cause rumors and psychological stress (e.g., 

Wang et al., 2013; see Chapter 1 and Chapter 2.2). However, estimating the likelihood 

and severity of privacy risks and negative consequences to occur is still a difficult task 

for users (Baek, Kim, & Bae, 2014; Moll, Pieschl, & Bromme, 2014, see Chapter 3), 

making privacy support measures that are able to point out these factors more relevant 

than ever.  

Since the overarching goal of this dissertation is to explore how to raise users’ 

privacy awareness and – even more important – how to evoke protection intentions and 

induce protective behaviors, it is necessary to learn about users’ current levels of 

(perceived) consciousness regarding online privacy issues. Therefore, the research 

questions of Study 1 refer to the requirements toward a future protection measure. This 

feature-based background delimits the current study from previous work that focuses on 

describing and explaining users’ behavior instead of developing adapted support features. 

To begin with, Study 1 aims at shedding light on users’ current privacy awareness and 

intentions by addressing the following research question: 

Research Question 1 (RQ1): (To what extent) are users of SNSs aware of online 

privacy? 

10.2 Motives for Utilizing Privacy Protective Measures 

Privacy concerns are an important driver for engaging in privacy protection (e.g., 

Bartsch & Dienlin, 2016; Dienlin & Trepte, 2015; Osatuyi, 2015; Vitak, 2015, see 

Chapter 6.3.3) and consequently an element that can contribute to the theory of planned 

behavior (Ajzen, 1991) in order to predicting behavior even more comprehensively 
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(Dienlin & Trepte, 2015). For developing privacy protection measures, it is indispensable 

to learn about users’ concerns and, consequently, to derive issues that could be risky but 

are still unknown to the users. Unknown risks could evoke false perceptions, which in 

turn distort perceived control (see Chapter 8.6). By asking people about motives and 

reasons for protecting themselves, the perceived consequences of not engaging in privacy 

protection and the gaps or misunderstandings concerning adequate measures of privacy 

protection can be derived. Additionally, it can be figured out how participants perceive 

their own risks and levels of control. This is important since it has recently been argued 

that users’ perception of privacy is not always equal to their actual privacy state (e.g., 

Dienlin, 2014). Covering these issues, the second research question was: 

Research Question 2 (RQ2): (Whereof) do users want to be protected and what are 

their motives and reasons for required protection? 

10.3 Users’ Perception of their Own Privacy Knowledge 

As mentioned in Chapter 7.2, the social network Facebook provides basic security 

information regarding hacking, creating secure passwords and data encryption processes. 

However, comprehensive individual privacy support for users seems to be lacking and 

the impact of provided security information remains unanswered. Among others, this 

might be one reason for Facebook users creating alternative privacy strategies going 

beyond the usual Facebook security settings. The most prominent methods, namely super-

logoff, whitewalling, and social steganography (boyd 2010; boyd & Marwick 2011) were 

referred to in Chapter 7.2. Apparently, these strategies help users to feel protected. 

Despite it is actually not possible to avoid online privacy risks completely through 

logging off, deleting content, or encoding messages it is nevertheless considered as 

potential privacy increasing method by some users (boyd, 2010; boyd & Hargittai, 2010). 

However, sensitive information that is deleted or encoded is still online for a period of 

time and logging out is only a temporal solution. 

Privacy knowledge (i.e. privacy literacy) is also related to people’s perceived 

control, which is a crucial factor influencing behavior. When aiming to support Internet 

users through technical privacy support it is helpful to get an impression of their current 

(perceived) states of literacy. Moreover, reflecting on problems of current privacy 

measures is one important step of requirement elicitation for a new measure or system. 
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Therefore, the third research question was as follows:  

Research Question 3 (RQ3): Do users (think that they) know how to monitor and 

protect their privacy and do they know and use specific measures (e.g., the super-

logoff) for this? 

10.4 Elicitation of Requirements 

Besides people’s intentions and attitudes, their psychological needs for 

competence, autonomy, and relatedness can influence their engagement in a behavior 

(Ryan & Deci 2000; Yap & Gaur 2016). Privacy protective measures that are consulted 

for supporting the process of changing behavior (from unaware to aware privacy 

behavior) should be able to satisfy these needs. As outlined in Chapter 8.6.1, applying 

persuasive strategies might be promising to advance the approach of digital nudging 

aimed at guiding people’s privacy behavior (e.g., Fogg, 2009; Kaptein et al., 2012). 

In contrast to the goals of PET as they were described in Chapter 8, which mainly 

aim at protecting security (i.e. informational privacy), this work additionally aims at 

covering the multidimensionality of privacy by also considering social and psychological 

privacy (see Burgoon, 1982, Chapter 2.1).  

Therefore, with a view to application, the consideration of users’ needs and 

requirements will help to derive suggestions and guidelines for future privacy protection 

approaches. According to the theory of planned behavior (Ajzen, 1991), users’ attitudes 

and behavioral intentions regarding privacy protection methods are correlated with the 

adoption of these methods. More precisely, Dienlin and Trepte (2015) showed that 

privacy attitudes influence privacy intentions, which are a pivotal factor for actual privacy 

behavior. Therefore, it is particularly important to ask participants to reflect upon which 

methods for modifying online privacy behavior they would accept and use. Furthermore, 

it is valuable to gain knowledge about characteristics that would probably not be accepted. 

Hence, the following crucial research question was formulated: 

Research Question 4 (RQ4): Which features should a privacy support application 

(not) provide in order to get accepted and adopted by users? 
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10.5 Method  

Based on an interview guide referring to the four research questions, ten in-depth 

interviews with SNS users were conducted. Interviews took between 45 and 60 minutes 

and were recorded and transcribed. Transcribed interviews were examined with the 

software MAXQDA12. The study was approved by a local ethics committee.  

Participants were asked about their online privacy and their opinions about the 

concept of a technical privacy support measure. The first and second research question 

were addressed quite openly. For the third research question, printed screenshots 

explaining the procedure of the super-logoff were prepared in order to talk about this 

measure even if participants did not know it. However, at first, participants were asked 

whether they knew the procedure or not without seeing the screenshots. For the fourth 

research question, users were asked to think aloud of a perfect SNS including privacy 

measures without giving them any instructions or constraints. Afterwards, the idea of 

persuasive privacy support messages was introduced by explaining the hypothetical 

functionality and giving an example of a system’s privacy message (“You are going to 

provide sensitive information. Do you really want to continue?”).  

Analyses were conducted based on semantic categories (codes) relating to the 

research questions (see Mayring 2010). The code system was constructed via a mixed 

method. The basic structure was defined alongside the research questions and previous 

research findings, before conducting the interviews. During qualitative analyses, the 

predefined codes were modified and some were excluded because they were not pivotal 

for the underlying main questions. This was done by exploring the transcribed interviews 

line-by-line. Four final main codes; (1) privacy awareness, (2) worries and perceived 

consequences, (3) privacy knowledge, (4) acceptance of technical privacy support, which 

are divisible into particular sub-codes, were developed. Table 1 gives an overview of all 

codes and sub-codes according to respective research questions.  
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Table 1  

Overview of all codes related to the research questions (Study 1). 

Research questions and guiding questions Codes 

RQ1: (To what extent) are users of SNSs aware of online 

privacy? 

- Do users think about their privacy? 

- How do they evaluate their privacy behavior? 

- Can they estimate the range of their contributions?  

- Do they feel safe? If not, why not? 

 

Privacy awareness (main code) 

 

- General awareness  

- Perceived behavior / self-evaluation 

- Perceived range 

- Perceived safety 

RQ2: (Whereof) do users want to be protected and what are 

their motives and reasons for required protection? 

- What are the perceived consequences and risks? 

- Based on the company (Facebook) 

- Based on 3rd parties (data theft, advertising) 

- Based on other users (mobbing, fraud, etc.) 

- Have the users already experienced negative 

consequences? 

 

Worries and perceived consequences         

(main code) 

- General consequences 

- Consequences: Facebook 

- Consequences: 3rd Parties 

- Consequences: Other users 

- Experienced negative consequences 

RQ3: Do users (think that they) know how to protect/monitor 

their privacy and do they know specific measures for this? 

- Do users have knowledge regarding online privacy 

protection? 

- Do they know/use whitewalling? 

- Do they know/use social steganography?  

- Do they know/use the super-logoff? 

- Do they know/use Facebook measures 

 

Privacy knowledge (main code) 

 

- General knowledge 

 

- Whitewalling 

- Social steganography  

- Super-logoff 

- Facebook measures 

RQ4: Which characteristics should a privacy-aware SNS or a 

privacy support measure (not) provide in order to get accepted 

and adopted by users? 

- Which characteristics/properties and functionalities do 

participants want/need /accept? 

- Which characteristics/properties and functionalities do 

participants think, other users want/need/accept? 

- Which characteristics/properties and functionalities do 

participants not want/need/accept? 

- Which characteristics/properties and functionalities do 

participants think, other users don’t want/need/accept? 

Acceptance of technical privacy support 

(main code) 

 

- Personal acceptance  

 

- Perceived acceptance  

 

- Not accepted properties  

 

- Perceived not accepted properties 

 

 

In order to test the reliability of the codes, a second rater coded five complete 

transcripts, following the defined code system. Besides the code system, the second rater 

was provided with explanations referring to every code and sub-code. Agreement 

between coders was only reached if at least 90% of an identified text passage concurred 

exactly. According to Landis and Koch (1977), and to Altman (1991), the intercoder-

reliability revealed moderate (κ = .41–.60) to substantial (κ = .61–.80) kappa (κ) and 

agreement (%) values (κ1 = 0.52 [54.74%], κ2 = 0.55 [57.78%], κ3 = 0.62 [64.35%], κ4 = 

0.50 [53.00%], κ5 = 0.51 [54.00%]). 
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Before conducting the interviews, participants were informed about the topic, 

conditions, and procedure of the interview, including the fact that they could cancel the 

interview at any time and that the conversations were going to be recorded and 

transcribed. Subsequent to the interviews, participants were informed about the topic and 

research questions of this study in more detail.  

Recruitment and sample 

Participants (N = 10) were recruited through a forum of the university and the 

social network Facebook. Following Ritchie and colleagues (2014), this sample size is 

sufficient for qualitative examinations such as conducting in-depth interviews. 

Interviewees received either 10 euros or a student incentive for participating. Seven 

participants were female. They were aged between 19 and 27 years, M = 23.00, SD = 

3.01. Most of them were students (n = 7), two of them were research associates, one was 

a teacher. The precondition for participating was to have a Facebook account or to have 

had one in the past. Nine persons were Facebook users and one participant was an ex-

Facebook user. All of them were active on additional social online networks or messaging 

applications such as WhatsApp (n = 9), Instagram (n = 8), Snapchat (n = 2), Threema (n 

= 2), Twitter (n = 2), Pinterest (n = 2), LinkedIn (n = 1), ResearchGate (n = 1), Tumblr 

(n = 1), or Google+ (n = 1).  

10.6 Results 

In the following, the results of qualitative investigations are summarized alongside 

the stated research questions. Participants’ age and gender is indicated for each statement.  

 

Privacy awareness (RQ1) 

The first research question addressed interviewees’ current level of privacy 

awareness. Participants reported being aware of the importance of one’s online privacy. 

On the one hand, their awareness referred to general norms and on the other hand, to 

specific types of information, as the following quotations demonstrate:  

“Not everyone must know about it.” (female, 27 years)  

“That’s the most important thing [to keep privacy in mind].” (male, 27 years) 
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“I don’t disclose my last name.” (male, 21 years) 

These statements represent users’ attitudes referring to the dimension of 

informational privacy. However, most statements demonstrate that even though 

participants sporadically reflect on what (personal) information they disclose through 

statements like “Recently I checked, what is still on my Facebook profile from the past.” 

Persons who explicitly claimed to be aware of privacy issues said for example:  

“Some people save their passwords, but I do not. I must type it in every time I want to 

login [i.e. informational privacy]. Because I learned that this is secure [i.e. social norms]” 

(female, 27 years) 

“I am also aware that Facebook and WhatsApp are somehow connected. But as I said, I 

think it is exaggerated having too many worries about it. It's part of Facebook. I use it 

anyway.” (male, 27 years) 

These statements are not evidence of comprehensive privacy awareness (as the 

participants thought) but rather of general thoughts on privacy (related to social norms) 

that do not trigger comprehensive engagement in privacy protection but a superficial 

reflection on a topic of public interest. One person did not seem to be aware of privacy at 

all, saying:  

“I think that my profile is completely public. But to be honest – I don’t even know 

exactly.” (male, 21 years) 

This mirrors the findings by Trepte and Masur (2016) that many people do not know 

whether their profiles are publicly searchable. Despite the fact most participants claimed 

to be aware of privacy issues, some respondents (n = 5) even suppressed possible risks 

by ignoring or trivializing them:  

“Yes, it could become dangerous. But actually, one ignores that in everyday life.” (male, 

21 years) 

“Well maybe I am too naive. I did not think much about that privacy thing before.” (male, 

21 years) 

 “I'm a bit uninformed because I never read the policies. If I would read it, then I would 

be well informed... I guess it would be sufficient if one would read it?” (female, 23 years) 
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Altogether, interviewees’ level of privacy awareness was found to be not 

sufficiently high to result in conscious online privacy behavior. Conscious online privacy 

behavior would require a higher level of awareness in order to pronounce and increase 

the intention to engage in privacy protection. But this was lacking. The observation after 

this first part of the interview was that participants considered the topic of privacy 

protection merely on the surface, whereby respective attitudes referred to internalized 

social norms.  

 

Worries and perceived consequences (RQ2) 

In order to analyze users’ privacy concerns, they were asked whether they were 

afraid of online privacy violations. Most participants (n = 8) were afraid of negative 

consequences affecting their social lives (online as well as offline), such as cyber-

mobbing or elimination of (Facebook-) friendships, as well as exclusion from social 

groups. Referring to perceived consequences of laissez-faire privacy behavior with regard 

to one’s social life, one participant said:  

“It could be dangerous to publish personal stuff because it could go wrong. Other users 

could say that my photo looks stupid or that I get no likes. I actually have no experiences 

with mobbing but every time when you upload something there is the hazard of being 

excluded or disliked.” (male, 21 years) 

As demonstrated by this quotation, as well as by the next one, people are concerned 

about being excluded or not liked (anymore) by other users:  

“I am actually afraid of what other users can get to know about me. For example, when I 

like something on a newspaper website and I am logged in with my Facebook account at 

the same time, others could see what I like or comment on the news site. If they don’t agree 

with me it could become an uncomfortable situation.” (male, 27 years).   

Furthermore, anxieties concerning online firestorms, hate speech dynamics and 

cyber-mobbing were stated by six persons as well, whereby the likelihood of actually 

becoming a victim of a firestorm or mobbing is assigned to other users rather than to 

oneself: 

“Moreover there is the fear of a firestorm, which could arise if you post your personal 

opinion in the network. I don’t do that!” (male, 21 years)   

“One is afraid of negative responses.” (female, 23 years) 
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“Especially for teenagers that’s an issue.” (male, 21 years) 

 These statements indicate a third-person effect in line with the findings by Baek, 

Kim, and Bae (2014). 

In contrast to anxieties on a horizontal level, concerns on a vertical level referring 

to third parties misusing their data were considered as an unpleasant but necessary 

condition. This was described as a general concern that one has to live with. In line with 

this, perceived control regarding privacy harms based on third parties was considered as 

very low.  

Five persons mentioned consequences that could arise based on third parties, but in 

the sense of the possibility that consequences could occur instead of pointing out, that 

they are directly afraid of it. For example, one person stated: 

“[…] They pick you for particular advertisement and news. Through your likes you 

somehow give up your privacy.” (male, 21 years) 

From this quote, it can be derived that this particular person knows (at least 

generally) about the effects and consequences of online actions. Furthermore, he stated:  

“In the past, one thought that one has more privacy, but nowadays there is no real privacy.” 

(male, 21 years)  

But following the person’s next quote it emerges that he nevertheless does not pay 

attention to what he provides to third parties and, in line with that, his concerns do not 

cause cautious privacy behavior:  

“You are still doing it. I don’t know why. I would say, for instance, if there is a shoe that I 

like, of which I think ‘awesome’ then I do click the like-button, but I don’t know why.” 

(male, 21 years) 

Persuasive privacy messages could help those persons whose behavioral intention 

is not sufficiently pronounced as is the case for this interviewee because it can raise 

awareness and situational motivation (e.g., Acquisti, 2009, Acquisti et al., 2017). One 

other person mentioned possible consequences referring to third parties by saying:  

“I know a little bit about it, for example, that your personal profile is sold to other 

companies, for $42 they said in the news. And in general you know, when you sign in [to 

a SNS] and read the terms of condition, you lose the rights to your photos, if you publish 

them.” (male, 20 years) 
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This person also stated having some knowledge concerning possible consequences 

based on third parties and he indeed felt a little uncomfortable about it: 

“Of course you try to act like it doesn’t matter to you, but it’s a little frightening and you 

also feel uncomfortable, somehow.” (male, 20 years) 

But in the end, he was either not seriously afraid or her intentions to change 

behavior were not incisive, probably due to a biased view of his own risk assessment (see 

Baek, Kim, & Bae, 2014): 

“This couldn’t happen to me, because I’m not a very active user. But in general, it can 

happen to people.” (male, 20 years)  

A privacy alert that is persuasive could help to adjust such biased perceptions by 

intervening in critical situations of sensitive information disclosure.  

Moreover, participants believed to have no influence on whether their data will be 

used or forwarded by institutions and providers like Facebook or Google anyway. Thus, 

they fade out the risks concerning third parties, noticeable trough statements like: 

 

“I think that they know far too much about me and thus, they actually have power over 

me. They have all the data and theoretically can sell it. I believe that this is forbidden, but, 

they could do it. This is a bit creepy.” (female, 23 years) 

Some participants even reported about earlier personal experiences that led to 

feelings of regret, which for most users would be the trigger to change something;  

“Of course, at that time I didn’t have constant control, because it was a new medium (…). 

And, of course, at that time I liked many things for which I am almost ashamed now. But I 

do think that I have it under control nowadays.” (male, 20 years)  

“One can provide almost everything on Facebook nowadays. Favored music, movies, 

favorite news… and I really don’t endorse this. But in the past, when I was younger, I did 

that. I filled in everything – I like this and that, this is my football club.” (male, 20 years) 

 

In line with the assumptions of the theory of planned behavior (Ajzen 1991), the 

lack of perceived control results in a lack of behavioral intentions and required protective 

behavior. Following participants’ reports, perceived consequences that could 

hypothetically affect their social lives and relationships indeed influence the way some 

of them behave, for instance, in terms of not sharing personal opinions on a specific topic 
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if they perceive the disclosure to be inappropriate (but it might not be evaluated as such 

by others). However, foregoing posting one’s opinion on a single issue only once or twice 

does not imply that one is fully engaged in privacy protection. There is still further 

information disclosed concerning other topics and additional networks are used to 

disclose as well (all interviewees were registered in at least one additional social 

network). Users’ perception that other persons are more endangered than they are 

themselves indicates a third-person effect on the one hand and a lack of awareness and 

knowledge on the other hand. In sum, interviews revealed that participants are indeed 

afraid of negative consequences of online disclosure on a general level but there seems to 

be a barrier that hinders them from converting these fears into constant privacy protective 

behaviors. Technical privacy support measures need to break through this behavioral 

barrier. 

 

Perceived privacy knowledge (RQ3) 

Previous research (e.g., Bartsch & Dienlin 2016) was underpinned in the way that 

interviews revealed that if users do have some privacy knowledge (privacy literacy) they 

tend to behave in a more secure way than if they do not. For example, one person who 

shared some key points of his privacy knowledge said:  

“You can decide whether to share something with the public or with a smaller group, e.g. 

friends or friends of friends. You can do this for every posting and every photo. One can 

try to keep everything at least a little private. The phone number for example – Facebook 

doesn’t need it.” (male, 20 years) 

This interviewee actually did not provide his phone number but carefully decided 

which information to publish and which not. Furthermore, persons claiming to have 

privacy knowledge tend to have an increased general willingness to learn about new 

methods for protecting privacy like the super-logoff or whitewalling and would be 

interested in testing such measures as well:  

Ok, the account is deactivated but not deleted? You can reactivate it and then the data are 

back again? […] I find it quite good, actually.” [referring to the super-logoff] (female, 27 

years) 

 In total, two persons knew the procedure of the super-logoff but were not familiar 

with the concrete wording. One participant actually performed the procedure:  
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 “I know it somehow, I guess. I had an account which I wanted to delete but it was 

complicated. Facebook told me that it will be deleted after 14 days.” (male, 20 years) 

Three participants also performed a light version of whitewalling but again, without 

knowing this term. However, instead of deleting all previous postings, they only deleted 

one or two carefully chosen comments. By contrast, no person performed any kind of 

social steganography. Participants evaluated this method as “senseless” and “childish”. 

One person stated: 

“Against the background of privacy protection this is nonsense. Then I would rather create 

lists of people who are allowed to see my stuff.” (male, 27 years) 

Nevertheless, the mentioned methods were not evaluated to be sufficiently helpful 

for privacy protection by participants. One interviewee stated that even though the super-

logoff method sounded quite interesting she would not use it because of the implicated 

disadvantages which would be that other persons cannot find or contact her during the 

time her profile is deactivated, even though she potentially would like these special people 

to find her.  

To sum up, most interviewees who initially showed interest in the super-logoff and 

whitewalling nevertheless concluded that it is either not practical or simply not adequate 

for guaranteeing privacy. Social steganography was not liked at all. It further turned out 

that privacy knowledge can indeed help to enhance users’ intention to modify their online 

privacy behavior and particularly to engage in protective measures, if triggered (and not 

under stress or emotionally affected). However, it was transmitted by participants that 

privacy protection measures need to be effortless and easy to handle, and at best without 

bringing any disadvantages.  

 

Acceptance of technical privacy support (RQ4) 

Participants were asked two questions regarding the acceptance of technical privacy 

support and privacy-aware SNS. Specifically, they were asked regarding their opinion of 

a waning message acting as situational technical privacy support (i.e. “What would you 

think about a warning message for drawing your attention to privacy protection issues 

before you disclose information on an SNS?”). Furthermore, requirements for a desirable 

future privacy-aware social network were examined rather openly (“Imagine 5 years 
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ahead without all the currently existing SNSs. How should your perfect SNS look like 

with regard to privacy protection?”).  

The idea of having technical privacy support in terms of a system-based warning 

message was evaluated carefully by interviewees. Most participants liked the idea but 

after having communicated the advantages, almost all of them struggled with the 

disadvantages (except one person). Thereby they were trying to tackle a paradox, namely, 

the desire for privacy protection in contrast to the mistrust in the supportive system 

providing warning messages for specific content. This will be referred to as protection 

paradox in this work. Furthermore, participants raised the idea of an undo-button, being 

able to withdraw disclosures. In the following, the positive and negative statements 

referring to the warning message are reported, illustrating participants’ attempt to 

evaluate benefits and detriments in order to derive a final opinion of the suggested idea.  

The first participant positively referred to the warning message by stating:  

 

“I can imagine that this would be helpful because if one wants to post something which 

could be misunderstood or might be controversial, or one discloses political attitudes, 

which I actually do not want to disclose, then it would be ok as a kind of reminder.” (male, 

27 years) 

“I like that [referring to an undo-button]. I had such a feature in my mail program. If I 

wanted to send a mail between 01:00 am and 05:00 am I had to solve a maths calculation 

and only if I was able to solve it was I able to send the mail. I set a control for myself.” 

(male, 27 years) 

Perceived disadvantages were expressed by this participant in the following 

statements: 

“On the other hand I think that many people who spread such opinions [referring to strong 

political opinions] publicly on Facebook would not be interrupted by that (…) I do not 

think that it would prevent them from disclosing because people with such characteristics 

and opinions would not care anyway.” (male, 27 years) 

“This implicates that Facebook directly analyzes what I am writing – which I actually do 

not like. But I know that Facebook does it anyway and if they are doing it – then they can 

warn me anyhow.” (male, 27 years) 

 

The second participant did not believe that he personally would need privacy 

support but that this measure would be interesting for others. In addition, he was very 
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critical, and elaborated on the disadvantages more intensely than on the advantages. 

Positive statements by this participant were:  

“Of course, it would be a useful feature…” (male, 27 years) 

“For people who are more vulnerable this might be helpful. Well, generally, this would be 

a useful feature…” (male, 27 years) 

“This can be a solution for the problem as well.” [referring to an undo-button] (male, 27 

years) 

Critical statements referring to the mistrust into the system and the importance of 

user-friendliness were formulated by this interviewee as follows:  

“…But I would ask myself how the system identifies that what I am doing is sensitive. It 

would need to scan the message and use an algorithm and asses the content.” (male, 27 

years) 

“…If it works well and does not bother me. When I sit in the train and want to post 

something completely innocuous it should not bother me by saying, ‘Do you really want to 

share now?’ Because then I would feel patronized and I would think, ‘yes, of course’, 

otherwise I would not have clicked the share-button.” (male, 27 years) 

“It is definitely important to mention the consequences of my online behavior, because just 

saying ‘delete this because I tell you’ would be almost a commanding tone. Simply 

explaining, and giving reasons in order to initiate the target group to think about it, and 

then allowing for individual decisions to be made. Because one cannot decide for others, 

but rather give advice.” (male, 27 years) 

The third participant had neither a very positive view on the suggested system-

based support measure nor a very critical one. The person just questioned the impact of a 

warning message on users who excessively disclose themselves:  

“I think that people who are posting something do not care about it. (…) they would close 

the popup and it would not matter to them.” (female, 27 years) 

Like the second participant, the fourth participant believed he was less prone to 

privacy violations than other users and therefore ascribed the need for the suggested 

system-based privacy support rather to others than to him. Nevertheless, he 

communicated more benefits of the measure than detriments by saying:   

“I think I am very cautious with regard to what I like, share, and disclose. Therefore it 

would not be relevant for me personally.” (male, 24 years) 
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“I think that some people do not need to know my location data. (…) One has to be careful 

so that no conclusions can be drawn resulting in potential incursions” (male, 24 years) 

 “Yes [friends would need that]! There are people whom I am intentionally not following 

anymore because their disclosures are doubtful. Because of their political attitudes for 

example.” (male, 24 years) 

The fifth interviewee believed she was sufficiently careful regarding her disclosures 

as well. Still she did not reject the idea but communicated to the interviewer that her 

Facebook friends would need more support than she does. With regard to advantages, she 

stated: 

“On the one hand, this would be quite good…” (female, 23 years) 

“…If I consider what other people are posting I think ‘hoo, pay attention and care about 

yourself’.” (female, 23 years) 

On the other hand, she critically reflected on the processes behind the warning 

messages as well, like the other participants did beforehand: 

“…But on the other hand, from where should they know? Then really someone would need 

to be there and carefully read the stuff or look at the pictures.” (female, 23 years) 

The next interviewee really liked the idea of system-based privacy support and even 

came up with their own ideas like a confirm-button for final disclosures and key 

information presented in a warning message:  

“Yes, actually that would be a good idea. Maybe like ‘Hey, do you want to disclose this?’ 

or ‘Do you really want to like this?’ It is not only your online life being affected.” (female, 

19 years) 

“Or a confirm button: ‘Are you really sure?’ Yes, a good idea!” (female, 19 years) 

“Maybe, if you want to send something, a textbox with information with regard to the 

decision if one wants to disclose and then confirm or cancel.” (female, 19 years) 

As transmitted by the aforementioned statements, this participant explicitly wished 

for additional information within a warning message or prompt. The only negative aspect 

for this person was the doubt about whether the warning message would be effective or 

not by stating:  
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“People who really want to post something would simply close the reminder.” (female, 19 

years) 

The seventh interviewee had, similar to the previous participants, a very positive 

opinion about the concept of a warning message. Furthermore, he was the only person 

who basically mentioned no disadvantages or doubts at all. The person was enthusiastic 

about having a control instance enabling a step between formulating a disclosure and 

finally disclosing. 

“Yes, I really think that this would be very good because sometimes it is really the case 

that one accidentally clicks the send-button so that you do not have a chance anymore.” 

(male, 21 years) 

“One has no restrain or support saying ‘Hey, that was stupid. You should delete this!’ 

[referring to the situation without having the warning message].” (male, 21 years) 

“For sure, messengers are developed for fast communication and the fact that you cannot 

take it back if it is sent is clear as well. But something like ‘Do you really want to post?’ 

would be an intermediate step.” (male, 21 years) 

The eighth interview revealed once more the importance of user-friendly systems 

by stressing the risk of users’ being annoyed by technical interventions. The interviewee 

did not have a strong opinion concerning the potential protection measure but stated 

distantly:  

“…Although it would probably help to think about it, I think it would be annoying.” (male, 

21 years) 

The ninth participant thought more elaborately about the measure. Again, the topic 

of politics came up, pointing out that this is perceived to be highly sensitive by users. He 

communicated anticipated benefits of the measure through the following statements:   

“The advantage would be that you do not click the wrong thing that often…” (male, 20 

years) 

“The advantage with regard to political postings is that one reconsiders whether this is 

really good what one is going to do.” (male, 20 years) 

“In general, I think that it would be rather advantageous to have a confirm-button because 

the disadvantages [of not posting] are not that severe compared with the advantages [of 

protective measures].” (male, 20 years) 
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Negative aspects were referred to by this participant via the statement:  

“The disadvantage would be that every time you click like you have to think again and then 

you do not like things you would have wanted to like. And that it would be laborious to 

click ok every time.” (male, 20 years) 

The tenth participant did not have a clear opinion on the suggested hypothetical 

support measure. 

 

The perfect privacy-aware SNS  

Also referring to RQ4, and in order to get even more insights regarding 

requirements for privacy-aware technologies, the interviewees were asked to think about 

a future in which their currently used social networks do not exist anymore. This being 

imagined they were asked to think about a perfect SNS they would like to use with regard 

to user-friendliness and provided privacy support. The most relevant statements, which 

will also be used for the requirement elicitation for technical privacy support measures, 

are listed in the following. One main issue was transparency concerning data storage and 

processing:  

“It would be quite cool to know what data get stored and what data get deleted 

immediately” (female, 19 years) 

Moreover, it became clear that some participants were not familiar with Facebook’s 

current privacy settings in detail because they wished to have some settings that in fact 

already exist, for instance:  

“I want to have privacy, meaning, that you can adjust everything on your profile as private 

and that you have control over the visibility of your profile and who is allowed to follow 

you.” (female, 23 years) 

This statement stresses the problematic nature of missing knowledge of privacy 

protection (Bartsch & Dienlin, 2016; Egelman et al. 2016). Facebook in fact provides 

security measures like the one that was described by this person8. Furthermore, 

participants would like to have background information on privacy and security issues, 

illustrated via visual cues allowing for an easy access to information and sensitive topics:  

                                                 
8 See https://www.facebook.com/settings?tab=privacy (last access: 14th October, 2018) 

https://www.facebook.com/settings?tab=privacy
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“Maybe highlighting important fields in red.” (male, 21 years) 

More precisely, two participants suggested a kind of instructional tutorial for 

unexperienced Facebook users:  

“For example, before one creates a profile one is asked precisely what one wants to share 

and what not.” (male, 20 years) 

“Actually, it should be like this: A user signs in and the first thing that happens is that the 

system guides the user through the website, tells them all the functions of Facebook, and 

then there is a kind of step-by-step tutorial. Then you can decide what you want to share 

with whom under what circumstances. And that is currently not done by Facebook and I 

criticize that.” (male, 27 years) 

These ideas are in line with the approach by Egelman and colleagues (2016), who 

proposed the “teaching privacy project curriculum” informing teachers how to transmit 

ten important principles of privacy protection to their students (see Chapter 5.1). In line 

with these statements and the approach by Egelman and colleagues (2016), interviewees 

responded with regard to the need of protecting children and younger Facebook users: 

 

“Maybe it depends on the age group. The younger generation uploads more private data 

than older persons.” (male, 21 years) 

“Child-friendlier. Because, of course, more and more young people sign in to Facebook 

and because of the timeline layout they perhaps don’t know what is to be found and where.” 

(male, 21 years) 

“I think that's important that you could perhaps make it child-friendlier.” (male, 21 years) 

In addition, participants made clear that they want to be supported in a nice and 

gentle manner rather than be dominated by the social network or its security settings:  

“Maybe if it [referring to initial privacy information] is nicely formulated like it was done 

for Windows: “Hello, I am Windows 8” (male, 20 years) 

“Actually, it is quite nice now – with the dinosaur [referring to a figure introduced by 

Facebook, guiding through particular settings]. But I don’t know whether everything is 

clear with it.” (male, 21 years) 

Something that was criticized by almost all respondents (n = 8) was the usability of 

Facebook’s privacy settings. Participants complained that specific settings are neither 
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easy to find nor understandable. Some statements referring to the structure of Facebook’s 

security settings are listed here: 

“You have to click through a lot to find and understand the guidelines and even after finding 

it you cannot have everything perfectly under control and some things you cannot decide.” 

(male, 20 years) 

“It is written in a way that you do not understand. We talked about this in an economic law 

seminar last semester – that it is written intentionally in a way that no one understands.” 

(male, 21 years) 

“That would be a cool thing [referring to an alert from Facebook if security settings have 

been changed] because one does not really recognize when Facebook is changing 

something. I actually don’t know, does one receive a mail from them?” (female, 19 years) 

“It could be better. Sometimes one is searching for things but it is kind of ramified. (…) 

But Facebook could do a better job.” (male, 27 years) 

“I did not look for the settings for a long time. I think it is somehow tricky. One has to 

search a lot.” (female, 27 years) 

Following these statements, for participants in this sample, the privacy policies of 

Facebook are too boring, too long, and confusing. Participants ignored the relevance of 

reading the policies rather than making the huge effort of reading, processing, 

understanding, and applying the security information. 

Responses to the fourth research question emphasized that respondents showed 

interest in being supported with online privacy protection. No participant evaluated the 

supposed approach of technical privacy support as being superfluous or useless. 

Participants even compared technical privacy support to social situations in which they 

want to be warned by their friends if there is any danger: 

“Yeah, I think looking at privacy issues from another point of view would be helpful! 

Because, well, I also would like my friends to call my attention when I am doing something 

stupid.” (male, 21 years) 

“I definitely would have a better feeling regarding my privacy when being technically 

supported.” (female, 23 years) 

To sum up, the reported findings demonstrate that there is interest in technical 

privacy support. Especially the results concerning RQ4 revealed promising insights with 

regard to users’ acceptance and assumed likelihood to utilize technical privacy support. 
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Three main aspects to be considered for technical privacy support measures emerged (see 

Figure 3). The first aspect regards the content transmitted through a support measure or 

from a social network. From the participants’ statements, it was derived that clear 

information should be provided on data storage and on the audience as well as potential 

negative consequences of online self-disclosure. Secondly, three main methods of 

transmitting relevant information were revealed (method). Owing to the background of 

this study and the example given in the interviews, the most prominent method was a 

warning message, triggering privacy protective behavior in a given situation. Further 

aspects that came up with regard to the method were a virtual agent (like a supportive 

friend) and visual cues (e.g., highlighting text, providing icons). Thirdly, results clearly 

show the importance of considering user-centered demands such as autonomy, desire for 

transparency, and good user experience without any disturbance (demand).  

The protection paradox identified here resembles the contradiction between users’ 

desire for privacy provided by an external entity and their mistrust toward the system that 

is providing the privacy support, which might be a further construct influencing users’ 

intention to protect their privacy via a support system and also their actual behavior in 

utilizing system-based privacy support or not (see Figure 3). In 2013, Sutano and 

colleagues also identified a paradox with regard to online privacy protection when 

analyzing users’ concerns about commercial information technology. They found that the 

gratifying effect of personalization for making suggestions suited to the user is related to 

privacy concerns. On the one hand, users enjoy personalized feedback but on the other 

hand, the better a system recommendation suits the users, the more they would scrutinize 

the underlying mechanisms and methods for gathering personal data, resulting in more 

pronounced privacy concerns. The authors referred to this paradox as the personalization-

paradox. Although Sutano and colleagues (2013) analyzed data tracking driven by a 

different motivation than was done in this work, which focused on users’ privacy 

protection instead of adaptation to the user in order to make commercial information 

technology applications more enjoyable to use, the protection-paradox and the 

personalization-privacy paradox seem to be closely related. 

Considering these aspects might help to improve the impact of technical privacy 

support measures and succeed in strengthening users’ behavioral intention to engage in 
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privacy protection as well as increasing the likelihood that protective behavior actually is 

indeed performed. 

 

Figure 3: Requirements for a technical privacy support system derived from interviews on the theoretical basis of the 

theory of planned behavior (Ajzen, 1991). 

10.7 Discussion 

This study aimed at identifying features and characteristics that would be necessary to 

increase users’ intention to act in a more privacy-aware way after being alerted by a 

privacy warning message if a sensitive disclosure to an online audience was about to 

happen. Analyses of current research questions offered several insights serving as a 

fruitful ground for elaborating a technical privacy support feature, as was introduced to 

participants of this study.  

 

Privacy awareness (RQ1) 

Interviewees’ privacy awareness was shown to be very situational. When asked 

directly, they stated they were aware of privacy risks. Respective statements illustrated 

participants referring to internalized norms. As explained in Chapter 8.6.1, social norms 

are strong predictors of behavior if corresponding attitudes, perceived self-control, and 

behavioral intentions are pronounced as well (Ajzen, 1991). If the internalized social 

norm is detached from these behavioral elements, the probability of the behavior 
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conforming to the norms is relatively low. This is often detected in privacy research with 

regard to privacy-related norms and protective behavior, and was also found in this study. 

People report being privacy-aware because, according to their statements, this is 

important and one should care about it. Still, the actual behavior of interviewees 

contradicts reported opinions. When asking for privacy protection routines in everyday 

life it became clear that users’ awareness is not a constant state and privacy protection is 

not implemented comprehensively. Users neither completely stop disclosing sensitive 

content nor adapt privacy settings regularly. In addition, some users are even unaware of 

their own settings, for instance, concerning the searchability of their profiles on the 

Internet, which is a pattern that was also observed by Trepte and Masur (2016). For most 

users, the topic of privacy protection arises sporadically but disappears quickly, when 

perceived benefits of information disclosure and short-term advantages outweigh the risk 

awareness (e.g., they stated being aware of risks but ignoring them in everyday life). This 

is in line with findings by Dienlin and Metzger (2016), who found that the extent of 

concerns is crucial for self-disclosure decisions because the anticipation of benefits 

increases the likelihood of self-disclosing activities. If users are in an aware state, it might 

be more likely that perceived risks and damages lead to a decrease in self-disclosure 

(Dienlin & Metzger, 2016). This evaluating process is referred to as privacy calculus in 

the literature (Culnan & Armstrong, 1999). As interviews revealed, such aware states are 

very rare in comparison with unaware states. A system-based support measure working 

in real-time would be beneficial in such situations because it can interrupt this 

unawareness.   

RQ1 focused on the participants’ current privacy situation, allowing to derive their 

level of awareness and individual value of privacy. Participants indeed think that privacy 

is important (i.e. privacy attitude) and they generally know that one must be careful 

regarding privacy issues (i.e. subjective norms). Nevertheless, the situational absence of 

privacy awareness is one relevant factor for careless privacy behavior. To conclude, 

analyses concerning the first research question revealed that general privacy awareness is 

present but situational privacy awareness is missing. Therefore, system-based real-time 

privacy support is needed to raise the situational awareness of privacy. 
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Worries and consequences (RQ2) 

Reflecting on participants’ concerns and worries (RQ2), it becomes clear that for 

them, being protected from harmful consequences stemming from other users (horizontal 

privacy, see Chapter 2.2, Bartsch & Dienlin 2016) seems to be more important than trying 

to eliminate negative consequences based on institutions like Google or Facebook, for 

instance (vertical privacy, see Chapter 2.2; Bartsch & Dienlin, 2016). This does not mean 

that users are not afraid of vertical privacy risks but rather that they feel especially 

helpless in that case. Participants believed that there is no chance to protect oneself 

against surveillance through providers and companies anyway. Based on this perceived 

lack of control, there are two different consequences of the perception of powerlessness. 

On the one hand, users ignore the risks that they believe they cannot prevent. On the other 

hand, they tend to attribute the risks to other users, replacing their fears.  

However, in line with the findings by Ahn, Kwolek, and Bowman (2015), Bartsch 

and Dienlin (2016), Dienlin and Trepte (2015), Vitak (2015), and Osatuyi (2015), privacy 

concerns can also be considered as a driver (besides behavioral intentions and attitudes) 

for engaging in online privacy protection (see Chapter 6.2.3). Consequently, one 

possibility to encourage users engaging in privacy protection is by confronting them with 

their concerns, either related to vertical (e.g., data theft) or horizontal privacy (e.g., 

becoming a victim of an online firestorm). This can be implemented by providing 

particular information and examples of the most likely negative impacts of sensitive 

information disclosure within a privacy prompt, for instance (e.g., “Disclosing 

information like the one you are going to disclose has been identified as an initiator for a 

firestorm in 30% of all cases. Do you want to continue?”). Furthermore, persuasive 

strategies like the ones introduced by Bang, Torstensson, and Katzeff (2006) could be 

promising for enhancing privacy awareness as well. For example, a privacy-meter could 

give an indication regarding the level of sensitiveness of the respective piece of 

information or the hypothetical harmful consequences.  

As was shown, interviewees tend to underestimate their personal privacy risks 

while they overestimate those of other users (which in some cases even reduced users’ 

concerns). This is reflected in the findings regarding the third-person effect by Baek, Kim, 

and Bae (2014). One countermeasure against this biased view could be to implement self-

monitoring persuasive support measures that confront users with their personal risks. 
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Through the visualization of the risks of personal behavior, the users’ intentions to reduce 

sensitive self-disclosure might be strengthened and thus, following the TPB, they may be 

more likely to modify their online behavior. Referring to findings by Dienlin and Trepte 

(2015), users’ privacy concerns are one driving factor for privacy behavior and therefore 

might be a key element for raising awareness and inducing privacy-related behavioral 

changes.  

Similar to interviewees’ privacy awareness, privacy concerns are present but do not 

lead to sufficient privacy protective behaviors because they are not specific enough. 

Analyses revealed that even though participants sporadically think about adapting privacy 

settings, it seldom results in comprehensive secure privacy behavior. Only one of the 

biggest fears– namely, being misunderstood and disliked because of having controversial 

opinions (e.g., regarding politic) – was identified as a driver for not disclosing information 

in particular situations. However, this can also be explained by findings concerning the 

spiral of silence, namely, that people do not disclose information if they perceive 

themselves to be in a minority regarding a specific topic (Noelle-Neumann, 1974). 

Participants pointed out having strong short-term concerns that were volatilized after a 

particular period of time and changed into constant slight concerns in the background. 

Such concerns induce feelings of insecurity but do not make people change their behavior.  

Moreover, most interviewees never experienced negative consequences of 

information sharing. It seems as if the human basic need for privacy (e.g., DeCew, 1997) 

is not fully present in online environments for those people who never experienced 

privacy violations in the past. This is related to prior findings by Wang and colleagues 

(2011), who reported that users’ regrets of posting something on Facebook were the main 

trigger for paying more attention to privacy. Without a trigger, reminder, or personal 

involvement (e.g. based on negative experiences), the behavioral intention to protect 

oneself is not sufficiently pronounced to result in privacy protective behaviors (see Fogg, 

2009; Xie & Kang, 2015). 

It can be concluded that users’ privacy concerns can be translated into privacy 

support. If users are confronted with their own concerns and receive suggestions for 

improving the situation at the same time, this can increase their perceived level of control 

(see TPB; Ajzen, 1991) as well as their protection motivation (see PMT; Rogers, 1975) 
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and the likelihood of a behavioral change. Substantial privacy support that spurs the 

transition from concerns to actual behavior is needed.  

 

Privacy knowledge (RQ3) 

Even though this study revealed support for previous findings showing that privacy 

literacy is highly relevant for modifying privacy behavior (see Chapter 5.1, e.g., Bartsch 

& Dienlin 2016), analyses also indicate that it might be beneficial to not solely build on 

educational approaches (which are related to high effort and therefore not preferred by 

users) but rather to support users regarding spontaneous disclosures. For instance, by 

informing users via persuasive pop-ups containing relevant information or providing 

rewards for accepting and implementing privacy suggestions.  

Furthermore, in line with Moll, Pieschl, and Bromme (2014), it is reasonable to not 

only focus on increasing users’ privacy literacy per se but also to enlighten them about 

their actual level of privacy knowledge, which is often not equal to their perceived level 

of knowledge. If people know what they know (and what they do not know), they can 

engage in respective behaviors.  

With the examination of the third research question it was underpinned that privacy 

literacy is important, but situational information transmission regarding potential 

consequences of single postings and the audiences of that posting are more expedient in 

terms of raising awareness and control behavior. 

 

Acceptance of technical privacy support (RQ4) 

Participants evaluated the concept of technical privacy support positively (in 

contrast to Facebook’s privacy settings that are described as confusing because of bad 

usability and missing clarity). Although interviewees liked the idea of being supported, 

their reported willingness to consult this technical privacy support would depend on 

particular conditions. From the participants’ point of view, user-friendly privacy support 

needs to be transparent, gentle, as well as comprehensible whereby it should not be 

disturbing or too boring (according to users’ opinions: in contrast to the Facebook 

settings). Following Fogg’s statement that “pop-ups, ads, and other annoying artefacts 

(…) rarely convert to behavior because we have low motivation to do what they say 
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(2009, p. 3)”, a persuasive privacy measure must meet users’ needs and skills (abilities) 

and motivate them adequately (motivation) in crucial situations (trigger). 

Most importantly, users’ efforts with regard to a privacy protection measure should 

be as low as possible. This is in line with conclusions by Taneja, Vitrano, and Gengo 

(2014), who state that enjoyable usage of privacy control measures is related to the 

attitude toward using such a measure as well as to a positive perception of the respective 

measure. In line with Fogg (2009), the likelihood of a behavioral change increases if 

people perceive control over a situation, which can be ensured by making a task as easy 

as possible. He states that “increasing ability (making the behavior simpler) is the path 

for increasing behavior performance” (2009, p. 3). The challenge is to help users to satisfy 

their psychological needs for competence and autonomy (Ryan & Deci 2000), by 

allowing them to make the final privacy decision by themselves, albeit guided through 

technical privacy support. Interviewees do not want to be patronized (“[…] Simply 

explaining and giving reasons in order to initiate the target group to think about it and 

then allow to make own decisions. Because one cannot decide for others, but rather give 

an advice”), thus, technical privacy support measures should guide the users (back) on 

the right track by still empowering them to make self-determined, but supported, privacy 

decisions.  

Moreover, interviewees would like to directly perceive benefits demonstrating the 

advantage of following the system’s suggestion. Positive feedback (e.g., emoticons / 

textual commendation) after accepting a privacy suggestion and a subsequent behavioral 

change could empower the users. Textual rewards in terms of affirmative feedback can 

increase the individual’s perceived autonomy and strengthen him/her regarding the 

rewarded behavior (Deterding, 2014). However, if the feedback is perceived as too 

controlling this positive effect as well as the perceived autonomy of the individual are 

likely to decrease (Deci & Ryan, 2000). Therefore, persuasive privacy feedback should 

inform about risks without being reproachful. This can be realized by using particular 

persuasive styles for the formulation of supportive privacy messages (e.g., Kaptein et al., 

2012).  

Participants wish to have a kind of trigger for privacy protection. One solution for 

this problem could be to enhance users’ awareness and involvement by sensitizing them, 

for example via persuasive self-monitoring measures and real-time privacy 
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recommendations combined with information regarding the consequences that could 

occur when not following the recommendations, serving as initiating events (triggers) for 

privacy protection before a regret will be experienced. To make it more understandable 

and to meet the users’ needs, graphs and visualizations could serve as clarifying elements. 

The paradoxical disadvantage of being observed by the system that generates 

privacy feedback can be diminished by making the system transparent and – as a 

consequence – trustworthy. If it is explained transparently and honestly that user data are 

only employed for the users’ advantages and will not be transferred to other parties (which 

is perceived as an almost indispensable circumstance), trust in the system can be 

established. Since users currently assumed that having control over one’s personal data 

is impossible, they do not know whom to believe or which system to trust.  

 

Summing up, in line with Ajzen (1991) as well as Dienlin and Trepte (2015), users’ 

privacy behavior, and therefore also the likelihood of adapting privacy measures, cannot 

sufficiently be predicted by their general attitudes toward privacy. Instead, perceived 

control, behavioral intentions, subjective norms, as well as privacy concerns are related 

to users’ actual privacy behavior. As stated earlier, the users’ perceived control can also 

be distorted and thus lead to false risk estimations and consequently in risky privacy 

behavior. This can happen when the person has too little information regarding the 

situation and behavior, when required preconditions have changed or when the situation 

is totally new, for example, when the social network world is new (primary) for children 

and (so far) non-users. Furthermore, it became clear that either activating a single privacy 

setting or trying to reduce the extent of personal information being shared only several 

times does not mean that a person is fully aware of his/her privacy or that this person is 

not endangered by privacy risks.  

It can be concluded that a privacy support measure should cover privacy concerns 

(e.g., directly demonstrating consequences of sensitive disclosures), intentions (e.g., 

being inviting and prompting without being disturbing), perceived control (e.g. giving 

recommendations for action), as well as individual attitudes and usage habits (e.g., asking 

for it in a short questionnaire before implementing a support measure).  

In sum, this work shows that online privacy is important in human–computer 

interaction and that users’ need and want to be supported in maintaining their basic right 
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to control the distribution of their thoughts, emotions, and cognitions. For the 

development of a supportive privacy measure, it is necessary to address the questions of 

what the person should be informed about (e.g., data storage, audience, negative 

consequences), how the user should be informed (e.g., trigger messages, virtual agents, 

visual cues) and why the information should be given (e.g., to guarantee autonomy, 

transparency, good experiences).  

10.8 Limitations 

The current study revealed several important insights. However, some limitations 

have also been identified. Although a sample size of ten participants is acceptable for a 

qualitative interview study, the current findings do not allow for a generalization but need 

to be further analyzed by means of quantitative studies with bigger samples. Furthermore, 

interviewees had almost the same educational backgrounds. It would be interesting to 

find out more about the acceptance of the introduced system using a more heterogeneous 

sample. As is the case for all studies based on self-reports, it is possible that third-person 

effects distort findings regarding perceived risks and the need for privacy support. 

Moreover, the concept of technical privacy support was only explained verbally to 

participants, which could have led to uncertainty or vagueness regarding the concept. 

Therefore, follow-up studies will be conducted in order to analyze users’ actual 

acceptance and online behavior directly, by means of an experimental approach in which 

the technical privacy support measure will be simulated. Thereby it can also be examined 

whether the functionalities people would like to have are equal to those they actually 

need.  

Users’ personality plays an important role for privacy behavior and the adoption of 

privacy-preserving measures. Since a qualitative study was conducted, there are no clear 

values regarding the users’ personality. Nevertheless, future studies will also consider 

users’ personality by means of personality scales.  

A further overarching issue is the ethical question concerning intervening in 

people’s personal lives. In some cases, the line between persuading (here, helping) and 

manipulating people (e.g., by exploiting them) is fine. Nevertheless, when using the 

privacy measure as it is intended, people can still decide freely whether to accept the 

recommendations and to use the suggested system at all. If the user decides to take care 
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of his/her privacy and to use such a system by downloading the respective application or 

ad-on, then this can be considered a voluntary action that is ethically acceptable.  

10.9 Future Research 

Future work will – based on current results – empirically investigate users’ 

experience and evaluation of interacting with a technical privacy support measure that 

alerts the user if he or she is going to provide sensitive information to the public as was 

introduced theoretically in this study. Based on the interview results, this measure will be 

a privacy support message informing about the riskiness of a disclosure and pointing out 

potential risks by means of persuasively formulated alerts. A further step will be to enrich 

supportive messages with particular persuasive elements (e.g., self-monitoring features) 

as mentioned in the current work.   

10.10 Conclusion  

To conclude, this work is a starting point for answering the question of how to 

enlighten users of SNSs concerning potential negative consequences of their online 

actions and how to give users an indication of what would put them at less risk. It needs 

to be clear for users that simply thinking occasionally about privacy is not sufficient for 

ensuring a harmless online environment. Since there are situations, in which users are not 

aware of privacy risks – regardless of being literate or not – this study focused on a real-

time solution, empowering users in privacy decisions. With the foundation of the 

interviewees’ statements, this study paves the way for comprehensive technical privacy 

support which in the future should be enriched by findings regarding users’ personality 

and adapted to the multidimensionality of privacy. 

 

Summary Study 1 

In sum, the first study of this dissertation revealed that users of SNSs do not feel 

sufficiently protected. Although some participants engaged in sporadic privacy protection 

they nevertheless did not engage in comprehensive and steady privacy-aware behavior. 

Given that interviewees said they are not satisfied with the privacy settings provided by 

Facebook and the way Facebook transmits terms of conditions to its users, it might be 

interesting to evaluate users’ efforts to engage in alternative privacy protective methods 
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as well. The first step in that direction was made by asking participants about their 

knowledge of a self-driven privacy protection method, namely, the super-logoff. The 

opting-out measure was known by two persons from the sample of Study 1. After talking 

about this opting-out method, a diverse picture emerged. On the one hand, the super-

logoff was evaluated as being an interesting alternative to merely relying on the usual 

privacy settings. On the other hand, it was perceived as disadvantageous because it would 

impede gathering benefits from using SNSs. Thus, there are two main issues arising from 

Study 1. First, a collection of users’ requirements for system-based privacy support was 

compiled. These requirements will be referred to in more detail in Study 3 and Study 4. 

Second, a diverse picture regarding the perceived effectiveness of the super-logoff was 

revealed. Therefore, Study 2 will examine this measure in more detail by means of a 

quantitative investigation. The study will determine whether users would consider this 

self-driven privacy protection method of opting out of the network; it will also discuss in 

what sense this method could truly affect users’ perceived control over their privacy and 

how it relates to users’ privacy concerns.  

.  
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IV OPTING-OUT FROM SNSs 

11 Study 2: Time-Out for Privacy Concerns - Investigating 

Motives and Influencing Factors for Deactivating One’s 

Facebook Account as an Alternative Strategy for Regulating 

Online Privacy 

SNSs provide their users with manifold opportunities for social interaction and 

self-presentation (Debatin, Lovejoy, Horn, & Hughes, 2009; Ellison, Steinfield, & 

Lampe, 2007; Smock, Ellison, Lampe, & Wohn, 2011; see Chapter 1 and Chapter 2.2). 

To benefit from all these positive characteristics of SNSs, users need to provide personal 

and sometimes sensitive information to other users (i.e., horizontal privacy) and to the 

SNS itself (i.e., vertical privacy; see Chapter 2.2).  

As outlined in Chapter 6, there is a considerable amount of research examining 

factors that influence privacy behavior such as privacy concerns (e.g., Dienlin & Trepte, 

2015; Hoy & Milne, 2010), or  individual characteristics like need for popularity or 

impression management motivation (see Chapter 6.2). Furthermore, online privacy 

literacy has been revealed to play an influencing role in users’ online privacy protection 

behavior (see Chapter 5.1). However, when and why users decide to use self-regulative 

privacy measures instead of relying on usual settings such as restricting access to the 

profile remains under question.  

Privacy protection in the scope of this work refers to avoiding risky online actions 

such as self-disclosing sensitive and personal information. The fact that different 

communication circles – consisting of friends, family, acquaintances, colleagues, but also 

strangers – can have access to users’ information poses a serious threat (e.g., Marwick & 

boyd, 2011). As outlined in Chapter 2.2, social boundaries can become blurred (Petronio, 

2010) and communication contexts can collapse (Marwick & boyd, 2011),These blurred 

conditions can bear privacy risks and result in privacy harms for users who are disclosing 

personal information to diverse and unknown audiences (e.g., Lawler & Molluzzo, 2010; 

Vitak, 2012). Moreover, people who consume information disclosed by other users can 

become co-owners of that information (Petronio, 2010) and may spread it to another, 

broader and more heterogeneous audience, which puts the original sender at risk (see 
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Chapter 2.2). Against this background, privacy researchers strived to learn about people’s 

privacy attitudes and intentions, their protective or non-protective behaviors, and 

correlations among these variables (e.g., boyd & Hargittai, 2010; Dienlin & Trepte, 2015; 

Taddicken, 2014).  

As described in Chapter 7.2, it some Facebook users consider the Facebook setting 

for deactivating one’s account as a protective shield against privacy harms though still 

being able to temporally share information and gather social support. This setting 

deactivates the Facebook account of the user, so that he or she is not visible for other 

users anymore. The procedure of using this setting as a privacy measure is called super-

logoff (boyd, 2007, 2010). This method is quite radical because a user who deactivates 

his/her account completely withdraws from the network for a given period9. Users who 

take this “social retreat” are not able to gather social gratifications anymore, because 

through opting-out they are neither searchable nor addressable by other users. The radical 

character of this measure calls for research with regard to the motives to opt-out and the 

influencing factors for considering this “social retreat” as alternative measure for privacy 

protection.  

danah boyd (e.g., 2007, 2010) initially investigated the super-logoff. She found 

that young SNS users perceive opting-out from Facebook to be a helpful protection 

strategy to avoid privacy invasions with little effort – related to time and cognitive effort. 

There is a lack of knowledge on whether users’ privacy attitudes and concerns are 

related to their individual intentions to deactivate their accounts and the motives for 

opting-out. The goal of Study 2 was to answer the question whether the super-logoff 

contributes to a perception of online safety and consequently might even override users’ 

privacy concerns. In addition to that, direct predictors for using the super-logoff shall be 

investigated. This work argues that examining the factors influencing the intention to use 

this radical measure provides practical insights for understanding influencing variables 

for users’ protection behaviors and the design of future privacy protection measures. 

11.1 Motives for Opting-Out 

As outlined in Chapter 2.1, by regulating privacy, people are able to distinguish 

themselves from other persons or groups (Altman, 1975). According to Altman’s theory 

                                                 
9 See https://www.facebook.com/help/delete_account/ (last access: 14th October, 2018) 

https://www.facebook.com/help/delete_account/
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of privacy boundary regulation, people’s desire for privacy can depend on current 

situations, environmental cues, or social interaction partners (Altman, 1975; boyd & 

Marwick, 2011; Masur & Scharkow, 2016). The optimal level of privacy does not imply 

total anonymity and isolation but instead means finding the balance between a maximum 

and a minimum of privacy and self-disclosure, affected by personal characteristics, 

experiences and the given context (Masur & Scharkow, 2016). According to Masur and 

Scharkow (2016) people try to achieve a particular level or state of privacy. Hence, they 

engage in an individual dynamic process of interpersonal boundary control. The super-

logoff can be located near the maximum of privacy. So far, the super-logoff has not been 

investigated quantitatively (Masur & Scharkow, 2016). Knowledge regarding this 

strategy is mainly based on qualitative research (boyd 2010).  

According to boyd’s (2011) analyses, one motive for using the super-logoff is to 

be unsearchable for parents, teachers and other adults because the teenagers who were 

asked regarding the usage of the super-logoff do not trust them. Some users even reported 

to only reactivate their profiles at night because they think that the likelihood that adults 

search for them during the night might be lower than during the daytime (boyd, 2010). 

Consequently, one advantage of using the super-logoff might be to feel unobserved and 

more relaxed. 

Given that (a) this strategy has been investigated mainly in the United States with 

little knowledge regarding the usage of the super-logoff in other countries, and (b) users’ 

online privacy behaviors in fact differ between countries and cultures (e.g., Trepte, 

Reinecke, Ellison, Quiring, Yao, & Ziegele, 2017), there is a high demand for research in 

this area. Trepte and colleagues (2017) found, for instance, that in individualistic cultures, 

people find it less important to get social gratifications through SNSs (compared with 

collectivistic cultures) and that for people in collectivistic cultures, privacy risks do play 

a greater role. Moreover, it was revealed that users in the south of Europe handle their 

disclosures differently (as a choice) than in the eastern part of Europe (as forced; Miltgen 

& Peyrat-Guillard, 2014).  

In sum, the reasons and circumstances for Facebook users to deactivate their 

accounts seem to be manifold. boyd (2011) identified the fear of being observed as 

potential motive for using the super-logoff. In order to support her qualitative findings 

and to identify even more motives, this study investigates the motives to use the super-
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logoff as regulatory measure. This issue was addressed in an explorative way via two 

research questions asking for potential motives to use the presented opting-out measure.  

Research Question 1 (RQ1): What are the motives to use the super-logoff? 

Research Question 2 (RQ2): Can certain motives to use the super-logoff predict 

the actual intention to opt-out from the network?  

11.2 Maintaining Privacy Through Regulating Self-Disclosure? 

The need for privacy regulation is related to users’ extent of self-disclosure, 

perceived risks, and perceived benefits as consequences of disclosing the self (e.g., Lee, 

Park, & Kim, 2013). Self-disclosure can vary according to the extent, intimacy, honesty, 

and awareness of the revealed information (Altman, 1975; see Chapter 4). The extent to 

which people disclose information that is perceived as private by them, is accompanied 

by the risk to lose privacy, calling for engagement in privacy protection (see also Masur 

& Scharkow, 2016; Walther, 2011). However, disclosing information is a necessary 

precondition for using the tools provided by SNSs (Ellison, Steinfield, & Lampe, 2011). 

In line with this, privacy is an interplay of disclosing, hiding, withdrawing, knowing, 

protecting, and regulating.  

When trying to regulate online privacy by weighing individual risks and benefits 

of (sensitive) information disclosure, users assess risks subjectively and might be biased 

(see Chapter 5.3). Gratifications of disclosing the self are directly perceivable and 

immediately rewarding (e.g., social feedback, recognition). In contrast, risks and privacy 

violations often occur delayed and might even induce long-term consequences such as 

job loss or the exclusion from a peer group. The privacy calculus (Culnan & Armstrong, 

1999; see also Dienlin & Metzger, 2016; Krasnova & Veltri, 2010) describes the attempt 

of users to balance online self-disclosure and self-withdrawal (e.g. delete photos or links, 

unfriending) driven by anticipated gratifications, experiences, concerns and expectations 

(see Chapter 6.2).  

Nevertheless, self-disclosure is a precondition for every social relationship 

(Taddicken, 2011) but might endanger users’ online privacy (Ellison, Vitak, Steinfield, 

Gray, & Lampe, 2011). Following the findings by boyd (2011), one opportunity to control 

one’s online privacy without abandoning self-disclosure is to deactivate one’s SNS 
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account. Research by Debatin and colleagues (2009) and Krasnova, Spiekermann, 

Koroleva, and Hildebrand (2010) suggests that individuals who perceive themselves as 

having more control over their data (as boyd’s participants did by using the super-logoff), 

disclose more personal data about themselves. This assumption is further stressed through 

findingy by Brandimarte,  Acquisti,  and Loewenstein (2013) who examined the control 

paradox claiming that users who believe to be in control of disclosed information actually 

disclose more information, which becomes a problem if the perceived control was based 

on a biased perception. In this work, it is assumed that the extent of self-disclosure 

influences the perceived need to control one’s own privacy boundaries and consequently 

the intention to deactivate one’s Facebook account. Therefore, the following hypothesis 

was stated: 

Hypothesis 1 (H1): There is a positive relation between the extent of online self-

disclosure and the intention to use the super-logoff. 

11.3 Privacy Concerns as Driver for Privacy Protection 

Disclosing personal information online can cause privacy threats, which is one 

reason why users of SNSs might be concerned about their privacy (Petronio, 2010). 

Following Dienlin and Trepte (2015), users’ privacy concerns are related to their privacy 

attitudes which subsequently impact their privacy intentions and actions (see Chapter 

5.2.3). Moreover, Facebook users with strong privacy concerns tend to use more self-

withdrawal mechanisms, such as not friending someone or limiting disclosures on 

Facebook, compared with unconcerned users (Dienlin & Metzger, 2016). These relations 

between concerns and behavioral intentions to utilize privacy settings, or to engage in 

withdrawing strategies, are important when examining privacy protection behavior 

because behavioral intentions are one relevant predictor of actual behavior (Ajzen, 1991). 

Online privacy concerns can evolve based on different variables, such as prior 

negative experiences (Wang et al, 2011), or users’ computer anxiety (Osatuyi, 2015). A 

concern itself is a unipolar construct that is always associated with negative outcomes 

(Dienlin & Trepte, 2015; see Chapter 6.2.3). However, in the context of online behavior, 

concerns can encourage necessary privacy protection, which is actually desirable (see 

Chapter 6.2.3). Although privacy concerns do not always directly influence online 

privacy behavior, they nevertheless influence people’ss privacy attitudes, which are 
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related to their privacy intentions and privacy behaviors (Dienlin & Trepte, 2015). 

Therefore, it is suggested that participants’ privacy concerns are also positively related to 

the attitude toward (using) the super-logoff. In this study, the relation between users’ 

privacy concerns and their attitudes and intention toward the use of the super-logoff will 

be investigated by the following hypotheses: 

Hypothesis 2 (H2): Users’ privacy concerns positively influence their attitude 

toward (using) the super-logoff.  

Hypothesis 3 (H3): Users’ privacy concerns positively influence their intention to 

use the super-logoff. 

11.4 The Role of Online Privacy Literacy 

Some people have difficulties to implement privacy protection strategies due to 

missing online privacy literacy (Bartsch & Dienlin, 2016; Trepte et al., 2015).  

As outlined in Chapter 5.1, Trepte and colleagues (2015) define online privacy 

literacy as a combination of two different types of knowledge: the declarative (i.e. 

knowing measures and settings for protection) and the procedural knowledge (i.e. 

knowing how to implement these measures). Hence, privacy literacy comprises 

knowledge about technical aspects, concrete protection strategies, legal conditions and 

how to consider these aspects for privacy protection (Trepte et al., 2015). Users who are 

lacking privacy literacy are less able to protect their online identity which explains why 

people with high privacy literacy feel safer than people with low literacy (see Bartsch & 

Dienlin, 2016). However, even if users are literate and configurate their privacy settings 

from time to time, disclosed information can still leak through other parts of the network.  

boyd (2008) concluded that users of the super-logoff seem to have limited privacy 

protection skills which might be the original reason for consulting this drastic strategy. 

Users who have limited privacy literacy might use the super-logoff beause they do not 

know of (or how to use) provided settings for privacy protection such as limiting their 

audience, forbidding other users to tag them or providing less sensitive information. 

Hence, they might perceive deactivating their account as an adequate  compromise 

because they would not be able to actively counteract potential privacy harms if the 

account is activated but they are not online. However, even during the time in which users 
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are online, they do not have total control because privacy violations are typically not 

announced but instead occur in the background. Furthermore, frequently changing one’s 

privacy settings on an SNS can contribute to increased online privacy literacy (Bartsch & 

Dienlin, 2016). This could in fact be an indicator that people who use the super-logoff 

have rather low privacy literacy because instead of adapting their settings regularly, they 

completely switch off the network (boyd, 2010). This might be a typical behavior for 

those users who are concerned and want to feel more secure but do not know how to use 

privacy settings because of missing declarative and procedural knowledge (Trepte et al., 

2015). Thus, self-adapted strategies like the super-logoff might be grounded in the 

mismatch of concerns and literacy. Low literacy might be correlated with the intention to 

use the super-logoff because people with high literacy are able to protect themselves via 

regular privacy settings, which would make the super-logoff unnecessary for them. 

However, if people know where to find the setting to deactivate the account, they might 

at least have some declarative privacy knowledge (see Trepte et al., 2015) because the 

setting is difficult to find for unexperienced users (see also Study 1). These apparent 

opposites of possible explanations regarding the relation between privacy literacy and the 

intention to use the super-logoff lead to the following research question:  

Research Question 3 (RQ3): Is there a negative or a positive relation between 

users’ online privacy  literacy and the intention to use the super-logoff?  

11.5 Situational Impression Management Behavior 

As described in Chapter 5.2.3, Goffman (1959) compares people’s everyday 

behaviors to the actions of actors in a theater. He claimed that people strive to build and 

attend to a specific facade or impression (Goffman, 1959; see Chapter 6.2.3). People 

engaging in impression management aim to present themselves as how they would like 

to be or how they would like to be perceived by other people (Goffman, 1959, see Chapter 

6.1). SNSs provide manifold opportunities and tools for self-presentation, impression 

construction, and impression management (e.g., Bazarova & Choi, 2014; Haferkamp, 

2010; Hogan, 2010; Utz & Krämer, 2009). In this study, the focus lies on situational 

impression management behaviors as being an influencing factor for deactivating one’s 

Facebook account in order to not endanger a developed impression by leaving the profile 

unattended. 



 

 

 

146 

 

Users’ self-disclosure and impression management relate to and often involve 

each other, because without disclosing information about oneself it is hardly possible to 

create and maintain a positive impression (Krämer & Haferkamp, 2011; Utz, 2015). 

Research already revealed that users engaging in impression management on SNSs tend 

to have less restricted online profiles (Utz & Krämer, 2009; see Chapter 6.2.3).  

This study examines the relation between users’ situational impression managing 

behavior on Facebook and their intention to use the super-logoff. It was assumed that 

users who engage in impression managing behaviors might be concerned that the positive 

impression they created could be damaged by other people, for instance, through negative 

comments being added or any information that could damage their positive appearance 

in their profiles. Therefore, the super-logoff might be a relevant measure for users with 

pronounced impression management motivation. More precisely, the relation between 

users’ self-disclosure and the intention to use the super-logoff (see H1) might be mediated 

by situational impression management purposes: 

Hypothesis 4 (H4): The relation between the extent of online self-disclosure and 

the intention to use the super-logoff is mediated by users’ situational impression 

management behavior.    

11.6 Method 

In order to address the stated hypotheses and research questions, a quantitative 

online study was conducted (N = 124). All variables that were hypothesized to influence 

the intention to use the super-logoff as well as previous knowledge regarding that measure 

were examined. Since not all participants already had experiences with deactivating their 

Facebook account, a small part of the questionnaire (three items) could only be answered 

by a subsample (n = 22). However, an explanation of the super-logoff was presented to 

all participants in order to guarantee that all persons had the same level of knowledge 

regarding the measure of interest in Study 2. For descriptive statistics, patterns and 

frequencies of using the super-logoff were examined as well as whether users had profiles 

on additional social media platforms such as Instagram, Twitter, or LinkedIn. 

Preconditions for participating were to have a Facebook account and to be at least 18 

years old. Every person had the chance to participate in a lottery to win 4×10 euros. A 

local ethics committee approved all conditions. 
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11.6.1 Measures 

Knowledge concerning the super-logoff  

For estimating the users’ knowledge and experiences concerning the super-logoff 

and further regulatory strategies, particular items addressing awareness, related behavior, 

and perceived usefulness of such measures were included (e.g., “I know how to deactivate 

my Facebook account” or “I already deactivated my account for a specific period of 

time”). Answers to these questions were dichotomously (yes/no), whereby the particular 

item “I know other methods than the typical privacy settings to protect my privacy” 

provided space for individual text inputs.  

 

Online self-disclosure  

For examining the extent of online self-disclosure, the categories amount (four 

items, α = .874, e.g., “I have a comprehensive profile on Facebook”), honesty (three items, 

α = .486, e.g., “I am always truthful when I write about myself on Facebook”), and 

conscious control (five items, α = .841, e.g., “I think carefully about how much I reveal 

about myself on Facebook”) of disclosure of the Information Disclosure Scale (Krasnova, 

Günther, Spiekermann, & Koroleva, 2009) were initially considered. Participants 

responded on a 7-point Likert scale (1 = I don’t agree at all to 7 = I totally agree). Overall 

reliability was α = .819 for all items. The low value for the category honesty did not 

change by excluding single items so that it was decided to exclude this category from the 

scale and to consider only the categories amount and conscious control. Therefore, overall 

reliability was α = .801. 

 

Situational impression management behavior  

To investigate users’ situational impression management behavior on Facebook, 

items were adapted to those used by Utz and Krämer (2009). Two original items by Utz 

and Krämer (2009) were considered, namely, “I use the Internet to influence my image” 

and “I like the Internet because more people can notice me and my profiles” and five 

further items for particularly measuring situational impression management behaviors 

such as “If I don’t like a comment on my Facebook profile, I delete it” were added. An 

overview of all items can be found in Table 2. Participants were asked to respond on a 7-

point Likert scale ranging from 1 = I don’t agree at all to 7 = I totally agree (α = .805). 
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Table 2  

Items for measuring situational impression management behavior, including mean values and standard 

deviation (Study 2). 

 
M SD 

I use the Internet to influence my image. 2.85 1.61 

I like the Internet because more people can notice me/my profiles. 2.73 1.53 

I like to have control over my profile at any time. 5.73 1.44 

On my profile, I want nothing lef to chance. 5.25 1.52 

My profile mirrors me very well. 3.58 1.62 

I want that my profile displays me. 3.63 1.62 

If I don’t like a comment on my Facebook profile, I delete it. 5.03 1.82 

 

Online privacy literacy  

Participants’ online privacy literacy was examined through the Online Privacy 

Literacy Scale (OPLIS; Masur, Teutsch, & Trepte, 2017), comprising 20 questions related 

to knowledge of data collection and storage, knowledge of data protection laws, 

knowledge of technical aspects of data protection and knowledge regarding strategies for 

data protection (each five items). Participants were asked to assess certain statements 

concerning these topics (true/false/don’t know/different response options). Correct 

answers were counted and were summed up and used to estimate participants’ privacy 

knowledge (according to the provided tables for analyses). According to the norm scales 

by Masur, Teutsch, and Trepte (2017), the OPLIS values for investigation were inferred 

by considering for participants’ age and sex. Four persons did not specify their sex. 

Therefore, their values were calculated by means of the unspecified OPLIS scale for the 

whole population. An OPLIS value of 100 display the mean of the population, values 

lower than 100 displays a performance below average. 

 

Privacy concerns  

Participants’ privacy concerns were investigated by using a privacy concerns scale 

by Buchanan and colleagues (2007). Ten items regarding the extent of privacy concerns 

were used. Users responded on a 5-point Likert scale, ranging from 1 = not concerned at 

all to 5 = highly concerned, for example: “How concerned are you in general regarding 

your privacy when you use the Internet?” (α = .896). 
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Attitude toward the super-logoff   

Participants’ attitudes toward the super-logoff were investigated via three adapted 

items (e.g., “I think the super-logoff is a good idea”) from the scale of the Technology 

Acceptance Model by Kuo and Yen (2009), which was originally used for measuring the 

attitude toward mobile phones. Participants responded on a 5-point Likert scale ranging 

from 1 = I don’t agree at all to 5 = I totally agree (α = .883).  

 

Intention to use the super-logoff  

The intended behavior of deactivating the Facebook profile was also measured via 

an adapted subscale by Kuo and Yen (2009), consisting of three items such as: “I plan to 

use the super-logoff in the future,” on a 5-point Likert scale (1 = I don’t agree at all to 5 

= I totally agree, α = .792). 

 

Motives to use the super-logoff  

To investigate the potential motives for using the super-logoff, several items 

asking for different reasons to potentially deactivate one’s Facebook account were created 

and factorial analyses were calculated. Participants responded to the question: “For what 

reasons would you use the super-logoff instead of logging out the usual way?” on a 5-

point Likert scale ranging from 1 = I don’t agree at all to 5 = I totally agree (e.g. “I don’t 

want to be searchable on Facebook”). To extract concrete motives for using the super-

logoff, factorial analyses, following the criteria by Horn (1965), were conducted. A 

principal axis extraction with varimax rotation was executed. The number of factors was 

determined by comparing empirically found eigenvalues with given eigenvalues by Horn 

(1965). Four factors, which had an empirically found eigenvalue that was greater than the 

one by Horn (1965), were considered. Afterwards, a second factor analysis was conducted 

using principal axis extraction and promax rotation with a determined number of four 

factors. All factor loads can be found in Table 3. Subsequently, items with factor loads 

below .5 were excluded. One item loaded on a single factor (.558, “I don’t think that 

Facebook is useful – I only have an account because it is popular”), which is why it was 

decided to exclude this item as well. Consequently, three main motives, namely, 

“avoidance of pressure” (five items, α = .789), “protection from personal attacks” (eight 

items, α = .874), and “avoidance of distraction” (two items, α = .821) were identified.  
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Table 3  

Factor loads of factor analysis examining the motives for using the super-logoff (Study 2). 

 
Factor 

1 2 3 4 

Avoidance of distraction (α = 821) 
    

I want to find my peace from time to time. .065 -.059 .628 .114 

I don’t want to be informed about everything my community does. -.003 .006 .847 .047 

I don’t want to be distracted during working time. .168 .277 (.478) .162 

I don’t want my profile to be unattended when I am offline.  .279 .029 (.307) -.342 

Avoidance of pressure (α = .789)     

Without the super-logoff I would feel forced to be online all the 

time. 

-.101 .557 .494 -.081 

I spend too much time on Facebook. -.245 .775 .041 .077 

I want to prove to myself that I am able to live without Facebook. -.197 .534 .396 -.173 

(It causes me stress when I don’t have my profile in mind.) -.020 (.478) .275 -.134 

The flood of information is emotionally charging for me. .050 .689 -.044 .213 

I had negative experiences with Facebook.   .102 .714 -.099 .418 

Dissatisfaction with Facebook (items excluded)     

I don’t think that Facebook is useful – I only have an account 

because it’s popular. 

.064 .054 .074 .558 

I am unsatisfied with Facebook. .251 .291 .282 (.439) 

Protection against personal attacks (α = .874)     

I do not want other people to be able to post negative comments on 

my Facebook wall at any time. 

(.431) .056 .222 -.147 

I don’t want to be searchable on the Internet. .544 .023 .108 .146 

I want to avoid that someone embarrasses me in the internet. .524 -.003 .137 -.351 

I don’t think that Facebook is useful – I only have an account to 

gather information. 

(.329) .076 -.023 .242 

I get too many mails and requests from Facebook. .651 -.273 .250 .160 

(I want to be able to directly react if someone tries to link me or 

post a photo of me.) 

(.383) .355 -.140 -.142 

I don’t want to be searchable before a job interview. .757 .302 -.384 -.122 

I want to protect myself against firestorms. .586 .401 -.170 -.094 

I don’t want to push myself to the foreground. .932 -.182 -.009 .084 

I don’t want to be like anyone else. .758 -.131 .248 .116 

I want to control who writes what at what time on my Facebook 

wall. 
 

.776 

 

-.078 

 

-.016 

 

.083 

Note. Bold values indicate that the item was included in the analysis. Values and items in parentheses 

were excluded. 
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11.6.2 Sample 

In sum, N = 128 participants took part in the online survey. One data set was 

excluded because it was incomplete and three outliers were excluded as well. In the end, 

124 full data sets were considered for investigation (53% female). Participants were aged 

between 19 and 48 years (M = 25.28, SD = 3.50). Persons who already had experiences 

with the super-logoff (n = 22, 41% female) were aged between 20 and 36 years (M = 

25.55, SD = 4.07).  

11.7 Results 

In the following, the descriptive statistics of Study 2 will be outlined. In the 

subsequent sections, calculations testing the stated hypotheses and research questions will 

be presented. 

11.7.1 Descriptive Results 

Privacy behavior  

One hundred seventeen (94%) participants already had adapted their privacy 

settings at least once. Besides the super-logoff, self-reported measures used for privacy 

protection by participants (by means of free text inputs) were the Tor-browser or proxy-

server, providing little or false information, hiding the timeline, “thinking before 

posting”, creating friend lists, and not providing a profile picture. Overall, 22 persons 

(18%) stated that they had already used the super-logoff. Four of the 22 persons even 

knew this strategy by name, while eight persons from the whole sample (N = 124) knew 

the strategy by name. Overall, 94 persons (76%) knew that it is possible to deactivate 

ones’ Facebook profile for using it as a privacy-regulating measure. However, three of 

the persons who already had experiences with using the super-logoff stated that they did 

not perceive this measure as a privacy regulating measure but rather as a “Facebook time-

out”. This could indicate that privacy protection is not the only reason why people choose 

to temporarily deactivate their profiles. In sum, 105 persons stated they knew how to 

delete or deactivate their account (85%). Nine of those who already used the super-logoff 

only used the measure once, four persons used it twice, two persons used it three times 

and one person used it four times.  
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Intention and attitude toward using the super-logoff 

The attitude towards using the super-logoff was medium to positive (M = 3.43, 

SD = 1.06), 52 persons (41%) thought that the super-logoff is a good strategy in general. 

However, only 39 participants (31%) thought that this strategy was a good method to 

guarantee privacy (M = 3.50, SD = 1.15). Although the measure was generally evaluated 

positively, 43 persons (34%, M = 2.15, SD = 1.08) stated that they probably would not 

use the super-logoff in the future.  

Online privacy literacy 

For calculating participants’ online privacy literacy, the correct answers of the 

online privacy literacy scales were summed up for every person. Male participants 

reached OPLIS values between 85 and 122 (M = 106.63, SD = 1.13), displaying a mean 

value above average. Female participants reached values between 76 and 122 (M = 

103.63, SD = 1.26), displaying a mean value above average as well. Descriptively, male 

participants had slightly better OPLIS values. Participants with unspecified sex reached 

values between 84 and 96 (M = 90.50, SD = 2.75), displaying a result below average.  

Social networks 

In addition to Facebook, most participants were also active on other social 

networks. Besides Facebook, the most popular network among participants was 

Instagram (63 persons of the whole sample and 15 persons of the subsample). Further 

networks participants engaged in were Pinterest (21 [4] persons), LinkedIn (12 [3] 

persons), Xing (32[6] persons), and Twitter (24 [7] persons). This is especially interesting 

when considering that the super-logoff is a measure to hide, because active accounts on 

additional networks seem to be contradicting to this function of the super-logoff. It will 

be referred to that in the discussion.  

11.7.2 Testing of Hypotheses and Research Questions 

Motives for using the super-logoff  

To extract the motives for using the super-logoff, factorial analyses were 

conducted (RQ1 and RQ2). Three motives were identified, namely, “avoidance of 

pressure,” “protection from personal attacks,” and “avoidance of distraction.” Analyses 

of regression revealed strong positive relations between the motives for using the super-
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logoff and the actual behavioral intention to opt-out of the network; avoidance of 

distraction: R² = .234, F(1, 122) = 37.33, β = .48, p < .001, avoidance of pressure: R² = 

.138, F(1, 122) = 19.48, β = .37, p < .001, protection against personal attacks: R² = .181, 

F(1, 122) = 27.03,  β = .43, p < .001. According to Cohen (1988), all effect sizes were 

large. 

For further investigation, a hierarchical analysis of regression was conducted. In 

the first block, the motive that correlated most strongly with the intention to use the super-

logoff was included (avoidance of distraction). Subsequently, protection against personal 

attacks and avoidance of pressure were included as well. The first model was found to be 

statistically significant, R² = .234, F(1, 122) = 37.33, β = .48, p < .001, explaining 23% 

of the variance in the intention to use the super-logoff based on the motive avoidance of 

distraction. The effect is large. By adding the second motive, protection against personal 

attacks, into the second model, almost 30% of the variance in the intention to use the 

super-logoff could be explained with statistically significant results, R² = .298, F(2, 121) 

= 25.70, β = .28, p < .001, displaying a large effect. The third model that finally included 

the third factor, avoidance of pressure, did not yield statistically significant values, R² = 

.307, F(3, 120) = 17.74, β = .11, p = .210. In summary, all motives are positively 

correlated with the actual intention to use the super-logoff. However, when considering 

them together in one regression model, only avoidance of distraction and protection 

against personal attacks were found to be statistically significant predictors of 

participants’ actual intention to deactivate their Facebook accounts. 

The relation between self-disclosure and the intention to use the super-logoff 

The more users disclose, the more they might perceive that they have to hide. 

Therefore, it was suggested that the extent of participants’ self-disclosure is positively 

related to their intention to use the super-logoff (H1). A bivariate analysis of correlation 

was conducted. It revealed that there is in fact a statistically significant positive 

correlation between participants’ self-disclosure behavior and their intention to use the 

super-logoff (r = .29, p < .01), supporting Hypothesis 1. According to Cohen’s (1988) 

guidelines for interpreting effect sizes, this is a medium-sized effect.  
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The relation between privacy concerns and the attitude towards the super-logoff  

Hypothesis 3 suggested a positive relation between privacy concerns and the 

attitude toward (using) the super-logoff. That is, it was supposed that the attitude toward 

the super-logoff can be traced back to users’ privacy concerns. To test this hypothesis, a 

linear regression analysis was conducted. It revealed that the attitude toward (using) the 

super-logoff can be predicted by participants’ concerns by about 17%, R² = .17, F(1, 122) 

= 24.13, β = .41, p < .001, supporting the third hypothesis. The effect size was large.  

The relation between privacy concerns and the intention to use the super-logoff  

In line with the finding that privacy concerns can be indirectly related to privacy 

intentions (Dienlin & Trepte, 2015), it was supposed that users’ concerns might be a 

predictor of their intention to use the super-logoff (H2). An analysis of regression was 

conducted to test this assumption and revealed that participants’ privacy concerns 

explained 15% of the variance in the intention to use the super-logoff, R² = .15, F(1, 122) 

= 22.20, β = .39, p < .001, displaying a medium-to-large effect size. Therefore, the second 

hypothesis was supported as well.   

The relation between privacy literacy and the intention to use the super-logoff  

In order to find out whether users’ privacy literacy would be related to their 

intention to opt-out of the network, bivariate Pearson correlations were conducted. 

Analyses regarding the adapted OPLIS values and the intention to use the super-logoff 

did not show a relation between variables (RQ3). Neither a significant negative nor 

positive correlation between users’ online privacy literacy and their intention to use the 

super-logoff was found (r = .123, p = .175). Answering the third research question, data 

showed that users’ privacy literacy was unrelated to their intention to opt-out of the 

network.   

The role of situational impression management behavior  

In Hypothesis 4, it was assumed that the positive relation between the extent of 

participants’ self-disclosure behavior and their intention to use the super-logoff (see H1) 

is influenced by their Facebook-related situational impression management behavior. 

Therefore, people’s situational impression management behavior was regarded as a 

potential mediator for the relation between self-disclosure and the intention to use the 
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super-logoff. For analysis, the plugin PROCESS for SPSS by Andrew Hayes (1,000 

bootstraps) was used. The model summary showed the a-path to be statistically 

significant, b = 1.33, R² = .55, F(2, 122) = 150.33, p < .001, LLCI = 1.1, ULCI = 1.54. 

The following model showed the b-path to be significant as well, b = .03, R² = .11, F(2, 

121) = 7.89, p < .05, LLCI = .00, ULCI = .06, whereas the c’-path was not (p = .46, LLCI 

= -.03, ULCI = .08). There was no longer a direct effect of self-disclosure on the intention 

to use the super-logoff when users’ situational privacy behavior was implemented, but a 

full mediation in terms of an indirect effect of self-disclosure on the intention to use the 

super-logoff was mediated by situational impression management behavior (b = .94, 

LLCI = .10, ULCI = 2.10). These values imply that situational impression management 

behavior mediates the relation between self-disclosure and the intention to use the super-

logoff.  

11.8 Discussion 

 The aim of Study 2 was to explore in what sense the super-logoff is known by 

German Facebook users and how many people are currently using it in order to regulate 

online privacy. Furthermore, it aimed at shedding light on the mechanisms related to the 

deactivation of one’s Facebook account in terms of analyzing the motives for opting-out 

from the social network Facebook as well as corresponding attitudes, intentions, and 

concerns. Additionally, the role of users’ online privacy literacy was investigated in order 

to illustrate potential relations between online privacy knowledge and the intention to opt-

out of the network. 

Descriptive results revealed interesting insights regarding participants’ privacy 

behavior. Ninety-four percent of the sample adapted their privacy settings at least once, 

including all participants who already used the super-logoff (n = 22 persons). This might 

have led to the impression that users of the super-logoff do not perceive the super-logoff 

as an ultimate solution but rather as an extension of privacy protection (by adapting the 

settings). However, adapting the privacy settings once or twice does not imply that the 

person is highly engaged in privacy protection. Most users adapt their settings when they 

register for a network and then they maintain this setting. Ninety-five participants stated 

that they knew the functionality of the super-logoff (although not all knew the term super-

logoff) as a privacy protective measure.  
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All participants had additional accounts on other online social networks, whereby 

most participants used Instagram. Thus, participants’ self-disclosure activities do not only 

take place on Facebook. This is interesting against the background that users intend to 

opt-out of the network owing to reasons of privacy regulation (among others). The super-

logoff does actually not prevent online privacy harms in general but covers instead those 

risks related solely to Facebook. Consequently, the question arises of whether users think 

that they need to be especially careful on Facebook while other social networks might be 

less dangerous. However, participants’ were asked about the behavioral intention to opt-

out of the network instead of measuring actual behavior. It might be conceivable that the 

reported intention would not be implemented into action in reality.   

Motives for using the super-logoff (RQ1 & RQ2) 

Via factorial analyses, three main motives for using the super-logoff were 

identified, namely, protection against personal attacks, avoidance of pressure, and 

avoidance of distraction. However, only one motive can directly be associated with 

privacy protection motives, which is protection against personal attacks. Consequently, 

privacy motives might not be the only reason for users to use the super-logoff. It is open 

to investigation whether users who employ that measure driven by the motive avoidance 

of pressure are simply overwhelmed by the daily flood of information or whether they 

want to reduce stressful factors such as being continuously on the alert regarding potential 

privacy risks on the Internet. However, although almost half of the sample expressed that 

the super-logoff would be an adequate strategy, only 34% of the participants stated they 

would probably use the super-logoff (again) in the future. This is in line with findings 

from Study 1 in which it was found that people evaluate the idea of the super-logoff 

positively when hearing it for the first time but later conclude that the measure does not 

protect privacy sufficiently; it might instead soothe people’s conscience. 

Further motives suggest that people would like to avoid distractions by Facebook 

or to have some distance to the network. The question arises of why people do not choose 

to completely delete their accounts but reactivate it now and then. One consideration is 

that they still want to benefit from online networking and self-presentation (see Chapter  

2.2 and Chapter 6.2.3) but feel overwhelmed with privacy issues and the flood of 

information (e.g., Eppler & Mengis, 2004; see Chapter 2.4). The motives for using the 

super-logoff should not only be considered as hiding from others but also as regulating 
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social affordances and avoiding exhausting reglatory measures manually. This study 

implies that the super-logoff can function as a retreat from social media threats.  

The relation between self-disclosure and the intention to use the super-logoff (H1) 

Analyses revealed a positive correlation between users’ self-disclosure behavior 

and their intention to use the super-logoff. This is in line with findings by Krasnova, 

Günther, Spiekermann, and Koroleva, (2009) and Tufekci (2008), who stated, that people 

who disclose a lot of information might also be interested in reducing the risks that come 

along with the disclosures. However, the intention to protect the high amount of disclosed 

information does not always result in comprehensive protective behavior. In this study, 

participants reported having the intention to temporally hide their profiles when they 

disclose too much information. Users might have the impression that they can rely on the 

super-logoff as a privacy buffer. If the account is deactivated from time to time, the user 

can continue disclosing information when he or she is online that cannot be accessed 

when the user does not want others to see it, namely, when he or she uses the super-logoff. 

When considering the privacy calculus (Culnan & Armstrong, 1999, see Chapter 5.2), the 

possibility to use the super-logoff might reduce the perceived risks, increase perceived 

controllability (see Debatin et al., 2009) and allow for semi-protected self-disclosure in 

order to still gather benefits such as social support. It might be sufficiently calming for 

users if they perceive to have at least some extent of control over their disclosures by 

using the super-logoff, indicating that the perception of control might be similarly 

satisfying as having real control (Debatin et al., 2009). This perception of control might 

function as a kind of free ticket for sporadic self-disclosures in an apparently semi-

protected environment. 

The relation between privacy concerns and the attitude toward the super-logoff  

In H2 it was suggested that a positive relation exists between participants’ privacy 

concerns and their attitudes toward (using) the super-logoff. This hypothesis was 

supported. Dienlin and Trepte (2015) found in their studies that people who have strong 

privacy concerns do not like to provide identifiable information to their networks 

(informational privacy) and, further, people who are concerned regarding their online 

privacy have the opinion that it is better to have a restricted Facebook profile in order to 

regulate access for other people (social privacy). Dienlin and Trepte (2015) concluded 
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that privacy concerns influence users’ privacy attitudes, which in turn influence their 

behavioral intentions to protect themselves. Similar results were attained in this study in 

the sense that privacy concerns influenced participants’ attitudes toward a specific 

privacy–regulating measure (the super-logoff). People with privacy concerns may 

perceive a dilemma because they need to weigh up the risks and benefits of information 

disclosure (see Masur & Scharkow, 2016; Petronio, 2010). The privacy calculus states 

that users of online SNSs evaluate risks and benefits of information disclosure in order to 

assess whether it would be reasonable to disclose an information or not and whether to 

use protective strategies or not (Dienlin & Metzger, 2016; Krasnova & Veltri, 2010). 

Using the super-logoff can make the users perceive they hold the balance between 

contradicting needs or perceived risks and benefits because they are able to communicate 

with other people (i.e. benefits) but also to decide when other users can contact them, or 

in the worst case, damage their image on Facebook (i.e. risks) and directly react to it. This 

cognitive evaluation process can be one reason why people who are concerned about their 

privacy have a positive attitude about the super-logoff as a privacy protective measure. 

The relation between privacy concerns and the intention to use the super-logoff  

Analyses regarding H3 revealed, that the intention to use the super-logoff can be 

predicted by participants’ concerns by around 15%. This does not indicate actual behavior 

but gives insights into the effects of privacy concerns on privacy-related behavioral 

intentions (see also Dienlin & Trepte, 2015). The positive direct correlation between 

concerns and the intention to use the super-logoff indicates that concerns influence the 

self-reported behavioral intention to engage in this specific measure, whereby this does 

not imply that this intention is followed by actual privacy behavior in terms of actually 

using the super-logoff or engaging in even more protective strategies. In contrast to 

editing the personal privacy settings, using the super-logoff is related to lower cognitive 

effort because it is basically just one click. Comprehensive privacy behavior would 

indicate more activities such as controlling for informational, social and psychological 

privacy (Burgoon, 1982) by adapting friend lists, restricting access for specific persons 

or deleting sensitive information from one’s profile. This would require privacy literacy 

(Trepte et al., 2015) and high motivation to translate concerns into protective actions (see 

also Study 1).  
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Since participants read an instruction explaining how to use the super-logoff 

during the survey, this might also have had an influence on perceived ease of use and 

have led to a spontaneous intention to use the super-logoff than to a sophisticated long-

lasting behavioral intention for general privacy protection. Consequently, the super-

logoff might be perceived to be an attractive and easy-to-adopt time-out for privacy 

concerns.  

The relation between privacy literacy and the intention to use the super-logoff  

Analyses regarding the third research question demonstrated that there was 

neither a positive nor a negative correlation between participants’ privacy literacy and 

their intention to use the super-logoff. What is more, an explorative analysis of the 

relation between privacy literacy and the actual use of the super-logoff (calculation with 

the sub-sample n = 22) did not reveal significant results. This might be attributable to the 

small size of the sub-sample on the one hand and on some further restrictions regarding 

the examination of privacy literacy on the other hand. Since gathered data are based on 

an online study, there was no control regarding participants’ responding behavior. Results 

for the online privacy literacy questionnaire (Masur, Teutsch, & Trepte, 2017) therefore 

could be distorted because participants could have searched on the Internet for the correct 

answer or asked other persons during the study. Interestingly, only four of the 22 

participants who already used the super-logoff knew further protection measures. This 

would rather indicate low privacy literacy and indeed could have been an indicator of the 

assumption that people with low literacy tend to use the super-logoff because otherwise 

they would not know how to protect themselves. However, there were no significant 

results in the current study. People who know where to find the deactivation setting might 

at least have declarative privacy knowledge (see Trepte et al., 2015). They know that 

particular settings exist but they might not know how to implement all settings combined 

to guarantee privacy protection (i.e. procedural knowledge, Trepte et al., 2015).  

The role of situational impression management behavior  

The positive relation between self-disclosure and the intention to use the super-

logoff was further investigated by considering people’s situational impression 

management behavior as a mediating variable (H4). Analyses revealed that impression 

management behavior can in fact be considered as a mediator in this relation. By using 
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the super-logoff, users have the chance to manage their Facebook profiles in a more 

sophisticated manner. If they perceive the need to maintain a particular impression that 

might be endangered in a given situation, deactivating the account can be an adequate 

impression management strategy. Certainly, people with strong impression-managing 

motivations want many other people to notice their positive impression (Goffman, 1959), 

which makes it paradoxical to deactivate one’s account at first glance. As already 

mentioned, users with a high impression management motivation tend to restrict the 

access to their online profiles less intensely (Utz & Krämer, 2009), probably so as to be 

seen and admired. However, users might also be concerned about someone destroying 

their formerly created positive image and therefore decide to use the super-logoff as an 

impression management strategy. This explanation also fits with the findings of H1, in 

the sense that the extent of self-disclosure (e.g., for impression management motives) is 

related to the intention to use the super-logoff. Users’ need to have the visibility of their 

profiles in their own hands strongly depends on their impression management motivation 

and can explain the mediating effect of impression management behavior on the relation 

between self-disclosure and the intention to use the super-logoff. 

11.9 Limitations and Future Work 

Future studies should consider bigger samples including people who already used 

the super-logoff allowing for more comprehensive conclusions regarding users’ actual 

behavior. Since most participants were recruited through Facebook itself, it is possible 

that some people who use the super-logoff were actually offline during the time of 

recruitment. Therefore, more alternative recruitment channels should be used. 

Furthermore, a long-term study would provide the most useful insights because users’ 

actual logoff behavior would be detectable. Moreover, people’s perceived control was 

not directly investigated but a relation between using the super-logoff and perceived 

control was assumed based on current findings. Future studies should examine people’s 

actual perceived control concerning their online privacy in order to draw more concrete 

conclusions. The role of perceived control and users’ general self-control will be further 

investigated in Study 3 and Study 4. Most interestingly, people used the super-logoff not 

only for obvious privacy protection reasons but also for having a Facebook time-out. 

Future studies should investigate whether such a time-out might also be an indirect 
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privacy protection reason. It is conceivable that people need this time-out because 

otherwise they are constantly concerned and worried about risks such as impression 

damages or being observed. Furthermore, the intensity and frequency of Facebook usage 

by those users who perform the super-logoff might be of further interest. There might be 

a difference in the motives for using the super-logoff between high-frequency and low-

frequency users.  

11.10 Conclusion 

The super-logoff is one of the most radical and ultimate self-regulating strategies 

for controlling one’s online presence. To date, research has not considered this method 

systematically in a quantitative way, which was identified as a major disadvantage. 

Although danah boyd presented a body of qualitative research on this measure, it has been 

neglected by numerous studies regarding online privacy protection. According to the data 

of the current study, people intend to use this strategy to protect and maintain their privacy 

but also to allow themselves a time-out, possibly from privacy concerns. People seem to 

perceive to have more control over their profile and over potential risks when using the 

super-logoff. Still, analyses revealed the importance of considering privacy protection in 

an even more differentiated way. So far, privacy has been defined as a reciprocal process 

of withdrawing and disclosing information, related to different dimensions of privacy and 

potential privacy violations (see Dienlin & Metzger, 2016; Masur & Scharkow, 2016). 

The motive of allowing oneself a time-out from concerns and pressures can contribute to 

a feeling of privacy, too. Social media applications and SNSs are ubiquitous so that 

withdrawing in terms of distancing from the whole network from time to time instead of 

solely withdrawing specific pieces of information needs to be considered as a further 

privacy protection motive in online privacy research. In conclusion, Study 2 points out 

different motives for using a self-regulating privacy protection measure and demonstrates 

relations between opting-out of the network and users’ attitudes, intentions, concerns, and 

impression management motivations. This study contributes to privacy research in terms 

of considering alternative protection strategies that are often neglected when analyzing 

privacy behavior.   
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Summary Study 2 

As outlined in Chapter 2.2, the myriad of disclosed information on online SNSs 

makes it more important than ever to focus on users’ awareness of online privacy and 

measures employed for privacy protection. Study 2 investigated the fact that some users 

implement self-developed risk-reducing strategies such as temporarily deactivating their 

Facebook account. Analyses revealed a positive relation between privacy concerns and 

the attitude toward the super-logoff as well as between privacy concerns and behavioral 

intentions to use the super-logoff. Moreover, Study 2 revealed self-disclosure behavior to 

be positively correlated with the intention to use the super-logoff, mediated through 

situational impression management behavior. Three different motives for deactivating 

ones’ Facebook account have been identified, namely, avoidance of distraction, 

avoidance of pressure, and protection against personal attacks. In sum, Study 2 as well as 

Study 1 revealed that users of SNSs seek for alternative protection strategies in order to 

have more comfortable online experiences. Both studies indicate that participants indeed 

wish for more privacy protection. Strikingly, the desire for protection does not induce 

comprehensive protection efforts. In order to examine whether derived requirements from 

Study 1 and knowledge regarding users’ concerns which go hand in hand with the 

intention to opt-out of an online social network from Study 2, an experimental 

investigation regarding the impact of privacy interventions as they were derived from 

users’ desires in Study 1 was conducted (Study 3). Study 3 aimed at combining 

knowledge regarding users’ desire for particular protective features with users’ privacy 

related personal traits, needs and concerns.  
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V THE IMPACT OF PERSUASIVE PRIVACY SUPPORT 

MEASURES ON USERS’ ACTUAL PRIVACY BEHAVIOR 

 

In the context of this dissertation, the idea of utilizing system-based privacy 

support in terms of warning messages or prompts occurring in real-time within users’ 

social network environments is not only addressed from a psychological perspective but 

also from a software engineering viewpoint. Specifically, the topic of self-disclosure in 

social media and the opportunity for supportive and user-centered self-adaptive systems 

was approached by means of an interdisciplinary consideration of users’ desires 

concerning privacy support (see Study 1) and the systems’ possibilities and preconditions 

(see Chapter 8). In the context of these efforts, a self-adaptive awareness system was 

suggested that is able to monitor users’ sharing habits and intervene if the disclosed 

information is highly sensitive and hypothetically could induce privacy harms (Díaz 

Ferreyra & Schäwel, 2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016). It was 

proposed to consider a system-based notification system that interacts with a user who is 

going to disclose information by means of a feedback-loop in the sense that the system 

informs the user regarding potential harms related to the potentially shared information. 

Thereby, the user has the ability to either adopt behavior or ignore the notification. The 

declaration of particular information as sensitive or not sensitive would be based on 

underlying knowledge that includes rules for identifying the sensitivity of information on 

the basis of prior research (see Chapter 3.3). The functionality of self-adaptability of the 

support system was suggested in order to provide a satisfying usability and suitable 

feedback due to taking the users activities and their responses to the recommendations 

into account. As outlined in Chapter 8.2, system notifications would be based on a loop 

between the user input (a potential posting), and the monitoring, analyzing, planning, and 

executing phase of the system (providing the user with the information that potential 

harms might happen based on publishing the posting). The implementation of such a 

system would require high technical effort in terms of providing functioning databases 

and algorithms for processing data and giving suiteable recommendations. Besides these 

technical requirements, users’ desires for technical privacy support would also need to be 

met, for instance, the transparency, and user-friendliness of the system in order not to be 

annoying but helpful and trustworthy (see Study 1). Study 1 revealed that users’ in fact 
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can imagine using a system that provides adapted privacy feedback. However, in Study 

1, insights regarding users’ willingness to utilize such a measure were only given through 

self-reported intentions. Therefore, Study 3 will examine users’ actual behavior when 

being notified about potentially dangerous self-disclosure by a system by means of an 

experimental investigation. In this study, the privacy notifications provided (persuasive 

privacy prompts) were not fully functional adapted support methods based on algorithms, 

but dynamic notifications based on the kind of users’ self-disclosed information in a self-

developed registration form of an SNS. Therefore, it was predefined which kind of 

information was considered as sensitive (e.g., political attitude) in order to decide for 

which disclosed information a privacy notification would be given. In the following 

chapter, an experimental study about the effectiveness of such privacy notifications in 

terms of persuasive privacy prompts and potentially influencing personality traits will be 

reported and implications for practice will be given. 

12 Study 3: Do You Really Want to Disclose This? - Examining 

User-Oriented Variables that Influence the Impact of 

Persuasive Privacy Prompts for Reducing Online Privacy 

Risks 

 

As stated in Chapters 8.5 and 8.6, the advantage of utilizing nudges and prompts 

for behavioral changes with regard to online privacy protection is that they can raise 

users’ awareness by calling their situational attention. Given that there is a lack of 

knowledge about which user-specific characteristics such as need for privacy or need for 

popularity (see Chapter 6.1) influence the impact of privacy protection measures, Study 

3 focuses on effects of system-based persuasive privacy prompts on actual privacy 

behavior. More precisely, Study 3 aims at analyzing the influence of persuasive privacy 

prompts that are formulated alongside specific persuasive styles (i.e. authority or 

consensus; see Kaptein et al., 2012) on users’ actual privacy behavior (i.e. self-disclosure 

or withdrawal). Moreover, this study examines whether persuasive privacy prompts will 

be more effective (i.e. users provide less sensitive information) if prompts contain reasons 

for respective suggestions, as it was derived to be one requirement for trustworthy privacy 
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support from Study 1. Following these aims, users’ actual privacy behavior after receiving 

persuasive privacy prompts in a non-artificial social network environment is investigated 

in this study. In sum, it is strived to learn about relevant user-oriented variables 

influencing the effects of persuasive privacy prompts and appropriate measures for 

empowering users of SNSs.   

12.1 Increasing Privacy Through Reasoned Persuasive Prompting 

The privacy support concept that is introduced in Study 3 focuses on persuasive 

and informative nudging and prompting. To be more precise, it is argued that prompts are 

even more effective if they consider particular persuasive strategies. As outlined in 

Chapter 8.5, persuasion can be considered as a promising method for increasing users’ 

engagement in behavioral changes and actions for different areas, for instance, energy 

saving (e.g., Kappel & Grechenig, 2009) or regarding a healthier lifestyle (e.g., Kaptein, 

et al., 2012). In Study 3, persuasive strategies for the realm of online privacy protection 

will be examined.  

Kaptein and colleagues (2012) investigated the effects of tailored persuasive 

messages for inducing behavioral changes, more precisely, to reduce unhealthy snacking 

behavior. They found that persuasive messages that are adapted to a user’s preferred 

persuasive style are more efficient than non-adapted messages. According to Kaptein and 

colleagues (2012), there are six main strategies that can be used for persuading a person, 

namely, reciprocity, scarcity, authority, commitment, consensus, and liking. For their 

study, Kaptein and colleagues (2012, p. 10:11) created persuasive messages such as “The 

World Health Organization advises not to snack. Snacking is not good for you” 

(authority) or “Everybody agrees: not snacking between meals helps you to stay healthy” 

(consensus). The most relevant persuasive strategies in the case of the current study are 

authority and consensus because they are most closely transferrable to privacy-related 

decisions, not at least illustrated through respective items for investigating the preference 

for these strategies (e.g., authority: “I am very inclined to listen to authority figures”, 

consensus: “I often rely on other people to know what I should do”). With the help of 

persuasive strategies, potential privacy risks of particular actions (e.g., sensitive 

information disclosure on SNSs) can be presented even more convincingly, which might 

increase the likelihood that the presented privacy-related information is processed and 
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implemented into protective action by individuals (e.g., presentation ; Acquisti et al., 

2017). 

 

Users’ characteristics and privacy behavior  

As already stated in Chapter 6.2, users’ online privacy behavior can depend on 

various personal characteristics and traits (Ahn, Kwolek, & Bowman, 2015; Baek, Kim, 

& Bae, 2014; Bansal, Zahedi, & Gefen, 2016; Junglas, Johnson, & Spitzmüller, 2008). 

Therefore, with regard to the impact of persuasive privacy prompts on users’ behavior, it 

was focused on the influence of those personality characteristics that have oftentimes 

been identified to be related to privacy behavior, namely users’ need for privacy and 

popularity (e.g., Hofstra, Corten, & van Tubergen, 2016; Yao, Rice, & Wallis, 2007) as 

well as their expression of vulnerable and grandiose narcissism (e.g., Ahn, Kwolek, & 

Bowman, 2015). Users behavior was examined by means of an experimental setting in 

which participants interacted with a registration form of an SNS that provided persuasive 

privacy prompts if users disclosed information. The concrete setting will be explained in 

the following paragraph. 

12.2 Setting: The Social Network Site 

For Study 3, a registration form of a social network for students was developed. 

The experimental functionality of the network was to provide persuasive privacy prompts 

if a user was going to disclose sensitive information (i.e. information referring directly to 

him- / herself) during the process of registration. Overall, there were 17 text input fields 

(e.g., name or birthdate as well as free text fields asking for a personal or political 

statement), ten checkbox menus and four radio button menus (e.g., asking for religion or 

politics), allowing for disclosing various kinds of information regarding potentially 

sensitive topics concerning different dimensions of privacy. Overall, each participant had 

the chance to provide 32 inputs in free-text input fields, checkbox menus or radio button 

menus. In order to investigate users’ behavior regarding particular dimensions of privacy, 

disclosures regarding the different dimensions of privacy (informational, social, 

psychological; see Burgoon, 1982) were sought through the provided input spaces and 

questions that have been stated. However, the social dimension is only distantly covered 

in this study through the information regarding the social life and contact (or distance, 
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respectively) to other people, for instance, by asking for stays at the university and 

meeting other people, indicating insights into the regulation of distance and proximity to 

others (i.e. people who are rarely at the university or seldom go to parties might need to 

engage less in distance or proximity regulation than people who meet othersnmore 

frequently). Based on prior research (Burgoon, 1982; Wang et al., 2011), the following 

six categories of content were supposed to be sensitive and consequently considered for 

prompting:  

(1) Contact information (e.g., birthdate) and (2) work and education (e.g., side 

job), both relating to informational privacy. 

(3) Leisure time (e.g., partying) and (4) availability at university (e.g., available 

at Mondays), both distantly attributable to social privacy. 

(5) User details (e.g., describe yourself) and (6) religion and politics (e.g., 

partisanship), both relating to psychological privacy.  

 

Privacy prompts were only provided if a user entered information to an input field 

of one of these categories. For every category, two prompts occurred at maximum. Within 

the categories of interest, the prompts occurred randomly for different input fields. It was 

decided to provide two further categories allowing for disclosures in which no prompts 

appeared in order to disperse the situation and avoid information overload for 

participants. These additional categories were music and films and social media 

preferences. In an even distribution, all participants were randomly assigned to conditions 

with different persuasive privacy prompts (authority/consensus/authority with additional 

information/consensus with additional information/no prompt [control group], see Table 

4).  

Table 4  

Absolute numbers and percentages of participants in each experimental group 

(Study 3). 

 n  % 

Authority  37 19.8 

Authority with information  38 20.3 

Consensus  37 19.8 

Consensus with information 38 20.3 

Control  37 19.8 

Total  187 100.0 
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In order to provide suitable feedback and to make the prompts more credible, the 

prompts were also adapted to the dimension of privacy associated with the disclosed 

information. Therefore, they differed slightly in the formulation. The formulation of 

persuasive privacy prompts was adapted to persuasive messages by Kaptein and 

colleagues (2012). For instance, it was written:  

“Rethink what you are going to provide. Privacy researchers from Harvard 

University identify the disclosure of your contact information as highly sensitive!” 

(authority, informational privacy) or “Everybody agrees: To protect your privacy you 

should pay attention to what contact information you reveal on the Internet! Thus, reflect 

on what you disclose” (consensus, informational privacy). Provided reasoning was for 

example: (…) “Because you don’t have control over the further processing of your 

identifying data anymore” (informational reasoning) or (…) “Because you don’t have 

control over the further processing of your attitudes and emotions regarding sensitive 

topics anymore” (psychological reasoning) (see Figure 4). For an extensive overview 

over all prompt messages see Table 5. 
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Table 5  

Overview of the persuasive privacy prompts (Study 3). 

 

 Authority Consensus 

Informational privacy “Rethink what you are going to 

provide. Privacy researchers from 

Harvard University identify the 

disclosure of your contact 

information as highly sensitive!” 

 

“Everybody agrees: To protect your 

privacy you should pay attention to 

what contact information you reveal 

on the Internet! Thus, reflect on what 

you disclose” 

Reasoning  “(…) Because you don’t have control 

over the further processing of your 

identifying data anymore” 

 

“(…) Because you don’t have control 

over the further processing of your 

identifying data anymore” 

Social privacy “Rethink what you are going to 

provide. Privacy researchers from 

Harvard University identify the 

disclosure of information regarding 

your private social life as highly 

sensitive!” 

“Everybody agrees: To protect your 

privacy you should pay attention to 

what information regarding your 

private social life you reveal on the 

Internet! Thus, reflect on what you 

disclose” 

Reasoning “(…) Because you don’t have control 

over the further processing of the 

information regarding your private 

social life anymore” 

 

“(…) Because you don’t have control 

over the further processing of the 

information regarding your private 

social life anymore” 

Psychological privacy  “Rethink what you are going to 

provide. Privacy researchers from 

Harvard University identify the 

disclosure of your personal attitudes 

and emotions as highly sensitive!” 

 

“Everybody agrees: To protect your 

privacy you should pay attention to 

what information regarding your 

attitudes and emotions you reveal on 

the Internet! Thus, reflect on what you 

disclose” 

Reasoning “(…) Because you don’t have control 

over the further processing of your 

personal attitudes and emotions 

regarding sensitive topics anymore” 

“(…) Because you don’t have control 

over the further processing of your 

personal attitudes and emotions 

regarding sensitive topics anymore” 
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Figure 4: Persuasive privacy prompts (Study 3). 

 

12.3 Hypotheses 

Based on the reported research findings, the following hypotheses concerning 

users’ privacy behavior were stated. In all hypotheses, privacy behavior is defined as 

disclosing no/only sparse sensitive information. In line with reported studies regarding 

the effectiveness of persuasive messages by Acquisti and colleagues (2017), Wang and 

colleagues (2013), and Kaptein and colleagues (2012), this work hypothesizes that a 

persuasive privacy prompt can influence users’ actual privacy behavior in terms of 

withdrawing sensitive information. It is assumed that users’ disclosure behavior is 

interrupted by the prompt intervention and that their attention is drawn to the persuasive 

privacy prompt and in consequence on current privacy behavior. Therefore, the following 

hypothesis states:  

Hypothesis 1 (H1): Participants receiving persuasive privacy prompts disclose 

less information than participants receiving no persuasive privacy prompt. 

  

In line with Kaptein and colleagues (2012), the impact on participants’ privacy 

behavior depending on the persuasive style of the provided privacy prompts was 

expected. Persuasive styles can induce behavioral changes varying in persistence and 
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general impact. This can, for instance, depend on varying susceptibility to persuasive 

styles across individuals (Kaptein et al., 2012). There is little knowledge regarding the 

effectiveness of persuasive styles for privacy protection measures. In this study, it was 

hypothesized that there is a difference in behavioral outcomes depending on the 

persuasive style. It was aimed at finding out which style is most effective for this realm. 

Consequently, the following hypothesis states:  

Hypothesis 1a (H1a): There is a difference in privacy behavior depending on the 

persuasive style (authority/consensus) of the persuasive privacy prompt received. 

 

Furthermore, the persuasive privacy prompt is suggested to be more effective if it 

contains additional information justifying the behavioral privacy suggestion. This is due 

to the finding that people wish to have information regarding personal suggestions given 

from a supporting entity (Acquisti et al., 2017; see Study 1). Since people like to act based 

on reasoned considerations (e.g., Fishbein, 1979), the likelihood of adopting a suggestion 

within a persuasive privacy prompt might increase if it is reasoned, resulting in the 

following hypothesis:  

Hypothesis 1b (H1b): Participants receiving persuasive privacy prompts including 

reasoning (a) disclose less information and (b) change their disclosures more 

frequently than participants receiving persuasive privacy prompts without 

reasoning.  

 

As was revealed by Kaptein and colleagues (2012), behavioral suggestions are 

even more effective if they are formulated in line with a person’s preferred persuasive 

style. That is, a persuasive message formulated in a communication style to which a 

person is susceptible to will more likely lead to the behavioral outcome intended by the 

message. Therefore, it is hypothesized that the impact of the persuasive privacy prompt 

on subsequent behavior is moderated by the evaluation of the persuasive style that is used 

in the persuasive privacy prompt: 

Hypothesis 2 (H2): The impact of persuasive prompts on the number of changes 

is moderated by users’ susceptibility to the persuasive styles (authority / 

consensus).   
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Following findings by Ahn, Kwolek, and Bowman (2015), Utz, Tanis, and 

Vermeulen (2012), and assumptions by Buss (2001), it was hypothesized that users’ 

privacy behavior depends on their personality, namely, narcissism, need for popularity, 

and need for privacy (see Chapter 6). In a prior study, it was revealed that the intention 

to control for one’s online privacy is higher for vulnerable narcissistic persons than for 

grandiose narcissistic persons (Ahn, Kwolek, & Bowman, 2015). Furthermore, this work 

suggests that users with a high need for privacy tend to control their online actions more 

intensely (e.g., Blanchio, Przepiorka, Boruch, & Balakier, 2016) than do users with a high 

need for popularity, since privacy control in terms of reduced self-disclosure decreases 

possibilities for receiving positive feedback by other persons and consequently decreases 

popularity. These assumptions led to the following hypotheses: 

Hypothesis 3a (H3a): Users’ need for privacy and expression of vulnerable 

narcissism positively influence their privacy behavior. 

 

Hypothesis 3b (H3b): Users’ need for popularity and expression of grandiose 

narcissism negatively influence their privacy behavior. 

 

Since users’ personality can influence online privacy behavior and disclosure 

habits, the impact of the provided privacy prompts on users’ behavior might be positively 

or negatively affected by their personality traits. In line with this, the effect of the 

persuasive privacy prompts on current privacy behavior is hypothesized to be moderated 

by users’ personal characteristics:  

Hypothesis 4 (H4): The impact of persuasive privacy prompts on users’ privacy 

behavior is moderated by their (a) need for privacy, (b) need for popularity, (c) 

vulnerable narcissism, and (d) grandiose narcissism.  

 

Hypothesis (H4a): A greater need for (a) privacy and (b) vulnerable narcissism 

will intensify the effect of the persuasive privacy prompt on users’ privacy 

protective behavior. 
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Hypothesis (H4b): A greater need for (c) popularity and (d) grandiose narcissism 

will diminish the effect of the persuasive privacy prompt on users’ privacy 

protective behavior. 

 

Following the findings by Dienlin and Trepte (2015) and the definition of privacy 

by Burgoon (1882), this work argues that privacy behavior differs regarding the 

dimension of privacy of disclosed information and associated privacy concerns, attitudes 

and intentions. Furthermore, persuasive privacy prompts might have different effects on 

privacy behavior, depending on the privacy dimension that is going to be violated and 

corresponding privacy intentions, concerns, and attitudes of the users: 

Hypothesis 5 (H5): Users’ informational, social, and psychological privacy 

behavior (i.e. withdrawal of informational, social, psychological privacy-related 

information) is positively correlated with their informational, social, and 

psychological privacy concerns, attitudes, intentions, and self-reported privacy 

behavior.   

12.4 Method 

To analyze psychological mechanisms that influence the effects of persuasive 

privacy prompts and users’ actual privacy behavior in a non-artificial environment, an 

experimental study with a 2×2 design (varying the persuasive style and presence of 

reasoning) and a control group (no prompt) in which participants interacted with a self-

developed SNS was conducted. Participants came to the laboratory and were told that, for 

reasons of usability testing, they would be carrying out a registration process for a new 

social network for students of the university. Participants did not know that the prompts 

were a pivotal element of the investigation. They were also told that they did not have to 

enter all information but that they should act as naturally as possible. Otherwise, the 

contradiction between the task to disclose and the warning not to disclose would have 

been too drastic. In an even distribution, all participants were randomly assigned to 

experimental manipulations with different persuasive privacy prompts. Participants either 

got a student credit or ten euros for participating. They were recruited via online forums, 

SNSs, and advertisements on the university campus. A local ethics committee approved 

all the conditions. 
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12.4.1 Measures 

Susceptibility to persuasive strategies  

Participants’ susceptibility to persuasive strategies was measured by means of the 

Susceptibility to Persuasion Scale (Kaptein et al., 2012), consisting of six principles 

(reciprocity, scarcity, authority, commitment, consensus, liking) and 32 items in total (α 

= .794). The principles of interest for this study consisted of six items for authority (e.g., 

“I am very inclined to listen to authority figures,” α = .580) and five items for consensus 

(e.g., “I often rely on other people to know what I should do,” α = .709) and were rated 

on a 7-point Likert scale ranging from 1 = completely disagree to 7 = completely agree.   

 

Narcissism  

The scale for measuring vulnerable narcissism (Hendin & Cheek, 1997) included 

ten items such as, “I easily become wrapped up in my own interests and forget the 

existence of others.” Each statement was rated on a 7-point Likert scale ranging from 1 = 

strongly disagree to 7 = strongly agree (α = .741). Grandiose narcissism was investigated 

through adapting the NPI-16 short measure of narcissism by Ames, Rose, and Anderson 

(2006). Participants rated statements on semantic differentials, ranging from 1 = 

narcissism-consistent (e.g., “Everybody likes to hear my stories”) to 4 = narcissism-

inconsistent (e.g., “Sometimes I tell good stories”). Testing for reliability revealed a 

satisfactory value of α = .833.  

 

Need for popularity  

Participants’ need for popularity was investigated via the scale by Utz, Tanis, and 

Vermeulen (2012), consisting of eight items, for instance, “I would do almost anything 

to not be perceived as a loser” (α = .788). Statements were rated on a 5-point Likert scale 

ranging from 1 = I don’t agree at all to 5 = I totally agree.   

 

Need for privacy  

In this study, the scale by Buss (2001), including the dimensions self-disclosure 

(e.g., “I find it hard to talk about myself,” α = .662), concealment (e.g., “I don’t like to do 

a phone call if others in the same room could listen to me,” α = .704), and personal space 

(e.g., “I prefer working alone than in the company of others,” α = .766) was used. 
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Statements were rated on a 7-point Likert scale ranging from 1 = I totally disagree to 7 = 

I totally agree. 

 

Privacy attitudes  

The privacy attitudes were investigated using the items by Dienlin and Trepte 

(2015). Participants’ attitudes were investigated by means of semantic differentials (e.g., 

from 1 = not useful to 7 = very useful) separated into informational (e.g., “I think that 

giving information on FB that identifies me is…,” α = .875), social (e.g., “I think that 

restricting access to one’s FB profile is…,” α = .878) and psychological (e.g., “I think 

that communicating personal information is…,” α = .903) privacy attitudes. Low values 

for informational and psychological privacy attitudes indicate strong privacy attitudes, 

whereas strong social privacy attitudes are indicated by high values.  

 

Privacy intentions  

Privacy intentions were measured with items by Dienlin and Trepte (2015) as 

well. Participants had to display their agreement or disagreement (either none–very much, 

not at all–very much, or very impersonal–very personal) on a 7-point Likert scale for 

each, informational (e.g., “How much identifying information do you currently want to 

provide on Facebook?” α = .826), social (e.g., “How strongly do you want that the 

visibility of content on your Facebook profile is restricted?” α = .862), and psychological 

privacy (e.g., “How personal do you want your Facebook profile to be?” α = .788) 

intentions. Low values for informational and psychological privacy intentions 

demonstrate strong privacy intentions, whereas strong social privacy intentions are 

indicated by high values.  

 

Self-reported privacy behavior  

Items for investigating participants’ self-reported privacy behavior also stem from 

Dienlin and Trepte (2015). Participants rated on a 7-point Likert scale how strongly they 

agree or disagree with certain statements regarding informational (e.g., “How much 

identifying information have you now posted on an SNS?” α = .844), social (e.g., “How 

strongly is the visibility of content on your SNS profile restricted?” α = .722), and 

psychological (e.g., “How personal is your SNS profile?” α = .846) privacy behavior, 
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following the same scheme as for privacy intentions. Low values for informational and 

psychological privacy behavior demonstrate strong privacy behavior, whereas strong 

social privacy behavior is indicated by high values. 

 

Privacy concerns  

Items for privacy concerns were adapted to the privacy measures by Dienlin and 

Trepte (2015). Instead of using unspecified items asking for general privacy concerns, 

items for informational (e.g., “How concerned are you to provide identifying information 

about yourself on your profile on a social network?”, α = .775), social (e.g., “How 

concerned are you to be visible for strangers through your online profile?” α = .804), and 

psychological (e.g., “How concerned are you regarding other persons getting to know 

your personal emotions, thoughts and values?”, α = .772) concerns (each three items) 

were created. No items are recoded. Items are reported in Table 6.  

 

Table 6  

Items measuring privacy concerns regarding different dimensions of privacy (Study 3). 

 Informational Social Psychological  

1 

 

 

2 

 

 

3 

How concerned are you about 

revealing identifying 

information about yourself on 

your social network profile? 

How concerned are you that 

strangers are misusing the 

information from your FB 

profile? 

How concerned are you that 

your identifying information 

will be stolen? 

How concerned are you if you 

don't limit your FB profile? 

How concerned are you about 

being visible to strangers 

through your profile? 

How concerned are you if you 

do not restrict your FB profile 

for certain people? 

How concerned are you 

about communicating 

personal things to your FB 

community? 

How concerned are you that 

your profile accurately 

reflects your personality? 

How concerned are you that 

strangers also learn about 

your emotions, thoughts and 

values? 

 

 

 

Actual privacy behavior  

The pivotal dependent variable was users’ actual privacy behavior. Therefore, 

participants’ inputs in respective fields, selections of radio buttons and check boxes were 

stored before and after receiving a prompt so that it was possible to analyze the differences 

between behaviort1 and behaviort2 (i.e. the changes of disclosures). The number of 

changes after receiving a prompt was documented for modifications in each, 

informational, social, and psychological privacy-related fields. Therefore, a score for all 
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changes in total as well as the changes regarding each privacy dimension was available 

for analyses. These values were not considerable for all users because there was also a 

control group who received no messages. However, a second variable representing 

participants’ privacy behavior was considered, namely, the number of empty fields at the 

end of the registration process. More empty fields implied more aware privacy behavior 

in terms of providing less information (applicable for all groups).  

 

Future usage  

With six self-developed items, users’ individual intention regarding future usage 

of a privacy system that would provide persuasive privacy prompts as presented in the 

study was measured. Participants responded on a 5-point Likert scale ranging from 1 = I 

don’t agree at all to 5 = I totally agree (α = .748, e.g., “The prompts would certainly help 

me in the future to pay more attention to my privacy,” or “The prompts would probably 

annoy me” [recoded]).  For an overview of all items, see Table 7. 

 

Table 7  

Items for measuring intended future usage of a privacy support system (Study 3). 

I would be happy to see such or similar prompts in the future on my social network online. 

The prompts would certainly help me in the future to pay more attention to my privacy. 

The prompts would probably annoy me. (r) 

If the prompts were different, they would certainly help me.  

The prompts make no sense in my opinion. (r) 

The prompts would be helpful for other people, but not for me. (r) 

Note. (r) indicates reversed items. 

 

Evaluation of persuasive privacy prompts  

Users’ evaluation of the persuasive privacy prompts was measured by means of 

items on an 11-point-Likert Scale ranging from 1 = “I don’t agree at all” to 11-point Likert 

scale ranging from 1 = I don’t agree at all to 11 = I totally agree (α = .888, e.g., “helpful,” 

“supportive,” “annoying,” “irritating”). For an overview of all items, please refer to Table 

8. 
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Table 8  

Items evaluating the persuasive privacy prompts (Study 3). 

1 Helpful 

2 Supportive 

3 Disturbing (r) 

4 Instructive 

5 Useful 

6 Informative 

7 Annoying (r) 

8 Unnecessary (r) 

9 Redundant (r) 

10 Desirable  

11 Restrictive (r) 

12 Irritating (r) 

Note. (r) indicates reversed items. 

 

Effects of findings are reported in terms of correlation coefficients (r) for 

correlation analyses and β-values for regression analyses. Following Field’s (2009) 

guidelines for effect size classification, a value of .10 was considered small, .30 medium 

and .50 large. The partial eta-quadrat (𝜂p
2) demonstrates the effects for analyses of 

variance and can be interpreted as follows: small effect for ηp² = .01, medium effect for 

ηp² = .06, and large effect for ηp² 
 = .14 (Cohen, 1988). 

12.4.2 Sample 

Two hundred and four persons participated in this experimental study. After 

excluding cases with missing data and outliers (regarding age), the sample consisted of 

191 full data sets. However, owing to manipulation checks that asked if participants 

recognized the persuasive privacy prompts or not, four further cases needed to be deleted 

resulting in a final sample size of N = 187 participants. Most of them were students (n = 

177). One hundred and sixty-four participants studied at the university where the 

experiment was conducted, 13 studied at another university. Two persons were research 

associates and eight persons stated to do something else. They were aged between 18 and 

40 years (M = 22.96, SD = 3.55) and 68% of the sample was female (n = 127). The sample 

was subdivided into five groups, whereof four groups were exposed to privacy prompts 

with different persuasive styles (authority, consensus, authority with reasoning, 

consensus without reasoning) and one group did not receive privacy prompts (control 

group). Descriptive statistics with regard to age and sex for each experimental as well as 

the control group are summarized in Table 9.  
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Table 9  

Descriptive statistics of participants for all experimental groups (Study 3). 

 

 

All persons used at least one online social network, mostly Facebook (n = 183), 

Instagram (n = 119), and Snapchat (n = 83). Social networks used by test subjects and 

absolute numbers of users for each are represented in Figure 5. 

12.5 Results 

In this study, privacy behavior was examined by means of two variables. On the 

one hand, privacy behavior was operationalized as the number of changes in input fields 

in the registration form after being exposed to persuasive privacy prompts (only available 

for n = 150 because there was one control group who did not receive prompts). On the 

other hand, privacy behavior was operationalized as the amount of empty input fields in 

the end of the registration process, including all input spaces such as text fields, 

 Authority Authority with 

reasoning 

Consensus Consensus with 

reasoning 

No prompt Full sample 

Age  M = 24.03  

SD = 4.41 

M = 22.97      

SD = 3.16 

M = 21.97  

SD = 2.55 

M = 22.46          

SD = 3.77 

M = 23.41 

SD = 3.44 

M = 22.96 

SD = 3.55 

Sex  32% male 

68% female 

37% male 

63% female 

27% male 

73% female 

42% male 

58% female 

22% male 

78% female 

32% male 

68% female 

n 75 75 37 187 

183

119

56

44

16

59

83

1

23

62
72

11

72

44

23 22

6

19
29

1
7

19
28

9

74

46

19
13

7

24

40

0
11

28 31
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Figure 5: Absolute numbers of participants using the specific SNS (Study 3). 
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checkboxes, and radio-buttons (available for full sample, N = 187). One-hundred-sixty-

seven changes (M = 1.11, SD = 1.01) were made by those participants who were in 

experimental groups receiving persuasive privacy prompts (n = 150). Eighty-eight 

changes were made by participants in the group receiving prompts in an authoritarian 

style (M = 1.17, SD = .99, n = 75) and 79 changes by participants in the group receiving 

prompts in a consensual style (M = 1.05, SD = 1.04, n = 75). The total number of empty 

fields for all participants in the end was 2607 (M = 13.94, SD = 6.09, N = 187). 

Participants in the group receiving authoritarian prompts (n = 75) left 1145 fields empty 

(M = 15.26, SD = 5.61), and participants in the group receiving prompts in the consensual 

style (n = 75) left 1089 fields blank (M = 14.52, SD = 6.11). In the control condition (n = 

37) the total number of empty fields was 373 (M = 10.08, SD = 5.54). All absolute 

numbers of changes and empty fields for male and female participants of each group are 

represented in Figure 6 and Figure 7. For reasons of clarity, the experimental groups will 

be referred to as authority, authority with reasoning, consensus, consensus with 

reasoning, and control group in the following.  

 

 

Figure 6: Absolute numbers of empty fields (Study 3). 
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Figure 7: Absolute numbers of changes (Study 3). 

 

According to the Shapiro Wilk test, the dependent variable empty fields was 

approximately normally distributed (p > .05). Furthermore, the Levene test revealed 

variance homogeneity for the dependent variable empty fields (p > .05). For the dependent 

variable number of changes, the assumption of normal distribution was violated; 

however, owing to the sample size of more than 30 persons per condition, this violation 

can be neglected (see Ghasemi & Zahediasl, 2012). According to the Levene test, 

variance homogeneity for the number of changes was given (p > .05). The significance 

level for all calculations regarding the hypotheses was p < .05. 

 

Hypothesis 1 (H1) 

In order to examine whether users’ privacy behaviors differed depending on 

receiving persuasive privacy prompts versus not receiving prompts, a two-way analysis 

of variance comparing the mean values of empty fields between the factors prompt and 

no prompt was conducted (N = 187). Since there were more female than male participants 

in the sample and prior research indicated differences in privacy behavior between male 

and female users in terms of female users paying more attention to their privacy (e.g., 

Youn & Hall, 2008), it was controlled for participants’ sex by including it in the analysis 

44 44

37

42

16 15

9

18

28 29 28

24

0

5

10

15

20

25

30

35

40

45

50

Authority Authority with

reasoning

Consensus Consensus with

reasoning

Changes all Changes male Changes female



 

 

 

182 

 

as a second factor. For this hypothesis, it was not tested for differences regarding the 

number of changes in input fields after receiving prompts (i.e. the second dependent 

variable representing privacy behavior) because the number of changes is only available 

for users who received persuasive privacy prompts.  

Analysis revealed significant main effects for the experimental manipulation 

prompting, F(1, 183) = 16.16, p < .01, ηp²  = .081, and the control variable sex, F(1, 183) 

= 4.90, p < .05, ηp² = .026, indicating that both prompting (Mprompt = 14.89, SDprompt = 

5.86, Mno_prompt = 10.08, SDno_prompt = 5.54) and the control variable sex (Mmale = 12.18, 

SDmale = 5.85, Mfemale = 14.77, SDmale = 6.05) do significantly influence the number of 

empty fields. The effect for prompting was medium (ηp² = .081) whereas the effect of the 

control variable sex can be considered as small to medium (ηp² = .026). However, there 

was no interaction effect between prompting and sex, demonstrating that men and women 

are not differently influenced by the persuasive privacy prompts in the current study. As 

visualized in Figure 8, both, men and women had less empty fields if they were not 

confronted with persuasive privacy prompts (Mmen = 8.38, SDmen = 4.66, Mwomen = 10.55, 

SDwomen = 5.74) than if they saw persuasive privacy prompts during the registration 

process (Mmen = 12.78, SDmen = 5.83, Mwomen = 16.02, SDwomen = 5.58).  

 

 

Figure 8: Mean values for male and female participants receiving a persuasive privacy prompt versus not receiving a 

persuasive privacy prompt (Study 3). 
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For examining both the influence of the persuasive style of the prompt and the 

factor reasoning versus no reasoning on the number of empty fields, a two-way ANOVA 

was conducted with the experimental manipulation with five factors (authority, authority 

with reasoning, consensus, consensus with reasoning, and no prompt), sex as second 

factor, and the number of empty fields as dependent variable (H1a and H1b). Results 

show that there is a significant effect for sex, F(1, 177) = 9.53, p < .01, ηp² = .05, indicating 

that participants’ sex affects the number of empty fields when not considering the 

experimental condition. The effect was small to medium. There was a main effect for the 

condition as well, F(4, 177) = 6.06, p < .001, ηp² = .12, indicating that the experimental 

condition significantly affected the number of empty fields. Partial eta square indicates a 

medium-sized effect (ηp² = .12). Post hoc analysis (Bonferroni) revealed that there is a 

significant difference regarding the number of empty fields between the control group in 

which participants did not receive persuasive prompts and each group in which 

participants received privacy prompts. By contrast, there was no significant interaction 

effect between the control variable sex and the experimental manipulation, F(4, 177) = 

.37, p = .83, ηp² = .01. Results indicate that the impact of the persuasive privacy prompts 

was not different for male and female participants but that privacy behavior (i.e. leaving 

input fields empty), independently from the prompt intervention, differs between males 

and females in this study. For all descriptive values please, refer to Table 10. In sum, 

Hypothesis H1 can only partly be accepted.  

 

Table 10  

Number of empty fields for female and male participants (Study 3). 

  

authority                     

M (SD) 

authority 

reason                     

M (SD) 

consensus                   

M (SD) 

consensus 

reason                 

M (SD) 

control                   

M (SD) 

Male (n = 60) 13.00 (5.80) 13.93 (4.98) 15.20 (7.13) 10.06 (5.08) 8.38 (4.66) 

Female (n = 127) 15.88 (5.55) 16.54 (5.75) 16.74 (5.52) 14.73 (5.66) 10.55 (5.74) 

Full sample (N = 187) 14.95 (5.72) 15.58 (5.56) 16.32 (5.93)  12.76 (5.84) 10.08 (5.54) 
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Figure 9: Mean values of the number of empty fields (Study 3). 

 

In order to examine whether there is an interaction effect between the persuasive 

style (authority/consensus) and reasoning (with/without), a univariate analysis of 

variance was conducted considering the factors style and reasoning (controlling for sex) 

and the dependent variable number of empty fields (n = 150). Data reveal a significant 

interaction effect between persuasive style and reasoning, F(1, 142) = 5.01, p = .027, ηp² 

= .03 (see Figure 9). Data indicate that a persuasive privacy prompt in a consensual style 

was more effective without reasoning whereas a persuasive prompt in an authoritarian 

style was more effective with additional information (please refer to Table 7 and Figure 

10 for mean values). Most empty fields (i.e. most pronounced privacy behavior) was 

found for participants receiving a persuasive prompt in a consensual style without 

information (M = 16.32, SD = 5.93).  
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Figure 10: Interaction effect between the persuasive style and provided information (Study 3). 

 

Hypothesis 2 (H2) 

Two moderation analyses were conducted to test whether the effectiveness of a 

particular persuasive style of a privacy prompt is influenced by users’ susceptibility to 

the utilized persuasive style. More precisely, it was examined whether  the influence of 

the particular prompt on users’ privacy behavior was moderated by users’ susceptibility 

to the utilized persuasive style of communication. Therefore, the group variable “style” 

(consensus/authority) was used as a predictor, participants’ susceptibility to each 

persuasive style consensus and authority as moderator variables, and the number of 

changes as dependent variable in each analysis of regression (for n = 150). For mean 

values and standard deviations of test subjects’ susceptibility to the persuasive styles, 

please refer to Table 11.  

 

Table 11  

Means and standard deviations for participants’ susceptibility to the persuasive styles authority and 

consensus (Study 3). 

 

Group 

N Susceptibility to authority                  

M (SD) 

Susceptibility to consensus                 

M (SD) 

Authority  75 4.63  (.85) 4.09 (1.06) 

Consensus  75 4.74 (8.46) 4.45  (.97) 

Full sample  187 4.71  (.83) 4.36 (1.03) 
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It was controlled for sex in both analyses. Values were centered and interaction 

terms were created (style × susceptibilityauthority and style × susceptibilityconsensus).  

In the first step of each regression, sex was considered as control variable. In the 

next step, the predictor variable style of the persuasive prompt (authority/consensus) was 

included, followed by participants’ susceptibility to the persuasive style authority or 

consensus as potential moderators. In the fourth step, the interaction terms of the 

persuasive style of the prompt and users’ susceptibility to the particular style were 

included.  

As summarized in Table 12, there was neither a main effect of the susceptibility 

to the persuasive style authority on the number of changes after being exposed to 

persuasive privacy prompts (β = .11, p = .190), nor a significant interaction effect between 

the prompt’s style and users’ susceptibility to the persuasive style authority (β = -.11, p = 

.202). Furthermore, the control variable sex had no significant impact on the number of 

changes. In sum, the suggested moderation model did not reveal any significant results. 

 

Table 12  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the persuasive 

style of a privacy prompt (-1 = authority, 1 = consensus) and the number of changes, considering the susceptibility to 

the persuasive style authority (SuAu) as moderator variable and controlling for sex (-1 = male, 1 = female) for              

n = 150 (Study 3) 

  Number of changes 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.986 

.000 

 

.000 F(1,148) = .00, p = .986 

Step 2  

Sex 

Style  

 

-.00 

-.06 

 

.09 

.08 

 

-.00 

-.06 

 

-.02 

-.72 

 

.986 

.472 

.004 

 

 

.520 

 

 

 

F(2,147) = .26, p = .771 

 

 

 

Step 3  

Sex 

Style 

SuAu 

 

-.00 

-.07 

.13 

 

.09 

.08 

.09 

 

-.00 

-.07 

.11 

 

-.01 

-.81 

1.32 

 

.990 

.419 

.189 

.012 

 

 

 

1.74 

 

 

 

F(3,146) = .76, p = .521 

 

 

 

Step 4  

Sex 

Style 

SuAu  

Style × SuAu 

 

-.00 

-.07 

.13 

-.13 

 

.09 

.08 

.10 

.10 

 

-.00 

-.07 

.11 

-.11 

 

-.01 

-.81 

1.32 

-1.28 

 

.994 

.418 

.190 

.202 

.011 

 

 

 

  

1.64 

 

 

 

 

F(4, 145) = .98, p = .421 

 

 

 

 

Total R2       .026   

  



 

 

 

187 

 

As can be seen in Table 13, the second moderation analysis indicates that there 

was a significant main effect of the susceptibility to the prompt’s persuasive style 

consensus on the number of changes (β = .17, p < .05). However, there was no significant 

interaction between the predictor (style of the prompt) and users’ susceptibility to the 

consensual style (β = -.11, p = .202). Again, the control variable sex did not significantly 

influence the number of changes. Overall, the suggested model did not significantly 

explain the number of changes based on the style of the persuasive privacy prompts. 

According to reported results, Hypothesis H2 has to be rejected.  

 

Table 13  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the persuasive 

style of a privacy prompt (-1 = authority, 1 = consensus) and the number of changes, considering the susceptibility 

to the persuasive style consensus (SuCo) as moderator variable and controlling for sex (-1 = male, 1 = female) for   

n = 150 (Study 3) 

  Number of changes 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.986 

.000 

 

.000 F(1,148) = .00, p = .986 

Step 2  

Sex 

Style  

 

-.00 

-.06 

 

.09 

.08 

 

-.00 

-.06 

 

-.02 

-.72 

 

.986 

.472 

.004 

 

 

.520 

 

 

 

F(2,147) = .26, p = .771 

 

 

Step 3  

Sex 

Style 

SuCo 

 

-.04 

-.09 

.16 

 

.09 

.08 

.08 

 

-.04 

-.09 

.16 

 

-.46 

-1.06 

1.91 

 

.636 

.293 

.058 

.024 

 

 

 

1.74 

 

 

 

F(3,146) = 1.40, p = .246 

 

 

 

Step 4  

Sex 

Style 

SuCo 

Style × SuCo 

 

-.05 

-.09 

.17 

.07 

 

.09 

.08 

.08 

.08 

 

-.04 

-.09 

.17* 

-.07 

 

-.51 

-1.07 

1.99 

.89 

 

.608 

.286 

.049 

.373 

.005 

 

 

 

  

1.64 

 

 

 

 

F(4,145) = 1.25, p = .294 

 

 

 

 

Total R2       .033   

 Note. * p < .05, bold value without asterix indicates a marginally significant effect. 

 

 

Hypothesis 3 (H3) 

Users’ need for privacy (Mn = 150 = 4.16, SDn = 150 = .84) and vulnerable narcissism 

(Mn = 150 = 4.00, SDn = 150 = .87) were hypothesized to be positive predictors of their actual 

privacy behavior (H3a). In the following analyses, privacy behavior is represented by the 

number of changes in input fields after being exposed to persuasive privacy prompts (n = 
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150). Relations between each personality characteristic and privacy behavior represented 

by the number of empty fields will be investigated in Hypothesis H4 (N = 187). 

To addressthe stated hypotheses, two hierarchical analysis of regression were 

conducted. The variable sex was included in the first step in both models. In the first 

analysis of regression, vulnerable narcissism was included in the second model. The 

number of changes was used as dependent variable. The regression model did yield 

significant results. However, coefficients indicate a marginally significant effect of 

subjects’ vulnerable narcissism on the number of changes (β = .163, p = .051) in the 

second model of regression. Values are summarized in Table 14.  

 

Table 14  

Hierarchical multiple regression analysis including vulnerable narcissism as predictor and sex ( -1 = male, 1 = 

female) as control variable (n = 150; Study 3) 

 Number of changes 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.986 

.000 

 

F(1,148) = .00, p = .986 

Step 2  

Sex 

Vulnerable narcissism 

 

-.04 

.19 

 

.09 

.10 

 

-.03 

.16 

 

-.40 

1.97 

 

.693 

.051 

.026 

 

 

F(2,147) = 1.94 , p = .147 

Note. Bold value without asterix indicates a marginally significant effect. 

 

A second hierarchical analysis of regression was calculated to analyze the influence 

of participants’ need for privacy on the number of changes (n = 150). Again, sex was 

controlled for by including it in the first step in the first model. When only sex is used as 

a predictor, no variance in the number of changes can be explained. When the predictor 

need for privacy is included in the second step, the change in the amount of variance that 

can be explained gives rise to an F-ratio of 4.21. However, the main model is statistically 

not significant. Corresponding values are summarized in Table 15. 
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Table 15  

Hierarchical multiple regression analysis including need for privacy as predictor and sex ( -1 = male, 1 = 

female) as control variable (n = 150; Study 3) 

 Number of changes 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.00 

 

.17 

 

-.00 

 

-.02 

 

.986 

.000 

 

F(1,148) = .00, p = .986 

Step 2  

Sex 

Need for privacy 

 

-.06 

.21 

 

.18 

.10 

 

-.03 

.17* 

 

-.36 

2.05 

 

.717 

.042 

.028 

 

 

F(2,147) = 2.10 , p = .126 

Note. * p < .05 

 

In Hypothesis H3b, negative relations were suggested between the number of 

changes in input fields after receiving persuasive privacy prompts and users’ need for 

popularity (Mn = 150 = 2.22, SDn = 150 = .76) and for grandiose narcissism (Mn = 150 = 2.72, 

SDn = 150 = .48). Therefore, two hierarchical analyses of regression were conducted. It was 

controlled for sex in both analyses within the first step of regression, followed by each, 

users’ need for popularity and for grandiose narcissism, in the second step. For both 

models, there were no significant effects. For an overview of the coefficients, please refer 

to Table 16 and Table 17. 

 

Table 16  

Hierarchical multiple regression analysis including need for popularity as predictor and sex ( -1 = male, 1 = female) 

as control variable (n = 150; Study 3) 

 Number of changes 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.986 

.000 

 

F(1,148) = .00, p = .986 

Step 2  

Sex 

Need for popularity 

 

-.00 

.01 

 

.09 

.11 

 

-.00 

.01 

 

-.01 

.13 

 

.990 

.895 

.000 

 

 

F(2,147) = .01 , p = .991 

 

 

 

 

 



 

 

 

190 

 

Table 17  

Hierarchical multiple regression analysis including grandiose narcissism as predictor and sex ( -1 = male, 1 = 

female) as control variable (n = 150; Study 3) 

 

 

Overall, Hypothesis H3 can only partly be accepted. It was revealed that users’ 

vulnerable narcissism had a marginally significant positive influence (β = .16, p = .051) 

and need for privacy had a significant positive influence (β = .17, p < .05) on the number 

of changes by participants who were exposed to persuasive privacy prompts during the 

process of registration to the SNS for students. 

 

Hypothesis 4 (H4) 

It was suggested that the effect of privacy prompts on actual privacy behavior is 

moderated by the personality characteristics that were identified as important factors for 

online privacy behavior in prior research (need for privacy, need for popularity, 

vulnerable narcissism, grandiose narcissism). Analyses with the dichotomous variable 

prompting (prompt/no prompt) as predictor and the number of empty fields as dependent 

variable (N = 187) revealed that the variable prompting can significantly predict the 

number of empty fields, F(1, 185) = 20.45, p < .001, β = .32, R2 = .10. Hence, 10% of the 

variance in the number of empty fields can be explained by the predictor prompting. The 

effect was medium (β = .32). In order to examine if this relation is strengthened (e.g., due 

to the need for privacy or vulnerable narcissism) or weakened (e.g., due to the need for 

popularity or grandiose narcissism) by users’ personality characteristics, four moderation 

analyses with the aforementioned characteristics as moderators were conducted. For an 

overview of descriptive statistics with regard to participants’ expressions of personality, 

please consider Table 18. For moderation analyses, values were centered and interaction 

terms were created.  

 

 Number of changes 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.986 

.000 

 

F(1,148) = .00, p = .986 

Step 2  

Sex 

Grandiose narcissism  

 

-.00 

-.15 

 

.09 

.18 

 

.00 

-.07 

 

.12 

-.86 

 

.902 

.393 

.005 

 

 

F(2,147) = 2.10 , p = .693 
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Table 18  

Mean values and standard deviations of  participants’  personality traits (N = 187; Study 3) 

 M SD Minimum Maximum  

Need for privacy 4.18 .86 1.83 6.52 

Vulnerable narcissism 4.00 .86 1.73 6.09 

Grandiose narcissism 

Need for popularity 

2.75 

2.26 

.48 

.77 

1.31 

1.00 

3.69 

4.14 

 

Need for privacy. To test whether the effectiveness of persuasive prompts is 

moderated by people’s need for privacy, a moderation analysis was conducted with the 

predictor prompting (prompting / no promoting), the moderator need for privacy, and the 

dependent variable number of empty fields. Sex was considered as control variable in the 

first step of regression, followed by the predictor prompting in the second step, and the 

moderator variable need for privacy in the third step. The last step included the interaction 

term prompting × need for privacy.  

As summarized in Table 19, there was a main effect of the predictor prompting 

on the number of empty fields (β = .34, p < .001). In addition, the control variable sex 

significantly contributed to explaining the number of empty fields (β = .26, p < .001).  

However, there was neither a main effect of users’ need for privacy nor a significant 

interaction effect between the predictor prompting and the moderator need for privacy (β 

= -.08 p = .321). In sum, the suggested model can significantly explain the number of 

empty fields F(4, 186) = 9.42, p < .001, by about 17%. However, in line with reported 

results in Hypothesis H1, this effect is mainly based on the predictor prompting, whereas 

the suggested moderation was not established by the current data.  
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Table 19  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the intervention 

prompting (-1 = no prompt, 1 = prompt) and the number of empty fields, considering users’ need for privacy (NfPr) 

as moderator variable and controlling for sex (-1 = male, 1 = female) for N = 187 (Study 3) 

  Number of empty fields 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

1.29 

 

.47 
 

.20** 

 

2.76 

 

.006 

.040 

 

7.614 F(1,185) = 7.61, p = .006 

Step 2  

Sex 

Prompting   

 

1.54 

2.61 

 

.44 

.52 

 

.24** 

.34*** 

 

3.47 

5.01 

 

.001 

.000 

.115 

 

 

25.127 

 

 

 

F(2,184) = 16.87, p = .000 

 

 

Step 3  

Sex 

Prompting 

NfPr 

 

1.65 

2.58 

-.79 

 

.45 

.52 

.49 

 

.25*** 

.34*** 

-.11 

 

3.69 

4.99 

-1.63 

 

.000 

.000 

.106 

.012 

 

 

 

2.646 

 

 

 

F(3,183) = 12.23, p = .000 

 

 

 

Step 4  

Sex 

Prompting 

NfPr 

Prompting × 

NfPr 

 

1.67 

2.62 

-.50 

-.56 

 

.45 

.52 

.57 

.56 

 

.26*** 

.34*** 

-.07 

-.08 

 

3.74 

5.04 

-.88 

-1.00 

 

.000 

.000 

.381 

.321 

.005 

 

 

 

  

.991 

 

 

 

 

F(4, 186) = 9.42, p = .000 

 

 

 

 

Total R2       .171   

 Note: ** p < .01, ***p < .001 

 

Need for popularity. In a second moderation analysis, users’ need for popularity 

was investigated as potential moderator. Again, sex was considered as control variable, 

followed by the predictor prompting in the second, the moderator need for popularity in 

the third, and the interaction term prompting × need for popularity in the fourth step. 

Analyses revealed significant main effects for the control variable sex (β = .23, p < .01), 

the predictor prompting (β = .33, p < .001), as well as for the moderator variable need for 

popularity (β = -.17, p < .001). Overall, the model can predict the number of empty fields 

by about 22%, R2 = .218, F(4, 182) = 12.66, p < .001. For a summary of all values please 

refer to Table 20. 
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Table 20  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the intervention 

prompting (-1 = no prompt, 1 = prompt) and the number of empty fields, considering users’ need for popularity 

(NfPo) as moderator variable and controlling for sex (-1 = male, 1 = female) for N = 187(Study 3) 

  Number of empty fields 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

1.29 

 

.47 
 

.20** 

 

2.76 

 

.006 

.040 

 

7.614 F(1,185) = 7.61, p = .006 

Step 2  

Sex 

Prompting   

 

1.54 

2.61 

 

.44 

.52 

 

.24** 

.34*** 

 

3.47 

5.01 

 

.001 

.000 

.115 

 

 

25.127 

 

 

 

F(2,184) = 16.87, p = .000 

 

 

Step 3  

Sex 

Prompting 

NfPo 

 

1.51 

2.40 

-1.88 

 

.43 

.51 

.53 

 

.23** 

.32*** 

-.24*** 

 

3.51 

4.73 

-3.57 

 

.001 

.000 

.000 

.055 

 

 

 

12.737 

 

 

 

F(3,183) = 16.21, p = .000 

 

 

 

Step 4  

Sex 

Prompting 

NfPo 

Prompting × 

NfPo 

 

1.49 

2.55 

-1.34 

-.87 

 

.43 

.52 

.65 

.65 

 

.23** 

.33*** 

-.17* 

-.11 

 

3.45 

4.92 

-2.11 

-1.34 

 

.001 

.000 

.037 

.182 

.008 

 

 

 

  

1.793 

 

 

 

 

F(4,182) = 12.66, p = .000 

 

 

 

 

Total R2       .218   

 Note: * p < .05, ** p < .01, ***p < .001 

 

 

Vulnerable narcissism. In the third analysis of regression, participants’ sex was 

considered as control variable in the first step, again. Step by step, the predictor 

prompting, the moderator vulnerable narcissism and the interaction term prompting × 

vulnerable narcissism were added to the model (see Table 21). Again, the control variable 

sex (β = .27, p < .01), the predictor prompting (β = .35, p < .01), and the moderator 

vulnerable narcissism (β = -.21, p < .05) showed significant main effects on the number 

of empty fields. Yet, no interaction effect was found (β = .03, p < .712). In sum, the model 

explains 19% of variance in the number of empty fields based on the predictor prompting. 
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Table 21  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the intervention 

prompting (-1 = no prompt, 1 = prompt) and the number of empty fields, considering users’ vulnerable narcissism 

(VulNa) as moderator variable and controlling for sex (-1 = male, 1 = female) for N = 187(Study 3) 

  Number of empty fields 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

1.29 

 

.47 
 

.20** 

 

2.76 

 

.006 

.040 

 

7.614 F(1,185) = 7.61, p = .006 

Step 2  

Sex 

Prompting   

 

1.54 

2.61 

 

.44 

.52 

 

.24** 

.34*** 

 

3.47 

5.01 

 

.001 

.000 

.115 

 

 

25.127 

 

 

 

F(2,184) = 16.87, p = .000 

 

 

Step 3  

Sex 

Prompting 

VulNa 

 

1.77 

2.64 

-1.33 

 

.44 

.51 

.48 

 

.27*** 

.35*** 

-.19** 

 

3.99 

5.17 

-2.79 

 

.000 

.000 

.006 

.055 

 

 

 

12.737 

 

 

 

F(3,183) = 14.26, p = .000 

 

 

 

Step 4  

Sex 

Prompting  

VulNa 

Prompting × 

VulNa 

 

1.77 

2.64 

-1.48 

.22 

 

.45 

.51 

.61 

.61 

 

.27*** 

.35*** 

-.21* 

.03 

 

3.97 

5.16 

-2.41 

.37 

 

.000 

.000 

.017 

.712 

.008 

 

 

 

  

1.793 

 

 

 

 

F(4, 182) = 10.68, p = .000 

 

 

 

 

Total R2       .190   

 Note: * p < .05, ** p < .01, ***p < .001 

 

Grandiose Narcissism. The last model included the control variable sex in the first 

step of regression as well. In the second, third, and fourth step, the predictor prompting, 

the moderator grandiose narcissism, and the interaction term prompting × grandiose 

narcissism were included. As presented in Table 22, significant main effects were found 

only for the control variable sex (β = .23, p < .01) and the predictor prompting (β = .35, 

p < .01). Overall, the suggested model predicts the number of empty fields by 

approximately 16% (R2 = .157, p < .001). 
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Table 22  

Statistics of the coefficients of the moderated regression analysis examining the interaction between the intervention 

prompting (-1 = no prompt, 1 = prompt) and the number of empty fields, considering users’ grandiose narcissism 

(GraNa) as moderator variable and controlling for sex (-1 = male, 1 = female) for N = 187(Study 3) 

  Number of empty fields 

  b SE  β t p ∆R2 ∆F  

Step 1  

Sex   

 

1.29 

 

.47 
 

.20** 

 

2.76 

 

.006 

.040 

 

7.614 F(1,185) = 7.61, p = .006 

Step 2  

Sex 

Prompting   

 

1.54 

2.61 

 

.44 

.52 

 

.24** 

.34*** 

 

3.47 

5.01 

 

.001 

.000 

.115 

 

 

25.127 

 

 

 

F(2,184) = 16.87, p = .000 

 

 

Step 3  

Sex 

Prompting 

GraNa 

 

1.52 

2.63 

.32 

 

.45 

.52 

.87 

 

.23** 

.34*** 

.03 

 

3.37 

5.01 

.37 

 

.001 

.000 

.713 

.001 

 

 

 

.136 

 

 

 

F(3,183) = 11.24, p = .000 

 

 

 

Step 4  

Sex 

Prompting  

GraNa 

Prompting × 

GraNa 

 

1.52 

2.69 

.67 

-.61 

 

.45 

.54 

1.06 

1.06 

 

.23** 

.35*** 

.05 

-.05 

 

3.38 

5.01 

.63 

-.58 

 

.001 

.000 

.528 

.564 

.002 

 

 

 

  

.334 

 

 

 

 

F(4, 182) = 8.48, p = .000 

 

 

 

 

Total R2       .157   

 Note. ** p < .01, ***p < .001. 

 

Overall, no significant interaction effects between the persuasive prompt 

intervention and subjects’ manifestations of personality were found. Analyses revealed 

positive main effects of the predictor prompting and the control variable sex in each 

model as well as significant negative main effects of users’ need for popularity (β = -.17, 

p < .05) and vulnerable narcissism (β = -.21, p < .05) on the number of empty fields. Beta 

values indicate that the factor prompting is more influential for explaining the variance 

in the dependent variable than the control variable sex. To sum up, Hypothesis H4 cannot 

be accepted.  

 

Hypothesis 5 (H5) 

In order to find out whether users’ expressions of privacy concerns, attitudes, 

intentions, and general privacy behaviors influence the current privacy behavior in terms 

of changing or deleting disclosures during the registration process, several multiple 

regression analyses were conducted (for n = 150). Therefore, the influence of users’ 

informational, social and psychological (a) privacy concerns, (b) privacy attitudes, (c) 

privacy intentions, and (d) general privacy behavior on their informational, social and 

psychological privacy-related behavior (i.e. changes in informational, social, 
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psychological privacy-related fields) were examined. In all calculations, sex was 

controlled for in the first step of regression analyses.   

Hierarchical analysis of regression regarding the number of changes in 

psychological privacy-related fields revealed that sex was not a significant predictor of 

the number of respective changes. Including the actual predictor psychological privacy 

concerns in the second step revealed that the number of changes in psychological privacy-

related fields can be predicted by psychological privacy concerns by approximately 5% 

(R2 = .047, p < .05). Corresponding values are presented in Table 23.No further significant 

relations were found. Descriptive values are summarized in Table 24. In addition, Table 

25 and 26 provide an overview of correlations between behavioral variables and the 

dependend variables in this study. Overall, Hypothesis H5 can only partly be accepted.  

 

Table 23  

Hierarchical multiple regression analysis including psychological privacy concerns as predictor and sex (-1 = 

male, 1 = female) as control variable (Study 3) 

 Changes in psychological privacy-related fields 

  b SE  β t p ∆R2  

Step 1  

Sex  

 

-.01 

 

.04 

 

-.10 

 

-1.26 

 

.211 

.011 

 

F(1,148) = 1.58, p = .211 

Step 2 

 

 

 

Final 

R2 

 

Sex 

Psychological privacy 

concerns 

 

-.06 

 

.07 

 

.04 

 

.03 

 

-.12 

 

.19* 

 

-1.49 

 

2.36 

 

.139 

 

.020 

.036 

 

 

 

.047 

F(2,147) = 3.60 , p = .030 

Note: * p < .05 
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Table 24  

Mean values and standard deviations of participants’ self-reported privacy concerns, attitudes, intentions 

and behavior (Study 3) 

 N = 187 n = 150 

 M SD M SD  

Privacy concerns informational  4.56 1.36 4.51 1.36 

Privacy concerns social 5.03 1.35 5.01 1.40 

Privacy concerns psychological  

Privacy attitudes informational 

Privacy attitudes social 

Privacy attitudes psychological 

Privacy intentions informational 

Privacy intentions social  

Privacy intentions psychological 

Privacy behavior informational  

Privacy behavior social 

Privacy behavior psychological 

4.40 

3.38 

5.93 

3.22 

2.84 

5.16 

3.23 

3.53 

4.95 

3.16 

1.32 

1.08 

1.00 

1.14 

1.05 

1.30 

1.18 

1.25 

1.40 

1.30 

4.36 

3.30 

5.93 

3.16 

2.81 

5.18 

3.13 

3.60 

4.88 

3.10 

1.35 

1.10 

1.01 

1.23 

1.05 

1.33 

1.15 

1.27 

1.42 

1.30 

 

 



 

 

 

198 

 

Table 25  
Bivariate correlations between behavioral data and self-reports for the control-group (Study 3) 

 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 11. 12. 13. 14. 15. 

1. Number of changes -               

2. Empty fields .013 -              

3. Intentions inf.  -.007 -.334** -             

4. Intentions soc. .129 .231** -.394** -            

5. Intentions psy. .042 -.238** .593** -.300** -           

6. Attitudes inf.  -.062 -.182* .485** -.306** .380** -          

7. Attitudes soc.  .082 .101 -.250** .185* -.159 -.137 -         

8. Attitudes psy.  -.009 -.198* .335** -.293** .342** .467** -.161* -        

9. Behavior inf.  -.038 -.167* .491** -.243** .411** .354** -.016 .263** -       

10. Behavior soc.  .147 .169* -.369** .600** -.297** -.337** .138 -.253** -.289** -      

11. Behavior psy.  .010 -.158 .623** -.430** .700** .423** -.165* .421** .581** -.337** -     

12. Concerns inf.  .043 .114 -.301** .438** -.160 -.395** .025 -.350** -.109 .312** -.233** -    

13. Concerns soc.  -.015 .220** -.388** .481** -.229** -.311** .143 -.271** -.162* .422** -.264** .473** -   

14. Disclosure (self) number of words .010 -.368** .238** -.079 .217** .030 .117 .113 .267** -.032 .208* .110 -.050 -  

15. Disclosure (politic) number of words .056 -.273** .115 -.158 .178* .071 -.074 .213** .129 -.138 .192* .042 -.090 .496** - 

Note: *p < .05. **p < .01.                 

 

Table 26  
Bivariate correlations between behavioral data and self-reports for all experimental groups (Study 3) 

 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 11. 12. 13. 14. 

1. Empty fields -              

2. Intentions inf.  -.308 -             

3. Intentions soc.  .284 -.436** -            

4. Intentions psy. -.358* .345* -.498** -           

5. Attitudes inf. -.145 .459** -.259 .510** -          

6. Attitudes soc.  -.107 -.466** .485** -.440** -.272 -         

7. Attitudes psy.  -.075 .239 -.195 .307 .291 -.023 -        

8. Behavior inf.  -.392* .611** -.678** .479** .276 -.446** -.075 -       

9. Behavior soc.  .361* -.212 .589** -.236 -.169 .332* .037 -.509** -      

10. Behavior psy.  -.363* .524** -.462** .611** .236 -.377* .186 .523** -.250 -     

11. Concerns inf. .041 -.324 .547** -.374* -.281 .147 -.299 -.413* .274 -.357* -    

12. Concerns soc.  .104 -.026 .515** -.177 -.267 .147 .034 -.353* .599** .040 .450** -   

13. Disclosure (self) number of words -.347* -.006 -.013 .180 .130 .148 .127 -.078 .149 -.063 .043 -.113 -  

14. Disclosure (politic) number of words -.407* .154 -.318 .379* .042 -.069 .084 .399* -.259 .114 -.301 -.282 .398* - 

Note: *p < .05. **p < .01.                
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In sum, results from partial analyses of regression (controlling for sex) with the 

subsample (n = 150) demonstrate that strong informational, social and psychological 

privacy intentions, strong informational privacy attitudes, self-reported strong 

informational and social privacy behavior, and high concerns regarding social privacy 

where positively related to actual privacy behavior within the experiment (i.e. high 

number of empty fields). 

Calculations with data from the control group showed that strong psychological 

privacy intentions, as well as self-reported strong informational, social, and psychological 

privacy behavior was positively related to actual privacy behavior in the current study 

(i.e. high number of empty fields). 

 

Explorative analyses 

Analysis of free-text input. In order to examine potential differences in disclosure 

behavior (disclosing / not disclosing) based on different prompts (authority, authority 

with reasoning, consensus, consensus with reasoning, n = 150) with regard to the self and 

political opinion, Pearson’s chi-square tests were conducted. The dichotomous variable 

disclosure (disclosure / no disclosure) was considered as dependent variable. Analyses of 

disclosures in the input-field asking for political opinions (“Here you can disclose your 

opinion regarding current political events. Maybe this is a good starting point for an 

interesting discussion?”) demonstrate that there is no significant difference regarding 

disclosure versus no disclosure of a political statement depending on the experimental 

manipulation. Descriptive values are summarized in Table 27. Four persons who received 

persuasive privacy prompts in the authoritarian style (authority and authority with 

reasoning) formulated a political statement whereas 71 persons receiving authoritarian 

prompts decided not to disclose a political statement. Eight persons exposed to the 

consensual manipulation (consensus and consensus with reasoning) disclosed a political 

statement, whereas 67 test subjects in that group did not disclose. By contrast, eight 

participants who received no persuasive prompt disclosed a political statement whereby 

29 persons did not disclose one.  
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Table 27  

Absolute numbers of participants regarding disclosure vs. no disclosure in free-text input fields about the 

political opinion (Study 3) 

 No disclosure Disclosure n 

 Male Female Male Female  

Authority 10 24 2 1 37 

Authority with reasoning 14 23 0 1 38 

Consensus 8 26 2 1 37 

Consensus with reasoning 12 21 4 1 38 

No prompt 49 24 3 5 37 

Sum 167 20  

 

The relationship between the style of privacy prompts and the disclosure about 

the self (“Here, you can tell something about you. What should other users get to know 

about you and why is it worth to get to know you?”) was analyzed by means of a Pearson’s 

chi-square test as well. Once more, there were no significant differences in the disclosures 

depending on the experimental condition. Descriptively, more participants decided not to 

disclose information about themselves (n = 52) than to disclose information (n = 136). 

The numbers of participants who disclosed information and those who did not disclose 

any information are summarized in Table 28. 

 

Table 28  

Absolute numbers of participants regarding disclosure vs. no disclosure in free-text input fields about  the 

self (Study 3) 

 No disclosure Disclosure n 

 Male Female Male Female  

Authority 6 20 6 5 37 

Authority with reasoning 9 21 5 3 38 

Consensus 7 23 3 4 37 

Consensus with reasoning 8 17 8 5 38 

No prompt 5 20 3 9 37 

Sum 136 51  

 

Analysis of word count. By means of an analysis of variance, the number of words 

of disclosed statements regarding the self and politics were compared with regard to 

experimental manipulations (N = 187). There was neither a significant difference in the 

number of words of disclosures regarding the self nor for the number of words regarding 

politics between the experimental groups. Overall, 246 words were written for political 

statements (M = 1.32, SD = 5.02) and 680 words for statements about the self (M = 3.63, 

SD = 9.90). 
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Content of self-disclosures. If users decided to disclose a statement in the input 

fields, these disclosures indeed contained sensitive information in terms of referring to 

personal qualities or political opinions. Two independent raters rated the text inputs as 

either sensitive (being directly related to the person, being private, revealing clear 

political opinion) or not sensitive. The interrater-reliability for disclosures about the self 

was κ = 0.3 whereby it was κ = 0.7 for political disclosures. Examples for sensitive 

disclosures about the self are: “I’m a nerd and ready for everything as long as no sunlight 

is involved” and “I’m studying mechanical engineering for a very long time but I hope to 

be finished with my bachelor’s degree in the summer. Moreover, I play soccer a lot. At 

weekends, I go out, partying and stuff like that.” Examples of sensitive disclosures with 

regard to politics are: “Why have taxpayers to pay for refugees?” or “We are too relaxed 

with Erdoğan. We should be much more critical!”. However, there were some non-

sensitive disclosures as well, for instance: “I am able to program” (regarding the self) or 

“I think 2017 is going to be an interesting political year” (regarding political opinion). 

Evaluation of messages. Overall, users’ evaluation of persuasive privacy prompts 

revealed that the prompts were perceived as medium to positive (M = 6.58, SD = 2.06, 

11-point Likert scale). However, male and female users differed regarding the evaluation 

of messages, F(1,148) = 4.90, p < .05, η² = .03, whereby female users evaluated the 

messages slightly better (Mfemale = 6.85, SDfemale = 2.00; Mmale = 6.08, SDmale = 2.10). 

Furthermore, users’ future intention to use a system that provides persuasive privacy 

prompts as they were introduced here, was medium to high (M = 3.33, SD = 1.04, 5-point 

Likert scale). Here, no difference between male and female participants was found. 

Explorative retrospective analyses revealed significant positive correlations between the 

number of changes and, users’ evaluation of persuasive privacy prompts (r = .246, p < 

.01) and of reported future intention (r = .313, p < .001). Nevertheless, participants also 

had the chance to provide suggestions for improvements of the privacy prompts. Most 

frequently they suggested to have only one prompt when starting the registration (21 

persons), to provide the prompts less frequently (18 persons), at other positions (22 

persons), or to depict them more attractively (15 persons). All suggestions are 

summarized in Table 29. 

 



 

 

 

202 

 

Table 29   

Users’ suggestions for improvement of persuasive privacy prompts 
(Study 3) 

Users suggestions for improvement Total 

Just a general warning in the beginning 21 

Less frequent 18 

Other position 22 

Better depiction 15 

Less redundant 7 

More specific message 9 

No different warnings 5 

Reasoning or example 11 

No warnings at all  4 

Give a source 3 

Shorter messages 2 

Only for specific topics 2 

More personalized  1 

Giving alternative suggestions 1 

Link to privacy settings 1 

Possibility to confirm each message 1 

More variation  1 

After confirming a message no further message 1 

 

12.6 Discussion 

The goal of this study was to investigate users’ reactions to particular persuasive 

privacy prompts that varied regarding persuasive styles of communication (authority vs. 

consensus) and provided privacy-related information (reasoning vs. no reasoning) after 

individual disclosures. Persuasive privacy prompts were presented on a self-developed 

registration page of an SNS for students. It was aimed at investigating the moderating 

effects of users’ personality traits (vulnerable and grandiose narcissism, need for privacy, 

need for popularity) on the relation between receiving a prompt and subsequent privacy 

behavior on a registration page of a social network (withdrawing a disclosure or not 

disclosing at all).  

Analyses revealed several important findings for understanding users’ perception 

of persuasive privacy prompts.Two dependent variables were considered as actual 

privacy behavior in the analysis. On the one hand, it was the number of changes in input 

fields and boxes after receiving a privacy prompt (for n = 150) and on the other hand, the 

number of empty fields in the end (for both, N = 187 and n = 150). Calculations showed 
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that participants indeed changed their inputs to the registration page after being provided 

with privacy prompts. Overall, participants changed their disclosures 167 times (M = 

1.11, SD = 1.01). Descriptively, there were slightly more changes when receiving a 

prompt in an authoritarian style (88 changes, M = 1.17, SD = .95) than when receiving a 

prompt in a consensual style (79 changes, M = 1.05, SD = 1.03) but the difference was 

not statistically significant. Nevertheless, there was a significant difference regarding the 

number of empty fields between the groups receiving privacy prompts (Mmen = 12.78, 

SDmen = 5.83, Mwomen = 16.02, SDwomen = 5.58) and not receiving privacy prompts (Mmen 

= 8.38, SDmen = 4.66, Mwomen = 10.55, SDwomen = 5.74). Thus, if the number of empty 

fields is considered to represent a person’s privacy behavior, then persuasive privacy 

prompts can indeed be helpful for users to implement a more sophisticated privacy 

behavior in terms of withdrawal of sensitive information (H1). This is in line with 

observations by Acquisti and colleagues (2017) and Wang and colleagues (2013), who 

argue that privacy nudges can help shaping users’ online privacy behavior. But in contrast 

to investigations by Wang and colleagues (2013), the privacy prompts in the current study 

were adapted to the context of the provided information and they were formulated 

persuasively, anticipating an increased acceptance and a decreased level of disturbance 

for the test subjects. Results indicate that it is possible to call users’ attention to a situation 

in which they are going to disclose personal information and that the action of disclosing 

can be interrupted or prevented by a persuasive privacy prompt. It is open to question 

whether this interruption of an action solely took place because the occurrence of the 

prompt was an unexpected happening or whether users truly reflected on the privacy-

related hint that was given. The latter might have sharpened their awareness of privacy 

protection and led to a more central cognitive route of making privacy-relevant decisions. 

According to the Elaboration Likelihood Model (Petty & Cacioppo, 1986), people either 

use a central or a peripheral route of information processing that influences their decision-

making and subsequent behavior. In the context of privacy, a more elaborated processing 

of privacy-related information might be an indicator of making privacy-aware decisions 

(Kobsa, Cho, & Knijnenburg, 2016).  

In contrast to expectations (e.g., Kaptein et al.; 2012, Schäwel, 2017), neither the 

persuasive style of the prompt nor reasoning versus no reasoning showed a main effect 

on users’ actual disclosing and withdrawal behavior (H1a and H1b). However, a two-way 
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factorial analysis of variance revealed a significant interaction term for persuasive style 

and provided information within the prompt intervention. It was observed that if the 

persuasive style was authoritarian, the behavioral difference based on present reasoning 

versus no reasoning was smaller than if the persuasive style was consensual. In an 

authoritarian persuasive prompt, additional reasoning led to slightly more information 

withholding (i.e. empty fields), indicating more pronounced privacy behavior than 

without information. This shows that a prompt in an authoritarian style is perceived 

almost equally persuasive with and without reasoning. In general, people tend to rely on 

authority figures when they need to make a risk-related decision and do not have valid 

knowledge regarding the decision object (Siegrist & Cvetkovich, 2000). Thus, there 

might be a basic trust in authorities so that additional information is not required. 

However, if it is given, the prompt can be even more effective. By contrast, if people have 

literacy regarding the current topic of interest, they might not be convinced by 

anauthority’s opinion (Siegrist & Cvetkovich, 2000). Thus, if people have privacy 

literacy they would rather rely on their own knowledge than on a system’s 

recommendation. Indeed, social media users with high privacy literacy tend to engage 

more in privacy protection than do people with low literacy who might not know how to 

behave securely (e.g., Bartsch & Dienlin, 2016). In contrast to this finding, prompts 

formulated in a consensual style were shown to be even less effective in triggering 

information withdrawal if they included reasoning. This might be attributable to an 

anchoring effect, namely, that people tend to rely on friends and peers (as an anchor) 

whereby they do not require additional proof for validity (e.g., anchoring, Acquisti et al., 

2017). Participants might have associated the amicable formulation of the consensual 

prompt with recommendations by friends or peers. Following Acquisti and colleagues 

(2017), users often rely on anchoring biases when making privacy related decisions; they 

“may tend to take the example of their trusted peers as a reference point for what is 

appropriate to post and emulate them” (Acquisti et al, 2017, p. 44:7). Utz and Krämer 

(2009) also concluded that users of SNSs would be more likely to follow a privacy 

recommendation more likely if it is given by peers instead of authority figures. In 2012, 

Acquisti, John, and Loewenstein found that users are more likely to make sensitive 

disclosures if their friends do so too, which would emphasize this assumption. It is open 

to question whether this reference point is sufficient in convincing users and initiating 
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behavior so that no further reasoning is needed or whether the message was ineffective in 

general. From another perspective, a conceivable explanation for the contradiction 

between users’ stated desire to be informed about privacy risks (Schäwel, 2017) and 

current findings that more information within a privacy recommendation does not 

necessarily lead to more cautious privacy behavior, might be the often-observed 

phenomenon which is a gap between reported and actual attitudes and needs (Dienlin & 

Trepte, 2015; Fazio & Roskos-Ewoldsen, 1994). Objectively, people want to be informed 

about privacy risks (Schäwel, 2017). However, coping with given information in specific 

situations might be uncomfortable, especially if there are many words to process, as was 

the case for the persuasive privacy prompt with reasoning compared with the one without 

reasoning in the current study. Having more information to process can result in an 

information overload and subsequently in reactance (Rogers & Agarwala-Rogers, 1975). 

Nevertheless, the interaction effect for the persuasive style of a prompt and present 

reasoning demonstrates the relevance of considering the style of a prompt and the given 

information alike. Moreover, the prompts were not shown to be differently supportive for 

male and female users, although a general difference in privacy behavior between female 

and male users, when not considering the influence of the prompts, was observed. The 

difference between male and female users with regard to privacy behavior was also shown 

in prior research (e.g., Youn & Hall, 2008). To conclude, the effect of persuasive privacy 

prompts depends more on the prompt itself than on the variable sex. With a view to 

application, this indicates that there is no special need to create different prompts for 

females than for males. More interestingly, results suggest that users’ cognitive capacities 

and routes of elaboration potentially have an influence on the impact of persuasive 

privacy prompts. This might be a research topic for future studies.  

It was hypothesized that persuasive privacy prompts are more effective if they are 

tailored to the user, meaning that positive evaluations of the persuasive style that is used 

in the prompt influence the impact of the prompt (Kaptein et al., 2012, H2). There were 

no significant moderation effects for the authoritarian and consensual style. Mean values 

indicate that both persuasive styles were evaluated approximately equally positively by 

participants of the sample. It should be noted that participants were assigned to the 

experimental conditions independently of their preferences for persuasive styles. In 

contrast to the study by Kaptein and colleagues (2012), who examined the influence of 
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tailored persuasive messages on participants’ behavior during a period of two weeks, 

subjects in the current study were provided with persuasive messages solely during a 10-

minute interaction with a social network. Given that persuasive elements are especially 

influential during a long-term interaction or repeated usage (e.g., macrosuasion, Fogg, 

2002), this might be a reason why participants’ susceptibility to persuasive styles did not 

have a significant impact on the effectiveness of the persuasive prompts in the current 

study. 

  Calculated analyses of regression regarding the predictive power of participants’ 

personality characteristics under consideration of their sex revealed only one predictor 

being significant and one predictor being marginally significant in explaining the number 

of changes (for n = 150), namely, need for privacy (β = .17, p < .05) and vulnerable 

narcissism (β = .16, p = .051, for n = 150). However, in both cases the whole regression 

model including sex as control variable was not significant. Still, the positive relation 

between test subjects’ need for privacy and the number of changes as a consequence of 

the persuasive prompt intervention was in line with the stated hypothesis. The positive 

beta value indicates that persons with a high need for privacy tend to change their 

disclosures more frequently than those with a low need for privacy. Given that the overall 

model does not show a good degree of prediction of the number of changes, this result 

needs to be considered very carefully. The same is true for the predictor vulnerable 

narcissism, which had a marginally positive contribution toward explaining the variance 

in the number of changes. Despite this marginally positive predictive power of users’ 

vulnerable narcissism, the overall model does not result in a significantly good degree of 

prediction. However, results indicate that persons with a high need for privacy and with 

a vulnerable narcissistic personality might be more prone to a privacy support 

intervention as was presented in the current study. As outlined by Blanchio, Przepiorka, 

Boruch and Balakier (2016), users’ need for privacy is a negative predictor of their 

Facebook usage and the tendency to Facebook addiction. Furthermore, need for privacy 

is negatively related to online self-disclosure (Zlatolas, Wezler, Heričko, & Hölbl, 2015). 

The results of the current analyses support these findings in terms of users with a high 

need for privacy are less willing to disclose sensitive information to their online networks. 

Still, even users with a high need for privacy might find themselves in unaware situations 

in which their need for privacy is overridden by other situational factors such as short-
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term gratification or strong emotions, for instance. Under such circumstances, users with 

a pronounced need for privacy might be more prone for privacy interventions than users 

with a low need for privacy. With a view to application it can be argued that privacy 

prompts for users with a high need for privacy would not necessarily need to be 

formulated as persuasively as for users with a low need for privacy.  

Since personality characteristics in prior studies were shown to be related to online 

privacy behavior (e.g., Ahn, Kwolek, & Bowman, 2015; Bansal, Zahedi, & Gefen, 2016; 

Christofides, Muise, & Desmarias, 2009; Hofstra, Corten, & van Tubergen, 2016), it was 

hypothesized that the effect of the privacy prompt on users’ actual privacy behavior is 

moderated by their personality (H4). Significant negative main effects of subjects’ need 

for popularity (β = -.17, p < .05) as well as their vulnerable narcissism (β = -.21, p < .05) 

on the number of empty fields were found. Despite this effect, the interaction terms of all 

moderated regressions with regard to the relation between prompting and the number of 

empty fields, including reported personality characteristics as moderator variables, did 

not show significant beta values. Nevertheless, the final model of moderated regression 

considering the predictor prompting, the moderator need for popularity, and the control 

variable sex accounts for approximately 22% of the number of empty fields. In particular, 

it was observed that prompting (β = .33, p < .001) and the manifestation of users’ need 

for popularity (β = -.17, p < .05) each can significantly predict the number of empty fields. 

But the assumption that the effect of a privacy prompt is moderated by test subjects’ need 

for popularity was not supported by the data. It can be argued that this result depends on 

the restrictive circumstances of the current experiment. More precisely, people’s 

manifestations of personality influence their behavior especially in a long-term manner. 

Personality characteristics are stable traits that influence long-term behavior (e.g., general 

privacy behavior), whereas situational cues might have a stronger impact on particular 

actions in a specific situation such as in the current experiment. Furthermore, other 

individual variables like people’s cognitive capacities, thinking styles, and willingness to 

process given information might influence the impact of privacy prompts as well (e.g., 

Kehr, Kowatsch, Wentzel, & Fleisch, 2015). In line with the non significant results, it is 

conceivable that users’ personality impacts their attitudes toward technical privacy 

protection interventions rather than particular actions based on the persuasive suggestions 
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of a system. Therefore, future studies should investigate the effectiveness of persuasive 

privacy prompts in a long-term experiment.  

 A similar pattern was observed when analyzing the potential moderating effect 

of users’ vulnerable narcissism. The final model of moderated regression including the 

interaction between prompting and vulnerable narcissism accounts for 19% of the number 

of empty fields. However, beta values show that the predictor prompting was more 

important for explaining privacy behavior than the variable vulnerable narcissism. The 

interaction terms between prompting and vulnerable narcissism were not significant. 

Results indicate that vulnerable narcissism is an important factor for users’ online 

disclosure behavior. But in contrast to the present hypothesis which is based on the 

findings by Ahn, Kwolek, and Bowman (2015) a negative relation between users’ 

vulnerable narcissism and the number of empty fields (i.e. privacy behavior) was 

observed. One reason for not finding results in line with the aforementioned authors might 

be that the operationalization of the dependent variable in the present study differed from 

the analyzed variable in the work by Ahn, Kwolek, and Bowman (2015). They argued 

that vulnerable narcissistic persons engage more in restricting privacy settings on SNS 

(Ahn, Kwolek, & Bowman, 2015). In the present study, the type of privacy behavior, 

namely not providing personal information instead of self-disclosing, might be based on 

different motives. Furthermore, Ahn, Kwolek, and Bowman (2015) investigated self-

reported intentions to control for privacy instead of analyzing actual behavior. As known 

from other studies, people’s actual behaviors can differ from their reported attitudes and 

intentions (Dienlin & Trepte, 2015). Vulnerable narcissistic persons might indeed want 

to protect their privacy more strongly, based on their typically manifested fear and suspect 

(Wink, 1991). However, when analyzing real behavior, the desire for recognition and 

special treatment based on their belief to deserve more attention than other people, rooted 

in narcissistic personality tendencies (Wink, 1991), might outweigh their concerns and 

the willingness to control for online privacy. Strikingly, as reported with regard to 

Hypothesis 3, vulnerable narcissism was a positive predictor of the number of changes in 

input fields. This seeming contradiction between results regarding the two different 

operationalizations of privacy behavior can be integrated with the findings by Ahn, 

Kwolek, and Bowman (2015) as follows. The changes in input fields after receiving 

persuasive privacy prompts are more closely transferrable to users’ intention to protect 
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for privacy, which is triggered by the persuasive privacy prompt. That is, the self-reported 

intention toward privacy protection might be given for vulnerable narcissistic persons (as 

observed by Ahn, Kwolek, & Bowman, 2015) but this reported intention might not be 

sufficient in triggering actual privacy behavior. By contrast, the privacy prompt 

intervention might trigger the respective fears of vulnerable narcissistic persons and in 

turn initiate protective intentions resulting in withdrawing any given information about 

the self after being exposed to a privacy intervention. From a methodological perspective, 

the opposing results regarding the influence of vulnerable narcissism can also be 

attributable to operationalization of the dependent variables number of changes and 

number of empty fields. Since there was a positive relation between the number of 

changes and vulnerable narcissism, this indicates that users with strong vulnerable 

narcissism provided a particular amount of information that they deleted after receiving 

a privacy prompt. Thus, the finding that vulnerable narcissistic persons had fewer empty 

fields in the end than persons with a lower extent of vulnerable narcissism is still in 

contradiction to the stated hypothesis but actually fits to results of Hypothesis 3. Only if 

users disclose a certain amount of information (and consequently have fewer empty fields 

in the end, as was shown for vulnerable narcissistic persons in H4) do they have the 

possibility of makinga lot of changes, resulting in a positive relationship between 

vulnerable narcissism as found in Hypothesis 3.  

Second, in line with the stated hypothesis, users’ need for popularity was 

significantly negatively related to the number of empty fields (for N = 187), indicating 

the need for popularity to be a strong predictor of online disclosure behavior (e.g., 

Christofides, Muise, & Desmarias, 2009; Hofstra, Corten, & van Tubergen, 2016; Utz, 

Tanis, & Vermeulen, 2012). People with a high need for popularity want to be visible to 

get as much feedback as possible (e.g., Utz, Tanis, & Vermeulen, 2012). A small number 

of empty fields in the current study would allow for more feedback and recognition by 

other users because people are able to see and appreciate disclosed information. However, 

there was no significant effect of users’ need for popularity on the number of changes (for 

n = 150) and no interaction effect with the predictor prompting in the suggested 

moderation model (N = 187). Thus, the need for popularity influences disclosure behavior 

in general instead of affecting the impact of a persuasive prompt. However, this seems to 

be quite logical because need for popularity was suggested to have  an influence on 
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disclosure behavior so that the person has more space for self-presentation. Being 

influenced by a recommendation represented through the number of changes of inputs are 

no result of being in need for popularity but might rather be attributable to other 

characteristics such as privacy concerns or anxiety, warranitng future investigation.  

In line with prior findings, results indicate that personality can indeed influence 

privacy behavior (e.g., Christofides, Muise, & Desmarias, 2009; Hofstra, Corten, & van 

Tubergen, 2016; Utz, Tanis, & Vermeulen, 2012). However, users’ personality 

characteristics were not significant moderators for the relation between prompting and 

the decision to not disclose personal information (i.e. the number of empty fields). 

Contrary to our expectations, this indicates that the effect of prompting on behavior in 

our experiment was neither strengthened nor weakened by users’ manifestation of 

personality.  

Analyses with regard to the last hypothesis (H5) demonstrate that psychological 

privacy-related concerns can significantly predict psychological privacy-related 

behavior. Specifically, the number of changes in psychological privacy-related fields (i.e. 

religion & politics and about you) can be predicted by psychological privacy concerns by 

approximately 5%. This indicates that people with psychological privacy-related 

concerns are likely to withdraw very intimate information like political or religious beliefs 

after seeing a psychological privacy-related privacy prompt. Thus, if a user is generally 

concerned regarding specific privacy risks, privacy support dealing with this kind of 

concern might be especially helpful. Since regression analyses were calculated instead of 

moderation analyses, it cannot be concluded but only suggested that the effect of a prompt 

concerning a specific dimension of privacy is strengthened by respective concerns. 

However, data indicate that psychological privacy-related concerns are an important 

factor for specific privacy behaviors, which demonstrates that it is important to consider 

privacy concerns in a sophisticated manner (informational-, social-, and psychological-

related privacy concerns) when investigating the impact of technical privacy support. In 

addition, system-based privacy support measures can gain efficiency if users’ concerns 

are specifically addressed.  
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12.7 Limitations and Future Work 

Despite this study contributes to the research field of technical privacy protection, 

it also has some limitations as well. For instance, the presentation of the stimulus material 

(i.e. persuasive privacy prompts) was not the same for all participants of one experimental 

group. This is due to the fact that, for reasons of credibility and consistency, participants 

were only prompted if they disclosed information (through an input field, checkbox, or 

radio button). Since the amount of disclosed information (i.e. how many fields and boxes 

the user would click on) was unknown beforehand, it was not foreseeable how many 

prompts the participants would see on average. Participants who decided to reveal only 

very little information did not get many privacy prompts in comparison with those who 

disclosed a lot. However, those who already reveal sparse information may not need 

privacy prompts. Most participants in this study were female. Future studies should have 

a more balanced distribution of male and female participants. However, it was controlled 

for effects of the variable sex in the analyses, whereby the effect of privacy prompts was 

not found to be different between female and male users. Furthermore, the low value of 

reliability for examining people’s susceptibility to persuasion for the style authority can 

be regarded as a limitation. Future studies should consider more sophisticated scales for 

measuring users’ susceptibility to particular persuasive strategies if they aim at adapting 

the persuasive style of a prompt to its user. Furthermore, the low value for interrater 

reliability with regard to explorative qualitative analyses of participants’ free text inputs 

(κ = 0.3) constitutes a strong limitation. This might be due to the challenge of defining 

sensitive information and qualitatively distinguishing it from non-sensitive information. 

However, this limitation solely affects explorative analyses of the individually formulated 

statements regarding the self. The main dependent variables in this study (i.e. number of 

changes and empty fields) are based on predefined sensitive categories allowing for less 

individual variation. Concerning calculative power of the current results, it should be 

admitted that most effect sizes are rather small to medium so that, for generalizability, 

future studies with bigger samples are needed. Moreover, future research should focus 

even more carefully on how a privacy prompt is visualized and formulated, and how often 

it is presented (i.e. “timing” by Acquisti et al., 2017). In addition, the social dimension of 

privacy should be covered more explicitly for investigation, for instance through a setting 

regarding the visibility of provided information for other users or the possibility to define 
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communication circles or friend lists. Since a dummy network was used in this study, the 

privacy prompts were not fully adapted but randomly occurred for predefined situations. 

In future work the full adaptation to the information and the user should be realized by 

means of an instructional awareness system that is grounded on a database including 

privacy as well as user information (e.g., Díaz Ferreyra & Schäwel, 2016; Díaz Ferreyra, 

Schäwel, Heisel, & Meske, 2016). However, in this work it was concentrated on the effect 

of a prompt and its persuasive style and its impact on subsequent behavior. Since 

explorative analyses revealed significant positive correlations between the number of 

changes and users’ evaluations of persuasive privacy prompts as well as the intention to 

use a system that would provide this kind of privacy support, the mediating role of the 

evaluation of privacy prompts needs to be examined more carefully in future studies. 

12.8 Conclusion 

It was revealed that it makes a difference in privacy behavior whether a user 

receives a privacy prompt or not. Raising the question of whether people want to publish 

particular pieces of information can indeed result in less (sensitive) information 

disclosure. The effect of a prompt was influenced more strongly by its appearance and 

the amount of information provided in the prompt than by users’ specific personality 

traits. Users’ vulnerable narcissism, their need for popularity, and the need for privacy 

are important predictors of general privacy behavior but these characteristics did not alter 

the impact of persuasive privacy prompts on actual privacy behavior in the present study. 

Psychological privacy-related concerns predicted the number of changes in psychological 

privacy-related fields, indicating that users’ manifestation of specific concerns relating to 

specific dimensions of privacy is an important factor to consider for adapted privacy 

support. In sum, it was revealed that the effects of persuasive privacy prompts depend not 

only on one variable but rather on the multifaceted interplay of its formulation, the 

provided information, users’ specific privacy concerns as well as their evaluation and 

acceptance of provided privacy support. These insights should be integrated in the 

elicitation of requirements for technical privacy support in order to help users in maintain 

their privacy. This study contributes to the field of human-computer interaction in terms 

of providing into system-based possibilities to support users in online privacy protection.  
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Summary Study 3 

A lack of privacy awareness with respect to information disclosure on online 

social networking sites (SNSs) can result in privacy risks for users. As presented in 

Chapter 7.5, there are different approaches for reducing privacy risks,for example, raising 

awareness through nudging and prompting. In order to better understand user-oriented 

variables that influence the effectiveness of persuasive privacy prompts in human–media 

interactions, Study 3 examined users’ behavior after being exposed to persuasive privacy 

prompts on an SNS. Users’ characteristics were considered as influencing factors. 

Persuasive styles (authority vs. consensus) and the presence of reasoning (no reasoning 

vs. reasoning) within the prompts were varied and the responses to the prompts by people 

of a control group receiving no prompts were observed as well. Data demonstrated that 

participants receiving privacy prompts disclosed less information than those who did not 

receive privacy prompts. It was pointed out that a prompt without additional information 

and in a consensual style led to lowest extent of self-disclosure. In contrast to the stated 

hypotheses, participants’ personality traits and their susceptibility to the presented 

persuasive styles were not significant moderators of the effect of privacy prompts.  

Based on the results and the limitations of Study 3, the last study in the scope of 

this dissertation was designed. It was decided to focus further on the consensual style of 

communication for transmitting privacy-related information. Further, the scope for 

protective interventions was widened so that not only text-based interventions but also 

visual cues, indicating the current level of privacy, were considered. Moreover, one 

limitation of Study 3 was addressed, namely, the difficulty of deciding when and how 

often to provide a privacy intervention. The privacy interventions in Study 4 were present 

during the whole interaction with the registration form of the social network (which was 

basically the same as the one used in Study 3, with some exceptions that will be addressed 

in Chapter 13.6) but the color changed depending on the amount of disclosed information. 

This was done to indicate the current privacy state more carefully and in accordance with 

the well-known color concept of traffic lights. Furthermore, Study 4 will tackle an 

additional issue, namely, concrete decision-making processes with regard to the question 

of whether to disclose a posting or not by investigating the privacy calculus in more depth 

than was done in prior research using self-reports of users. Study 4 will concentrate more 
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strongly on risk-communication and decision-making processes in the realm of online 

privacy.  

 

13 Study 4: The Influence of Persuasive Privacy Support on the 

Dynamics of Self-Disclosure, Self-Withdrawal, and Calculating 

Privacy 

The goal of the final study in this dissertation is to further reflect on findings from 

Study 3 with regard to the effectiveness of persuasive privacy interventions. Therefore, 

the basic SNS environment that was developed for Study 3, was used again for 

investigations. Study 4 extends analyses from Study 3 via testing additional variations in 

the design and functionality of system-based privacy interventions. Based on reported 

findings with regard to the persuasive self-monitoring features and findings from Study 

1, which indicate that users want to have a concrete indicator of potential privacy risks 

such as a privacy-meter, and the findings from Study 3, revealing that a consensual style 

of communication might be promising for communicating current privacy risks, this 

study provides three different kinds of privacy interventions. The system-based 

interventions in Study 4 were a privacy traffic light and an information box (both 

dynamically adapting the color), and an information without visual assistance. 

Additionally, Study 4 aims at further elaborating on the role of risks for privacy decision-

making by drawing on the privacy calculus (Culnan & Armstrong, 1999). 

13.1 Introduction 

As already outlined in Study 3, a promising measure to support social media users 

in privacy-aware behavior is to provide risk-related interventions referring to potential 

negative outcomes of the disclosure of sensitive information by means of system-based 

support measures such as privacy prompts or warning messages in social media 

environments (see also Acquisti et al., 2017).   

Users’ perception of online privacy conditions is an important factor influencing 

their disclosure behavior (Dienlin & Metzger, 2016). The perception of a present online 

privacy state might affect the individual’s cognitive processing and coping with potential 

privacy threats. Based on the privacy calculus (Culnan & Armstrong, 1999) and a model 
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for decision-making (Schiebener & Brand, 2015), the individual processes of assessing 

privacy risks and weighing the threats against the benefits of disclosing and withdrawing 

information are addressed in the following chapters. Research on online privacy 

protection and empowerment of users based on supportive systems raises the question of 

how to adequately communicate potential privacy risks in a crucial situation of 

endangerment, without causing reactions such as reactance or frustration (e.g., Acquisti 

et al., 2017; Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016). Following the privacy 

calculus (Culnan & Armstrong, 1999; see Chapter 5.2) and the protection motivation 

theory (Rogers, 1975, see Chapter 5.4), concerns and perceived risks are relevant drivers 

for people’s behavior and decision-making. In the context of online privacy, decisions 

pertain to disclosing or withdrawing personal information or implementing privacy 

settings, for instance (Metzger & Dienlin, 2016).  

Study 4 aims to provide insights about the impact of system-based risk-

communication on users’ privacy behavior. Moreover, the current study’s goal is to reveal 

knowledge about users’ decision-making processes related to privacy risks. Therefore, 

users’ disclosure and withdrawal behavior in a realistic social network environment is 

investigated after current privacy states are provided by means of system-based 

persuasive privacy interventions. Furthermore, users’ decision-making processes are 

analyzed by means of a choice-based conjoint (CBC) analysis. This method allows for 

the eximination of the relative importance of a particular attribute and its levels for 

making a decision without asking participants directly but rather indirectly about their 

preferences with regard to a decision (Luce, 1979). The underlying principle of this 

measure will be explained in more detail in the method section of this study. As far as 

can be derived from the literature, to date there is no study in the online privacy realm 

examining self-disclosure decision processes on SNSs by means of a CBC analysis. 

However, the oftentimes experienced difficulties of examining users’ online privacy 

behavior by means of self-reports of individuals (e.g., biased responses) emphasize the 

need for more sophisticated measures in order to better understand users’ online privacy 

decisions and to derive insights for efficacious support measures for reducing privacy 

risks.  

Given that people’s personal characteristics can influence their online privacy 

behavior (see Chapter 6.2), users’ expression of personality traits that are related to 
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privacy behavior (see Chapter 6.2) as well as their privacy awareness, concerns, and 

perceived privacy norms (see Chapter 6.3) are also exposed. In particular, it was analyzed 

whether specific personality traits of users moderate the impact of the privacy 

interventions on their behavior after being exposed to that intervention. In the following, 

the specialties of online privacy behavior, privacy-aware decision-making, and the roles 

of persuasion and personality in the realm of online privacy protection are outlined. 

13.2 Calculating Online Privacy 

Research on online privacy behavior repeatedly revealed a lack of users’ privacy 

awareness and knowledge regarding privacy protective actions. As already introduced, 

the privacy paradox describes the missing link between users’ privacy concerns and 

attitudes, and their risky privacy behavior, representing an attitude–behavior gap (Barnes, 

2006). More recent approaches point out the methodological shortcomings of the privacy 

paradox, for instance, the incomplete considerations of influencing factors such as 

behavioral intentions (e.g., Dienlin & Trepte, 2015) and the complexity of risk evaluation 

processes.  Approach that tackle these shortcomings are for instance the privacy process 

model by Dienlin (PPM; 2014) and the privacy calculus (Culnan & Armstrong, 1999). 

The PPM claims that an individual engages in privacy regulation if, depending on the 

privacy context, privacy perception, and current privacy behavior, the present privacy 

status is not equivalent to the desired status of privacy (Dienlin, 2014). The process of 

regulating privacy also depends on the controllability that the individual perceives 

(Dienlin, 2014). However, if users are not aware of a situation being threatening to their 

privacy, the process of privacy regulation does not take place. External cues indicating 

potential privacy invasions might help to trigger such regulation processes (as suggested 

by Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016; see Chapter 8.1). As outlined in 

Chapter 5.4, the privacy calculus (Culnan & Armstrong, 1999) states that individuals 

evaluate risks and benefits of self-disclosure rationally based on privacy concerns, 

anticipated benefits, and trust beliefs, (Dienlin & Metzger, 2016; Krasnova, Veltri, & 

Günther, 2012). However, human beings are not able to act exclusively rationally, making 

it impossible for them to evaluate risks and benefits of information disclosure 

comprehensively under varying situational conditions (Rogers, 1983), calling for 

awareness-raising tools. Depending on individual characteristics (e.g., cognitive 
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flexibility or the need for cognition; Schiebener & Brand, 2015; Kehr, Kowatsch, 

Wentzel, Fleisch 2015) and the consulted route of information processing (e.g., central 

vs. peripheral or impulsive vs. reflective; Petty & Cacioppo, 1986; Schiebener & Brand, 

2015, see also Chapter 3.1), the perception of privacy-relevant situations might differ 

among individuals, influencing the perceived privacy control and the willingness to 

change behaviors. As also explained in relation to Study 2, perceived risks and privacy 

concerns have been revealed to be negatively related to online self-disclosure, whereas 

benefits have been shown to be positively related to self-disclosure (e.g., Dielin & 

Metzger, 2016; Krasnova, Spiekermann, Koroleva, & Hildebrand, 2010; Krasnova, 

Kolesnikova, & Guenther, 2009). Though, Dienlin and Metzger (2016) found no relation 

between Facebook benefits and withdrawal of information but a positive relation between 

privacy concerns and withdrawal of information. However, so far, the weighing process 

of the privacy calculus seems to be a black box because only little is known about the 

individual relative relevance of the benefits and consequences for users. It is important to 

consider anticipated negative (i.e. severity and likelihood of negative consequences) as 

well as positive outcomes (i.e. rewards) regarding self-disclosure in order to investigate 

this complex process in a more sophisticated way. In addition to the impact of evaluation 

processes regarding anticipated risks and benefits of self-disclosure, online privacy 

behavior is also shaped by users’ personality characteristics (see Chapter 6.2). This 

indicates that the processes of evaluating current and desired states of privacy, the 

evaluation of privacy risks, and subsequent disclosure behavior occur depending on the 

individual’s personal (as well as situational) characteristics. In the following sections, 

first, the influence of decision-making styles and, second, the impact of personality on 

(online) privacy behavior are outlined in more detail.   

13.3 Processing of Privacy-Relevant Information and Privacy-Aware 

Decision-Making 

As outlined in Chapter 3.1, a situation can trigger different processes of 

information evaluation and subsequent decision-making (impulsive or reflective, 

Bechara, 2005; Schiebener & Brand, 2016). Making (privacy) decisions brings risks of 

uncertainty regarding the outcomes of the decision (Schiebener & Brand, 2015; Yates & 

Stone, 1992), which can be for instance the loss of privacy due to disclosing personal 
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information (Malhotra et al., 2004). Since users’ perceived privacy risks were 

demonstrated to be positively related to their privacy concerns (e.g., Dinev & Hart, 2004; 

Xu & Chen, 2013), Study 4 aims at investigating the role of perceived risks in terms of 

negative consequences occurring and the likelihood to which they occur. Owing the 

importance of perceived risks in users’ evaluation of their current privacy situation and 

potential behavioral changes, this work utilizes the evaluation of a given privacy-relevant 

situation by means of a sophisticated measure of decision-making research that is a CBC 

analysis. In addition, users will interact with a registration form of an SNS (as participants 

in Study 3 did) and their privacy behavior will be examined. However, before explaining 

specific functionalities of the SNS, which have been modified after Study 3, further 

variables that are considered in this work, will be summarized.   

13.4 Persuasion and Personality 

Persuasive strategies offer the potential of increasing the effectiveness of system-

based privacy support interventions. Persuasive nudges can call for users’ attention in a 

privacy-relevant situation (Acquisti et al, 2017; Wang et al, 2013). Since the processes of 

persuasion do not solely depend on the characteristics of a persuasive message but also 

on users’ personal characteristics (Haugtvedt & Petty, 1982), Study 4 considers users’ 

personality, as was also done in Study 3. Personal traits that are considered in this work 

are vulnerable narcissism, self-control, need for cognition, and the need for privacy. For 

a detailed overview of the aforementioned characteristics, please refer to Chapter 6. In 

addition, the influence of perceived privacy norms, users’ privacy concerns, and their 

situational affect are considered in the analysis.  

Prevalent social norms can seduce people to respond in a way they think that the 

society or peers believe it would be appropriate to respond (e.g., Asch, 1951; Park & 

Smith, 2007). With regard to SNSs, it has been shown that perceived social norms 

referring to appropriate privacy behavior can positively influence the usage of 

restrictive privacy settings (Utz & Krämer, 2009). Further, Utz and Krämer (2009) 

suggested that privacy-protective recommendations might be especially influential if 

they are communicated by peers instead of authorities. This study considers perceived 

privacy norms (distinguishable into peer, societal, and media norms) as a potential 
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factor shaping users’ privacy behavior when responding to system-based persuasive 

privacy support. 

Privacy concerns refer to the potential loss of privacy as a negative consequence 

of disclosing personal information (Xu et al., 2008). In the context of SNSs, privacy 

concerns were shown to predict users’ online self-disclosure and self-withdrawal 

behavior (Dienlin & Metzger, 2016). Therefore, when analyzing privacy decisions, it is 

important to consider users’ anticipated negative consequences of self-disclosure. 

Early research on emotions and cognitions demonstrates the impact of both, 

emotion and cogniton, on people’s behavior (e.g., Lazarus & Folkman, 1984). Li, Zhang, 

and Sarathy (2018) investigated the mediating role of emotions in the relation between 

online privacy concerns and privacy management strategies. It was demonstrated that the 

impact of users’ privacy concerns on their usage of preventative privacy management 

strategies was entirely mediated by negative emotions, namely, frustration and regret. In 

addition, it was observed that the influence of privacy concerns on users’ self-censoring 

behavior was mediated by regrets. This is congruent with earlier findings by Wang and 

colleagues (2011), who suggested users’ regrets of online self-disclosure to be a critical 

factor shaping future online behavior of users. Given the importance of users’ emotions 

concerning their privacy protection behavior, Study 4 argues that users’ positive and 

negative affect might play an important role with regard to the evaluation of privacy 

protection tools as well. 

In sum, persuasive privacy interventions can increase users’ attention in a privacy-

relevant situation (Acquisti et al, 2017; Wang et al, 2011). If recognized, those support 

measures can either trigger the impulsive or the reflective route of information processing 

(Schiebener & Brand, 2015). Both can hypothetically lead to more secure privacy 

behavior. The reflective system might influence the behavior in a more long-termed 

manner, whereas the impulsive system would lead users to take or avoid benefits or risks 

on a short-term basis. Users’ evaluation of privacy risks and potential consequences of 

self-disclosure (i.e. privacy calculus) can, on the one hand result in online self-disclosure 

(if benefits are more salient than risks) or, on the other hand, in self-withdrawal (if risks 

are more salient than benefits; Metzger & Dienlin, 2016). In the following, the hypotheses 

and research questions of Study 4 are presented.  
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13.5 Hypotheses 

This study focuses on the impact of persuasive privacy interventions (information 

vs. information box vs. traffic lights; see method section) on disclosure behavior and 

corresponding risk evaluation processes of individuals. Since it has been shown that 

persuasive elements and warning messages referring to online privacy can help to change 

users’ behavior (e.g., Acquisti et al., 2017; LaRose & Rifon, 2007; see Chapters  8.4 and 

8.5; see also Study 3), the presence of privacy interventions is assumed in resulting in less 

self-disclosure compared with the usage of SNS without privacy interventions (H1a–

H1c):  

Hypothesis 1a (H1a):  Users will disclose less information (i.e. higher number of 

empty fields) when being exposed to privacy interventions than when not being 

exposed to privacy interventions.   

 

Hypothesis 1b (H1b): Users’ disclosures are less sensitive (i.e. related to the self 

or not) when being exposed to privacy interventions than when not being exposed 

to privacy interventions.   

 

Hypothesis 1c (H1c): Users’ disclosures are less diverse (i.e. the number of 

different categories of self-related information) when being exposed to privacy 

interventions than when not being exposed to privacy interventions.   

 

Since the impact of persuasive measures can differ regarding particular factors 

and users’ individual susceptibility to persuasion (e.g., Kaptein, De Ruyter, 

Markopolulos, & Aarts, 2012; see Study 3), it was aimed to find out which privacy 

intervention would be the most effective for supporting users in reducing sensitive 

disclosures: 

Research Question 1 (RQ1): Which kind of privacy intervention (traffic light, 

prompt, information) is the most effective for inducing privacy-aware behavior 

(i.e. the number of empty fields)? 

 

A common concern with regard to privacy intervention measures is users being 

annoyed resulting in reactance reactions. Therefore, it was aimed to find out whether the 
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experience with the SNS would be evaluated worse if privacy interventions are present 

than if no interventions occur. In addition, it was investigated whether users’ current 

affect is positively or negatively influenced by the presence of privacy intervention 

measures: 

Research Question 2 (RQ2): Will the evaluation of the experience with the SNS 

differ based on whether there was a privacy intervention or based on the different 

intervention types? 

 

Research Question 3 (RQ3): Will users’ positive and negative affect be influenced 

by the exposure to privacy interventions?  

 

Given that users’ personality traits, concerns and perceived norms have been 

shown to be related to privacy behavior and the intention to disclose or withdraw 

information (see Chapters 5.2, 6.1, 6.2) personal characteristics were suggested to 

moderate the impact of privacy interventions on disclosure behavior: 

Hypothesis 2 (H2): The impact of the privacy interventions on participants’ 

privacy behavior is (a) enhanced by users’ need for privacy and vulnerable 

narcissism, and (b) mitigated by users’ self-control 

 

Hypothesis 3 (H3): The impact of the privacy interventions on participants’ 

privacy behavior is enhanced by users’ privacy concerns.  

 

Hypothesis 4 (H4): The impact of the privacy interventions on participants’ 

privacy behavior is enhanced by users’ perceived privacy norms. 

 

Based on findings related to privacy decision-making and the relevance of 

negative experiences for privacy behavior (Wang et al., 2011) as well as the negative 

influence of perceived risks and concerns on online self-disclosure (Krasnova, 

Spiekermann, Koroleva, & Hildebrand, 2010; Krasnova, Kolesnikova, & Guenther, 

2009), the severity of anticipated negative consequences of information disclosure was 

hypothesized to be perceived as more relevant for the decision to reveal or not reveal 

personal information compared with the importance of anticipated benefits. Furthermore, 
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given that the need for cognition has been shown to play a significant role in decision-

making and is related to effortful elaboration of information (Kehr, Kowatsch, Wentzel, 

& Fleisch, 2015; Schiebener & Brand, 2015), it was assumed that the need for cognition 

is positively related to the relative importance of negative consequences that might follow 

sensitive information disclosure, and negatively related to anticipated benefits that are 

more closely related to subjective and emotional thinking processes (Bechara, 2005, see 

also Chapter 6.2.5). 

Hypothesis 5 (H5): Users base their decisions regarding disclosures more strongly 

on the anticipated severity of consequences of self-disclosure than on anticipated 

benefits or the likelihood that a consequence occurs. 

 

Hypothesis 6 (H6): Users’ need for cognition has an influence on their privacy-

related decision-making, that is, users with a high need for cognition evaluate risks 

and negative consequences (central, objectively) as more important than benefits 

(peripheral, emotional) 

13.6 Method 

The current study investigates the effectiveness of three different types of privacy 

interventions on users’ actual behavior within a social network environment by means of 

a 3×1 between-subjects experimental setting. A control group who got no privacy 

intervention was considered as well. In order to analyze actual behavior, a self-developed 

nonartificial environment, namely, an interactive online registration form of an SNS is 

used for the current study. Participants were asked to register for the social network. The 

social network provided space for basic information such as name or birthdate 

(informational privacy), for information regarding religious and political views 

(psychological privacy), allowed for individual self-disclosures regarding the self, and 

provided different settings for regulating the visibility of the created profile (social 

privacy). The dimensions of privacy are explained in Chapter 2.1. Depending on the 

experimental condition, the registration form provided either privacy-related information 

in the welcoming text or a privacy-related persuasive prompt (in both cases saying 

“Everybody agrees: To protect your privacy you should be aware of the kind and amount 

of information you disclose”), or a privacy-risk-related visual cue (traffic light; see Figure 
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11).The prompt did not appear or disappear depending on the information provided (as 

was the case in Study 3) but changed its color depending on the amount of information 

provided by the individual. 

 

Figure 11: Persuasive privacy interventions (Study 4). 

 

CBC. The CBC task is a method for implicitly assessing users’ preferences with 

regard to a specific decision. Originally, this method was used for economics and 

purchasing decisions (McFadden, 1974, 1980; Theil, 1970) about products based on the 

product’s attributes and the quality of the attributes (e.g., for a car the attribute price with 

different price categories, e.g., cheap, moderate, expensive; Hondori, Javanshir, & 

Rabani, 2013). By considering the CBC it is possible to infer which attribute is most 

important for the person’s decision and additinally, which quality of the attribute is most 

attractive for the person. The calculation of the relative importance of the attributes and 

qualities is based on hierarchical Bayesian analyses (see Johnson & Orme, 2003). 

Analyses reveal estimations for the overall sample (i.e. one can detact which attribute is 

the most important and which quality of this attribute is the most decisive for the full 

sample). In addition, it is possible to consider values for the relative importance of each 

attribute and the quality of each participant, which makes it possible to relate users’ 

importance ratings to manifestations of personality. In this study, the CBC was used to 

estimate the likelihood of users publishing a specific posting related to anticipated 
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benefits (low rewarding, moderately rewarding, highly rewarding), the severity of a 

negative consequence (not severe, moderately severe, highly severe), and the likelihood 

that the consequence occurs (not likely, moderately likely, highly likely). In order to make 

the hypothetical situation of deciding whether to publish a posting or not with regard to 

possible outcomes more realistic, the users were confronted with a concrete example and 

detailed explanations of all attributes and levels. The CBC consisted of three different 

attributes, namely, reward, consequence, and likelihood that the consequence occurs with 

each three levels ranging from low to high (see Table 30 and Figure 12).  

 

Table 30  

Attributes and levels in the choice-based conjoint task (Study 4) 

Attribute Level 

Reward  Low rewarding 

Moderately rewarding 

Highly rewarding 

Consequence  Low severe 

Moderately severe 

Highly severe 

Likelihood that the consequence occurs Not likely 

Moderately likely 

Highly likely 

 

 

Figure 12: Attributes and levels of the CBC scenario (Study 4). 
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13.6.1 Measures 

Self-control  

Self-control was measured on a 5-point Likert scale by Bertrams & Dickhäuser, 

2009, consisting of 13 items. Participants were asked to indicate their self-assessments 

regarding self-control on an integral ranging from 1 = completely inaccurate to 5 = 

completely accurate (e.g., “It is hard for me to discard bad habits”). The test of reliability 

yielded a satisfactory value of α = .824. 

 

Narcissism 

Participants’ manifestation of vulnerable narcissism was measured by a scale by 

Hendin and Cheek (1997). On a 5-point Likert scale ranging from1 = I don’t agree at all 

to 5 = I totally agree, participants were asked regarding their self-evaluations (e.g., “I 

often take comments of others personally”). Reliability did not reach a particularly good 

value (α = .688). However, because excluding single items did not significantly increase 

reliability, all items were considered for calculations.   

 

Need for cognition  

Need for cognition was measures by considering the Scale by Keller, Bohner, and 

Erb (2000). Fourteen items asked for users’ need for cognition (e.g., “I do not find it 

particularly exciting to learn new ways of thinking”) on a 7-point Likert Scale ranging 

from 1 = completely inaccurate to 7 = completely accurate. Reliability was satisfying (α 

= .880). 

 

PANAS 

The positive and negative affect scale from Krohne, Egloff, Kohlmann, and 

Tausch (1996) who provided a German version of original scale by Watson, Clark, and 

Tellegen (1988), was considered to get insights regarding users’ emotional mood before 

and after interacting with the social network. By means of 20 items, participants were 

asked to indicate their current mood (e.g., enthusiastic for positive affect and upset for 

negative affect) on a Likert Scale ranging from 1 = not at all to 5 = extremely. Users were 

asked to rate their mood two times. Reliability was α = .838 for PANASt1 and α = .861 

for PANASt2. 
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User experience  

Users’ experience with the website was measured with seven items adapted from 

Schrepp, Hinderks, and Thomaschewski (2017). Participants were asked to rate their 

experience with the website on a 5-point Likert scale ranging from 1 = confusing to 5 = 

clear or 1 = inefficient to 5 = efficient, for instance. Reliability was satisfactory (α = .839). 

 

Privacy concerns 

By means of nine items, participants were asked about their privacy concerns. The 

items are oriented towardthe items assesing privacy intentions, attitudes, and behaviors 

by Dienlin and Trepte (2015). There were three items each referring to informational, 

social, and psychological privacy. Participants were asked, for example: “How concerned 

are you about disclosing identifying data about yourself on your social network? 

(informational privacy, α = .778), “How concerned are you when you are not restricting 

access to your profile?” (social privacy, α = .789) or “How concerned are you to 

communicate personal things to your community?” (psychological privacy, α = .727). 

Reliability overall was α = .874.  

 

Social norms 

Social norms were investigated via three subscales, peer norms (e.g., “Most 

people who are important to me think that I should care about my privacy on Facebook”, 

α = .753), societal norms (e.g., “Society suggests to care about online privacy”, α = .839), 

and media norms (e.g., “The media in Germany are clearly in favor of people paying 

attention to their privacy on the Internet”, α = .803). Items were adapted to measures by 

Park and Smith (2007) and assessed on a 5-point Likert scale ranging from 1 = I don’t 

agree at all to 5 = I totally agree.  

 

Awareness 

Privacy awareness was measured by means of three different items (e.g., “I am 

aware of the privacy and data protection issues and privacy practices of our society”, α = 

.821). Participants rated the items on a 7-point Likert scale ranging from 1 = I don’t agree 

at all to 7 = I totally agree. 
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Need for privacy  

The need for privacy was evaluated by means of a Scale by Trepte and Masur 

(2017) consisting of three subscales relating to informational (e.g., “I prefer if only little 

is known about my person”, α = .781), interactional (e.g., “There are many things about 

me that I would rather not talk about with other people”, α = .695), and physical privacy 

(e.g., “In the tram or on the bus I don’t like to sit next to a stranger”, α = .750). All items 

were rated on a 5-point Likert scale ranging from 1 = I don’t agree at all to 5 = I totally 

agree. 

 

Privacy behavior  

In this study, privacy behavior was operationalized through three variables. First, 

the number of empty fields was considered as an indicator of privacy behavior. Privacy 

behavior can be considered to be more pronounced, the more fields a user leaves blank 

during the registration process. Second, since users had the chance to introduce 

themselves by means of a self-formulated text, the sensitivity of disclosure was 

considered as a further privacy behavior variable. Third, users’ self-formulated 

disclosures related to different categories of content. The more different categories were 

addressed by users, the more diverse and sensitive their disclosures were. Thus, the 

number of categories of disclosed information was used as a third dependent variable 

indicating users’ privacy behavior.  

13.6.2 Sample 

Overall, 412 people participated in this study. Owing to technical problems 

leading to missing data and outliers with regard to age, we had to exclude 32 cases. In the 

end, a total sample size of N = 380 participants was considered for investigations. 

Participants were aged between 18 and 59 years (M = 26.35, SD = 7.40). Two-hundred-

thirty-six persons were female (62.1%) and 144 were male (37.9%). Three persons were 

pupils (0.8%), 248 were students (65.3%), 93 persons were employees (24.5%), 12 were 

self-employed (3.2%), eight were seeking for a job (2.1%) and 16 people chose the option 

“other” (4.2%). As can be seen in Figure 13, almost all participants were social media 

users, whereof most of them used Facebook (n = 367), Whatsapp (n = 351) and Instagram 

(n = 228).   
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Figure 13: SNS usage of participants (Study 4). 

 

Participants were asked whether they would like to keep the profiles they created 

in the course of the study after finishing the survey (see Figure 14). Most participants 

decided to delete the profile (n = 333), whereas 47 participants wanted to keep the profile 

for future interactions. There was no significant effect of the experimental manipulations 

concerning the decision to keep or delete the profile, χ2(1) = .295, p = .587. 

 

Figure 14: Total numbers of participants deciding to keep or to delete the profile after the survey (Study 4). 
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13.7 Hypotheses Testing 

Hypothesis 1 (H1) 

H1a suggested that users who were exposed to privacy interventions (traffic light, 

prompt, information) will disclose less information (higher number of empty fields) than 

those who were not exposed to privacy interventions. In order to investigate this 

assumption, a hierarchical analysis of regression was conducted with the independent 

variable interventionversus no intervention and the dependent variable empty fields. Sex 

was considered as a control variable. The suggested model significantly explained 4% of 

variance in the number of empty fields, R2 = .040, F(2, 377) = 7.82, p < .01. Beta values 

indicate a significant positive effect for the control variable sex (β = .172, p < .01) and a 

significant positive influence of the variable intervention versus no intervention (β = .101, 

p < .05) on the number of empty fields. Furthermore, beta values indicate female 

participants showing more empty fields than male participants. In sum, beyond the 

influence of the control variable sex, the independent variable intervention versus  no 

intervention significantly influenced the average number of empty fields in the 

registration form (Mintervention = 4.21, SDintervention = 3.44, Mno_intervention = 3.41, 

SDno_intervention = 3.35). Corresponding values are summarized in Table 31. In sum, 

Hypothesis 1a can be accepted.  

 

Table 31  

Hierarchical analysis of regression including intervention vs. no intervention as independent variable, sex (-

1 = male, 1 = female) as control variable and the number of empty fields as dependent variable (Study 4) 

 Number of empty fields  

  b SE  β t p ∆R2  

Step 1  

Sex   

 

.61 

 

.18 

 

.17 

 

3.40 

 

.001 

.030 

 

F(1,378) = 11.56, p = .001 

Step 2 

 

 

 

Final 

R² 

 

Sex 

Intervention vs. no 

intervention 

 

.61 

.81 

 

.18 

.40 

 

.17 

.10 

 

3.42 

2.00 

 

.001 

.046 

.010 

 

 

 

 

.040 

F(2,377) = 7.82 , p = .000 

Note. Bold values indicate significant effects. 

 

H1b predicted that disclosures of users who were exposed to privacy interventions 

were less sensitive (i.e. not related to the self) than disclosures of users who were not 

exposed to privacy interventions. A hierarchical analysis of regression was conducted 
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with the independent variable intervention versus no intervention and the dependent 

variable disclosure sensitivity, controlling for sex. Disclosures related to the self such as 

“I am a daddy of two children, am currently at home on parental leave and my partner is 

currently working” or “Hey :) My name is [name], 19 years old, and I am a law student 

in Jena. Originally I come from the Ruhr area in NRW, where I usually spend most of my 

time. I love to travel, do stuff, go out for a walk, films, and series... The usual stuff.” were 

identified as sensitive, whereas disclosures that were not related to the self, for example, 

“If you want to know something, ask” or “Hello, I am introducing myself here”, were 

identified as being not sensitive. However, there was no significant influence of the 

privacy interventions on sensitivity of disclosures (see Table 32), which is why H1b has 

to be rejected. 

 

Table 32  

Hierarchical analysis of regression including “ntervention vs. no intervention as independent variable, sex (-1= 

male, 1 = female) as control variable, and the sensitivity of disclosure (0 = no disclosure, 1 = disclosure not 

related to the self, 2 = disclosure related to the self) as dependent variable (Study 4) 

 disclosure sensitivity 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.05 

 

.05 

 

-.06 

 

-1.10 

 

.217 

.003 

 

F(1,378) = 1.22,  p = .217 

Step 2 

 

 

 

Final 

R² 

 

Sex 

Intervention vs. no 

intervention 

 

-.05 

-.07 

 

.05 

.11 

 

-.06 

-.03 

 

-1.10 

-.62 

 

.270 

.534 

.001 

 

 

 

 

.004 

F(2,377) = .80 , p = .450 

 

H1c assumed users’ disclosures were less comprehensive (i.e. diversity of self-

related information) if they were confronted with privacy interventions (traffic light, 

prompt, information) than if they were not confronted with a privacy intervention. To 

investigate the influence of the privacy interventions on the comprehensiveness of 

participants’ self-disclosures, a hierarchical analysis of regression was conducted with 

the independent variable intervention versus no intervention and the dependent variable 

disclosure comprehensiveness, again controlling for sex. The more different categories 

were addressed in self-disclosures, the more comprehensive the disclosure was 

considered to be. Categories of self-disclosures that were identified were related to 

personal characteristics, sexual orientation, hobbies, family, job, university, aims (with 

regard to the SNS), age, name, place of residence, and hometown. There were no 
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significant effects of the intervention on the comprehensiveness of the disclosures (see 

Table 33), which is why H1b is rejected. Descriptively, most people revealed information 

regarding the self in one to four categories (Figure 15).   

 

Table 33  

Hierarchical analysis of regression including intervention vs. no intervention as independent variable, sex (-1 = 

male, 1 = female) as control variable, and the comprehensiveness of disclosure as dependent variable (Study 4) 

 disclosure comprehensiveness 

  b SE  β t p ∆R2  

Step 1  

Sex   

 

-.00 

 

.09 

 

-.00 

 

-.02 

 

.983 

.000 

 

F(1,378) = .00, p = .983 

Step 2 

 

 

 

Final 

R² 

 

Sex 

Intervention vs. no 

intervention 

 

-.00 

-.12 

 

.09 

.21 

 

-.00 

-.03 

 

-.02 

-.60 

 

.982 

.570 

.001 

 

 

 

 

.001 

F(2,377) = .16 , p = .851 

 

 

Figure 15: Number of disclosed self-disclosure categories (Study 4). 

 

Research Question 1 (RQ1) 

RQ1 asked which kind of privacy intervention (traffic light, prompt, information) 

would be the most effective for inducing privacy aware behavior (i.e. the number of 

empty fields). Therefore, a hierarchical analysis of regression with dummy-coded 

variables representing the experimental manipulations (no intervention vs. traffic lights, 
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no intervention vs. prompt, no intervention vs. information) was conducted. In the 

regression analysis, sex was considered as control variable and entered in the first block. 

In the second block, all dummy-coded variables were commonly entered. The first block 

controlling for sex explained about 3% of the variance in the number of empty fields, R2 

= .030, F(1, 378) = 11.56, p < .01. When including the dummy variables in the second 

step, the explained variance increased to 5%, R2 = .045, F(4, 375) = 4.41, p < .01. 

Coefficients reveal that the dummy variable prompt had a significantly positive 

contribution to the explanation of variance in the number of empty fields (β = .133, p < 

.05). In addition, the dummy variable information explains the variance of empty fields 

marginally significantly (β = .120, p = .054). The traffic light did not contribute to 

explaining the variance in the dependent variable (β = .051, p = .415). For a summary 

over all values please refer to Table 34. In sum, the prompt intervention had the greatest 

impact on users’ privacy behavior. Specifically, the prompt intervention resulted in a 

higher number of empty fields, indicating more cautious privacy behavior.  

 

Table 34  

Hierarchical multiple regression analysis including the dummy-coded privacy interventions as independent variable, 

sex (-1 = male, 1 = female) as control variable and the number of empty fields as dependent variable (Study 4) 

 Number of empty fields  

  b SE  β t p ∆R2  

Step 1  

Sex   

 

.61 

 

.18 

 

.17 

 

3.40 

 

.001 

.030 

 

F(1,380) = 11.37, p = .001 

Step 2 

 

 

 

 

 

 

 

Final 

R² 

 

Sex 

No intervention vs. 

traffic light 

No intervention vs. 

prompt 

No intervention vs. 

info 

 

.62 

.40 

 

1.05 

 

.94 

 

.18 

.50 

 

.49 

 

.49 

 

.18 

.05 

 

.13 

 

.12 

 

3.46 

.82 

 

2.15 

 

1.93 

 

.001 

.415 

 

.033 

 

.054 

.015 

 

 

 

 

 

 

 

.045 

 

F(4,377) = 4.47 , p = .002 

 

 

 

 

 

 

 

Note. Bold values indicate significant effects. 

 

Research Question 2 (RQ2) 

RQ2 asked whether the experience with the SNS would be evaluated differently 

based on whether there was a privacy intervention or not and based on the different types 

of privacy interventions. Therefore, an analysis of variance with the experimental 
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condition as factor and the user experience as dependent variable (controlling for sex) 

was conducted. Analysis did not reveal significant but only marginally significant 

differences between the groups regarding users’ evaluation of the experience with the 

website, F(3, 372) = 2.45, p = .059. However, the descriptive values demonstrate that the 

experience was evaluated in a fairly balanced way among all experimental conditions (see 

Table 35). 

 

Table 35  

Descriptive statistics regarding user experience for all experimental groups  
(Study 4) 

Group n User experience                                  

M (SD) 

Minimum Maximum 

Control  93 3.04 (.66) 1.00 4.57 

Information 98          3.05 (.74) 1.57 5.00 

Prompt 

Traffic light 

96 

93 

2.99 (.65) 

2.83 (.66) 

1.29 

1.00 

4.57 

4.29 

 

The third RQ asked whether users’ positive and negative affect would be 

influenced by the exposure to privacy interventions. In order to address this question, two 

repeated measures ANOVAs with participants’ positive and negative affect, were 

conducted. Participants were asked to indicate their current affect before and after the 

registration process for the SNS. Since it was aimed to find out whether the privacy 

interventions have an influence on the participants’ mood, analyses were conducted with 

n = 189 participants (traffic light, prompt). Both analyses revealed significant results, 

indicating that participants’ positive, F(1, 188) = 18.49, p < .001, ηp² = .090, as well as 

their negative affect, F(1, 188) = 5.84, p < .05, ηp² = .030, differed between measurementt1 

and measurementt2. Mean values for the positive affect significantly decreased from 

measurementt1 (M = 2.64, SD = .66) to measurementt2 (M = 2.51, SD = .75). The mean 

values for the negative affect significantly decreased from measurementt1 (M = 1.46, SD 

= .62) to measurementt2 (M = 1.38, SD = .60), too (see Figure 16). Results indicate that 

participants’ positive as well as negative affect decreased after the interaction with the 

SNS.  
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Figure 16: Participants’ positive and negative emotional affect at measurement t1 and t2 

(Study 4). 

 

Hypothesis 2 (H2) 

H2 predicted the impact of the privacy interventions on participants’ privacy 

behavior to be moderated by the expression of those individual characteristics that 

generally have an influence on privacy behavior and privacy protection intentions (need 

for privacy, vulnerable narcissism, self-control). To test H2, several hierarchical 

regression analyses, one for each dummy-coded privacy intervention and each trait, were 

conducted. In each analysis, sex was considered as control variable in the first step, 

followed by dummy-coded variables representing the experimental condition (no 

intervention vs. traffic light, no intervention vs. prompt, no intervention vs. information) 

in the second step. In the third step, mean-centered traits (need for privacy, vulnerable 

narcissism, self-control) were entered, followed by each of the interaction terms (e.g., no 

intervention vs. traffic light × vulnerable narcissism) in the fourth step of the hierarchical 

regression. The analysis revealed that the control variable sex had a significant influence 

on the disclosure behavior of participants in each model. Furthermore, examining the 

relation between the prompt intervention and participants’ disclosure behavior dependent 

on their general self-control revealed a significant positive effect of participants’ self-

control on the number of empty fields in the third step (β = .102, p <.05). However, the 

assumed interaction effect between the prompt intervention and the users’ expression of 

self-control was not found to be significant (β = .009, p =.885). Considering the impact 
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of the variable no intervention vs. information, a marginal effect of self-control on the 

number of empty fields was observed (β = .094, p =.065) but again, there was no 

interaction effect between the intervention and self-control (β = .044, p =.454). 

Furthermore, analyses regarding the variable no intervention versus information revealed 

a marginally significant interaction between the intervention and users’ physical need for 

privacy (β = -.111, p = .056). In sum, H2 has to be rejected. 

 

Hypothesis 3 (H3) 

H3 assumed privacy concerns to be a moderator in the relation between the 

privacy interventions and disclosure behavior that is, users’ who are generally concerned 

about their privacy might be more prone to the privacy interventions than those who are 

less concerned. Again, several hierarchical analyses of regression were conducted for 

examining the assumed moderating effect of privacy concerns. Analyses were performed 

for all dummy-coded intervention variables and with each informational, social, and 

psychological privacy concerns. Again, the control variable sex had a significant 

influence on participants’ disclosure behavior. However, analyses revealed that privacy 

concerns did not moderate the influence of a privacy intervention on participants’ 

behavior. Consequently, H3 has to be rejected. 

 

Hypothesis 4 (H4) 

In H4 it was predicted that perceived privacy norms positively influence the 

impact of the privacy interventions on users’ disclosure behavior. Hierarchical analyses 

of regression were conducted with each dummy-coded intervention and each type of 

social norm, controlling for sex. Again, the control variable sex had a significant influence 

on the observed number of empty fields. Examining the impact of the traffic light 

intervention revealed a significant main effect of societal norms on the number of empty 

fields in the third (β = -.144, p < .05) as well as in the fourth (β = -.148, p < .05) step. An 

interaction effect was not observed. Beta-values indicate a negative relation between 

perceived societal norms and the number of empty fields. Examining the influence of 

media norms on the relation between the traffic light intervention and the number of 

empty fields further revealed a significant negative main effect of media norms on privacy 

behavior in the third step of regression analysis (β = -.109, p < .05), whereas there was 
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no interaction effect in the final step of regression analysis. Analyses with the prompt 

intervention as independent variable revealed a significant main effect of societal norms 

in the third (β = -.144, p < .01) and fourth (β = -.177, p < .01) step. Here also, no 

interaction effect was found. Furthermore, a significant main effect for media norms in 

the third (β = -.106, p < .05) and fourth step (β = -.124, p < .05) was found when 

investigating the relations between the prompt intervention, media norms, and privacy 

behavior. Investigations regarding the last intervention, namely, the information provided 

in the welcoming text, and privacy norms demonstrated a significant main effect of 

societal norms in the third (β = -.143, p < .01) step as well as a marginally significanteffect 

in the fourth step (β = -.113, p = .053). No interaction with media norms was observed. 

Moreover, there was a significant main effect of media norms in the third (β = -.111, p < 

.05) and fourth (β = -.128, p < .05) steps of the hierarchical regression analysis. However, 

again, no interaction was indicated by the data. In sum, perceived privacy norms indeed 

influence privacy behavior, although they do not moderate the impact of the persuasive 

privacy interventions. The relations between perceived privacy norms and privacy 

behavior were shown to be negative, indicating high norms are related to a lower number 

of empty fields (i.e. less secure privacy behavior). In sum, H4 cannot be supported by the 

data. For an overview of all corresponding values please refer to Table 36, which 

summarizes the values of partial correlation analyses (corrected for sex) between the 

considered variables and all types of participants’ privacy behavior. 

  



 

 

 

237 

 

 

Table 36  

Partial correlations between the personal variables of participants and the dependent behavioral variables empty 

fields, sensitivity of self-disclosure, and number of disclosed categories of self-disclosure, controlled for sex (Study 4) 

*p ≤ .05, ** p ≤ .01, ***p ≤ .001, bold without asterix indicates marginal significant effect 

 

Hypothesis 5 (H5) 

In H5 it was predicted that users base their decisions regarding disclosures more 

strongly on the anticipated severity of the consequences of publishing a posting than on 

the anticipated benefits or the likelihood that a consequence occurs. Therefore, a CBC 

analysis was conducted. Table 37 summarizes the average utility and importance values 

for all attributes in the decision task.  

 

 

  

 Empty 

fields  

N = 380 

Empty 

fields  

n = 93 

Self-

disclosure 

sensitivity   

N = 380 

Self-

disclosure 

sensitivity 

n = 93 

Self-disclosure 

number of 

categories 

N = 380 

Self-disclosure 

number of 

categories 

n = 93 

Narcissism  -.066  -.080 .019 .030 .034 .031 

Self-control .098    -.003 -.025 -.018 -.034 

Need for cognition .075 .05 -.026 -.032 -.026 -.007 

User experience -.179*** -.128* .093 .105 .065 .042 

Perceived privacy 

control 

-.035 -.068 -.016 .010 .026 .054 

Privacy concerns .037 .019 .006 .005 .020 -.005 

Peer norms -.026 -.032 -.079 -.019 -.038 -.010 

Societal norms -.145** -.133* -.054 -.014 -.016 .008 

Media norms -.111* -.078 .020 .064 .037 .070 

Awareness  .004 .018 .018 -.009 .028 .020 

Need for privacy inf. .005 -.005 -.112* -.130* -.097  -.131* 

Need for privacy phy. -.069 -.097 -.059 -.043 -.032 -.024 

Need for privacy inter. -.045 -.089 .017 .044 .038 .053 

Concerns inf.  -.30 -.057 -.045 -.026 -.018 -.032 

Concerns soc.  .081 .079 .016 -.002 .026 .001 

Concerns psy.  0.65 .056 .024 .035 .038 .025 

CBC: reward -.048 -.053 .067 .076 .004 .005 

CBC: severity -.004 .006 .056 .034 .088 .067 

CBC: likelihood .051 .040 -.128* -.108 -.110* -.083 
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Table 37  

Average utility and importances with standard deviations for every attribute and its corresponding 

levels of the CBC task for the full sample N = 380 (Study 4) 

  Average 

Utility 

SD Average 

Importances 

SD 

Reward    20.21 10.42 

 Low -27.05 20.12   

 Moderate  3.61 13.69   

 High 23.44 17.14   

Severity     54.01 13.51 

 Low 82.56 25.67   

 Moderate  -7.31 15.45   

 High -75.24 26.72   

Likelihood    25.78 9.31 

 Low 37.53 18.00   

 Moderate  0.07 10.54   

 High -37.60 19.20   

 

For the decision to disclose, the severity of consequences was the most decisive 

attribute, followed by the likelihood that a consequence occurs. The lowest importance 

values were recognized for the anticipated rewards. Considering the level-values reveals 

interesting insights as well. For the attribute reward, the most relevant indicator for 

disclosure was high reward, followed by moderate and finally by low. The most 

important levels for the attributes severity and likelihood were low, followed each by 

moderate” and finally by high. Thus, if the most relevant attribute for the decision to 

disclose a posting was reward, the participant most often chose the posting related to high 

rewards for publishing. If the most important attribute was severity or likelihood, the most 

decisive level was low, indicating that the postings most likely to be disclosed are those 

that implicate the lowest severity and likelihood regarding the occurrence of negative 

consequences. This pattern was observed in all experimental groups.  

H5 suggested that users base their decisions regarding disclosures most strongly 

on the anticipated severity of negative consequences of publishing a posting and less on 

the anticipated benefits or the likelihood that a consequence occurs. This assumption was 

tested via a CBC analysis. As explained earlier, users were asked to indicate which of 

three different postings they would most likely publish, depending on three different 

attributes (rewards, severity of consequences, and likelihood of consequences), each 

specified by three levels (low, moderate, high). A repeated-measures ANOVA was 

calculated to assess whether one attribute was more important for making the decision to 

publish the posting than the others. The repeated-measures design was chosen because 

every user decided several times between the options. Furthermore, the manifestations of 
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the dependent variable, namely, the relative importance values of the attributes, are not 

independent of each other since every decision for one attribute is a decision against the 

two other attributes at the same time. In sum, the relative importance values of the three 

attributes reveal 100%. Therefore, the results need to be considered carefully. Given that 

the Mauchly test revealed a violation of sphericity, and the Greenhouse–Geisser ε was 

greater than .75 (ε = .892), the Huynh–Feldt correction was considered to correct for 

violations (see Field, 2009; Girden, 1992). Results with Huynh–Feldt correction showed 

that the mean values of the three factors reward, severity, and likelihood are significantly 

different from each other, F(1.80, 678.74) = 721.93, p < .001. Huynh–Feldt-adjusted post 

hoc analysis revealed a significant difference in the mean values between the factor 

rewards and severity of consequences (-34.35, 95% CI [-36.84, -31.87], p < .001), 

severity of consequences and likelihood of occurrence (27.78, 95% CI[25.27, 30.30], p < 

.001), as well as rewards and likelihood of occurrence (-6.57, 95% CI[-8.43, -4.71], p < 

.001). Analyses indicate that attributes referring to the severity of consequences were 

more relevant for participants’ decisions to publish a posting than those referring to 

anticipated rewards (see Figure 17). Descriptive values further indicate that the decision-

makings were balanced among the experimental conditions. Descriptive values further 

indicate that the decision-makings were balanced among the experimental conditions (see 

Figure 17) Analyses of regression, considering the experimental conditions as 

independent and each attribute of the CBC analysis as dependent variable supported the 

descriptive observations in terms of revealing no significant predicting effects.   
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Figure 17: Relative importance values of CBC decisions (Study 4). 

 

Hypothesis 6 (H6) 

In H6 it was hypothesized that participants’ need for cognition influences their 

choices in the CBC task. That is, users’ need for cognition was assumed to have a positive 

influence on the relative importance of risk-related attributes (severity and likelihood of 

consequence) and to have a negative influence on the relative importance of anticipated 

rewards when making the decision to disclose or not disclose a posting related to the 

mentioned attributes. Therefore, three analyses of regression with need for cognition as 

independent variable and the attributes rewards, severity of consequences, or likelihood 

of consequences as dependent variables were conducted. In all regressions, sex was 

considered as control variable in the first step. Analyses revealed a significant positive 

influence of need for cognition on the assessed importance of the severity of potential 

consequences, R2 = .023, F(2, 377) = 4.41, p < .05, β = .130. There was no significant 

effect for the control variable sex. Furthermore, analyses revealed a significant negative 

influence of need for cognition on the dependent variable rewards, R2 = .040, F(2, 377) 

= 7.95, p < .01, β = -.165. A significant main effect for the control variable sex was 

observed, indicating that male participants more often chose the attribute rewards as being 

most relevant. The third analysis of regression with the likelihood that negative 
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consequences might occur as a dependent variable revealed no significant influence of 

users’ need for cognition on the decision in the CBC task. In sum, H6 can be supported 

by the data. All corresponding values are summarized in Table 38 and Table 39. 

 

Table 38  

Hierarchical analysis of regression including need for cognition as predictor, sex (-1 = male, 1 = female) as 

control variable, and CBC severity of consequences as dependent variable (Study 4) 

 

Table 39  

Hierarchical analysis of regression including need for cognition as predictor, sex (-1 = male, 1 = female) as 

control variable (Study 4) 

 Decision for reward  

  B SE  β t p ∆R2  

Step 1  

Sex   

 

-1.12 

 

.50 

 

-.12 

 

-2.25 

 

.025 

.013 

 

F(1,378) = 5.04, p = .025 

Step 2 

 

 

Final 

R² 

 

Sex 

Need for cognition 

 

-1.09 

-1.60 

 

.49 

.49 

 

-.11 

-.17 

 

-2.22 

-3.27 

 

.027 

.001 

.027 

 

 

 

.040 

F(2,377) = 7.95 , p = .000 

Note. Bold values indicate significant effects. 

 

13.8 Discussion  

The aim of the current study was to investigate the impact of different privacy 

interventions on users’ disclosure behavior, the moderating roles of users’ personal 

characteristics, and to expand the privacy calculus by providing insights into the black 

box of users’ risk–benefit evaluation. In contrast to many other investigations, this study 

assessed participants’ actual behavior through an experimental online study in which 

users interacted with a registration page of an SNS, and concrete decision-making 

processes by means of a choice-based-conjoint analysis allowing relevant (privacy-) 

decision factors to be made more tangible.  

 Decision for severity of consequences  

  b SE  β t P ∆R2  

Step 1  

Sex   

 
.97 

 
.65 

 
.08 

 
1.50 

 
.134 

.006 

 

F(1, 378) = 2.26, p = .134 

Step 2 

 

 

Final 

R² 

 

Sex 

Need for cognition 

 
.94 

1.63 

 
.64 
.64 

 
.08 
.13 

 
1.47 
2.56 

 
.143 
.011 

.017 

 

 

 

.023 

F(2,377) = 4.41 , p = .013 

Note. Bold values indicate significant effects. 
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Analyses regarding H1 demonstrate that privacy interventions that are presented 

during a registration process for an SNS, are related to a lower amount of information 

disclosure by users. In the present study, this was represented through users having more 

empty fields in the end of the registration process if they saw a privacy intervention during 

the registration process. In line with Study 3 and findings by Acquisti and colleagues 

(2017), and Wang and colleagues (2013) who suggested privacy prompts are effective in 

increasing users’ privacy behavior, the privacy intervention called for users’ attention to 

privacy issues resulting in a more cautious behavior. With a view to application, the result 

implies that privacy interventions indicating the current level of privacy threat seem to be 

an adequate method to support users in converting an unaware state of information 

disclosure in an aware and more cautious state. With reference to processes of evaluating 

information in behavioral decision-making this means that an ambiguous risk situation, 

namely, a situation in which potential negative outcomes are unknown, was changed to a 

situation under approximately objective risk-conditions (see Schiebener & Brand, 2015) 

in which the user is informed about negative consequences that might happen as a result 

of sensitive information disclosure. By raising users’ awareness via privacy interventions 

as they were presented in the current study, users still have the freedom to decide on their 

own whether to act in accordance with the suggestion or to continue disclosure as before. 

In doing this, users would not be deprived of their autonomy which is highly important 

in the realm of persuasive support measures (Fogg, 2009), and especially relevant in the 

case of privacy protection in which autonomy plays a decisive role for users’ well-being 

(Westin, 1967).  

By contrast, analyses regarding H1b and H1c did not show significant effects. The 

sensitivity and diversity of self-formulated texts introducing the self to other users were 

not influenced by the presence of a privacy intervention. Results indicate that self-

disclosure on SNSs is a complex process comprising different factors that are decisive for 

disclosing or not disclosing personal information. Privacy interventions seem to be more 

helpful for reducing the amount of personal information being disclosed (H1a) than for 

reducing the level of sensitivity within particular disclosures. It seems that once the 

decision to reveal personal information has been made, the sensitivity of the provided 

content is no longer influenced by privacy interventions. The decision of what to disclose 

in particular seems to be more complex and dependent on other individual factors than 
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the amount of provided information in a registration form. Here, further research is 

needed in order to uncover the underlying processes and to provide adequate protective 

measures.  

Analyses revealed that the prompt intervention was the most effective in terms of 

resulting in a high number of empty fields (RQ1). The prompt informed about potential 

negative outcomes of self-disclosure in a consensual style (which was found to be 

effective in a prior study investigating the effect of different persuasive styles of 

communication, see also Study 3). Utz and Krämer (2009) also suggested privacy 

protection recommendations to be especially influential if they are transmitted from a 

peer instead of an authority person, which shows a relation to the results of the current 

and the prior study, namely, that persuasive privacy interventions in a consensual style of 

communication were related to a low extent of disclosed information. Surprisingly, the 

traffic light intervention did not contribute to the explanation of variance in the number 

of empty fields. It was assumed that a traffic light indicating the severity of the current 

privacy situation might be effective due to the simplicity and familiarity of this symbol, 

which is also used to inform about information in other realms such as nutrition 

information. However, in line with prior findings (Schäwel, 2017), this might indicate 

that users wish for some information explaining the communicated level of a privacy 

threat. The traffic light, in contrast to the prompt intervention, did not provide written 

information but solely indicated the risk level by changing the color depending on the 

amount of information provided. The prompt, by contrasat, provided information and 

changed the color adapted to the colors of a traffic light on top (green indicating no risk, 

orange indicating medium risk, and red indicating high risk).  

The second RQ explored, whether the experience with the SNS was evaluated 

differently based on the presence of privacy interventions. Results do not indicate a 

significant effect of the presence of privacy interventions on the experience users had 

with the network. Participants evaluated the experience with the social network in a quite 

balanced way as being medium among all experimental conditions. With a view to 

application, this result is to be regarded as positive because it indicates that interventions, 

as presented in the current study, do not negatively affect users’ joy of use.  

The results regarding the third RQ, exploring the impact of the provided 

interventions on users’ positive and negative affect, were quite striking. It was shown that 
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users’ positive affect was significantly more pronounced before the interaction with the 

network than after the interaction. However, users’ negative affect also decreased from 

measurementt1 to measurementt2, indicating that users felt less positive after interacting 

with the SNS but also less negative at the same time. It might be the case that users 

became languid in the course of the study so that their emotional affect in general was 

less intense at measurementt2. Future studies might consider items that are related more 

directly to the privacy interventions instead of asking for general mood.  

In H2 it was assumed that the impact of privacy interventions would be moderated 

through users’ personality traits, namely, the need for privacy (see Dienlin, 2017), 

vulnerable narcissism (see Ahn, Kwolek & Bowman, 2015) and self-control (see Taddei 

& Contena, 2013). Analyses did not reveal significant interaction effects. Thus, beyond 

the influence of sex (which had a significant influence on disclosure behavior 

independently from the privacy intervention, with females disclosing less than males; see 

also Special & Li-Barber, 2012; Saeri, Ogilvie, Macchia, Smith, & Louis, 2014) and the 

intervention itself, personality seems to have no additional influence on the impact of a 

privacy intervention on actual behavior. There might be further situational cues 

influencing the effectiveness of the intervention that might be more decisive than users’ 

stable traits. The examined traits might have an influence on the intention to engage in 

privacy protection in general but not on the impact of situational interventions on actual 

behavior (see also H3). However, the data revealed a significant positive main effect of 

users’ self-control on the number of empty fields. This indicated that people with general 

high self-control might also show more cautious privacy behavior. As was discussed 

earlier, pronounced self-control can help people to resist temptations (Ent, Baumeister, & 

Tice, 2015) and users with low self-control are more likely to become a victim of Internet 

scam (Chen, Beaudoin, & Hong, 2017). Applied to our data this indicates that users with 

pronounced self-control were able to resist the temptation to disclose personal 

information that would usually be related to positive outcomes such as presenting the self 

in a positive light and getting positive feedback from other users, or allowing other people 

to contact oneself based on similar characteristics or attitudes (see Christofides et al., 

2009; Taddicken, 2011). Furthermore, people who are generally able to control 

themselves seem to also be able to control their disclosures on an SNS. In line with the 

theory of planned behavior (Ajzen, 1991), the results demonstrate that perceived self-
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control is highly relevant for actual behavior. Increasing users’ perceived self-control 

seems to be a promising factor for increasing privacy-aware behavior.  

H3 assumed users’ privacy concerns were a further moderator in the relation 

between the privacy intervention and actual disclosure behavior. Again, no interaction 

was revealed by the data. Based on research reporting on the influencing role of privacy 

concerns on privacy behavior (e.g., Li, Luo, Zhang, & Xu, 2017, Xu et al., 2008), the idea 

behind this assumption was that users who are highly concerned might also be more 

sensitive toward privacy interventions and follow the privacy recommendation given. 

However, this was not the case. As reported earlier, privacy concerns are not the only 

indicator of privacy protection behavior, but they induce information withdrawal if 

anticipated benefits are not as salient as anticipated negative outcomes (Dienlin & 

Metzger, 2016). It is conceivable that concerns did not have a significant effect on the 

impact of privacy intervention because the perceived situational benefits might have been 

more pronounced for users. This seems to contradict the findings of the CBC analysis, 

which indicates that users weigh the anticipated severity and likelihood of the occurrence 

of privacy threats more strongly than they do with anticipated benefits (H5). However, 

the findings from H3 relate to situational and immediate concealing behavior, whereas 

the decisions in the CBC task were based on (several rounds of) explicit evaluations of 

risks and benefits under objective conditions for decision-making (see Schiebener & 

Brand, 2015). An objective condition in this case means having concrete indicators for 

the occurrences of benefits, negative consequences, and their severity. Users were able to 

think about a situation in which they would disclose or not disclose a specific posting by 

being aware of the negative as well as the positive consequences of their action at the 

same time. Moreover, risks and benefits were explicitly visualized through icons 

indicating each level of risks and benefits (see Figure 12). In this case, the perceived 

severity outweighs the anticipation of risks (see H5). These results underline the 

assumption that situational disclosure and concealing behavior differ from long-term and 

more cautious privacy behavior (see Masur, 2018). It needs to be considered that in the 

discussion regarding H1it was also argued that the privacy interventions can change an 

ambiguous privacy decision situation into a more objective one, which might be one 

reason for the interventions being effective. Nevertheless, when comparing the existence 

of a privacy intervention (which can transform a completely unaware privacy situation in 
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a more objective one) with the even more comprehensive and concrete privacy indicators 

in the CBC task, it reveals that these concrete indices can increase the persuasive effect 

even more. With regard to practical implications, this means that persuasive privacy 

interventions can be further enhanced by additionally providing visual cues forthe 

anticipated benefits and the potential risks. This might facilitate the privacy calculating 

process (see Culnan & Armstrong, 1999) and allow for more objective risk–benefit 

evaluations. 

The last hypothesis referring to the SNS (H4) stating that perceived privacy norms 

(distinguished into peer, societal and media norms) have a positive influence on the 

effectiveness of privacy interventions (based on Park & Smith, 2007, and Utz & Krämer, 

2009) did not show significant interaction effects. However, significant main effects of 

perceived norms on actual privacy behavior were found. Strikingly, and against our 

hypotheses, the relations revealed to be negative, indicating that high perceived privacy 

norms lead to more disclosure behavior. That is, analyses regarding the impact of the 

traffic light intervention on the disclosure behavior revealed a significant negative main 

effect of societal norms on the number of empty fields. This contradicts the assumptions 

because users perceiving that society suggests caring about privacy actually seem to care 

less about their online privacy (because they had fewer empty fields). Furthermore, 

perceived media norms were negatively related to the number of empty fields as well, 

indicating that people who think the media is reporting about privacy protection have 

fewer empty fields. This might be based on the measurement of privacy behavior, which 

was not a self-report but real behavioral data. It might be the case that in self-reports, 

users would have indicated caring more about their privacy the more pronounced they 

perceive the social norms regarding privacy to be. It might be also conceivable that users 

want to defy perceived norms and behave in contrast to transmitted norms. However, this 

result needs to be considered carefully because perceived norms have been shown to be 

related to actual behavior (e.g. restricting access to one’s profile on an SNS) in several 

studies (e.g., Utz & Krämer, 2009). Nevertheless, restricting the profile relates to social 

privacy behavior (see Burgoon, 1982), whereas disclosing or not disclosing information 

during a registration process for an SNS (e.g., name, interests, personal characteristics) 

instead refers to the informational and psychological dimensions of privacy (see Burgoon, 

1982). It might be the case, that perceived social norms do not influence privacy behavior 
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with regard to all dimensions of privacy but potentially only to a specific part of privacy 

behavior. This result once again supports the complexity and multidimensionality of 

human privacy (see Westin, 1967; Burgoon, 1982; Petronio, 2002).  

In line with Krasnova, Spiekermann, Koroleva, and Hildebrand (2010) and 

Krasnova, Kolesnikova and Guenther (2009), results of the current study indicate that for 

the decision to self-disclose, the anticipation of a negative consequence is of high 

relevance (H5). Although research indicated that rewards in terms of social support can 

foster information disclosure and lower users’ inhibitions, or overwrite privacy concerns, 

concretely communicated risks seem to be even more relevant for users’ decisions to 

disclose information. In the current study, a CBC scenario was used to examine users’ 

privacy decision-making. Three different attributes, referring to either positive (i.e. 

rewards) or negative (i.e. likelihood and severity of consequences) outcomes of sensitive 

information disclosure, each varying depending on characteristics of the attributes (from 

low to highly rewarding / likely / severe) were investigated concerning their relative 

importance in a privacy decision. The advantage of this method is that it is possible to 

derive people’s most likely behavior based on their decisions with regard to specific 

choice options by overcoming the problem of biased responses when relying on explicit 

self-reports. The attributes within the CBC analysis mirror the early assumptions of the 

protection motivation theory (Rogers, 1975)in the sense that the most important factors 

for processing a given threat are the severity, the vulnerability (here, likelihood that the 

threat is actually occurring) and anticipated rewards of the action of interest (here, 

sensitive self-disclosure). Following the protection motivation theory, the interaction of 

these three variables can validly predict a person’s motivation to engage in protective 

behavior. In the current study, the threat appraisal and consequently one element of the 

protection motivation theory was indicated through the intention to disclose a posting, 

associated to positive and negative consequences, or not. More precisely, participants 

chose (several times in a row) one posting (out of three) which they would most likely 

publish, depending on varying levels of rewards related to disclosure, as well as severity, 

and likelihood related to negative consequences of disclosure. Thereby, the current study 

extends the assumption of the protection motivation theory, which states that severity, 

vulnerability, and rewards are decisive factors for the threat appraisal (i.e. the evaluation 

of maladaptive response) in terms of demonstrating the relative importance of the 
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mentioned variables. More precisely, for the intention to disclose a sensitive posting or 

not (i.e. protection motivation in this case), the most decisive factor was the severity of 

anticipated negative consequences, whereas anticipated rewards were least important for 

participants in this study.  

With a view to application, this work provides valuable insights. Providers of 

privacy interventions and support measures should focus on communicating possible 

consequences of self-disclosure to users of SNSs (referring to results regarding H3, even 

negative and positive consequences in combination so that an objective and reasoned 

decision can be taken by the users). If anticipated risks become perceptible by being 

clearly and visually transmitted, users strongly refer to them and intend not to disclose 

sensitive content referring to the self (here, a posting related to one’s own job). The 

likelihood that a consequence would generally occur was the second important variable 

after the severity. The least important variable was the anticipated rewards, indicating 

interesting implications for risk communication in terms of privacy support. Since users 

assess the severity of a consequence and the likelihood that a consequence occurs as more 

relevant than potential rewards, privacy interventions should focus on communicating 

explicit risk information if a very severe threat is posed, potentially in combination with 

concrete examples of severe privacy invasions. This is also in line with the protection 

motivation theory (Rogers, 1983) stating that fear appraisals are effective in inducing 

protection motivation and implementing protective behavior. Furthermore, results by 

Wang and colleagues (2011, 2013) also indicate that negative online experiences resulting 

in regrets might shape future behavior.  

As hypothesized (referring to Kehr, Kowatsch, Wentzel, & Fleisch, 2015), users’ 

need for cognition positively predicted the relative importance of considering the severity 

of the consequences of publishing a posting, whereas it negatively influenced the 

consideration of anticipated rewards (H6). This indicates that users with a high need for 

cognition seem to evaluate possible risks of their behavior in a more reasoned way 

(through the reflective route, conceivably driven by the prefrontal cortex; Bechara, 2005; 

Schiebener & Brand, 2015) than users with a low need for cognition who seem to be more 

influenced by the benefits of information disclosure (through the impulsive route; 

Bechara, 2005; Schiebener & Brand, 2015). Users with a high need for cognition tend to 

think and elaborate more carefully and consider different outcomes of particular 
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situations more cautiously. In contrast to effortful elaborations of potential privacy risks, 

anticipated rewards might be considered less objectively and instead driven by emotions 

which is not typical for users with a high need for cognition (Cacioppo & Petty, 1982, 

Schiebener & Brand, 2015). Since the attributes for decisions in this study depended on 

each other, the reported results need to be considered carefully. In particular, the relative 

importance values of all three attributes reveal a value of 100 altogether. Therefore, the 

result depends on the given attributes. Nevertheless, attributes were chosen based on prior 

research on the privacy calculus and decision-making under different conditions 

revealing that negative consequences on the one hand and positive consequence on the 

other hand influence decisions. Future research might differentiate between anticipated 

rewards of information disclosure more carefully, for instance, with regard to rewards in 

terms of online feedback in contrast to positive feedback in the offline world or 

concerning feedback in terms of likes versus feedback in terms of appreciating written 

comments. However, since it was shown that communicated risks of information 

disclosure influence users’ behavioral intention more strongly than rewards – even 

independently of users’ need for cognition – privacy risk-related communication should 

be focused on fostering users’ online privacy in a situation of concrete threat. When solely 

aiming at informing about the situational privacy state, a balanced presentation of 

potential negative and positive consequences might be more reasonable (see H3).   

13.9 Limitations 

 Besides the valuable insights of this study, some limitations were revealed as well. 

In order to not prime participants, the functions of the privacy interventions were not 

explicitly addressed. However, explanations (e.g., green means low privacy risk) might 

have been helpful for users to understand the intention of the interventions. Future studies 

should provide legends and examples for the visual privacy interventions as it was also 

done for the icons within the CBC task. Results with regard to participants’ current affect 

need to be considered carefully, depending on the wealth of questions they responded to, 

it cannot be guaranteed, that the affect by users is contributable to the persuasive privacy 

intervention only. Moreover, most reported effects were small. There seem to be further 

factors contributing to actual behavior, which should be reflected on in future research. 

Furthermore, the fact that there were no moderating effects of users’ personal traits might 
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be attributable to the short-term interaction with the SNS. The influence of personal traits 

might be more relevant for behavioral changes in long-term privacy behavior. For 

learning about moderating effects of personality traits on the impact of privacy 

interventions on privacy behavior, long-term studies might be more appropriate.  

13.10 Conclusion 

By means of an experimental online investigation, the current study examined the 

impact of three different privacy interventions on subsequent actual privacy. This study 

demonstrated that the presence of a privacy intervention can help to shape users’ privacy 

behavior on a registration page of an SNS. The most effective intervention was a 

persuasive privacy prompt in a consensual style of communication, indicating the 

importance of online privacy protection. Furthermore, sex was identified as a relevant 

variable for privacy behavior. In line with prior research, female participants showed 

more pronounced privacy behavior than male participants. Participants’ self-control 

positively influences their privacy behavior, although it does not moderate the effect of a 

privacy intervention on the amount of disclosed information. Following the results of a 

CBC analysis, the severity of negative consequences related to self-disclosure is most 

relevant in the weighing process concerning disclosure or withdrawal of information. 

Furthermore, the need for cognition plays a major role in privacy decision-making. With 

the results gathered by behavioral data and actual decision-making, current findings 

regarding online privacy protection were expanded. Moreover, relative importance values 

concerning anticipated risks and benefits of information disclosure reveal insights into 

the black box of users’ evaluation of positive and negative consequences of disclosing or 

concealing self-related information in the privacy calculus. Theoretically, this work 

stresses the complexity of privacy and disclosure behavior and indicates that more 

research should be done on the differences between planned and situational privacy 

behavior as well as regarding different types of self-disclosure (i.e. revealing information 

to input fields of a registration form or providing individually formulated self-reports). 

Practically, this work indicates that communicating concrete risks, especially with regard 

to their severity, seems to be the most promising kind of privacy intervention if a real 

threat is posed. If the user would rather generally be informed regarding the current 
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privacy state, the presentation of possible risks and benefits might be the most feasible 

solution.  

In sum, valuable insights into the realm of privacy research in terms of increasing 

knowledge concerning actual privacy behavior and privacy decision-making have been 

provided. 
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VI GENERAL DISCUSSION 

This chapter summarizes and discusses the main findings of the present 

dissertation. The contribution to the field of online privacy protection is outlined from an 

interdisciplinary point of view and limitations of prior research as well as arising research 

demands from current investigations are discussed. Furthermore, theoretical implications 

with an outlook to future research as well as practical implications with respect to 

application are provided. Given that online privacy protection is a highly sensitive topic, 

ethical implications and potential hazards of misusing the derived knowledge from the 

presented studies are addressed as well. This dissertation concludes with outlining the 

relevance of research on online privacy for further advances in raising users’ awareness 

of online privacy protection.  

From a psychological perspective, the studies in this work addressed the subject 

of privacy behavior by analyzing users’ individual reflection upon privacy on the one 

hand, and their self-reported attitudes and behavioral intentions toward the usage of 

privacy protection measures on the other hand; accordingly, users’ requirements toward 

a system-based privacy protection were explored in Study 1. Secondly, a quantitative 

examination assessed users’ behavioral intention to use an opting-out measure (super-

logoff) in Study 2. Additionally, actual privacy behavior after being exposed to a privacy 

intervention were investigated in Study 3 and Study 4. Concrete processes of privacy 

decision-making were considered in Study 4. From a software engineering’s perspective, 

privacy protection has been considered as a system-based process, going through different 

stages of monitoring users’ behavior, analyzing the extent of information sensitivity, 

planning whether and which feedback to provide, and finally providing feedback to the 

user in terms of a warning regarding sensitive self-disclosure (Díaz Ferreyra & Schäwel, 

2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016). 

14 Synopsis of the Underlying Research Model and Empirical 

Results 

 The aim of this dissertation was to examine the field of online privacy protection 

systematically and to reflect on methods for privacy support of SNS users from an 

interdisciplinary point of view. More precisely, it was aimed to investigate the relations 
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between psychological user-centered variables and the effectiveness of system-based 

privacy support measures.  

The practical implication of this work is the identification of specific types of 

privacy support that might be most effective for assisting users in reducing situational 

sensitive self-disclosure, and consequently, diminishing the likelihood of the occurrence 

of privacy harms. In addition to that, considerations regarding the application of this 

knowledge in real life is outlined. In order to provide feasible implications, these aims 

were adressed from both, a psychological and a software engineering’s perspective. These 

perspectives were considered to integrate users’ behavioral and psychological needs with 

technical requirements towards a potential system-based supportive measure for 

maintaining online privacy.  

The theoretical implication of this work is firstly given through a theoretical 

model (see Figure 19), which summarizes the relevant factors involved in users’ actual 

online privacy behavior and their intention and motivation to rely on system-based 

privacy support measures. This was done by combining the key elements of the theory of 

planned behavior (Ajzen, 1991), the protection motivation theory (Rogers, 1975) and the 

privacy calculus (Culnan & Armstrong, 1999). Secondly, this work particularly 

contributes to the theoretical framework of the privacy calculus (Culnan & Armstrong, 

1999) in terms of giving insights to the black box of decision-making processes regarding 

disclosing or withdrawing sensitive information under the consideration of anticipated 

rewards and negative consequences. Thirdly, this work provides an understanding of 

balancing a system’s usability and its users’ privacy needs (see Chapter 8).  

15 Summary of the Main Findings 

Besides analyzing solely self-reported behavior, the studies of this dissertation 

also examined actual privacy behavior of social media users (i.e. withdrawal and 

modification of information, and opting-out). Additionally, and in contrast to many prior 

approaches which often mainly cover the informational dimension of privacy, the current 

thesis considers aspects beyond data security (i.e. informational privacy) by examining 

the social and psychological dimensions of privacy as well (see Burgoon, 1982; Chapter 

2.1). From a methodological perspective, this was done by investigating disclosed 

information relating to different dimensions of privacy (see Studies 3 and 4). From a 
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theoretical perspective, this was done by reflecting on the value of privacy for the 

individual and its pivotal functions and facets (see Chapter 2.1). 

The first study qualitatively addressed users’ needs for privacy support measures 

and allows for deriving transparency, autonomy, fit (to the situation and the user), and 

usability (low effort, pleasant usage) as pivotal characteristics of a system-based privacy 

support measure. Furthermore, a recurrent theme during conducted interviews was the 

concern that a system-based support measure needs to monitor and analyze users’ online 

activities very accurately in order to provide adapted feedback (i.e. one of the desired 

characteristics of the support measure). This contradiction between the desire for 

protection and the skepticism toward monitoring and analyzing activities of the support 

measure is referred to as protection paradox in this work. As can be seen in Figure 20, 

representing a synthesis of behavioral theories that underlie the current work, the 

protection paradox pertains to the technical part that would be necessary in order to 

provide desired protection functions. 

Study 2 analyzed motives for opting-out from a social network (SLO; see Chapter 

7.2) by considering users’ privacy concerns, literacy, attitudes, intentions, and impression 

management motivation. Analyses yield protection against personal attacks, avoidance 

of distraction, and avoidance of pressure as main motives for opting-out. Avoidance of 

distraction and protection against personal attacks were shown to be the strongest 

predictors for users’ intention to actually opt-out from the network Facebook in the future. 

Users’ amount of self-disclosure was positively related to the intention to opt-out from 

Facebook. Further, this relation was mediated by situational impression management 

motivation, indicating the influence of general self-disclosure activity on the intention to 

opt-out can fully be explained by situational impression management behavior. Users’ 

privacy attitudes and intentions were both positive predictors for the intention to opt-out 

from the network, whereby privacy literacy was not related to the intention to opt-out. 

Under consideration of the theory of planned behavior (Ajzen, 1991), the positive impact 

of the privacy attitudes and privacy intentions on the intention to use a privacy protection 

strategy (here, the super-logoff) can be explained by the predictable power of attitudes 

and intentions on according behavioral intention. However, data do not allow for 

conclusions regarding actual behavior since findings base on users’ self-reports regarding 

behavioral intentions. 
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Most relevant findings with a view to practical implication arise from Study 3 and 

Study 4. These studies demonstrate that system-based support measures, derived from the 

previous qualitative investigation on users’ needs and expectations towards privacy 

support measures (Study 1) and prior research on persuasion (see Chapter 8.5) can 

influence users’ privacy behavior in the sense that they reveal fewer information to a 

SNS. Furthermore, Studies 3 and 4 support prior findings suggesting that specific 

personality traits and individual motivations of the users have an influence on their online 

privacy behavior and their privacy protection intention (see Chapter 6). To be more 

precise, users’ vulnerable narcissism, need for privacy, need for popularity (Studies 3 and 

4), need for cognition, and self-control (Study 4) were revealed to influence participants’ 

actual privacy behavior within experimental investigations. Interestingly, the influences 

of personality traits revealed different directions depending on the operationalization of 

privacy behavior which was either the extent of undisclosed information (i.e. the number 

of empty fields in the registration form in Studies 3 and 4), or the amount of modifications 

of disclosures (i.e. the number of changes after being prompted in Study 3; see Figure 7). 

In contrast to stated hypotheses, users’ characteristics did not significantly strengthen or 

weaken the persuasive effect of situational privacy interventions on participants’ behavior 

(see Studies 3 and 4). However, these results are no evidence that there is no impact of 

personal characteristics on the effectiveness of privacy support measures, and, 

accordingly, no need for specific interventions for specific groups of users. Theoretical 

considerations still allow for assuming that particular privacy-related characteristics can 

shape the impact of privacy support measures (see also Egelman & Peer, 2015). It 

remained open to question whether this impact would have occurred in long-term 

investigations in which personality traits would have had a stronger influence on more 

stable long-term behavior. Conceivably, the single interaction with a social network and 

persuasive privacy prompts in each, Study 3 and Study 4, might be more influenced by 

situational cues (see also Masur, 2018) than by stable personality traits.  

In Study 4, investigations regarding users’ weighing processes of risks and 

benefits concerning online self-disclosure were addressed via a CBC scenario in which 

users took decisions to publish one of three postings related to different outcomes. From 

data it is apparent that the most relevant attribute for the decision to publish a posting was 

the severity of a potential consequence of disclosing, indicating that concrete risk-
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communication (in line with the protection motivation theory by Rogers, 1975) can 

contribute to raise users’ privacy awareness.  

Taken together, this dissertation provides findings regarding users’ individual 

attributes (intrapersonal factors), characteristics of user-centered and system-based 

privacy support measures (environmental factors), and the impact of users’ as well as a 

system’s characteristics on protection motivation and actual online privacy behavior 

(appraisal and coping, see PMT, Chapter 5.4). These factors will be addressed in the 

following two chapters (14.3.1 Intrapersonal factors and 14.3.2 environmental factors). 

Related behavior (appraisal and coping) is addressed continuously within both sections. 

The factors will be evaluated under the consideration of each study in which the variables 

of interest were examined. The overarching research question underlying all studies asked 

for methods that help raising users’ awareness of online privacy protection. By stating 

this, it was not solely referred to general awareness (which revealed to be present for most 

users) but rather situational awareness of according privacy threats and potential 

intervening actions in a state of high risks (which revealed to be not present for most 

users).  

 

16 The Influence of Intrapersonal and Environmental Factors on 

Users’ Online Privacy Behavior 

 

In the following, the results from four empirical studies will be discussed on the 

basis of the main elements of the research model presented in Chapter 9 (Figure 2), 

which summarized the hypothesized relationships between the investigated variables, 

revealing relations among intrapersonal and environmental factors. The main 

assumption of this work, that a persuasive privacy intervention can influence users’ 

actual privacy behavior, was supported by data. The assumed moderating effects were 

not supported. Particular findings will be discussed in the following. 
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Figure 18: Modified research model based on empirical investigations. 
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16.1.1 Intrapersonal Factors 

 Intrapersonal factors comprise personality variables, prior experiences (see PMT; 

Floyd, Prentice-Dunn, & Rogers, 2000), perceived norms (whereas actual transmitted 

norms from peers, media, or society can also be assigned to the environmental factors), 

attitudes, intentions, perceived behavioral control (see TPB, Ajzen, 1991), and perceived 

(or desired)  states of privacy (see PPM, Dienlin, 2014; here also: the actual privacy state 

might be assignable to the environmental factors, but the individual perception of one’s 

own privacy is considered as intrapersonal factor in this work). 

 

Current and desired states of privacy 

In the scope of this dissertation, the users’ desired and actual states of 

privacy have mainly been addressed in Study 1. Therefore, the following paragraph 

will summarize and discuss insights from the first study and partly refer to the 

results of Study 4, in which perceived privacy norms have been investigated, as 

well. 

Study 1 qualitatively addressed users’ perceived privacy states, their desire 

for privacy protection and their anticipated intentions to utilize system-based 

privacy protecting measures in the future. In line with this, the multidimensionality 

of privacy, the relevance of individual needs, and users’ (during the interviews 

revealing) skepticism towards privacy protection tools (i.e. the protection paradox, 

see Chapter 10.6; RQ4) were addressed. While there is a wealth of knowledge about 

motives of why users are disclosing personal information online (see Chapter 4.1), 

it is still not clear how to empower users sufficiently in protecting their privacy, 

how to deal with users’ dissatisfaction with available privacy settings, how to deal 

with users’ skepticism toward providers of privacy supporting tools (see Chapter 

10.6; RQ4), and how to reduce threats based on situational and impulsive 

disclosures on the Internet. Against the background of the theory of planned 

behavior (Ajzen, 1991), Study 1 addressed the question of how to increase users’ 

intentions (i.e. important drivers for actual behavior) to reflect on risky online 

actions and engage in protective behavior. Following the theory, users’ intention to 

improve privacy behavior would be an essential factor for installing an application 

that provides system-based privacy support and for its impact on users’ actual 
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behavior. As was explained in Chapter 5, human behavior is quite reliably 

predictable through assessing people’s attitudes and intentions (TPB; Ajzen, 1991). 

However, in the scope of this dissertation, it revealed that this predictive power is 

less accurate when examining situational short-term privacy behavior. Stable 

attitudes and intentions seem to be overridden by situational triggers and anticipated 

short-termed rewards. The findings from Study 1 indicate that users wish for 

external support concerning privacy protection, which might be contributable to 

users’ stable privacy attitudes and protection intentions. The fact that they need 

support might be attributable to the situational mitigation of stable privacy attitudes 

through anticipated short-term rewards. The desire for privacy support might also 

be based on the perceived contradiction between users’ desired (i.e. no privacy risk 

is given) and actual (i.e. privacy is threatened) privacy states. The regulation of a 

current privacy state requires people’s capability and ability to control the situation 

(see Dienlin, 2014). To the disadvantage of most users of SNSs, the required level 

of situational control is not continuously retrievable. In a situation in which users’ 

control is lacking, external privacy support can provide the required controllability 

and help the users to achieve their desired privacy state. It needs to be considered 

that once, a desired privacy state is reached, this will not be constantly present but 

rather, due to the dynamic nature of privacy (see Chapter 2.1), de-and increase from 

time to time. Therefore, users would need to repeatedly engage in (online) privacy 

regulation, which might be perceived as costly and effortful by them. User-centered 

and adapted systems that are able to adapt to a given situation, to evaluate privacy 

states as well as potential harms and, based on this evaluation, provide 

recommendations for privacy-enhancing actions, can disencumber the users of 

SNSs.  

In line with prior research, Study 1 revealed perceived norms to be a relevant 

predictor for people’s self-reported behavioral intentions as well as for reported and 

desired states of privacy (see also Chapter 4.1 and Chapter 5.1). Nevertheless, in-

depth investigations in the scope of Study 1 demonstrated that interviewees’ actual 

behavior is not comprehensively in accordance with the reported social norms. 

Strikingly, Study 4 even revealed users’ actual privacy behavior to be contrary to 

perceived privacy norms, which is referred to in the next section. Interviewees of 
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Study 1 stated that they know about the relevance of privacy protection and the 

potential harms of disclosing sensitive information, for instance, transmitted by 

family, peers, or the media (which was quantitatively investigated in Study 4; see 

Chapter 13). Participants were sure about the fact that online privacy is something 

one has to care about (see Chapter 13.6.2). However, when asking for concrete 

intervening and protecting measures that were translated into action, low privacy 

engagement on a regular basis was reported. Despite some self-concealing activities 

(e.g., deleting postings) and the reported tendency to avoid publishing personal 

content in general, participants nevertheless stated that they sporadically publish 

personal content (see Chapter 13.6.2). This might be due to a lack of situational 

awareness and the anticipation of benefits outperforming privacy concerns and 

perceived risks. This fits to the findings by Dienlin and Metzger (2016) 

demonstrating that the anticipated benefits of disclosing the self diminish users’ 

privacy concerns (see also privacy calculus; Chapter 5.2).  

In contrast to the results of Study 1 that are based on qualitative self-reports 

the results of Study 4 mirror actual privacy behavior in terms of disclosing or 

withdrawing personal information on an SNS. Interestingly, and contradicting to 

the stated hypotheses which referred to Park and Smith (2007) and Utz and Krämer 

(2009), social norms did not positively, but instead negatively influence users’ 

privacy behavior in Study 4. More precisely, perceived privacy norms (i.e. the 

perception that society and media suggest to take care about privacy) was related to 

less cautious privacy behavior (i.e. more personal disclosure by users with strong 

perceived privacy norms). This implies that users, who think that media and society 

suggest caring about privacy, protect their privacy less, at least in terms of their 

disclosure behavior in a registration form of an SNS. The discrepancies between 

results of prior studies regarding the influence of perceived norms on behavior and 

findings in this study might be based on the measurement of the privacy behavior 

which was not a self-report in this study but real behavioral data. It might be the 

case that in self-reports, users would have indicated to care more about their privacy 

when they perceive the social norms regarding privacy more strongly. It is also 

conceivable that users want to defy perceived norms and therefore behave contrary 

to transmitted rules. However, this result should be considered with caution, 
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because in line with the mentioned literature regarding the examined hypothesis, 

perceived (privacy) norms have been shown to be related to people’s behavior, for 

instance, in terms of restricting the access to one’s profile on an SNS (e.g., Utz & 

Krämer, 2009). Nevertheless, restricting the profile relates to social privacy 

behavior (see Burgoon, 1982), whereas disclosing or not disclosing information 

(e.g., name, interests, personal characteristics) during a registration process for an 

SNS rather refers to the informational and psychological dimensions of privacy (see 

Burgoon, 1982). It might be the case, that perceived social norms do not influence 

privacy behavior regarding all dimensions of privacy, but only some of them. With 

this result, the complexity and multidimensionality of human privacy behavior has 

been revealed once more (see Burgoon, 1982; Petronio, 2002; Westin, 1967), 

stressing the importance of meticulously considering the psychological and social 

value of privacy protection and factors that influence protective behaviors. 

Furthermore, restricting the access of the own profile is a long-term method for 

privacy protection whereas concealing or withdrawing particular information can 

be considered as situational privacy behavior.  

In sum, the potential of real-time privacy support was underlined by the 

finding of Study 1 suggesting that users’ general privacy awareness is present but 

situational privacy awareness is missing.  

 

The diverse roles of online privacy concerns 

Findings of Study 1 demonstrated privacy concerns to be a continuous 

attendant in the back of participants’ heads, being the reason for a negative basic 

feeling regarding online privacy (and also, one reason for the general desire for 

privacy support). However, according to findings of Study 1, these constant 

concerns are not sufficient to prevent users from privacy-threatening actions (e.g., 

disclosing sensitive content to unknown audiences). One reason for that might be 

that human beings tend to focus their attention on selected cues or factors related to 

making decisions in order to avoid an information overload (i.e. an individual’s 

state in which he or she is not able to process all incoming inputs leading to 

breakdown; Rogers & Agarwala-Rogers, 1975). If users’ attention is not fully given 

to situational online privacy protection but instead disturbed by other incoming 
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stimuli, privacy-relevant disclosure decisions are likely to be driven by the 

peripheral or emotional processing of situational cues (see Chapter 3.1). This leads 

to disadvantageous privacy decisions (e.g., sensitive disclosure based on the 

anticipation of benefits instead of withdrawing information due to potential risks). 

In situations in which users are lacking awareness and cognitive capacities to either 

apply privacy literacy (if it is present) and regulate the privacy state by using 

privacy settings or other regulative measures, or to act in accordance with perceived 

privacy norms, external privacy support can be a promising solution for users who 

want to protect themselves. 

The first study further revealed that privacy concerns are related to the 

horizontal (e.g., other users) rather than to the vertical dimension of privacy (e.g., 

network providers; see Chapter 2.2; Bartsch & Dienlin, 2016). This is not due to 

the fact that users feel secure concerning practices of network providers and 

companies but instead it might be a kind of acceptance regarding the fact that 

personal data cannot be fully protected in the current digitalized world (as 

participants said). This result also refers to the privacy cynicism which was revealed 

to be present for users perceiving to have no chance to protect data in a study by 

Hofmann and colleagues (2016; see Chapter 8.3). From a psychological 

perspective, this perception represents a dramatic development since the feeling of 

powerlessness diminishes users’ autonomy, which is an important factor with 

regard to privacy and users’ well-being (Masur, 2018; Westin, 1967). The 

perception of not having any chance to avoid observation, or the constant fear of 

potential data theft and privacy violations might have severe consequences. In line 

with this, the question of how to empower users in their privacy decisions becomes 

even more relevant and is not only an issue for psychologists and software 

engineers, but also for politicians. First steps in this regard were taken with the new 

GDPR in the EU, aiming at providing more transparency and fairness with regard 

to data processes. The new law, for instance, claims that data processing systems 

and responsible actors are obliged to provide system designs in line with the legal 

guidelines as well and clarifying the rights of the users. The GDPR further ensures 

that all EU-member states follow the same rules, aiming at providing comparable 

conditions for all involved actors. As summarized by Barlag (2017), there are three 
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overarching goals of the GDPR, covering the EU-wide standardization of the data 

protection law, the harmonization in terms of competition, and the modernization 

of the data protection law. 

Although users indicated to feel powerless regarding vertical privacy issues 

and highly concerned regarding horizontal privacy-related consequences (e.g., 

becoming victims of firestorms), a third-person effect was recorded as well, 

implying that users perceive themselves to be less endangered than other users are 

(children and teenagers were perceived to be especially endangered). Among 

others, this might be attributable to the fact that no interviewee already experienced 

a very harmful privacy threat. It has been revealed, that making negative 

experiences is one of the motivations to engage subsequently in privacy protection 

(see Chapter 3.3; Wang et al., 2011). However, as outlined in Chapter 3.1, people 

are also able to act based on the pure idea of being exposed to a privacy threat if a 

privacy-related decision (e.g., disclosing sensitive information or not) was made 

under objective risk conditions, meaning that risks are known to the user (e.g., 

through being communicated through support measures) and cognitive capacities 

are available (see also Schiebener & Brand, 2015). In line with this, the potential of 

situational system-based privacy support reveals itself again. Even if people did not 

experience negative outcomes of sensitive self-disclosure by themselves, an 

external cue occurring in real-time, persuasively hinting to potential threats, can 

release the user from his or her unaware state and trigger more reasoned privacy 

action. Using the persuasive power of triggers in crucial situations was also 

suggested by Fogg (2009). This situational solution would be beneficial for both 

user groups, with and without privacy literacy. Users having privacy literacy would 

be reminded of their knowledge in a privacy-relevant situation in which they might 

lack awareness and attention, and users with insufficient literacy can rely on the 

suggested recommendation by the system-based privacy protection measure. For 

sure, this requires accurate and transparent transmission of information by the 

system (see Chapter 10.6; RQ4). In order to guarantee privacy support measures 

adhering to privacy requirements as well, software developers of technical privacy 

interventions should adhere to the mentioned patterns for designing privacy-

enhancing technologies (see Chapter 8.3). As outlined by Meis and Heisel (2017), 
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such patterns comprise security issues such as data integrity, anonymity or 

unlinkability as well as user experience forces. Since participants stated to be 

concerned that the system that provides privacy support could be a privacy invasion 

in itself, it is highly relevant to adhere to these patterns and to transparently 

communicate how the privacy support system works, in what sense data is stored, 

for which reasons it is used, and whether or when it is deleted. This concern with 

regard to potential privacy harms, based on the privacy intervention measure itself, 

was named protection paradox within the scope of this work (see Chapter 10.6). 

Participants of Study 1 communicated the desire for having external privacy 

support from a system. However, the fact that the support system would need to 

parse the users’ online actions very carefully, and consequently gain detailed 

knowledge of the participants, scared the users and might even decrease their 

intention to use such a privacy preserving measure. This pattern was also examined 

in a quantitative online investigation concerning Internet users’ desire for protection 

and their intention and attitude toward using a privacy protecting tool for a specific 

website (Meier & Schäwel, 2018). With regard to the desire for protection, it was 

found that perceived privacy risks were positively related to the users’ desire for 

protection and the desire for protection was positively related to users’ willingness 

to use an introduced privacy protecting tool (Meier & Schäwel, 2018). Most 

importantly, this study revealed that users’ desire for privacy protection was only 

related to the behavioral intention to utilize this tool if it was introduced as not 

recording and collecting personal user data. This finding is in line with reported 

mistrust by users towards a privacy protection system that gathers their data, 

although it should be in their interest in privacy protection.  

With respect to the diversity and multidimensionality of privacy concerns, 

concerns are not the only indicator for privacy protection behavior, but they rather 

induce information withdrawal if anticipated benefits are not as salient as 

anticipated negative outcomes (Dienlin & Metzger, 2016). This was also revealed 

by the investigations of Study 2, in which positive relations between users’ privacy 

concerns and each of their attitudes and intentions to opt-out from a social network 

were found. It is conceivable that concerns did not have a significant effect on the 

impact of privacy intervention in Study 4 because perceived situational benefits 
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might have been more salient to users (which would be in line with findings by 

Dienlin & Metzger, 2016). This seems to contradict the findings of the CBC 

analysis, also in Study 4, which demonstrated the severity and likelihood of the 

occurrence of a privacy threats to be more crucial for users’ decisions about posting 

or concealing content than anticipated benefits. However, the non-significant 

impact of privacy concerns on the effectiveness of the privacy intervention relate to 

situational and immediate concealing behavior, whereas the decisions within the 

CBC task were based on (several rounds of) explicit evaluations of risks and 

benefits under objective conditions for decision-making. Objective condition in this 

case means having concrete indicators for the occurrences of benefits, negative 

consequences, and its severity (see Schiebener & Brand, 2015). In addition to that, 

and in contrast to the function of the privacy traffic light in the registration process 

(see limitation outlined in Chapter 13.9), the conditions for the privacy decision in 

the CBC task have been extensively explained. This might implicate that 

participants were strongly sensitized to the relevance of risks and benefits of self-

disclosure on the Internet. In line with this, privacy-decisions were taken in a more 

aware state compared to the situations without clear indicators and explanations 

regarding potential outcomes of particular privacy-related actions. The fact that in 

the decision-task, the perceived severity of a consequence of self-disclosing 

outweighed the perceived importance of the likelihood of the occurrence of the risk, 

supports the assumption that situational disclosure and concealing behavior differ 

from cautious long-term privacy behavior (see Masur, 2018). In the discussion of 

Study 4 it was argued that the privacy interventions can change an ambiguous 

privacy decision situation into a more objective one, which might be one reason 

why the interventions were effective. However, when comparing the impact of a 

privacy intervention in a current disclosure situation (which can transform a 

complete unaware privacy situation to a more objective one) with a decision-

situation with even more concrete privacy indicators as it was the case in the CBC 

task, it reveales that concrete indices can boost the persuasive effect of privacy 

protection measures. This result is a relevant insight with regard to practice because 

it demonstrates the power of concrete and informative icons indicating privacy risks 

and suggestions for alternative actions.   
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The diverse influence of users’ personality traits  

As it was outlined in the Chapters 5.1, 6.1, and 6.2, a considerable number of 

variables that influence privacy intentions and behaviors have been examined by several 

researchers so far (e.g., privacy concerns, see Dienlin & Trepte, 2015; Hoy & Milne, 

2010; privacy literacy, see Bartsch & Dienlin; 2016; Trepte et al., 2015; traits like 

narcissism, need for popularity, or need for privacy, see Ahn, Kwolek, & Bowman, 2015; 

Hofstra, Corten, & van Tubergen, 2016; Zlatolas, Wezler, Heričko, & Hölbl, 2015). 

Nevertheless, knowledge regarding the potential influence of users’ personality 

characteristics on the impact of specific privacy support measures on actual behavior (by 

means of an experimental setting) has not been examined comprehensively until now. 

Therefore, Studies 2, 3, and 4 of the present dissertation investigated users’ personal traits 

with regard to behavioral privacy intentions and actual privacy behavior, as well as the 

influence of personality traits on the relation between privacy interventions on subsequent 

behavior.   

In Study 2, participants’ extent of self-disclosure was found to be positively related 

to the intention to use the opting-out measure presented, mediated through situational 

impression management motivation. However, the influence of impression managing 

activities on privacy behavior needs to be reflected critically. One might pose the question 

under what conditions impression management is solely driven by the intent to present 

oneself in a positive light and under what circumstances the managing of one’s 

impression is meant as a privacy protective action (as it was proposed by Vitak, 2012). 

On a meta-level, shaping one’s impression online can be understood as privacy protection 

measure because damageable presentations of the self might provide space for other users 

to attack or embarrass the user, which poses a risk for horizontal privacy. Therefore, 

impression management motivation in this work is considered as a variable shaping users’ 

privacy behavior.  

In general, people with a strong impression management motivation want to be 

visible for other people (see Chapter 6.2.3). Accordingly, they also might seek to guard 

their profiles that are presenting positive impressions of them, in order to counteract other 

users adding negative comments on their profiles. The mediating effect of impression 

management motivation on the positive relation between users’ extent of online self-

disclosure and the intention to opt-out from the network in Study 2 might be explained 
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by the fact that users who are strongly concerned about being represented in a negative 

light by other users perceive opting-out from the network as an adequate solution for 

controlling their impression and counteract (horizontal) privacy violations. Interestingly, 

personality characteristics associated with self-expressive behavior (e.g., impression 

management, need for popularity, grandiose narcissism) had no moderating role in the 

relation between a privacy intervention and subsequent privacy behavior in Studiy 3 and 

Study 4. This apparent contradiction might be explained by the fact that the constructs 

measured in Study 2 were investigated with regard to behavioral intentions instead of 

actual behavior (as it was done in Studies 3 and 4). It can be assumed that users with 

strong impression management motivation tend to avoid situations, in which other users 

could harm their positive image that they created on an SNS (e.g., through other users 

posting negative content on the users), leading to the reported intention to make use of 

the opting-out method. However, it cannot be concluded, that these users actually would 

engage in using the super-logoff in reality. Behavioral intentions are valid predictors for 

actual behavior in general (Ajzen, 1991), and also with regard to online privacy behavior 

(Dienlin & Trepte, 2015). Still, it cannot be excluded that users with pronounced 

impression management motivation would omit opting-out in reality, possibly because 

they cannot withstand the situation of not being online and engage in impression 

management or guiding their profile. The reported behavioral intentions might be 

weakened by anticipated benefits (coming along with different cognitive processes of 

privacy-related decision-making) or situational cues that disturb elaborated weighing of 

risks and benefits regarding presenting oneself driven by impression managing 

motivations. Study 2 of this dissertation investigated the situational motivation to engage 

in concrete impression managing activities with direct regard to users’ online presence. 

In contrast to the measurements in Study 2, the Studies 3 and 4 measured actual 

observable behavior of participants. In Study 3, personality characteristics that are related 

to self-promoting activities (need for popularity, grandiose narcissism, and impression 

management) were considered as potential influencing factors on participants’ privacy 

behavior. Here, privacy behavior was analyzed by means of two different variables 

measuring actual behavior, namely, modifying behavior (i.e. the number of changes 

within input fields in a registration form for an SNS after receiving a persuasive privacy 
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prompt) or self-withdrawal (i.e. the number of empty fields at the end of a registration 

process).  

Need for popularity for instance, was assumed to negatively influence the effect of 

the persuasive privacy prompt (which was suggesting to disclose less information) on 

users’ withdrawal behavior. The assumed effect was not supported by the data. However, 

a significant negative main effect of need for popularity on withdrawing behavior was 

found, indicating that users with a high need for popularity tend to withdraw less 

information than users with a low need for popularity. This result, as well as the findings 

of Study 2, reveals personal characteristics (e.g., need for popularity) and situational 

motivations (e.g., managing one’s impression)  related to self-expressing activities, to be 

important drivers for actual and intended online behavior and also for online privacy 

behavior. However, the negative relation between need for popularity and self-

withdrawal (Study 3), and the positive relation between impression managing motivations 

and the intention to opt-out from the network (Study 2) seem to be contradicting and 

might be contributable to two factors. First, users with pronounced situational impression 

management motivation are able to disclose self-related information to their network and 

temporally withdraw from the network without suppressing the need for self-disclosing 

and the desire for getting positive feedback. The advantage for them would be that in 

situations in which they are not online and able to control potential impression damaging 

activities on their profiles, the possibility that disadvantageous and defamatory activities 

can happen is very low. It might have come to another result if – instead of assessing the 

temporally opting out option – the intention or the actual behavior of disclosing less 

information was examined. This idea was actually implemented in Study 3 in which 

users’ withdrawal behavior was examined. Users were not asked whether they would 

temporally deactivate their SNS accounts due to privacy reasons, but their actual 

withdrawal behavior in a situation in which they in fact had the chance to create a positive 

impression of them by providing advantageous self-related information, was examined. 

Here, the negative influence of the need for popularity on the extent of information 

withdrawal was in line with theoretical assumptions, stating that a high need for 

popularity would lead to less self-withdrawal. Conceivably, high need for impression 

management would have led to a similar result in Study 3, when observing behavioral 

patterns allowing for creating a positive impression in contrast to temporally protecting 
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the SNS profile from attacks. Interestingly, a relation between need for popularity on 

privacy behavior, in terms of changing self-related information after being reminded on 

privacy protection, was not revealed (i.e. number of changes, see Chapter 12.5). A 

behavioral change as a response to a single situational cue might be based more strongly 

on immediate situational circumstances and characteristics of the privacy intervention, 

whereas the cumulated behavior at the end of the registration process in terms of the total 

number of empty fields as a response to privacy measures might be influenced more by 

personal characteristics. It is also conceivable that users realized the relevance of 

communicated privacy-related information within the prompts only after seeing it several 

times and then, with increased awareness and several experiences with the prompts in the 

course of that interaction with the social network, for instance, their general need for 

popularity did actually influence current behavior. 

Study 3 demonstrated a positive influence of participants’ need for privacy on the 

quantity of edits of disclosed information (i.e. number of changes) of people who received 

a privacy prompt, indicating that the users’ need for privacy might indeed influence the 

impact of privacy interventions, even though there were no moderation effect revealed by 

data. Since the need for privacy is a relevant variable in privacy research and pivotal for 

people’s privacy behavior (e.g., Dienlin 2017; Trepte & Masur, 2017), results of this 

study should not be interpreted as proof that privacy-related personality traits do not 

matter with regard to external privacy interventions. Instead, these results should spark 

further research investigating the impact of users’ need for privacy on intervening 

measures. Furthermore, as was also revealed with regard to the influence of privacy 

attitudes on privacy behavior (see Chapter 6) by Dienlin and Trepte (2015), it is not 

sufficient to consider only two variables, that are hypothesized to be related to each other, 

but instead consider the variable of interest embedded in interferences with other 

variables. Taking this into account, it is conceivable that the influence of the users’ need 

for privacy on the relation between an intervention and subsequent privacy behavior 

might depend on other variables such as people’s need for cognition (if the privacy 

intervening message provides much information), privacy concerns, or experiences, as 

well. The need for privacy was also investigated in Study 4, but no no significant 

moderating effects revealed. This mirrors the findings of Study 3. However, significant 

negative correlations between the users’ need for informational privacy and the extent of 
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introducing the self (i.e. sensitivity and diversity of self-disclosure) were found. Thus, 

users with a high need for informational privacy provided less sensitive and less diverse 

personal information. This is in line with Błachnio and colleagues (2016) who found that 

individuals with a strong need for privacy are less likely to engage in online social 

networking activities. However, both Study 3 and Study 4, demonstrate that the need for 

privacy is a decisive variable for users’ online privacy behavior in terms of withdrawing 

the self, stressing the importance of considering this need in privacy research in order to 

(a) better understand users’ online actions and non-actions and (b) to provide more 

efficacious protection measures, which account for the human need for privacy. 

Strikingly, people’s need for privacy is challenged by nowadays’ social media. In 

the ubiquitous online environments, humans’ general desire for being in control of self-

related data, in terms of controlling who has access to personal data, whether it is 

forwarded to others, or (mis-)used by strangers, cannot be satisfied due to blurred 

boundaries and mixed communication circles consisting of heterogeneous audiences (see 

Chapter 2.2). In line with this, social media users’ autonomy and opportunities for 

experiencing solitude, intimacy, autonomy, and reserve (i.e. the states of privacy as 

defined by Westin, 1967) are threatened in the digitalized world, which might bring 

severe consequences for users’ well-being and emotional release. Therefore, it is of high 

relevance to provide users with the possibility to diminish the threat of privacy and to 

foster more research examining the construct of users’ need for privacy in in the scope of 

privacy protective attempts. 

People’s vulnerable narcissism was also shown to influence withdrawal behavior 

(i.e. number of empty fields) in Study 3. Strikingly, and in contrast to the assumed 

positive influence of vulnerable narcissism on withdrawing the self (based on findings by 

Ahn, Kwolek, & Bowman, 2015), a negative relation between the variables was observed, 

here. As already indicated in Chapter 12.5, an explanation for the contradicting results 

might be the different operationalization of privacy behavior. While Ahn, Kwolek, and 

Bowman (2015) argued that vulnerable narcissistic persons engage more in restricting 

privacy settings on SNS, the present study investigated users’ behavior in terms of 

withdrawing and concealing particular information during a registration process. 

Furthermore, Ahn, Kwolek, and Bowman (2015) considered behavioral intentions, based 

on self-reports, instead of analyzing actual behavior. Once more, the current study 
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demonstrates that people’s actual behaviors might differ from self-reported attitudes and 

intentions (see also results regarding the impression management motivation). Based on 

their characteristics (e.g., general fear and suspect, see Wink, 1991), vulnerable 

narcissistic users might actually intend to protect their profile more strongly. However, 

with respect to real behavior, people’s desire for recognition and special treatment might 

override their concerns and the willingness to control online privacy, indicating that the 

weighing process of risks and benefits related to disclosing or not disclosing the self (i.e. 

the privacy calculus), might result in different privacy decisions depending on situational 

versus long-term decisions. Additionally, this result stresses the difference between 

various kinds of protection behaviors, suggesting that the intention for withdrawing and 

concealing personal information might be driven by other factors than the intention to 

generally restrict the profile, once more. Interestingly in contrast to this negative influence 

of vulnerable narcissism on the number of empty fields, vulnerable narcissism was a 

positive predictor for the number of changes in input fields. As was observed by Ahn, 

Kwolek, and Bowman (2015), vulnerable narcissistic persons intend to protect their 

online privacy. However, this reported general intention regarding the usage of privacy 

settings, which might be more transferrable to long-term behavior than to situational 

disclosure or withdrawal intentions, might not be sufficient in triggering situational 

privacy behavior. In contrast, the privacy prompts in Study 3 might have triggered fears 

of vulnerable narcissistic persons, recalling protective intentions resulting in withdrawing 

disclosed self-related information after being prompted by the privacy intervention. From 

a methodological perspective, the opposing results regarding the influence of vulnerable 

narcissism can be also attributable to the operationalization of the dependent variables (a) 

modifying disclosures (i.e. number of changes) and (b) self-withdrawing (i.e. the number 

of empty fields). The positive relation between modifying disclosures as a response to a 

privacy intervention and vulnerable narcissism necessarily implies that vulnerable 

narcissistic users at first provided a specific amount of information that they were then 

able to modify after receiving a prompt. Thus, the finding that vulnerable narcissistic 

persons had fewer empty fields in the end than persons with a lower extent of vulnerable 

narcissism still contradicts the stated hypothesis concerning the withdrawing behavior, 

but actually supports results concerning the hypothesis referring to the number of changes 

as dependent variable. Only if users disclose a certain amount of information, they had 
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the possibility to make many changes (possibly resulting in fewer empty fields in the end, 

e.g., if information was deleted), resulting in a positive relationship between vulnerable 

narcissism and the number of changes. It needs to be considered that the changes not only 

included the change from a filled field to an empty field but also modifications in the 

expression or regarding the amount of provided information.    

A further important individual characteristic in the scope of this work was the 

individual need for cognition. As hypothesized (referring to Kehr, Kowatsch, Wentzel, & 

Fleisch, 2015), analyses in Study 4 indicated users’ need for cognition to be positively 

related to the perceived severity of negative consequences of online self-disclosure. In 

contrast, users’ need for cognition negatively influenced the perceived importance of 

anticipated rewards. This indicates that users with a high need for cognition evaluate 

potential risks more reasoned (through the reflective route) than users with a low need for 

cognition who seem to be more influenced by the benefits of information disclosure 

(through the impulsive route, see Chapter 3.1). Basically, users with a high need for 

cognition tend to think and elaborate more carefully and consider different outcomes of 

particular situations more cautiously. In contrast to effortful elaborations of potential 

privacy risks, anticipated rewards might be considered less objectively but instead driven 

by emotions, which is not typical for users wirh a high need for cognition (Cacioppo & 

Petty, 1982; Schiebener & Brand, 2015). 

Study 4 revealed a significant positive main effect of participants’ self-control on 

withdrawing behavior, indicating that people with high self-control show more cautious 

privacy behavior. As was discussed in Chapter 6.2.6, people’s self-control can help them 

to resist temptations (Ent, Baumeister, & Tice, 2015). Referring to results of Study 4, this 

indicates that users with pronounced self-control were able to resist the temptation to 

disclose personal information, which originally would have been related to tempting 

outcomes (e.g., getting positive feedback and appreciation, e.g., Christofides et al., 2009; 

Taddicken, 2011). Derived from data, it can be concluded that people who generally have 

high self-control seem to be able to control their disclosures on an SNS, as well. In line 

with the theory of planned behavior (Ajzen, 1991), results demonstrate that perceived 

self-control is highly relevant for actual behavior. Increasing users’ perceived self-control 

seems to be a promising factor for increasing privacy awareness and might also come 
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along with increased well-being since the capability of handling a situation is associated 

with a positive association of the self.  

In sum, it revealed that personality traits indeed have an influence on particular 

online privacy behaviors of users. In addition to that, and in contrast to previous research 

which did not measure actual behaviors or distinguish between different types of privacy 

behavior as it was done here, it was demonstrated that users’ personality traits have 

different influences on the different kinds of privacy behavior. This reveals considerable 

insights for privacy research because it indicates that, depending on the operationalization 

of privacy behavior, the influence of personality traits on users’ privacy behavior is as 

manifold as users’ personality and the construct privacy itself.  

Besides users’ personal characteristics, their perceptions of privacy risks and 

potential consequences were revealed to be decisive for disclosure and withdrawal 

behavior. The relevance of perceived and communicated risks will be discussed in the 

following. 

 

Perceived risks and consequences for privacy-protection approaches 

In the scope of this dissertation, users’ perceived risks of online self-disclosure 

and corresponding weighing processes were investigated in order to shed more light on 

the privacy calculus (see Culnan & Armstrong, 1999). As outlined in Chapter 5.2, the 

privacy calculus describes people’s evaluation of potential positive and negative 

outcomes of disclosing the self and subsequent decisions with regard to privacy behavior. 

In this work it was assumed that the weighing of risks and benefits of online-self-

disclosure is actually embedded in even more complex relations between users’ 

intrapersonal characteristics, prior experiences, behavioral motivations (see Rogers, 

1983), behavioral intentions, anchored standards, norms, and attitudes (see Ajzen, 1991), 

and does not take place rationally without personal and environmental factors playing a 

role.  

The privacy calculus was explicitly addressed in Study 4. It was aimed to get 

further insights into the black box of online privacy decision-making by examining the 

relevance of each, positive and negative outcomes of disclosing the self. Following the 

protection motivation theory (Rogers, 1975), negative outcomes comprise of both, the 

severity of consequences (of not protecting the self) and the vulnerability (Floyd, 
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Prentice-Dunn & Rogers, 2000). In order to also address the complexity of negative 

outcomes of online self-disclosure and to make potential risks more tangible for users, 

Study 4 differentiated between the severity of a negative consequence and the likelihood 

that the consequence will occur, representing the level of vulnerability. The intention 

behind operationalizing the privacy calculus was to find out whether anticipated positive 

or negative outcomes of disclosing the self are more relevant for users’ decision to 

actually disclose in a more indirect way than through self-reports. Therefore, a choice-

based conjoint scenario was used for examining users’ privacy decision-makings. Three 

different attributes, referring to either positive (rewards) or negative (likelihood and 

severity of consequences) outcomes of sensitive information disclosure, each varying 

depending on characteristics of the attributes (from low to high rewarding / likely / severe) 

have been investigated concerning their relative importance in a privacy decision. In line 

with Krasnova and colleagues (2010), and Krasnova, Kolesnikova, and Guenther (2009), 

Study 4 indicated that for the decision to self-disclose, the severity of consequences is 

decisive. Although prior research indicated that rewards (e.g., social support) can foster 

information disclosure and outperform users’ privacy concerns (e.g., Dienlin & Metzger, 

2016), concretely communicated risks, indicating explicit levels of severity, seem to be 

even more relevant for users’ decisions to disclose. Data revealed that, if anticipated risks 

become perceptible through being clearly and visually communicated; users strongly 

refer to it and tend to decide to not disclose sensitive content referring to the self (if the 

severity of a risk was high). This pattern was also derived from interviews in Study 1, in 

which interviewees wished for concrete and easy to understand information about 

potential risks in order to make more aware privacy decisions. Study 4 revealed that the 

likelihood that a consequence would generally occur was the second most important 

variable after the severity. The least decisive variable in the decision to publish a posting 

was the anticipation of rewards, indicating interesting implications for risk-

communication in terms of privacy support. This is also in line with the protection 

motivation theory (Rogers, 1983) stating that fear-appraisals are effective in inducing 

protection motivation and implementing protective behavior. In line with this theory, a 

privacy intervention triggers threat appraisal processes, evaluating the maladaptive 

response to the severity of communicated risks, inducing protection motivation and 

finally influencing the actual coping mode and subsequent behavior.  
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As the protection motivation theory claims, intrapersonal factors such as personal 

characteristics and experiences also have an influence on people’s evaluation of threats 

and subsequent protection motivation. Hence, Study 4 examined the influence of a 

decisive variable for human decision-making – the need for cognition – on the calculus 

regarding positive and negative outcomes of self-disclosure. The fact that individuals’ 

need for cognition positively influenced the relevance of the severity of a consequence 

related to disclosing the self and negatively impacted the importance of anticipated 

rewards, gives new insights to the privacy calculus as well. This result might be associated 

to findings regarding the influence of users’ privacy literacy on privacy behavior. More 

precisely, high levels of privacy literacy correlate with more secure privacy behavior in 

terms of the usage of more restrictive and regulative measures (e.g., Bartsch & Dienlin, 

2016). Likewise, users with high privacy literacy might be able to assess risks of online 

actions more accurately. Given that people with a high need for cognition enjoy problem 

solving, thinking, and processing information (Cacioppo & Petty, 1982) they might also 

be more inclined to learn about privacy conditions and acquire privacy literacy. Thus, the 

assessments of privacy risks and benefits within the privacy calculus might also depend 

on users’ levels of privacy literacy. However, the concrete influence of privacy literacy 

on the privacy calculus needs to be investigated further, as Dinev and Hart (2004) found 

internet literacy to be negatively related to privacy concerns and positively related to the 

intention to conduct online transactions, for instance. This indicates that high literacy 

might come along with less privacy concerns, since users with high literacy know how to 

counteract potential harms through making use of privacy regulative measures and 

settings. This is in line with findings by Bartsch and Dienlin (2016), demonstrating that 

users with high privacy literacy feel safer than users with lower levels of privacy literacy. 

Still, even if people with high literacy were less concerned and feel more protected based 

on their skills, their decision to disclose might nevertheless depend on the anticipated 

severity of consequences. However, in contrast to users with low literacy, users with high 

literacy might know how to cope with the threats. Thus, it is important to re-elaborate the 

role of privacy concerns. On the one hand, privacy concerns can be related to privacy 

cynicism, repressing privacy risks, or a biased assignment of privacy risks for people with 

low privacy literacy (subsequently even increasing privacy risks). On the other hand, 

privacy concerns – accompanied by high privacy literacy or a high need for cognition – 
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might foster privacy-aware and protective behavior by assessing negative consequences 

as being important and similarly knowing how to deal with them. 

However, given that current data indicated that communicated risks of 

information disclosure influence the outcome of the privacy calculus more strongly than 

rewards – even independently from users’ need for cognition – it should be focused on 

communicating concreate privacy threats in privacy risk-related communication when 

aiming at fostering users’ online privacy in a situation of concrete threat. When solely 

aiming at informing about the situational privacy state, a balanced presentation of 

potential negative and positive consequences might be more reasonable. 

 

Susceptibility to persuasive privacy interventions 

This work also considered the impact of the susceptibility to a persuasive style of 

communication of a persuasive intervention. This construct played the biggest role in 

Study 3, which assumed that the persuasive style of communication might influence 

users’ behavior in the sense that one persuasive style (either authority or consensus) 

would potentially be more persuasive than the other one. Data from Study 3 revealed an 

interaction effect between the persuasive style of the prompts and the extent of provided 

information within the prompts. Mean values indicated that users who received a 

consensual privacy prompt without reasoning concealed more personal data than those 

who received a consensual prompt with reasoning. In contrast, a persuasive prompt in an 

authoritarian style was more effective (i.e. users provided less data) with additional 

information than without (see Chapter 12.5). Overall, the strongest privacy behavior (i.e. 

most empty fields) was found for participants receiving a persuasive prompt in a 

consensual style without information. However, users’ susceptibility to the persuasive 

styles authority and consensus did not influence the persuasive effect of the provided 

prompts in terms of inducing a higher amount of changes. The idea to consider the 

susceptibility to persuasive styles of communication originated from a study by Kaptein 

and colleagues (2012) who found that users’ susceptibility to persuasive communication 

has an influence on the effect of a long-term intervention aiming at a behavioral change. 

In contrast, the persuasive prompts in the current study were only presented in one single 

experiment. It is open to question whether a long-term exposure to the persuasive prompts 
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would have revealed an influence of the susceptibility to persuasive styles of provided 

interventions on their actual effectiveness.   

Despite the fact that there was no moderating effect of users’ susceptibility to the 

considered persuasive styles, Study 3 revealed a significant positive main effect of 

participants’ susceptibility to the persuasive style consensus on their privacy behavior as 

a response to the prompts (see Chapter 12.5). This indicates that people who are in general 

sensitive towards a consensual style of communication did more changes in their input 

fields after receiving a persuasive privacy prompt. Interestingly, users who were more 

susceptible to the style consensus did also more changes after a prompt in a consensual 

(instead of authoritarian) style occurred. However, the data showed that beyond the main 

effect of the susceptibility to the consensual style of communication, there was no 

significant interaction effect between the provided style and the susceptibility towards it. 

From a statistical perspective, this might be an issue of limited power due to a low number 

of participants. For the persuasive style authority, there was no main effect. However, 

data allow at least for cautious assumptions in the direction that a consensual style might 

be more effective than an authoritarian prompt, mirroring conclusions by Utz and Krämer 

(2009), and supporting findings from Study 1, which indicate that users want to have (a) 

feedback that is suited (indicating that susceptibility indeed might be an issue), and (b) 

not paternalistic but benevolent instead (indicating a preference for a consensual instead 

of an authoritarian style). In line with this, in Study 4, in which three different persuasive 

privacy interventions were tested, those privacy interventions that were formulated in a 

consensual style (adapted to consensual prompts in Study 3) revealed to be more effective 

than the intervention that was not presented in a consensual style. 

 

Needs with regard to system-based privacy support 

The findings of Study 1 are a valuable basis for developing system-based 

privacy support measures for users of SNSs. In line with them, system-based 

privacy support measures should provide transparent and gentle feedback referring 

to potential privacy risks. Participants’ requirements in fact mirror the core 

elements of PETs as they were explained in Chapter 8.3, referring to Meis and 

Heisel (2017). It became clear that users wish for comprehensive information about 

data processing activities and for the unlinkability of their data. In addition to that, 
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they do not want their data to be forwarded to third parties and they want to 

experience a benefit of using the protective measure (compared to self-disclosing 

personal information for which the benefit are more present to the users). The desire 

for knowing about the benefits of using a privacy protecting tool might be grounded 

in the fact that the privacy measure might actually diminish the perceived 

gratifications which users usually gather trough using SNSs, such as positive 

responses to their personal disclosures. With respect to application, this implies that 

privacy support measures can be even more efficacious when the benefits of 

following the suggested privacy recommendation are outlined. This can be 

implemented by textual positive enhancement or by using visual cues (as proposed 

in Study 4), indicating the current state of privacy (e.g., through a privacy-meter or 

a privacy traffic light) and clearly showing an improvement of the privacy state by 

changing the color from red to orange, or green, for instance. However, Study 4 

provided ambiguous insights concerning this idea. On the one hand, visual cues 

indicating the extent of privacy threat and anticipated rewards within a concrete 

decision scenario (i.e. disclosing content depending on visually indicated risks and 

benefits) made risks more salient. More preceisely, risks were evaluated as being 

more important for the decision to disclose than anticipated rewards, which actually 

contradicts the findings by Dienlin and Metzger (2016), who found that for the 

decision to self-disclose on SNSs, perceived benefits are more important than 

privacy concerns (however, with regard to self-withdrawal, concerns had a more 

influencing role than perceived benefits). On the other hand, a visual cue (traffic 

light), indicating the privacy level during actual self-disclosure, did not contribute 

to less self-disclosure than without the cue. This might be attributable to the 

methodological limitation that users were not clearly informed about the 

functionality of the privacy traffic light but instead had to find out by themselves 

what the visual cue is indicating. A practical implication of that result is that – even 

for seemingly self-explanatory measures – clear guidelines and explanations (in this 

case, an indicator for red means a high threat, orange means a moderate threat, green 

means no threat) can impact users’ risk-evaluation and actual privacy behavior.  
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16.1.2 Environmental Factors 

Appearance of system-based privacy support measures and provided risk-related 

information 

This work also provides valuable insights with regard to the usability of a potential 

privacy support system. Derived from Study 1, users should not feel disturbed or 

overwhelmed by the intervention, since this would probably lead to the opposite behavior 

than intended (i.e. reactance reaction; see Chapter 5.4). Moreover, continuous feedback 

regarding the actual state of privacy might be a suitable method to enhance privacy 

behavior even more. As it was already discussed in Chapter 8.5, persuasive elements 

indicating the current state of progress or endangerment, respectively (e.g., Bang, 

Torstensson, & Katzeff, 2006), might be auspicious for indicating the current privacy 

state and concomitantly enhancing privacy awareness of SNS users. Moreover, Dienlin 

(2014) stated in his privacy process model that people constantly try to regulate 

discrepancies between current and anticipated privacy states. This can be easier to 

implement for users of SNSs if they had concrete and continuous measures indicating the 

present privacy states. From Study 1, the idea of a privacy-meter, giving an indication 

regarding the level of sensitiveness of the disclosed information or the level of current 

privacy risk, arose. This design idea was implemented in Study 4, which investigated the 

impact of persuasive privacy support interventions that changed their appearances with 

regard to the current state of privacy risk. This state was symbolized through a change of 

color of the system-based privacy intervention from green (i.e. no privacy risk), over 

orange (i.e. medium privacy risk), to red (i.e. high privacy risk). This was on the one hand 

done by means of a privacy traffic light (see Figure 11, Chapter 13.6) and on the other 

hand by means of a colored information-box which persuasively informed about the 

importance of privacy protection by changing its color in accordance to the privacy traffic 

light. Talukder, Ouzzari, Elmagarmid, Elmleegy, and Yakout (2010) suggested a similar 

approach. As indicated in Chapter 8.4, Talukder and colleagues (2010) suggested 

indicating the amount of information leakage caused by the users’ friends within the 

online network and the concomitant security risks for the users. However, the authors did 

not consider the users and their personal traits, and in what sense these traits might 

influence the effect of their privometer and users’ subsequent privacy protection behavior. 

Furthermore, they did not outline potential limitations or ethical considerations of 
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utilizing users’ data, even though they suggest extending their approach in the future by 

using private information such as the number of messages being exchanged between 

persons or mutual friendships in order to denote weak and strong ties for providing more 

accurate inferences (see Talukder et al., 2010). In contrast, the present thesis outlines 

advantages and disadvantages of using adapted and personalized privacy protection, and 

also discusses ethical implications (see Chapter 19). The considered persuasive style of 

communication and the amount of provided information in the persuasive privacy 

information box was based on findings of Study 3, revealing that a consensual style of 

communication, transmitting concise and not too extensive privacy-relevant information, 

comes along with pronounced privacy behavior (see Chapter 12.8). The functionality of 

the changing color was intended to enhance the process of persuasion in terms of 

providing a self-monitoring feature (see Chapter 8.5). As discussed, self-monitoring 

features that confront users with personal risks might also be helpful in order to diminish 

the third-person effect, which often reveals when asking users regarding their privacy 

perception and their perceived individual risk. It was argued that through visualized 

personal risks relating to a current privacy state, the individual’s intention to reduce 

sensitive self-disclosure might be strengthened, and thus, in line with the theory of 

planned behavior (Ajzen, 1991), users may modify their online behavior more likely. 

Furthermore, the protection motivation theory (Rogers, 1975) states that subjective 

(adapted to the individual) threat appraisals are more decisive for the motivation to 

engage in privacy protecting behavior than universal risks without a fit to the user and the 

situation (see Chapter 5.4). This was considered through using persuasive privacy boxes 

that provided risk-related information, depending on the individual extent of self-

disclosure by participants. Further, a privacy-meter, indicating the likelihood of a risk to 

occur, emoticons, indicating the severity of a risk, and icons, indicating the anticipated 

benefits of disclosing content, were implemented in a CBC task.  

Besides continuous feedback regarding the current privacy state, information 

justifying the given recommendation were identified as relevant factors for participants 

(Study 1). An often-stated issue was that it would feel like paternalism if there would be 

a request for action without giving a reason or an explanation, or at least an indicatior for 

why a particular behavior is recommended. This demand (which might be even more 

pronounced for people with a high need for cognition) was addressed by testing 
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persuasive privacy prompts that differed with respect to the presence of reasoning for a 

recommendation versus no reasoning in Study 3 (besides varying the persuasive 

communication style of the privacy intervention). However, in contrast to the stated 

hypotheses, the provided information did not increase the persuasive power of system-

based privacy support measures. As already discussed in Chapter 12.7, this might have 

been the case because  users were overloaded by information provided by the persuasive 

privacy prompts in Study 3. Given that the prompts occurred several times, users had to 

process several pieces of information. Results concerning the perception of system-based 

privacy interventions that was examined in Study 4, revealed, that the experience with 

the registration pages of the SNS did not differ with regard to the presence of a privacy 

intervention.  

It was argued that the presentation of risks and potential negative outcomes of 

online behavior might be beneficial for persuading users to disclose less information. 

Indeed, Study 4 revealed that users assess the severity of a consequence and the likelihood 

that a consequence occurs as more relevant than potential rewards. Therefore, privacy 

interventions should focus on communicating explicit risk information if a very severe 

threat was given, potentially in combination with concrete examples of severe privacy 

invasions. When comparing the impact of a privacy intervention in a disclosure situation 

(which can transform a complete unaware privacy situation in a more objective one) with 

even more concrete privacy indicators within the CBC task, it revealed that concrete 

indices can increase the persuasive effect even more. With regard to practical 

implications, this means that persuasive privacy interventions can be further enhanced 

through additionally providing visual cues for each, anticipated benefits and potential 

risks. This might facilitate the privacy calculating process (see Culnan & Armstrong, 

1999) and allow for more objective risk-benefit-evaluations. 

 

Experience with an SNS providing system-based privacy support 

Study 4 explicitly explored users’ reported experience with the SNS depending 

on the presence of privacy interventions. Results did not indicate a significant effect of 

the presence of privacy interventions on the experience users had with the network. With 

a view to application, this result can be regarded positively because it indicates that 

interventions, as presented in the current study, do not negatively affect users’ joy of use. 
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However, it also did not positively affect users’ experience. Considering long-term 

interactions, it should be deliberated whether and which elements increase positive affect 

with regard to the interaction with a protecting intervention. One possibility would be to 

implement features providing positive feedback if privacy recommendations were 

implemented into action (as it is also suggested by persuasive research; e.g., Thaler, 2008; 

Fogg, 2009). However, one needs to keep in mind that rewarding elements bear also the 

danger that intrinsic motivation is converted into extrinsic motivation, which becomes a 

problem if an enhancing measure is only used temporally. More precisely, rewards can 

enhance behavior (see Deterding, 2011) and increase (in this case) protection motivation. 

However, if the protecting tool would not be used anymore after a time, the motivation is 

threatened to be even lower than before using the intervention (see also self-determination 

theory). Future research should focus on examining users’ motivation and emotion with 

regard to the interaction of privacy intervention measures in more detail. Ambiguous 

findings with regard to users’ affect in Study 4 support this track of research. Privacy 

interventions providing rewards and positive feedback can be one step in that direction. 

17 Theoretical Implications  

 One goal of the present dissertation was to emphasize the importance of 

considering the complexity, multidimensionality, and diversity of people’s online privacy 

behavior. With this work, it was attempted to provide theoretical and conceptual insights 

in the complex interplay between intrapersonal factors influencing the motivation and 

intention to protect one’s online privacy, environmental factors transmitting actual 

privacy states and privacy risks, and behavior resulting from internal and external 

influences.  

The theory of planned behavior (Ajzen, 1991) was successfully considered for 

explaining privacy behavior of SNS users in prior research (e.g., Dienlin & Trepte, 2015). 

For instance, analyses by Dienlin and Trepte (2015) revealed that users who think that it 

is important to regulate the access to one’s profile on an SNS, show an increased intention 

to restrict the profile, leading to the fact that they more likely engage in restricting the 

access to their profiles. These relations are validly explainable through the theory of 

planned behavior (Ajzen, 1991), which states that attitudes and behavioral intentions are 

relevant predictors for actual behavior. However, these behavioral patterns are based on 
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self-reports of SNS users, implicating that they might be biased. Accordingly, reported 

behaviors, intentions, and attitudes give insights about general disclosure tendencies and 

privacy behavior. It is not clear, whether actual observable behavior would be as validly 

predictable through reported intentions and actions as the reported behavioral patterns. A 

meta-review of studies investigating the theory of planned behavior (Armitage & Conner, 

2001), for instance, demonstrated that the elements of the theory of planned behavior 

were more reliable predictors for self-reported behavior than for observed behavior. 

Given that the theory of planned behavior – as already indicated by its denomination – 

mainly addresses reasoned and planned actions, the explanation of situational behavior in 

terms of a response to an external cue calls for the consideration of further factors that 

influence behavior. Such factors are, for instance, external conditions for making 

decisions with regard to a risk (e.g., ambiguous or objective conditions), the type of 

processing and evaluating external cues (risk-benefit evaluation, central or peripheral 

processing of information), intrapersonal characteristics and traits related to privacy 

protection behavior (e.g., need for privacy or popularity), and decision-making processes 

or risk-assessments (e.g., need for cognition). Therefore, the current work integrates 

elements of existing approaches that have been considered to explain privacy behavior 

into one model, serving as an overview of decisive factors for privacy-relevant decision-

making as well as privacy behavior. This model combines the theory of planned behavior 

(Ajzen, 1991), the protection motivation theory (Rogers, 1975) and the privacy calculus 

(Culnan & Armstrong, 1999), consisting of intrapersonal and external factors with regard 

to the formation of stable as well as situational privacy behavior.  The protection 

motivation theory (Rogers, 1975), in contrast to the theory of planned behavior (Ajzen, 

1991), explicitly addresses the motivation to cope with a communicated risk based on 

intrapersonal factors (e.g., personal characteristics and experiences) and the 

characteristics of the risk-transmitting message (e.g., fear-arousing). It further addresses 

the individuals’ evaluation of adaptive and maladaptive responses (i.e. threat and coping 

appraisal) and the chosen strategies for coping with the risk (i.e. adaptive and maladaptive 

coping modes). This theory is valuable for the present dissertation because of three 

reasons. First, it explicitly addresses how a communicated risk can influence appraisal, 

coping, and subsequent behavior. Second, it considers the characteristics of an individual 

who is exposed to a risk-communicating message. Third, it distinguishes between the 



 

 

 

284 

 

influence of positive (rewards) and negative (severity and vulnerability) outcomes of 

maladaptive (i.e. non-protective) behavior, allowing for theoretically connecting the 

threat appraisal (which evaluates the maladaptive coping behavior) with the privacy 

calculus. The privacy calculus (Culnan & Armstrong, 1999) describes individuals’ 

weighing processes of risks and benefits associated with self-disclosure, which is the 

basis for the decision to disclose or withdraw personal information. The privacy calculus 

assumes that perceived benefit of disclosing the self might increase the likelihood that a 

person discloses personal information (i.e. the maladaptive coping within the PMT), 

whereas perceived risks might diminish a person’s intention to disclose (i.e. adaptive 

coping within the PMT). Rohrmann (2008) and Krasnova and colleagues (2009) argued 

that self-disclosure risks can be subdivided into severity / perceived damage of negative 

consequences and the likelihood that consequences might occur. This distinction is also 

detectable in the protection motivation theory (Rogers, 1975), which distinguishes 

between severity and vulnerability related to non-protective behavior.  

Accordingly, Figure 19 provides an integration of these three approaches in order 

to contribute to the understanding of users’ privacy behavior after they were exposed to 

risk-related communication informing about the current state of privacy and indicating 

potential threats. This integration of the different approaches can help to better understand 

the interaction between stable traits and situational assessments of privacy threats, leading 

to, for instance, either protective (adaptive coping, self-withdrawal because of risks) or 

un-protective (maladaptive coping, self-disclosure despite risks) behavior.  
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Figure 19: Integration of the protection motivation theory, the theory of planned behavior, and the privacy calculus 
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18 Practical Implications 

The practical relevance of this work is provided through a collection of user 

requirements toward system-based privacy support measures and through findings of 

experimental investigations about the impact of particular privacy interventions on actual 

user behavior. These implications are advantageous for future attempts to protect and 

increase online privacy. Besides that, it needs to be considered that the derived 

implications involve new challenges as well.  

Theoretical investigations with regard to systems’ functionalities (Díaz Ferreyra & 

Schäwel, 2016; Díaz Ferreyra, Schäwel, Heisel, & Meske, 2016) as well as the results 

from qualitative and quantitative investigations (Studies 1 – 4) reveal a number of factors 

that can be considered by software-engineers and system-designers who are aiming at 

developing privacy protecting tools and systems. Likewise, these practical implications 

might also be of interest for teachers (see also Egelman et al., 2016) or politicians who 

might translate user requirements towards privacy protective systems into supportive 

guidelines or standards for privacy-aware online behavior.  

In the following, the practical implications regarding (a) the functionality of privacy 

support and (b) the appropriate appearance of privacy support are outlined. 

 

Functionality of privacy support 

Depending on the level of adaptation of user-centered privacy support measures, 

features that allow for monitoring users’ activities are required. In order to meet users’ 

desire for adapted and reasonable privacy recommendations, the privacy measure has to 

monitor and analyze users’ online actions and disclosures in order to provide adequate 

recommendations for action in real-time, if a privacy threat was identified (protection 

paradox; see Figure 20). This paradox concerning the desire to be protected and the fear 

of being observed by a system calls for further research. It is indispensable to relieve users 

from these concerns because otherwise, a privacy support system would probably not be 

accepted by them. As can be seen in Figure 20, the relations in the model, which is 

combining the underlying theories of this work (see also Figure 19), are affected by the 

protection paradox as well. The figure shows that users’ current privacy behavior (either 

self-disclosure or self-withdrawal) is monitored by the system, which is going to provide 

adapted privacy feedback. All behaviors that have been monitored by the system need to 
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be analyzed against the background of data-bases, privacy rules, and algorithms (see 

Chapter 8), in order to assess whether the disclosed information poses a risk or not. If a 

risk is given and negative consequences are likely to occur, the system needs to plan the 

risk-related feedback which in turn can be translated into a warning message or any other 

risk-communicating system-based privacy recommendation, representing the 

environmental source of information within the protection motivation theory (see Figure 

20). The generated risk-related warning will then affect users’ threat appraisal, 

subsequent protection motivation and result in either maladaptive coping (not following 

the communicated warning), for instance self-disclosure, or adaptive coping (following 

the warning), for instance self-withdrawal. Then, the loop of monitoring, analyzing, 

planning, and executing will start again.  
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Figure 20: Integration of the protection motivation theory, the theory of planned behavior, the privacy 

calculus, and the protection paradox 
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This functionality brings ethical concerns and needs to be considered with extreme 

caution. In line with users’ desire for transparency during an interaction with a privacy 

support system, users must be able to decide autonomously whether they want to utilize 

such a measure or not. This can be realized through providing applications with functions 

of monitoring and analyzing, and respective privacy support features that can be installed 

by the users themselves (e.g., as an ad-on for social media services). Users have to be 

informed about all functionalities and conditions so that they can make a reasoned and 

self-determined decision to utilize the protective measure, driven by the internal desire 

for more privacy. This functionality addresses the users’ desire for making autonomous 

decisions, and maintaining an individual’s autonomy i.e. a core element of people’s 

privacy, see Westin, 1967). Analyzing users’ behavior without permission would not 

meet ethical standards, even if the monitoring was to the advantage of users’ privacy.  

 

Appearance of privacy support 

Besides ensuring transparency, autonomy, and adaptation, a further relevant aspect 

is to provide a feasible usability (e.g., through accurate functionality, appealing design, 

clear layout, clear affordance, reliable performance, and low effort). With regard to the 

style of privacy interventions, this work provided the following insights that occur to be 

most promising: 

(a) A consensual style of communication (see Study 3 and 4).  

(b) Visual cues that attract attention (see prompts in Study 4).  

(c) Not too extensive textual information (see Study 3). 

(d) Concrete indicators of the current privacy state (see CBC in Study 4).  

(e) Concrete explanations about the meanings of particular indicators (e.g. risk-

related icons).  

 

Visual cues are decisive for self-monitoring processes (see Chapter 8.5) that are 

needed in order to assess one’s individual state of privacy and to modify it, if necessary 

(see PPM; Dienlin, 2014). It might be helpful if the current state of privacy would not 

only be indicated through three distinct levels (low, moderate, high risk) as it was done 

in Study 4, but through a continuous and more fine-grained visualization in which 

improvements or deteriorations are more directly visible. Concerning the content of a 
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system-based privacy intervention it seems feasible to concentrate on risk-

communication with regard to potential outcomes affecting the horizontal dimension of 

privacy (in line with identified motives for opting-out from an SNS, namely, protection 

against personal attacks, avoidance of distraction, and avoidance of pressure) and to 

specify and communicate short-term as well as long-term consequences. Further 

investigations should also consider providing positive feedback to users if a privacy 

recommendation was accepted and implemented into action (although, as already 

mentioned, the increase in the privacy level visualized through green color already 

displays a positive enhancement). In sum, the current work provides several practical 

implications and calls for further research at the same time.  

19 Ethical implications 

Providing system-based privacy interventions implies that users’ behavior is 

guided by an external entity. This becomes an issue, when provided support deprives 

users’ personal freedom of taking self-determined decisions. If providers of privacy 

protecting tools were adhering to extreme paternalistic approaches, even by aiming at 

acting in the interest of users, this would contradict basic ethical principles of not invading 

people’s right to act self-determined. In this case, even if the provider or the tool was 

asserting to be driven by the intention to protect the users so that their privacy and security 

can be ensured, this approach would be as questionable as manipulating activities driven 

by detrimental motivations to the disadvantages of users. Hence, it is extremely important 

to transparently inform the users about all conditions and functionalities of the protective 

measure (see Study 1), and to leave the decision to the user whether (a) to use a privacy 

support measure that monitors one’s online behavior and (b) whether to follow the 

provided recommendation.  

Through raising users’ awareness by means of privacy interventions as presented 

in this work, users still have the freedom to decide on their own whether to act in 

accordance to the system-based suggestion or to continue disclosure as before. Users 

would not be deprived of their autonomy, mirroring a decisive principle in the area of 

persuasive research (see Chapter 8), and especially in the realm of privacy protection in 

which autonomy and self-determination play major roles for users’ well-being and their 

right and need to maintain personal privacy (see Chapter 7). 
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20 Limitations 

 The limitations of each empirical study were discussed already. However, there 

are also some overarching limitations that will be referred to in the following.  

 The most central limitation pertains to the basic idea of providing users with 

adapted system-based privacy support measures that are able to monitor activities on 

SNSs with the goal to provide privacy recommendations entailing that the user discloses 

less personal information. The criticism to this approach might be that providers of SNSs 

probably would not like to provide tools for decreasing the extent of disclosed 

information by users, which aggravates the actual implementation of such tools in reality. 

In order to counteract this problem, this work suggests providing applications that can be 

installed by users themselves, independently from a particular social network but rather 

as an ad-on, which is able to regulate disclosures across different SNSs and other social 

media offers. 

Accordingly, the opportunity to decide individually whether to install and use an 

application providing adapted privacy support, brings a barrier of engaging in online 

privacy protection and installing the measure at the same time. Since people tend to avoid 

effortful activities, it might be a hurdle for them to download and install the protective 

measure. Thus, even before the actual engagement with the protective measure is going 

to start, providers of the supportive measure would need to emphasize the advantages of 

using the system in order to give users the opportunity to engage in online privacy 

protection. 

 A further limitation lies in a paradox with regard to the empirical investigations, 

more precisely, in the instructions to the users in experimental settings in which the 

impact of persuasive system-based privacy interventions was examined. The users were 

told that they would test a new SNS environment by means of conducting a registration 

process for signing in to the social network. Although they were informed about the fact 

that they do not need to fill in all fields of the registration form, it might have been 

confusing for participants, on the one hand, being asked to provide information, and on 

the other hand, being warned about sensitive information disclosure.  
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21 Future Directions 

This work addressed online privacy behavior and self-disclosure activities related 

to potential privacy risks on SNSs. However, the underlying concept of system-based 

privacy support can be attributed to many other areas of application as well. Experimental 

investigations in this work were built on a registration form for an SNS as pivotal 

measurement. Basically, all online platforms and networks (e.g., LinkedIn, Xing, 

Primterest, Instagram, Airbnb) require personal user data through a registration form, 

hence, this approach can be expanded to several other application fields. It is worthwhile 

to examine users’ privacy behavior across different social media platforms in order to 

find out whether specific concerns relate to specific networks or whether they are 

overarching. This is especially interesting against the background of the findings of Study 

2. In this study, users reported their intention to opt-out from the social network Facebook 

due to protection and withdrawal reasons. Strikingly, although this measure might prevent 

from privacy harms on the SNS Facebook, other platforms still bear privacy risks for 

users. Hence, it is open to question whether users who intend to opt-out from one network 

are exclusively concerned about privacy threats related to that specific network or 

whether they do not know similar measures for other networks they are registered in, or 

whether opting-out from one network would be the first step for further withdrawing from 

other networks. 

 Besides considering different privacy contexts (e.g., different online platforms), 

future studies should also focus on varying kinds of concerns, relating to different 

contexts of potential privacy threats. This thought arises from Study 1. Initially, 

interviewees in this study reported to be especially concerned about privacy harms related 

to horizontal privacy (i.e. other users; see Bartsch & Dienlin, 2016) and stated to 

somehow accept the fact that vertical privacy seems to be not protectable (i.e. providers 

of networks; see Bartsch & Dienlin, 2016). However, after explicitly addressing the 

concept of system-based privacy protection measures, users reflected more about vertical 

privacy issues and became increasingly concerned about the underlying mechanisms. 

Accordingly, it is conceivable, that users who are in general more afraid of security 

breaches based on website providers or companies would be more skeptical towards this 

tool than users being more afraid about harms related to horizontal privacy. In line with 

this, the expression and origin of users’ privacy concerns might have an influence on the 
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motivation and intention to utilize a technical support measure and on the impact of that 

measure. To be more precise, users’ who are more afraid of negative experiences with 

regard to the horizontal level of privacy, might wish for protective measures that focus 

on reducing risks such as the occurrence of cyber-mobbing, firestorms, being 

embarrassed, personally attacked, or exposed (referring to psychological privacy). In 

contrast, users who are more concerned about privacy harms based on intrusions from the 

government, institutions, or social network providers, might be more motivated to use 

privacy protection measures focusing on protection against informational privacy-related 

threats such as misuse of private data or data theft. Accordingly, these users might be 

more skeptical regarding a privacy protection tool that needs to monitor their disclosure 

behavior in order to provide adapted privacy recommendations (see Study 1). Future 

research should address this dilemma by also investigating whether people with a high 

need for vertical privacy might be more attracted by self-driven approaches (e.g., opting-

out or increasing literacy), whereas people having stronger concerns regarding horizontal 

privacy might consider system-based privacy support measures more likely in order to 

avoid psychological privacy-related negative consequences based on other users.  

One limitation outlined with regard to Studies 3 and 4 was that users’ privacy behavior 

was investigated based on one single experimental investigations and the explained 

variance of observed behavior was not really high. Thus, in order to explain more 

variance in privacy behavior and to derive even more comprehensive conclusions with 

regard to future privacy preventing measures, research should focus on a long-term 

investigation of intrapersonal and environmental factors which influence users’ online 

privacy decisions and behavior. This dissertation suggests combining the theory of 

planned behavior (Ajzen, 1991) with the protection motivation theory (Rogers, 1975) 

and the privacy calculus (Culnan & Armstrong, 1999) in order to comprehensively 

address situational and stable factors that impact users’ online privacy behavior. 

Thereby, the privacy calculus should decompose risks into severity and likelihood of 

negative consequences (as already suggested by Rogers, 1975; Krasnova et al., 2009). 

Likewise, it might be feasible to decompose anticipated benefits in terms of 

distinguishing between the level of positivity and the likelihood that benefits will arise 

as well. This granularity might allow for more fine-grained conclusions about users’ 

online privacy decision-makings and subsequent behaviors, which can in turn be used 
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for more sophisticated elicitation of requirements with regard to system-based privacy 

protection. 

22 Conclusion 

The constantly increasing demand for online privacy protection measures in social 

media environments requires a comprehensive understanding of the dynamics of users’ 

online (privacy) behavior and their concurring needs of taking advantages of social media 

offers due to self-presentation and self-disclosure and the desire of being an autonomous 

and self-determined individual without privacy risks. The interdependencies between 

users’ psychological needs, their requirements towards privacy protection measures, and 

the technical challenges of providing adapted privacy support call for interdisciplinary 

approaches addressing this complex field of research from both, a user-centered and a 

system-based perspective. The present dissertation provides a valuable foundation in 

terms of investigations of the influence of system-based privacy interventions on users’ 

disclosure and withdrawal behavior in an online environment under consideration of their 

intrapersonal characteristics and needs. Results suggest that persuasive privacy support 

interventions, informing about current privacy states in real-time, can decrease the 

amount of disclosed sensitive information. This result was revealed in two experimental 

studies in the course of this work, which investigated the impact of system-based 

persuasive privacy interventions. However, this promising result revealed a new 

challenge as well – the emerging paradox regarding the desire for individual and adapted 

privacy support and the concern about the monitoring actions of the protection system. 

These promising and challenging issues can be addressed in future research on attempts 

of empowering users of SNSs in self-determined and supported online privacy behaviors.  
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