
Integration of Physically Unclonable Functions
(PUFs) in CMOS

Von der Fakultät für Ingenieurwissenschaften
Abteilung Elektrotechnik und Informationstechnik

der Universität Duisburg-Essen

zur Erlangung des akademischen Grades

Doktor der Ingenieurwissenschaften

genehmigte Dissertation

von
Benjamin Willsch

aus
Preetz

Gutachter: Prof. Dr.-Ing. Holger Vogt
Gutachter: Prof Dr. rer. nat. Gregor Schiele

Tag der mündlichen Prüfung: 24.04.2019



Diese Dissertation wird über DuEPublico, dem Dokumenten- und Publikationsserver der
Universität Duisburg-Essen, zur Verfügung gestellt und liegt auch als Print-Version vor.

DOI:
URN:

10.17185/duepublico/70433
urn:nbn:de:hbz:464-20190822-072454-3

Alle Rechte vorbehalten.

https://duepublico2.uni-due.de/
https://duepublico2.uni-due.de/
https://doi.org/10.17185/duepublico/70433
https://nbn-resolving.org/urn:nbn:de:hbz:464-20190822-072454-3


Abstract

Silicon-based Physically Unclonable Functions (PUFs) are a new type of crypto-
graphic primitive designed to extract unique key signatures from random process-
related variations in the physical quantities of semiconductor devices. The sig-
natures are intrinsically hidden inside the complex manufacturing history of the
silicon material making it difficult for an adversary to steal the information en-
closed in the microstructure of a PUF device. Thus, the core design provides a
secure, forgery-proof storage place for device-specific secrets that does not require
peripheral anti-temper protection making the usage of PUFs appealing for low-
cost chip authentication purposes and lightweight cryptographic key applications.

Although the concept realization of a PUF is simple in theory, implementing
a design in hardware is a challenging task due to the physical nature of the
quantities from which the keys are derived. The randomness and uniqueness of the
extracted keys are closely related to the uniformity of the manufacturing process.
Furthermore, the signature generation is error-prone to noise and changes in the
operating conditions of a PUF, thus potentially lowering the ability to distinguish
different devices and limiting the usage of the raw signatures for cryptographic
key applications.

Since the randomness, uniqueness and stability of a PUF-based key generator
are tied to the fabrication process of a device, security-relevant features inevitably
depend on the hardware implementation of a PUF. The main subject of this the-
sis is to analyze, model and resolve this form of implementation dependency in a
systematic and mathematically convenient way. For this purpose, a probabilistic
model framework is developed to investigate the randomness, uniqueness and re-
producibility of binary keys derived from the electrical characteristics of a PUF
device. Starting from a random field description of the electrical characteristics
of a PUF, the aforementioned performance metrics are modeled in terms of de-
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terministic and stochastic process variations. The model is used to establish a
link between critical design parameters of a PUF concept such as the key entropy
and error correction capacity to the distributional properties of the fabrication
process of a PUF design. The stochastic process representing the manufacturing
conditions is approximated by parametric probability distributions, whose pa-
rameter values can be readily estimated from experimental data using variation
decomposition techniques common in spatial statistics. The process model al-
lows to accurately assess the performance of a given PUF concept fabricated in a
particular production line and manufacturing process as is demonstrated for the
well-known ring oscillator PUF design implemented on FPGAs.

Motivated by the analysis results, a simple pair selection scheme is proposed
to increase the randomness and reproducibility of keys extracted from arbitrary
analog PUF devices. A high degree of randomness is achieved by pairing PUF
devices featuring a similar systematic mismatch in their electrical properties in
a way that minimizes the deterministic bias of individual key-bits. In order
to increase the stability of the generated keys, higher order pairs are formed
which prevent noise induced bit-errors to occur during the key generation process.
The length and number of keys obtainable by this quantization procedure scales
linearly with the size of a PUF instance. The size limitation is overcome by
introducing a boolean function which recursively performs XOR operations on
the output-bits of a PUF to produce an exponential number of keys.

Applicability of the two concepts is verified by experimental data obtained
for various devices including transistors, resistors, ring oscillators and image sen-
sor based PUFs, implemented and fabricated in different processing technologies.
Compared to state-of-the-art solutions evaluated for the same datasets, the ran-
domness, uniqueness and stability of the generated keys could be significantly
improved. Extensive measurements demonstrate that the performance of the
developed concepts is nearly independent of the used device type and implemen-
tation form, whereas existing solutions fail to produce consistent results across
the range of tested devices.

iv



Zusammenfassung

Siliziumbasierte Physikalisch Unklonbare Funktionen (PUFs) stellen eine neue
Art kryptographischer Primitive dar, welche dazu konzipiert wurden, einzigar-
tige Schlüsselsignaturen aus fertigungsbedingten Schwankungen physikalischer
Kenngrößen von Halbleiterbauelementen zu extrahieren. Die Signaturen sind in
der komplexen Fertigungshistorie des prozessierten Halbleitermaterials vorbor-
gen, wodurch es einem Angreifer erschwert wird, die in der Mikrostruktur eines
PUFs enthaltenen Informationen auszulesen. Als solches bietet das grundlegende
Konstruktionsprinzip ein fälschungssicheres Speichermedium für gerätespezifische
Geheimnisse, welches keiner zusätzlichen Vorrichtung zum Manipulationsschutz
bedarf. Da periphere Schutzvorkehrungen eingespart werden können, ist die Nut-
zung von PUFs insbesondere für Anwendungen im Bereich der Low-Cost Chip
Authentisierung und für die Umsetzung kryptographischen Funktionen auf tech-
nisch limitierten Plattformen vorteilhaft.

Obwohl sich die konzeptionelle Realisierung eines PUF in der Theorie als ein-
fach erweist, stellt die Hardware-Implementierung aufgrund der physikalischen
Eigenschaften schlüsselrelevanter Kenngrößen eine Herausforderung dar. Die Zu-
fälligkeit und Einzigartigkeit der abgeleiteten Schlüssel steht in einem engen Be-
zug zur Uniformität des Fertigungsprozesses. Durüberhinaus ist das Auslesen der
Schlüsselsignaturen anfällig gegenüber Messrauschen und Änderungen in den Be-
triebsbedingungen, infolgedessen die Unterscheidbarkeit verschiedener PUF In-
stanzen abnimmt und die unprozessierten Signaturen nur bedingt für die Gene-
rierung kryptographischer Schlüssel geeignet sind.

Weil die Zufälligkeit, Einzigartigkeit und Stabilität eines PUF-basierten Schlüs-
selgenerators an den Fertigungsprozess des PUF gebunden sind, hängen die si-
cherheitsrelevanten Eigenschaften eines PUF zwingenderweise von dessen Imple-
mentierungsform ab. Der Hauptthemenbereich dieser Arbeit behandelt die sys-
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tematische Analyse, Modellierung und Auflösung dieser Implementierungsabhän-
gigkeit. Zu diesem Zweck wurde ein probabilistisches Model entwickelt, in des-
sen Rahmen sich die Zufälligkeit, Einzigartigkeit und Stabilität binärer Schlüssel
untersuchen lassen, welche aus den elektrischen Kenngrößen eines PUF abgelei-
tet werden. Ausgehend von einer Zufallsfeldbeschreibung der elektrischen Kenn-
größen eines PUFs wird gezeigt, wie sich gängige Performance-Metriken unter
dem Einfluss deterministischer und stochastischer Prozessschwankungen model-
lieren lassen. Das Model wird genutzt, um wesentliche Design-Parameter wie die
Schlüssel-Entropie und die Fehlerkorrekturkapazität eines PUF-Konzepts mit den
stochastischen Verteilungseigenschaften des zugrundeliegenden Fertigungsprozess
in Verbindung zu bringen. Der stochastische Prozess, welcher die Fertigungsbe-
dingungen eines PUFs modelliert, wird mittels parametrischer Wahrscheinlich-
keitsverteilungen approximiert. Die Modelparameter können unter Verwendung
in der räumlichen Statistik geläufigen Variationsanalyseverfahren unmittelbar aus
den experimentellen Daten eines PUFs bestimmt werden. Die modellhafte Dar-
stellung des Prozesses ermöglicht es, eine genaue Abschätzung der Performance
eines PUF-Konzepts vorzunehmen, welches in einer bestimmten Fertigungslinie
und einem bestimmten Herstellungsprozess fabriziert wurde, wie am Beispiel ei-
ner FPGA-basierten Implementierung des wohlbekannten Ring-Oszillator PUF
Designs gezeigt wird.

Motiviert durch die Analyseergebnisse wird ein einfaches Paarauswahlverfah-
ren entwickelt, um den Schlüsselgenerierungsmechanismus arbiträrer analoger
PUF-Designs hinsichtlich der Schlüssel-Zufälligkeit und Reproduzierbarkeit zu
verbessern. Ein hohes Maß an Zufälligkeit wird erzielt, in dem paare von PUF-
Strukturen ausgewählt werden, die einen vergleichbaren systematischer Mismatch
in ihren elektrischen Eigenschaften aufweisen, sodass der deterministische Bi-
as individueller Schlüssel-Bits minimiert wird. Um die Stabilität der Schlüssel
zu erhöhen, werden Paare höherer Ordnung geformt, welche das Auftreten von
Bit-Fehlern während der Schlüsselgenerierung unterbinden. Die Länge und An-
zahl der Schlüssel skaliert linear mit den Abmessungen einer PUF-Instanz. Um
die flächenbedingte Limitierung des Verfahrens aufzuheben, wird eine boolsche
Funktion definiert, welche rekursiv XOR-Operationen auf die Ausgabebits eines
PUFs anwendet und so exponentiell viele Schlüssel erzeugt.

Die Anwendbarkeit beider Konzepte wurde experimentell für eine Vielzahl
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verschiedener Halbleiterbauelemente verifiziert. Die getesteten Bauelemente um-
fassen Transistoren, Widerstände, Ring-Oszillatoren und Sensor-basierte PUFs,
welche in unterschiedlichen Fertigungstechnologien implementiert und produziert
wurden. Im Vergleich zu aktuell genutzten Verfahren, deren Performance für die
gleichen Datensätze evaluiert wurde, konnten deutliche Steigerungen in Bezug
auf die Zufälligkeit, Einzigartigkeit und Stabilität der generierten Schlüssel er-
zielt werden. Umfangreiche Messungen haben gezeigt, dass die Performance der
neuentwickelten Konzepte nahezu unabhängig von der Implementierungsform des
PUFs ist, wohingegen die Analyseergebnisse der anderen Verfahren zum Teil deut-
lich zwischen den getesteten Designs variieren.
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Chapter 1

Introduction

1.1 Motivation

New concepts and applications emerging from current digitalization trends such
as the Internet of Things and Industry 4.0 strive to fully embed physical systems
into the digital world.

Essential to the practical realization of these paradigms are smart devices ca-
pable of communicating and exchanging information with each other. Ubiquitous
usage of interconnected smart devices allows real-time monitoring and processing
of telemetric data opening up countless ways to improve all areas of life includ-
ing home automation [Piya 13, Soli 13], energy management [Shro 15, Shro 14],
transportation [Sher 15, Boja 14] and health care [Isla 15, Smor 17]. For exam-
ple, having access to real-time information on the living conditions and vital
statistics of a person allows to provide remote health diagnosis and support to
the elderly, people with mobility disabilities and people living in rural areas with
limited access to medical facilities.

At the same time, knowledge of personal and sensitive data gives rise to pri-
vacy and security concerns. Personalized information can be used to generate
movement and consumer profiles of individuals without their knowledge and
consent [Helb 16, Eske 16]. Misuse of the data might result in identity theft
[Vida 14, Mahm 15] and manipulation of the data or the devices themselves can
pose a real threat to the physical safety of its user. One alarming cyber-physical
attack scenario was demonstrated by the authors of [Mill 15] who leveraged secu-
rity vulnerabilities in the network system of a motorized vehicle to affect steering
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Chapter 1. Introduction

and braking of the car. In consequence of the exploit, the manufacturer had to
recall 1.4 million automobiles susceptible to this attack [Gree 15].

In order to secure communication channels and to prevent attacks on inter-
connected devices, not only strong cryptographic protocols are needed but also
secure hardware components to implement them. The design of such hardware
components and systems is a challenging task, because many casual smart de-
vices (watch, phone, car, etc.) are used in an untrusted environment leaving them
prone to physical attacks carried out by an adversary having unrestricted access
to these items. Moreover, protecting sensitive data stored in nonvolatile mem-
ory against physical attacks requires elaborate and possibly costly anti-temper
measures [Mitt 18] which may not be suitable for compact resource-restricted
systems.

One promising solution to these issues are Physically Unclonable Functions
(PUFs) – a new form of hardware-based cryptographic primitives – specifically de-
signed for low-cost device authentication and lightweight cryptographic key gen-
eration. PUFs harness random manufacturing-related differences between nomi-
nally identically fabricated physical objects to produce truly random and unique
signatures. A distinctive feature of the PUF concept is that the device-specific
signature is permanently imprinted into the internal physical characteristics of
the PUF hardware during the fabrication process. Since a cryptographic key can
be generated from this unique signature whenever needed, no secure storage is
required. Furthermore, any attempt to acquire the key by means of physically
probing the device might alter the properties of the PUF system, thus effectively
changing the key. This form of intrinsic hardware protection layer serves as a
convenient anti-temper measure against physical attacks. An adversary trying to
fabricate a PUF counterfeit without knowing its signature key faces similar prob-
lems. Replicating the processing conditions under which a PUF was produced
is a highly difficult task due to the stochastic nature of the fabrication process.
Thus, creating a physical clone of a PUF device that outputs the same signature
is considered unfeasible in practice, even for the original manufacturer. [Herd 14]

Because of the aforementioned properties, using PUFs to complement and
strengthen existing security systems is conceivable, especially with regard to the
widespread application of low-cost smart devices [Baba 19] and sensor systems
[Seli 11].
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1.2. Problem Statement

1.2 Problem Statement

Despite many appealing features, the core working principle of a PUF suffers from
a number of conceptual flaws closely related the implementation and physical
realization of a PUF design in hardware.

Implementation dependence

The functionality of conventional cryptographic primitives typically relies on
hard-to-solve mathematical problems whose security features are independent
of their hardware implementation1. In contrast, the security features of a PUF
are bound to its hardware implementation. [Katz 12]

Because of this implementation dependence the uniqueness and randomness of
the extracted PUF signatures are affected by numerous processing-related factors
including the manufacturing equipment, manufacturing tolerances and the man-
ufacturing process. Hence, the performance of a given PUF design does not only
depend on its realization, e.g. FPGA vs. microprocessor, but also at which man-
ufacturing site and in which technology it was fabricated. Therefore, licensing
or transferring a PUF design to a different manufacturer or technology node is
likely to yield varying performance results (Sec. 2.4.3 and 2.5.3). Even the per-
formance of a PUF design adjusted to a specific fabrication technology is likely
to change over time due to perpetual modifications to the production process.
In particular, process optimization has a detrimental effect on the randomness
of a PUF response as optimization procedures typically aim to reduce process
variations to increase production yield.

Systematic process variations

The uniqueness and randomness of a PUF response might be further reduced due
to the contribution of systematic process variations to the overall process vari-
ability [Yin 14]. Systematic process variations such as temperature gradients or
optical aberration effects that occur during deposition and lithographic process
steps, respectively, are deterministic by nature [Bohm 13]. These types of varia-

1As long as no vulnerabilities are introduced by erroneous hardware design, the computa-
tional effort to break a given cryptographic algorithm by means of a brute force attack remains
the same, whether it is implemented on an FPGA, a microprocessor or any other system.
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Chapter 1. Introduction

tions can induce systematic patterns in a PUF response or yield correlation effects
between response-bits [Will 18]. Any form of structure imposed on the response
generation process can potentially be exploited by an attacker to compromise the
security provided by a PUF [Maes 13].

Measurement noise and environmental effects

Another problem related to the physical key generation process of a PUF is its
susceptibility to noise and environmental effects yielding irreproducible responses
that differ in one or more bits between subsequent queries of the same PUF device.
Unlike keys computed by deterministic cryptographic algorithms, PUF responses
are extracted from the measurements of one or more physical device characteris-
tics. The measurement process is prone to measurement noise and the physical
quantities are subject to change under varying operating conditions of a PUF, e.g.
changes in the operating temperature or aging of the PUF. Both measurement
noise and environmental effects alter the response of a PUF, possibly resulting in
a key that changes every time a readout operation is performed. Therefore, some
form of error correction procedure has to be employed for any type of application
that requires a fully reproducible key. [Herd 14]

The use of error correction codes is sensible only for a fixed, limited number
of bit-errors. For a large bit-error rate2, the increased areal overhead and power
consumption associated with a complex correction procedure limits the usability
of a PUF in lightweight cryptographic applications. [Bohm 13]

However, from a statistical point of view, up to 50 % of the response-bits can
be erroneous on average when generated under variable operating conditions,
hence rendering conventional error correction procedures useless in these extreme
cases.

1.3 Thesis Goals

This thesis aims to provide general design concepts on how to construct PUFs that
output reliable high-entropy keys independent from their chosen implementation
form.

2The bit-error rate is defined as the fraction of erroneous response-bits [Bohm 13].
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For this purpose two generic PUF concept are proposed. The first PUF concept
allows to extract cryptographic keys from arbitrary noisy physical characteristics.
A high degree of randomness, uniqueness and reproducibility of the extracted
keys is achieved by utilizing a higher order differential quantization scheme. The
second PUF concept is designed to enhance the number of keys obtainable from
a fixed set of physical parameters. Combinations of the internal parameters of
a PUF device are linked by a nonlinear function to produce exponentially many
keys that are unique to a given PUF instance.

The performance of the presented concepts is assessed in terms of standard
metrics used to quantify the randomness, uniqueness and reproducibility of PUF
responses. The metrics are evaluated based on extensive experimental tests car-
ried out for four semiconductor device types fabricated in different process tech-
nologies to demonstrate implementation independence of the performance.

Generalization and out-out sample prediction of the experimental test results
are achieved by an in-depth analysis of the stochastic properties of the designs.
To this end, a new comprehensive statistical model is developed. The model
explains the working principle of a PUF in terms of the underlying distributional
parameters of the physical quantities from which the secret keys are derived.
Within this framework experimental proof is given that both concepts produce
keys suitable for the use in cryptographic applications.
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Chapter 2

Physically Unclonable Functions
(PUFs)

This chapter briefly introduces the basic concept, working principle, properties
and performance metrics relevant to PUFs. All of these topics has been cov-
ered exhaustively in the literature and an in-depth view on the different subject
matters can be found in [Maes 13, Mait 13, Hori 10, Pehl 14, Armk 11] among
others. Central ideas presented in the aforementioned references are described
and summarized in the following sections.

2.1 Working Principle

PUFs can be thought of as a physical system characterized by some intrinsic
parameters β that accepts a challenge C as input and generates a random response
R as output (Fig. 2.1). The applied challenge is used to configure the physical

Response
R|C,β = 111001...

PUF

Physical System
β = (β1, β2, β3,...)

Challenge
C = 010010...

State

Source
measurestimulateconfigure digitize

Process Variations
θ = (θ1, θ2, θ3,...)

randomize

Figure 2.1: Working principle of a generic PUF. Adapted from [Armk 11].
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Chapter 2. Physically Unclonable Functions (PUFs)

system. After configuration, some form of stimulus is used to measure the current
state of the system. Due to the effect of random process variations Θ, the states
of nominally identically fabricated systems differ from one another in a random
fashion. From these measured differences, a randomly distributed binary response
is extracted which is specific to the applied challenge and the physical state of
the system. Additional post-processing steps such as privacy amplification and
error correction procedures might be employed to increase the randomness and
reproducibility of noisy raw responses (Sec. 2.4.1). [Armk 11]

Examples of semiconductor devices used to implement PUFs and their re-
lated physical characteristic from which binary responses are extracted will be
presented in Sec. 2.4 and 2.5.

2.2 Enrollment and Authentication Protocol

Since the responses of uninitialized PUFs are unknown by design, all PUF devices
have to undergo an enrollment phase after fabrication. During the enrollment
phase a set of challenge-response pairs (CRPs) is recorded at the manufacturing
site and stored in a secure database. Once a PUF instance has been deployed in
the field, the authenticity of the device is checked by reconstructing one or more
CRPs and comparing them with the prerecorded values in the database. If the
difference to the CRPs in the database is sufficiently small, then the authenticity
of the device ID is confirmed. [Suh 07]

The closeness of two responses for a given challenge is typically measured in
terms of the number of differing bits, i.e. the Hamming distance (HD) between
the two binary PUF keys [Bohm 13]. A basic sketch of the enrollment and authen-
tication process is depicted in Fig. 2.2. More advanced protocols are described
in [Bohm 13].

2.3 Properties and Performance Metrics

Since PUFs are primarily designed for the use in device authentication tasks
and cryptographic applications, the set of CRPs extracted from a PUF must
be random and unique to each hardware instance of a given PUF design. In
this context, the randomness property refers to the inability to correctly guess
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PUF A

Enrollment at Manufacturer
(Trusted Environment)

Reconstruction after Deployment
(Untrusted Environment)

PUF ?

Secure
DatabaseCRP1, CRP2, CRP3...

store

send

R1, R2, R3...

reconstruct

HD(CRPenroll, CRPreconstr.) ≤ d?

test

PUF ? = PUF A PUF ? ≠ PUF A

pass fail

remove CRP

C1, C2, C3...

Figure 2.2: Basic enrollment and authentication protocol. Adapted from
[Bohm 13].

an unknown CRP with a probability greater than given by pure chance. Once a
response was recorded during the enrollment phase, regeneration of the same CRP
should always yield the same key, i.e. the response should be fully reproducible.
If a response is too noisy, unique identification of a PUF instance based on its
CRPs is not possible. [Katz 12]

Additional security relevant properties might be considered, if device authenti-
cation involves the public exchange of CRPs. In order to limit the predictability
of CRPs, each response of a PUF instance should strongly depend on the corre-
sponding input challenge, i.e. a small change to the challenge should effect the
state of all response-bits in a random fashion [Ganj 16, Majz 08b]. Similarly, the
challenge-response mechanism should be sufficiently complex to prevent machine
learning attacks aiming to predict unobserved responses from known CRPs by
modeling the internal structure of a PUF [Ruhr 10].

The security-related properties of a PUF can be quantified in terms of com-
monly used metrics that can be calculated from observed CRPs of a PUF –
independent of its design and implementation form. Since no knowledge about
the internal working of the PUF systems is required, the metrics defined in the
following subsections provide simple means to evaluate and compare the perfor-
mance of competing PUF designs in a unified way. [Mait 13]
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Chapter 2. Physically Unclonable Functions (PUFs)

2.3.1 Randomness

The randomness of a response is measured in terms of the Shannon entropy of the
underlying hardware random source used to implement a PUF design. The joint
Shannon entropy HpRq of an N-bit PUF response conditional on some challenge
C is determined by the equation:

HpRq � �
¸

RPt0,1uN

P pX � Rq log2 P pX � Rq , (2.1)

where P pX � Rq denotes the probability that a random realization of a PUF
instance generates the response R P t0, 1uN given C. [Pehl 14]

The response space for N � 4 is graphically illustrated in Fig. 2.3. Each

0000 00110001 0010

0100 01110101 0110

1000 10111001 1010

1100 11111101 1110

p = 0.54 ≡

(a)

0000 00110001 0010

0100 01110101 0110

1000 10111001 1010

1100 11111101 1110

p = 0.1125 ≡
q = 0.0125 ≡

(b)

Figure 2.3: Conceptual representation of (a) uniformly and (b) nonuniformly
distributed responses. In case of uniformly distributed responses, each response
value is equally likely to be extracted from the realizations of a PUF design. For
nonuniformly distributed responses, some response values are more likely to occur
than others (here indicated by different point sizes).

point marks one of the 24 � 16 possible PUF responses. Figure 2.3a displays
the case that all responses are equally likely to be extracted from a PUF de-
sign, i.e. the probability mass P pX � Rq is distributed uniformly across the
entire response space. In this instance, the probability that an attacker correctly
guesses a CRP equals p � 2�N which is close to zero for typical response lengths
N ¥ 64 [Armk 11]. In contrast, if certain bit-combinations are more frequently
observed than others, i.e. a larger fraction of PUF realizations outputs these bit-
combinations, then the probability mass is centered at specific locations or parts
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of the response space as illustrated in Fig. 2.3b. In this case, the response val-
ues are nonuniformly distributed across t0, 1uN . The unequal distribution of the
probability mass imposes additional structure on the CRPs that can be exploited
by an attacker [Maes 13]. For example, a priori knowledge of the response bias
depicted in Fig. 2.3b suggests that choosing among one of the responses indicated
by a larger dot increases the odds of correctly guessing a CRP. In this context the
Shannon entropy can be thought of as the number of bits required to encode the
information content included in the structure of the response space. An evenly
populated response space of dimension 2N requires N bits to encode all response
states. Any form of structure reduces the information content contained in the
responses, thus the response space can be compressed and encoded by fewer bits.

If the response-bits are independently distributed, the overall response en-
tropy is simply the sum of the entropy contributed by the individual bits ri,
i � 1, 2, ..., N , of a response R1:

HpRq �
Ņ

i�1
Hpriq (2.2)

with single-bit entropy values

Hpriq � �pi log2 pi � p1� piq log2p1� piq (2.3)

and probabilities pi, i � 1, 2, ..., N , that the i-th response-bit equals a logical
one. The maximum entropy is attained in the case of independent and uniformly
distributed response-bits, i.e. pi � 0.5 @i � 1, 2, ..., N , as is immediately apparent
from Eq. (2.2) and (2.3). In this instance, HpRq equals the number of response-
bits N as previously stated.

The set of single-bit probabilities tpi : i � 1, 2, ..., Nu required to compute
the response entropy defined in Eq. (2.2) are typically estimated in terms of the
uniformity and bit-aliasing measures described in the two sections below. Both
measures can be directly calculated from the raw responses of one or more PUFs
providing empirical upper bounds on the amount of entropy extractable from a
particular design implementation. [Maes 13]

1In case of independently distributed response-bits ri, i � 1, ..., N , the probability P pX � Rq

factorizes into the product
±N

i�1 P pXi � riq of the individual bit-probabilities P pXi � riq.
Substituting the product of probabilities into Eq. (2.1) and summing over the states of the N

response-bits yields Eq. (2.2).
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Uniformity

The uniformity of a PUF response R � pr1, r2, ..., rNq P t0, 1uN is equal to the
mean value of the response [Mait 13]2, i.e.

xU � 1
N

Ņ

i�1
ri . (2.4)

Assuming the bias towards either logical state to be the same for all response-bits
then the uniformity can be taken as estimate p̂ � xU of the probabilities pi such
that p̂ � p̂i holds for i � 1, 2, ..., N . Computation of xU is visualized in Fig. 2.4.

0    1    0    0    1    1    0    0

1    1    1    1    0    0    1    1

0    1    1    1    1    1    1    1

1    0    1    0    1    0    1    0

R1

R2

R3

R4

average Uniformity

Figure 2.4: Computation of the response uniformity.

Bit-Aliasing

The bit-aliasing measure equals the set of mean values xA,i computed for each
bit-position i, i � 1, 2, ..., N , of a response, where the average is taken over a
number of M PUF responses Rm P t0, 1uN , m � 1, 2, ...,M [Mait 13]3:

xA,i � 1
M

M̧

m�1
rmi . (2.5)

The bit-aliasing values serve as bitwise estimates of the probabilities p̂i � xA,i,
i � 1, 2, ..., N , provided that the bias of each response-bit is the same for all
M responses. An example of the summation carried out over the different bit-
positions of a response is shown in Fig. 2.5.

2.3.2 Uniqueness

The uniqueness of a set of CRPs obtained from one or more PUF instances is
characterized by their pairwise Hamming distance, i.e. the number of bits that

2Note that the uniformity measure defined in the reference is given in percent.
3Note that the bit-aliasing measure defined in the reference is given in percent.
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0    1    0    0    1    1    0    0

1    1    1    1    0    0    1    1

0    1    1    1    1    1    1    1

1    0    1    0    1    0    1    0

R1

R2

R3

R4

Bit-Aliasing 2/4 3/4 3/4 2/4 3/4 2/4 3/4 2/4

average

Figure 2.5: Computation of the response bit-aliasing.

any two PUF responses differ from one another. Therefore, the uniqueness of two
N -bit responses Ru and Rv can be expressed by their respective inter-Hamming
distance HDInterpRu, Rvq [Mait 13]4:

HDInterpRu, Rvq �
Ņ

i�1
rui ` rvi . (2.6)

The symbol ` corresponds to the bitwise XOR operation of two boolean values.
The subscript i indicates that the XOR operation is applied to the i-th bit of the
two responses.

Calculation of the pairwise inter-Hamming distances is depicted in Fig. 2.6.
Since the response values are randomly distributed, the inter-Hamming distance

0    1    0    0    1    1    0    0

1    1    1    1    0    0    1    1

0    1    1    1    1    1    1    1

R1

R2

R3

HDInter(R1,R2) = 1+0+1+1+1+1+1+1 = 7 

compute all unique pairwise
inter-Hamming distances

HDInter(R1,R3) = 0+0+1+1+0+0+1+1 = 4 

HDInter(R2,R3) = 1+0+0+0+1+1+0+0 = 3 

Figure 2.6: Computation of the response inter-Hamming distance.

itself has to be considered as a random variable. In the ideal case of independent
and uniformly generated response-bits, the inter-Hamming distances calculated
for a large number of CRPs follow a binomial distribution BpN, 0.5q characterized
by the response length N and probability punique � 0.5 that a pair of response-bits

4In the reference given, the uniqueness is defined as the average inter-Hamming distance of
a number of CRPs. In this work, the uniqueness metric is generally evaluated in terms of the
distributional properties of the pairwise inter-Hamming distances.
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is unique5. Since the expected value of the Binomial distribution is equal to N{2,
two PUF-responses should differ in half of their response-bits on average.

2.3.3 Reproducibility

The reproducibility of a PUF response R is evaluated in terms of the Hamming
distance between a reference response Rref recorded during the enrollment phase
and a sample Rk of the same response after deployment of the PUF instance.
The number of differing response-bits is referred to as intra-Hamming distance
HDIntrapRref , Rkq[Mait 13]6:

HDIntrapRref , Rkq �
Ņ

i�1
rrefi ` rki . (2.7)

Figure 2.7 graphically displays the computation of the intra-Hamming distance.

0    1    0    0    1    1    0    0

1    1    0    0    1    1    0    1

0    1    1    1    0    1    0    1

RRef

R1

R2

HDIntra(RRef,R1) = 1+0+0+0+0+0+0+1 = 2 

compute pairwise
intra-Hamming distances

HDIntra(RRef,R2) = 0+0+1+1+1+0+0+1 = 4 

Figure 2.7: Computation of the response intra-Hamming distance.

Ideally, all responses of a PUF are fully reproducible under all specified oper-
ating conditions, i.e. the intra-Hamming distance is identically zero.

2.3.4 Challenge-Response Sensitivity

The Strict Avalanche Criterion (SAC) is a standard metric to quantify the extent
to which the output-bits of a cryptographic function change upon complementing
individual input-bits. A cryptographic function meets the SAC, if changing a
single input-bit alters the state of each output-bit with probability 0.5. In the

5In the case of independent and uniformly distributed response-bits, the probability p1 that
a response-bits equals a logical 1 is 0.5, therefore the probability that two response-bits taken
from two PUF keys u and v differ from each other is punique � pu

1 � p1 � pv
1q � p1 � pu

1 q � pv
1 �

0.5 �0.5�0.5 �0.5 � 0.5. Due to the assumed independence it follows that the number of unique
response-bits 0 ¤ kunique ¤ N is binomially distributed, i.e. Xkunique � BpN, puniqueq.

6Note that the intra-Hamming measure defined in the reference is given in percent.
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case of PUFs, the input- and output-bits correspond to an M -bit challenge C
and an N -bit response R, respectively. Therefore, the SAC can be formulated in
terms of the transition probability that a response-bit flips:

P pri|C ` ri|Cj � 1q � 0.5 @C,Cj P t0, 1uM , i � 1, 2, ..., N , (2.8)

where Cj denotes a challenge obtained from C by complementing the j-th challenge-
bit. The degree to which the SAC is fulfilled can be judged based on the N �M
dependence matrix A whose element aij corresponds the relative number of times
the i-th response-bit changes upon inverting the j-th challenge-bit computed for
a large number of challenges Ck, k � 1, 2, ..., K:

aij � 1
K

Ķ

k�1
ri|Ck ` ri|Ck

j . (2.9)

The CRP behavior reacts highly sensitive to the input-challenge, if all matrix
elements of A are close to the ideal value of 0.5. [Webs 86]

2.3.5 Complexity of the Challenge-Response Generation

The resilience of a PUF against model attacks is closely tied to the sample size re-
quired to model the internal structure of a PUF by learning algorithms [Ganj 15].
The order of the sample size needed to emulate the response behavior of a PUF
can be estimated within the Probably Approximately Correct (PAC) learning
framework [Vali 84]. Within this framework, building a model which assigns a
new, randomly chosen challenge the correct response value with a probability
of at least 1 � δ, 0   δ   0.5, and a maximum average prediction error of ε,
0   ε   0.5, takes mpδ, εq training CRPs in the order of

mpδ, εq � O
�

1
ε

log 1
δ
� V CdimpF q

ε



, (2.10)

where V CdimpF q denotes the Vapnik-Chervonenkis dimension7 of a concept class
F to be learned [Ehre 88].

Following this notion of complexity, a PUF concept can be considered secure
against learning attacks, if the training sample size mpδ, εq exceeds the number
of CRPs that can be realistically gathered from a PUF within a finite amount of
time.

7The Vapnik-Chervonenkis dimension is related to the complexity of the model building
process; a mathematical definition is given in the reference cited.
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2.4 Weak PUFs

A PUF design whose number of response-bits scales linearly with the physical size
of the underlying system is referred to as Weak PUF or Physically Obfuscating
Key (POK) [Herd 14]. A typical example are SRAM-based PUF designs, where
each SRAM cell produces a single response-bit [Guaj 07]. In this case, doubling
the response length increases the number of PUF structures by a factor of two.
Due to size and power constraints, Weak PUF designs are usually limited to
generate a small number of responses or even just a single CRP [Ruhr 14].

2.4.1 Fuzzy Extractor

Since the functionality of a Weak PUF can be easily emulated in hardware or
software once the response is known to an attacker, the raw output of a Weak
PUF must never be revealed in public [Herd 14].

For the application in cryptographic procedures such as message authentica-
tion algorithms, further requirements have to be fulfilled. Cryptographic func-
tions generally take highly random and fully reproducible keys as input. A high
degree of randomness can be achieved by the use of a cryptographic hash func-
tion, which takes responses of arbitrary lengths to produce uniformly distributed
hashed keys of a fixed length. Since hash functions are designed to map any two
non-identical responses to output keys that differ in 50 % of their bits on aver-
age, the PUF response must be fully reproducible upon key generation, i.e. all
noise-related bit-errors must be corrected prior to hashing. Reproducibility of a
PUF response can be achieved by a variety of different error correction schemes
including those proposed in [Suh 05, Bosc 08, Maes 09, Yu 10a, Para 11]. The
choice of a particular algorithm depends on the expected number of bit-errors to
be corrected and resource constraints such as chip area and power consumption.
The combination of error correction schemes and privacy amplification procedures
including cryptographic hash functions were intensively studied within the scope
of so called fuzzy extractors [Dodi 04]. A fuzzy extractor can be considered as
a set of methods used to generate a reproducible uniform random key K from a
noisy entropy source. Since no assumptions about the physical nature of the in-
put sources are made, fuzzy extractors provide a powerful and flexible framework
to implement Weak PUFs. [Maes 13]
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The basic working principle of a generic fuzzy extractor is illustrated in Fig. 2.8.
During the enrollment phase, a random seed S is generated which is fed to the

RNG ECC-Encoder

KDF

Enrollment at Manufacturer
(Trusted Environment)

Reconstruction after Deployment
(Untrusted Environment)

Test
K = K'? 

Seed S

Response X (enrolled)

ECC-Decoder

KDF
Key K (enrolled) Key K' (reconstructed)

Response X' (regenerated)

Helper Data W

Code Word C (enrolled) Code Word C' (regenerated)

PUF

⊕

PUF

⊕
Seed S' (reconstructed)

Figure 2.8: PUF-based fuzzy extractor. Adapted from [Maes 15].

randomness extractor KDF to produce a high-entropy key K. In addition, S is
encoded by an error correction function to produce a code word C. The resulting
code word is XORed with a PUF response X to produce helper data W , which
is released to the public. The helper data is used to reconstruct S from a noisy
response X 1 after deployment of the PUF. The error correction decoder function
recovers the seed S 1 from the noisy code word C 1 using helper data W . Lastly,
S 1 is used to regenerate the cryptographic key K 1, which is identical to the en-
rolled key K, unless the error-correction step failed. Note that S must never be
made publicly available. In particular, it should not be possible for an attacker
to recover the seed from the public helper data. [Maes 15]

Crucial to the implementation of a Weak PUF fuzzy extractor are the bit-error
probability and entropy of a PUF design. The maximum number of bit-errors
determines the capacity of the error correction algorithm required to guarantee
fully reproducible PUF responses. The syndrome data generated by the error
correction procedure and the raw response entropy provide a lower limit on the
minimum response length necessary to produce a full entropy key. For illustration
purposes, the implementation example described in [Maes 12] is repeated here.
The authors designed the extractor to produce a 128-bit entropy key from 16�53
ring oscillators. The oscillators generate 42 � 53 � 2226 raw response-bits at an
entropy rate of ρ � 97.95 % yielding a response entropy of 2180.4 bits. To ensure
reproducibility of the extracted keys, the maximum failure rate was limited to
pfail ¤ 1� 10�9, i.e. the maximum probability of one or more bit-errors to occur
is less than or equal to pfail. The target error rate was achieved by the use of two
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concatenated error codes. The helper data generated by these correction codes
leaks 2052 bits, thus reducing the minimum response entropy to 128.4 bits. In a
last step, a cryptographic hash function is used to compress the 2226 response-bits
into a 128-bit entropy key.

It is apparent from the example given, that proper functioning of the extrac-
tor requires consistent estimates of the response entropy and error probability.
If the response entropy decreases due to changes in the processing conditions of
the PUF devices, additional response-bits are needed to generate full entropy
keys. Similarly, if the average bit-error probability increases, then the failure rate
might exceed the specified limit. Selection of an error correction code with a
higher error capacity increases the number of response-bits needed to compen-
sate entropy loss caused by helper data leakage. Since one target application is to
implement lightweight cryptography on resource-constrained platforms, the over-
head associated with large safety margins on both design parameters is highly
undesirable. Therefore, the main objective is to develop a high-performance PUF
concept whose security related features are invariant to changes in the processing
conditions and consistent for all realizations of a design.

2.4.2 Designs

Since the general PUF concept first caught attention of the scientific community
in 2001 [Papp 02], numerous Weak PUF candidates have been proposed in the
literature. A brief overview of selected designs is presented in this section. Similar
to the classification system in [Maes 13], the designs are categorized into volatile
memory-based PUFs and mixed-signal PUFs. Members of the former group di-
rectly output responses in binary form, whereas the latter type derives keys from
analog characteristics, which require an additional quantization step to produce
binary responses.

Volatile Memory-based PUFs

A large number of PUF concepts were developed for volatile memory compo-
nents, as these devices can be readily turned into Weak PUFs with little over-
head regarding area and power consumption. The most renowned example is
the aforementioned SRAM PUF which exploits the random start-up pattern of
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SRAM cells to generate secret keys. Similar PUF constructions incorporate cross-
coupled latches (Butterfly PUF) [Maes 13], flip-flops [Maes 08], buskeeper cells8

[Maes 13] and DRAM [Tehr 17]. Common to all these devices is that response-
bits are extracted from the random preference of individual memory cells towards
one of the two possible operating states upon power-up or reset [Maes 13].

Mixed-Signal PUFs

Mixed-signal PUFs were implemented for a variety of different device types.
Unique PUF signatures could be successfully extracted from process-related vari-
ations of the electrical properties of FLASH cells [Prab 11, Wang 12, Kim 15,
Jia 15], EEPROM cells [Will 18] and simple transistor arrays [Lofs 00]. RRAM
[Liu 16] and memristor [Che 14] based PUFs leverage random mismatch in the
resistance of the memory cells. The memristor PUF design reported in [Maza 15]
exploits variable switching characteristics of memristive nano structures to gen-
erate secret bits.

Non memory-based concepts include the ring oscillator PUF, the coating PUF
and the metal resistance PUF. The ring oscillator PUF exploits fabrication-
related deviations in the frequencies of identically designed ring oscillators from
which binary signatures are derived [Suh 07, Maes 13]. The coating PUF con-
sists of a coating layer containing dielectric particles deposited on top of a metallic
comb structure; the random placement of the particles within the dielectric causes
stochastic variations in the capacitance of the metal structure serving as silicon
fingerprint [Roy 09, Skor 06]. Yet another way to generate device-specific random
secrets is to measure differences in the resistance of the power grid wires of an IC
or entire chip as suggested by the inventors of the metal resistance PUF [Ju 13].

Digitization of the analog PUF characteristics can be achieved by means of
a differential- or a threshold-based quantization procedure. A simple differential
quantization scheme comprises the pairwise comparison of device parameters to
generate a binary PUF response [Suh 07]. In the case of a threshold-based quan-
tization scheme, one might compare the device characteristics to the mean value
or median value [Che 14, Will 18] of a set of PUF devices.

8A buskeeper cell is designed to keep a bus line from floating by holding the last value sent.
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2.4.3 Performance Comparison

A performance comparison of the different Weak PUF designs described in the
previous two subsections is given in Tab. 2.1, which is an adapted version of the
table presented in [Maes 13]. Listed are the mean inter- and intra-Hamming dis-
tances obtained under nominal operating conditions as reported by the specified
sources. In addition, information about the implementation technology, number
of tested PUF instance and response length is given.

The experimental results show that nearly any type of hardware-based random
source can be turned into a Weak PUF. However, generating reproducible high-
entropy keys without further processing of the raw output is difficult due to the
effect of systematic process variations and noise inherent to the measurement
of the physical quantities from which PUF responses are derived. Furthermore,
it is apparent that the same PUF design implemented in different technologies
is likely to yield different performance results, since the response properties are
closely tied to the processing conditions of a PUF device.

20



2.4. Weak PUFs

T
ab

le
2.
1:

O
ve
rv
ie
w

ov
er

th
e
pe

rfo
rm

an
ce

m
et
ric

s
of

va
rio

us
W
ea
k
PU

F
de
sig

ns
.
A
da

pt
ed

fro
m

[M
ae
s
13
].

D
ev
ic
e

R
ef
.

H
ar
dw

ar
e

N
o.

D
ev
ic
es

N
o.

R
es
p.

N
o.

Bi
ts

M
ea
n
H
D
I
n
te
r
in

%
M
ea
n
H
D
I
n
tr
a
in

%

SR
A
M

[G
ua

j0
7]

FP
G
A

1
17

65
52

0
49

.9
7

3.
57

SR
A
M

[H
ol
c
09

]
C
O
T
S

8
10

42
0

64
43

.1
6

3.
83

SR
A
M

[H
ol
c
09

]
µ
C

3
24

0
64

49
.3
4

6.
44

SR
A
M

[S
el
i1

1]
A
SI
C

17
68

64
k,

12
8k

�
50

<
4

SR
A
M

[S
u
07

]
A
SI
C

19
19

12
8

�
50
.1

3
...
�

50
.5

5
�

3.
04

...
�

3.
78

SR
A
M

[M
ae
s
13

]
A
SI
C

19
2

76
8

65
53

6
49

.5
9
...

49
.7
2

5.
46

...
5.
47

Fl
ip
-F
lo
p

[M
ae
s
08

]
FP

G
A

3
3

40
96

�
10

...
�

12
<

1
Fl
ip
-F
lo
p

[L
ee
s
10

]
A
SI
C

40
40

10
24

36
<

4
Bu

tt
er
fly

[K
um

a
08

]
FP

G
A

36
36

64
�

42
.5

<
5

Bu
sk
ee
pe

r
[M

ae
s
13

]
A
SI
C

19
2

38
4

81
92

48
.8
8
...

48
.9
2

4.
16

...
4.
17

D
R
A
M

[T
eh

r
17

]
C
O
T
S

3
48

12
8

49
.3
7

2.
1
...

3.
1

R
R
A
M

[L
iu

16
]

A
SI
C

5
40

12
8

24
.2

...
49

.8
0

0:
:

EE
PR

O
M

[W
ill

18
]

A
SI
C

68
68

25
2

30
.2
4
...

48
.7
6

n.
a.

Tr
an

sis
to
r

[L
of
s
00

]
A
SI
C

55
72

60
11

2
�

50
À

1.
3:

R
in
g
O
sc
ill
at
or

[M
ae
s
13

]
A
SI
C

19
2

19
2

20
48

49
.6
0

1.
53

M
et
al

R
es
ist

an
ce

[J
u
13

]
A
SI
C

63
63

75
06

49
.8
7

¤
5.

29
:
M
ea
n
va
lu
e
of

H
D

I
n

tr
a
de

te
rm

in
ed

fr
om

m
ea
su
re
m
en
ts

of
fiv

e
ch
ip
s
af
te
r
ba

ki
ng

th
em

at
25

0�
C

fo
r

10
0h

.
::
T
he

R
R
A
M

ce
lls

ar
e
op

er
at
ed

in
di
ffe

re
nt

re
st
iv
e
st
at
es

to
in
cr
ea
se

th
e
re
pr
od

uc
ib
ili
ty

of
th
e
re
sp
on

se
s.

21



Chapter 2. Physically Unclonable Functions (PUFs)

2.4.4 Advanced Concepts

Different concepts and procedures were developed to increase the randomness
and reproducibility of the raw responses of a Weak PUF. The procedures can be
divided into two categories depending on whether they are applied to the binary
output of a PUF or to the electrical characteristics from which responses are
extracted.

One example falling into the former category, is a modified von Neumann
debiasing step that turns the raw response of a PUF into a uniform bitstream
by altering the response sequence [Maes 15]. Another example is the differential
sequential coding approach described in [Hill 16], which aims to increase the
reproducibility of PUF responses by processing only the most reliable response-
bits effectively reducing the implementation overhead associated with additional
error correcting hardware.

The remainder of this section focuses on methods that operate on the analog
properties of a PUF. Selection criterion was the applicability of the procedures
to arbitrary9 mixed-signal designs that use some form of pairwise quantization
scheme to generate binary responses. The first three methods described in the fol-
lowing sections were designed to increase the entropy of PUF responses. The last
three methods intend to improve the reproducibility of the response generation
mechanism of mixed-signal PUFs.

Neighbor-Based Pair Selection

The authors of [Mait 11] proposed a simple way to enhance the response ran-
domness. Assuming that systematic process variations change smoothly over
the distance between two PUF structures, the systematic pair mismatch can be
reduced by selecting pairs of devices located in close spatial proximity to each
other. However, since the magnitude and spatial distribution of the electrical
characteristics of the PUF structures are generally not known after fabrication,
the question remains to which extend systematic process variations cancel out
between the selected pairs.

9Although the presented methods were originally proposed and evaluated for ring oscillator
PUFs, they can be directly transferred to other designs.
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2.4. Weak PUFs

Regression-Distiller

A more sophisticated concept was developed by the authors of [Yin 14, Yin 13a]
who suggested to use regression analysis to enhance the randomness of PUF-based
entropy sources. For this purpose, the effect of systematic process variations is
estimated by means of a higher order polynomial regression model. Subtraction
of the fitted values from the raw data yields random variation components free
of deterministic trends. The random variation components are digitized using a
pairwise quantization scheme. The regression coefficients are stored in form of
helper data used to compute the residuals whenever the PUF response is gener-
ated [Yin 13b]. One apparent drawback of this method is the additional hardware
required to compute the regression fit on-chip.

Normalization-based Bias Removal

An alternative to the regression-based distiller approach was described in [Maes 12].
Instead of a regression-based trend analysis, the systematic mismatch between
PUF structures is estimated from the average over a large number of measure-
ments and devices. The response randomness of a PUF instance is increased by
subtracting the respective mean value from the electrical parameters of each PUF
structure. The response-bits are then extracted from the detrended parameter
values. This normalization procedure has to be performed on-chip, whenever a
PUF response is generated. Estimation of the mean values, on the other hand,
only needs to be done once in principle, i.e. for a batch of test chips after design
development. The mismatch estimates are stored in form of publicly accessible
helper data.

As shown in later sections, the normalization procedure does not account for
inter-chip variations of the systematic mismatch between PUF devices due to
averaging over the parameter values. Therefore, the response-bias is only partly
removed.

Pair Masking

One approach to increase the reproducibility of a PUF response is to extract
response-bits from pairs of PUF devices with large absolute differences in their
electrical parameters.
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Chapter 2. Physically Unclonable Functions (PUFs)

In [Suh 07], a 1-out-of-K masking scheme was used to select the most stable
pair of parameter values from a group of K PUF structures. Since only one
response-bit per group of PUF devices is extracted, a total number of N�K PUF
structures are required to generate N response-bits. Alternatively, response-bits
might be extracted from pairs of parameter values that exceed a given threshold
[Yin 13b, Yin 10]. Since not all pair combinations necessarily fulfill the threshold
requirement, the resulting response length might vary from PUF instance to
instance. In both cases, the increase in stability is limited by the variability of
the electrical parameters and the number of PUF structures from which pairs are
formed.

Index-Based Syndrome Coding

In [Yu 10a], a low-leakage syndrome coding scheme named Index-Based Syn-
drome Coding (IBS) was presented to decrease the complexity and failure rate
of conventional error correction techniques. IBS uses the sign and amplitude of
real-valued parameter differences of a group of PUF device pairs to encode the
bits of a secret key. A simple encoding function can be realized by assigning the
smallest (largest) difference value of a group to a bit-value equal to a logical 0 (1).
Decoding of a key given a fuzzy response of the PUF correctly reproduces a bit-
value, if the sign of the corresponding pair difference did not change at readout
time compared to the sign recorded during the enrollment phase. Since pair dif-
ferences with large absolute values were selected for the encoding process, changes
in the sign are less likely to occur than for small parameter differences close to
zero. A modification of the concept provides a flexible framework to adapt IBS
to different implementation constraints regarding error correction capacity, size
of the helper data and decoder complexity [Hill 12].

As for the pair masking procedure, limiting factors to the robustness of IBS
are the magnitude of the process variability and the groups size of parameter
differences used for the encoding step.

Robust Pair Selection

The authors of [Yin 09] propose a quantization scheme based on a reconfigurable
selection of parameter pairs to generate highly reproducible response-bits. In the
event that the sign of a pairwise parameter difference changes within the specified

24



2.5. Strong PUFs

operating range of the PUF, a different pair is assigned to generate the respective
response-bit, hence allowing an error-free reconstruction of the PUF key.

A significant drawback to this approach is the need for secondary tests at
non-standard operating settings during the enrollment phase effectively increas-
ing the fabrication costs and hence limiting the appeal for mass production. A
simplification of the enrollment process might be achieved by predicting parame-
ter dependencies based on auxiliary characteristics that are less costly to measure
than the actual parameter of interest. The authors of [Rahm 15], for example,
exploit correlations between aging-related degradation of the frequency of ring
oscillator PUFs and frequency changes due to supply voltage variations to de-
termine stable pair combinations; instead of performing lengthy aging test, the
device measurements are simply carried out at different voltage operating condi-
tions.

2.5 Strong PUFs

Designs that output a large number of CRPs are labeled Strong PUFs. Due to
the large, ideally exponential number of CRPs, the authentication procedure of a
PUF instance can be simplified compared to Weak PUFs. Instead of exchanging
an obfuscated key derived from a raw response, authentication is typically based
on possibly unprocessed CRPs that can be exchanged in the open as described
in the simple challenge-response protocol in Sec. 2.2. [Herd 14]

In the following sections, an overview over common native Strong PUF con-
cepts and Weak PUF designs with an enhanced challenge-response space is given.
In this work, all hardware realizations of PUFs that implement a complex CRP
behavior by design are considered native Strong PUFs. In contrast, the latter type
of design utilizes Weak PUFs whose analog characteristics or binary responses are
configured in a way that yields a large CRP space.

2.5.1 Native Designs

The archetype of a native Strong PUF was invented by the authors of [Lim 05];
a slightly more abstract notion of which is reformulated in this section: a generic
native Strong PUF design resembles a chain-like structure comprised of a number
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Chapter 2. Physically Unclonable Functions (PUFs)

of configurable segments with two input and output channels forming two identi-
cal paths along the chain (Fig. 2.9). The pathway through the segments is set by
a challenge which controls whether the output sequence of a segment is inverted.
Since each segment is configured individually, the number of possible paths grows
exponentially with the number of chain segments. To generate a response-bit, an
electrical signal is propagated through both paths. Transmission through the
paths is modulated by random process variations resulting in a measurable signal
difference at the end of the chain. Quantization of the signal difference yields a
single response-bit that depends on the configuration of the segments. An N -bit
response can be obtained by concatenating the output of multiple chains or by
multiple evaluations of the same chain for different challenges. The totality of all
CRPs uniquely defines a Strong PUF instance.

...

...
Analog Signal

Stage 1 Stage 2 Stage 3 Stage N Quantization
Component

compare
modulated signals

0/1?

c1 c2 c3 cN

Challenge C = (c1, c2, c3, ..., cN)

configure

Figure 2.9: Conceptual illustration of a native Strong PUF design. Adapted
from [Lim 05].

Arbiter PUF

One of the first designs to implement the aforementioned architecture was the
Arbiter PUF introduced in [Lim 05]10. The design exploits random propagation
delays of two identical signals passed through a number of switching stages con-
nected in series. The transmitted signals are fed to an Arbiter that outputs a
logical 0 or 1 depending on which signal arrives first. The decision of the Arbiter
is taken as response-bit.

As noted by the authors, the design is inherently susceptible to model building
attacks due to the linear dependence on the gate delays of the multiplexer stages.

10The fundamental design of the delay-based circuit without the arbiter component was first
described in [Gass 02].
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2.5. Strong PUFs

A small number of observed CRPs (� 1000) suffices to determine the internal
delay parameters allowing to predict new unobserved CRPs with high accuracy
(� 95 % success rate) [Ruhr 10].

Feedforward Arbiter PUF

In order to increase the model complexity of ordinary Arbiter PUFs, nonlinear
system components were implemented by integrating feedforward loops into the
signal paths leading to the feedforward Arbiter PUF design described in [Lim 05].
A 64-bit variant of this Arbiter design could be successfully broken for up to eight
feedforward stages [Ruhr 10]. The authors of [Alka 17] managed to accurately
model 128-bit feedforward Arbiter PUFs including up to six forward loops.

XOR Arbiter PUF

Aside from including nonlinear elements in the signal paths of an Arbiter PUF,
multiple output-bits of the same or different Arbiter PUF instances can be XORed
to complicate model building attacks [Suh 07]. Analysis of the model complexity
showed that the number of CRPs required to mount a successful attack scales ex-
ponentially with the number of XOR operations [Ganj 15]. However, the number
of XOR operations is limited by the reproducibility of the responses. Experimen-
tal results revealed an exponential decrease in the number of reproducible CRPs
for an increasing number of XORed output-bits [Zhou 17]. Therefore, the maxi-
mum achievable model complexity of XOR Arbiter designs can only be increased
up to the point where the generation of stable responses is still feasible [Ganj 15].
Furthermore, it was shown that instabilities in the response generation can be
exploited to attack individual PUF instances in a XOR Arbiter ensemble, signifi-
cantly reducing the number of CRPs required to model multiple XORed Arbiter
outputs [Beck 15].

Lightweight Secure PUF

In order to improve the challenge sensitivity of the responses and to increase the
model complexity, the basic XOR Arbiter architecture was expanded by intercon-
necting challenge- and response-bits in form of complicated input- and output-
networks [Majz 08a]. Unlike the original design, pairs of challenge-bits are XORed
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prior to configuring the multiplexer stages of an Arbiter chain. The transformed
challenge is shifted bitwise for each Arbiter chain to generate a unique configu-
ration sequence for each instance. Combination of both operations results in a
CRP behavior which satisfies the SAC (Sec. 2.3.4). Resistance against modeling
attacks is increased by connecting the output of the Arbiter chains in a network
to obfuscate the contributions of the individual chains to the final response-bits.
Despite these counter measures, 128-bit lightweight secure PUF constructions
implementing up to five XOR operations were successfully attacked by machine
learning algorithms [Ruhr 10].

Current Mirror PUF

The current mirror PUF design consists of a series of current mirrors connected in
parallel [Kuma 14]. Due to random process variations, the transfer characteristics
of the current mirrors mismatch in a random fashion, thus a current sent through
the parallel paths will differ in magnitude after reaching the end of the two chains.
The difference in the output current is quantized to generate a response-bit. A
challenge-response behavior is established by adding a switching block after each
pair of current mirrors similar to the Arbiter PUF design. Since the current shift
after each stage depends on the magnitude of the current itself, the total change
in current along the chains of the proposed PUF architecture is highly nonlinear.
However, despite the nonlinearity of the CRP generation process, the current
mirror PUF was shown to be vulnerable against model attacks [Guo 16].

Bistable Ring PUF

Another delay-based concept termed the bistable ring PUF was developed by the
authors of [Chen 11]. The bistable ring PUF is constructed from pairs of NOR
gates arranged in form of a ring. The inputs and outputs of the different pairs
of NOR gates are interconnected by a multiplexer and demultiplexer per ring
segment. A stimulus is used to force oscillations along the NOR segments and
after a predetermined settling time the current state of the ring is evaluated. The
logic state of one of the ring segments is taken as response-bit. Since the output
state depends on the selected delay path configurable by an external challenge,
the number of CRPs grows exponentially with the number of ring segments.

As pointed out by different authors, the bistable ring PUF suffers from a
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number of security vulnerabilities. Theoretical considerations [Ganj 16] and ex-
perimental results [Yama 14] suggest that the response-bits of a bistable ring
PUF are dominated by a small number of challenge-bits for a given challenge,
hence the design does not meet the SAC. Furthermore, the presence of dominant
challenge-bits could be successfully exploited to carry out model building attacks
[Ganj 16]. In order to increase the difficulty of modeling the CRP behavior, mul-
tiple output-bits might be XORed similar to the XOR Arbiter PUF concept. In
case of the bistable ring PUF, XORing more than three response-bits improved
the model resilience of the design, as was demonstrated in [Xu 15].

2.5.2 Challenge-Response Enhancement

The CRP space of Weak PUFs can be enhanced by mathematical operations that
combine the internal electrical parameters of a PUF device and a user defined
challenge. Existing CRP enhancing procedures employ functions that perform
multiple comparisons of device parameters, where each comparison is carried out
according to a challenge sequence as described in subsequent paragraphs. Since
these functions operate on non-binary quantities, their application is limited to
mixed-signal PUFs. The very basic design of a PUF with enhanced CRP-space
is displayed in Fig. 2.10.

Array of 
PUF Devices

Challenge C
select

Response RLogic Unit

compute operations

Multiplexer

Figure 2.10: Conceptual illustration of a generic challenge-response enhanced
PUF design.

Group-Based Enhancement

The CRP space of ring oscillator PUFs can be enlarged by multiple pairwise
comparisons of oscillation frequencies as demonstrated in [Dela 16]. A challenge
is used to select k oscillators from a set of n devices. Each selected frequency is
compared to the remaining ones to produce n� 1 response-bits. A final response
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is obtained by XORing the k responses and a random vector. Since knowledge
of the CRPs and the corresponding random vectors allows to model the response
behavior, the random vector must be securely generated on-chip11 whenever a
CRP is queried. The authors of the PUF concept suggest to construct random
vectors from a n� 1 bit-sequence obtained by comparing all n ring oscillators
to the oscillator whose oscillation frequency is closest to the median value of
all tested devices. The resulting sequence is rearranged based on the minimum
autocorrelation lag distance between the bits. In a last step, the sequence is
shifted according to the sum of the selected oscillator indices modulo n� 1.

Problematic to this particular choice of random vectors is the correlation struc-
ture originating form the shift operation. The random vectors computed for cer-
tain challenge combinations leak information about the outcome of the pairwise
comparisons of the oscillation frequencies. After only n � 2 chosen challenge-
response queries, the internal parameters of the group-based PUF can be fully
reconstructed to build a software model of the CRP behavior. Therefore, the
PUF concept provides only a weak level of protection in all use cases, where an
attacker is able to send a user-defined set of challenges to the PUF for which he
can observe the corresponding responses. [Wisi 18]

Identity-Mapping Enhancement

In [Mait 12], an identity-mapping function was proposed which maps the fre-
quency difference of configurable ring oscillator pairs to a set of real numbers Q.
In a first step, m out of a total number ofM ring oscillators are selected according
to a user-supplied challenge. In the next step,

�
m
t

�
frequency pairs are grouped

into a subset St for each t P t2, 3, ...,mu yielding t different subsets. Lastly,
the weighted sum of the square root of the pair differences is computed for each
element in these subsets. The terms of the sum are weighted by the euclidean
distance between the physical locations of the ring oscillator pairs. The procedure
yields a Q-value for each element in St, t � 2, 3, ...,m. Therefore, a maximum
number of 2m � m � 1 Q-values can be obtained in total for all m � 1 subsets
combined. The calculated Q-values are digitized to produce a binary response.

As noted by the authors, the CRPs obtained by this method are not indepen-
11Permanent storage of the random vector in an secure NVM would defeat the purpose of

using a PUF in the first place.
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dently generated which might be exploited by an attacker to predict the CRP
behavior.

k-Sum PUF

The k-sum PUF [Yu 10b, Yu 12] operates on process-induced differences in the
oscillation frequency of k ring oscillator pairs. A response-bit is obtained by
digitizing the sum of all pair differences. In order to generate different CRPs, a
k-bit challenge is used to manipulate the sign of the individual pair differences.
Similar to the Arbiter PUF, the number of CRPs increases exponentially in the
number of pair differences and challenge-bits. Since the response value of a k-sum
PUF depends linearly on the frequency differences, the concept is vulnerable to
the exact same model building attacks as the basic Arbiter PUF design.

2.5.3 Performance Comparison

Table 2.2 gives an overview over the performance of a variety of Strong PUF
designs. Listed are the mean fractional inter- and intra-Hamming metrics cal-
culated for a given number of PUF devices and challenges acquired at nominal
operating conditions. The entry labeled number of bits corresponds to the num-
ber of response-bits per challenge. The presented information is partly taken and
adapted from the corresponding table listed in [Maes 13] with some additions in-
cluding the Strong PUF designs based on the CRP enhancing concepts described
in Sec. 2.5.2.

Objective evaluation and comparison of the implementation dependent Ham-
ming distances are difficult due to the limited amount of test data available for
the majority of the concepts. More recent Strong PUF designs such as the current
mirror or k-sum PUF, for example, show promising first results regarding their
response uniqueness and stability. However, further measurements have yet to be
carried out to fully assesses the overall performance of these designs, especially
when transferred to different processing technologies.

The need for extensive measurements becomes apparent when comparing the
reported inter-Hamming metrics of the different realizations of the Arbiter PUF:
the same PUF concept implemented in ASICs and on commercial FPGAs yields
average inter-Hamming distances ranging between 1.05 % and 47.13 %. This un-
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Chapter 2. Physically Unclonable Functions (PUFs)

certainty in key performance characteristics is a pressing issue relevant to all
state-of-the-art Strong PUF concepts; the security level warranted by a design is
highly dependent on the manufacturing process and technology.

Compared to the intra- and inter-Hamming metrics only limited information
is available whether a design complies to the SAC. From the listed concepts,
only the lightweight secure PUF was verified to meet the SAC [Majz 08a]. The
vast majority of the remaining designs were not analyzed in this regard despite
the presumption that the existence of dominant challenge-bits might enable or
facilitate model building attacks on Strong PUFs as was shown for the bistable
ring PUF [Ganj 16].

Modeling of the challenge-response behavior currently poses a notable threat
to existing PUF constructions as is apparent from previous sections. Learning
attacks could not only break linear designs, e.g. the Arbiter PUF, but also non-
linear constructions like the XOR-Arbiter PUF and the current mirror PUF. Out
of the listed constructions, all designs except for the untested identity-mapping
PUF were successfully attacked in the past. Naturally, concepts proven to be vul-
nerable to an attack are not suitable for public challenge-response authentication
protocols.
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Chapter 2. Physically Unclonable Functions (PUFs)
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Chapter 3

Mathematical Background

This chapter provides a brief overview over the core mathematical concepts
and methodologies the proposed model framework presented throughout this
work is based on. Emphasis is placed on topics related to statistical proba-
bility distributions, stochastic hypothesis tests and spatial data analysis. The
material presented throughout the following sections was mainly adapted from
[Gelm 14, Scha 05, Tong 90]. Detailed information on the aforementioned topics
can be found in the references given.

3.1 Probability Distributions

PUF responses are generated from electrical quantities subjected to stochastic
process variations. Therefore, the physical characteristics of the semiconductor
devices constituting a PUF and the response-bits derived from said characteris-
tics have to be treated as random variables. Consequently, a probabilistic model
descriptions of the response behavior and properties of the underlying manufac-
turing process is considered essential for the analysis and evaluation of a PUF
design. For this purpose, a number of probability distributions are introduced in
the following sections which will be made extensive use of in Chap. 4 and 6.
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Chapter 3. Mathematical Background

3.1.1 Normal Distribution

Multivariate Case

Within the scope of the proposed Gaussian random field approach (Chap. 4), the
multivariate normal distribution plays a central role in modeling the electrical
characteristics of a PUF from which binary responses are generated. The formal
definition and the most relevant properties of the distribution will be briefly
summarized below. The reader is referred to [Tong 90] for a comprehensive and
detailed treatment of multivariate normally distributed random variables.

Let X � rX1, X2, ..., XN sT denote a random vector comprised of N jointly
normally distributed random variables Xi, i � 1, 2, ..., N , then X � NpµX ,ΣXq
follows a multivariate normal distribution characterized by the probability density
function:

ppxq � 1ap2πqN detpΣXq
� exp

�
�1

2px� µXqTΣ�1
X px� µXq



. (3.1)

The N � 1-dimensional mean vector µX is equal to the expected value ErXs of
X, i.e.

µX � ErXs � rErX1s, ErX2s, ..., ErXN ssT � rµX1 , µX2 , ..., µXN
sT . (3.2)

ΣX denotes the N � N covariance matrix of X. The matrix elements rΣXsij,
i, j � 1, 2, ..., N are of the form:

rΣXsij � ErpXi � µXi
qpXj � µXj

qs � covpXi, Xjq , (3.3)

where the latter expression defines the covariance of two random variables Xi and
Xj. [Tong 90]

The probability P pX1 ¤ a1, X2 ¤ a2, ..., XN ¤ aNq that random realizations
xi, i � 1, 2, ..., N , of X are equal to or less than some real numbers tai : i �
1, 2, ..., Nu is determined by the cumulative distribution function (CDF)

FXpa1, a2, ..., aNq � P pX1 ¤ a1, X2 ¤ a2, ..., XN ¤ aNq (3.4)

�
a1»

�8

dx1

a2»
�8

dx2...

aN»
�8

dxNppx1, x2, ..., xNq (3.5)

with probability density function ppxq :� ppx1, x2, ..., xNq as defined in Eq. (3.1).
[Fabe 12]
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3.1. Probability Distributions

Distribution of Linear Combinations As stated previously, quantization of
the electrical characteristics of a PUF design often involves sums or differences
of subsets of random vectors or variables. A pairwise differential quantization
scheme, for example, extracts binary keys from the difference of two sets of elec-
trical device characteristics of a PUF instance.

In case of a multivariate normal random vector X as defined above, any subset
or linear combination of subsets formed from X is also multivariate normally
distributed. Therefore, given a non-random vector A of dimension K � 1 and a
K � N non-random matrix B, it follows that the linear combination of subsets
Y � A�BX is multivariate normally distributed:

Y � NpµY ,ΣY q (3.6)

with mean vector
µY � A�BµX (3.7)

and covariance matrix
ΣY � BΣXB

T , (3.8)

which correspond to the transformed distribution parameters of X. [Tong 90]

Conditional Distribution Aside from the unconditional probability ppxq of
a single random vector X, an expression for the conditional density function of
two jointly normal random vectors X and Y will be needed in later sections to
model the reproducibility of PUF responses generated under variable operating
conditions (Sec. 4.8.2).

Given two jointly normal random vectors X � rX1, X2, ..., XM sT and Y �
rY1, Y2, ..., YN sT, thenX conditional on Y is also multivariate normally distributed,
i.e.

X|Y � ỹ � NpµX|Y ,ΣX|Y q (3.9)

with ỹ being a random realization of Y . The conditional covariance matrix ΣX|Y

is obtained by transforming ΣX according to the equation:

ΣX|Y � ΣX � ΣX,Y Σ�1
Y,Y ΣY,X , (3.10)

where
ΣX,Y � ΣT

Y,X � ErpX � µXqpY � µY qTs (3.11)
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Chapter 3. Mathematical Background

represents the cross-covariance matrix of the random vectors X and Y . The
expression for the conditional mean vector µX|Y is fully determined by the mean
vectors µX , µY , the covariance matrices ΣX,Y ,ΣY and the realization ỹ:

µX|Y � µX � ΣX,Y Σ�1
Y pỹ � µY q . (3.12)

Substituting Eq. (3.10) and (3.12) into Eq. (3.1) yields a formula for the condi-
tional probability density function ppx|y � ỹq. [Tong 90]

Univariate Case

The univariate marginal distributions of a multivariate normal vector are them-
selves normally distributed, i.e. each component Xi, i � 1, 2, ..., N , of a jointly
normal random vector X � rX1, X2, ..., XN sT is characterized by a probability
density function of the form:

ppxiq � 1a
2πσ2

Xi

exp
�
�pxi � µXi

q2
2σ2

Xi



, (3.13)

specified in terms of a location and scale parameter equal to the mean µXi
and

variance σ2
Xi

of Xi, respectively. The mean value µXi
is determined by the ex-

pected value ErXis and σ2
Xi
� varpXiq defines the variance of the random variable

Xi. [Tong 90]
The corresponding cumulative distribution function FXi

of Xi is determined
by the equation:

FXi
paiq �

ai»
�8

dx
1a

2πσ2
Xi

exp
�
�pxi � µXi

q2
2σ2

Xi



(3.14)

� 1
2

�
1� erf

�
ai � µXi

σXi

?
2


�
, (3.15)

where erfpxq, x P R, denotes the error function:

erfpxq � 2?
π

x»
0

dx expp�x2q . (3.16)

3.1.2 Lognormal Distribution

Multivariate Case

In Sec. 4.8 and Sec. 6.3, the effect of variable measurement noise on the repro-
ducibility of PUF responses will be analyzed. As motivated in later sections, the
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3.1. Probability Distributions

noise distribution models the measurement variance σ2
Noise ¡ 0 of the electrical

characteristics of a PUF. Since the normal distribution is defined on the entire
real line, the Gaussian approximation is a poor choice to model σ2

Noise – a strictly
positive quantity – especially if the average variance is close to zero. Instead, the
multivariate lognormal distribution will serve as standard model to investigate
the stochastic properties of positive and possibly correlated random variables.

A random vector X � rX1, X2, ..., XN sT is said to be multivariate lognormally
distributed, if logpXq � rlogpX1q, logpX2q, ..., logpXNqsT follows a multivariate
normal distribution

logpXq � Npµ,Σq (3.17)

specified in terms of the mean vector µ and covariance matrix Σ of the logarith-
mized random vector. The density function of X is determined by the equation:

ppxq � 1ap2πqN detpΣq
N±
i�1

xi

� exp
�
�1

2plogpxq � µqTΣ�1plogpxq � µq



(3.18)

for x ¡ 0 and zero otherwise. [Tarm 01]

Univariate Case

Similar to the multivariate normal distribution, the marginal distributions of N
jointly lognormally distributed random variables X1, X2, ..., XN are fully specified
by their respective univariate density functions [Gelm 14]:

ppxiq � 1a
2πσ2

i xi
exp

�
�pxi � µiq2

2σ2
i



(3.19)

with ppxiq � 0 for xi ¤ 0.

3.1.3 Folded Normal Distribution

Following the analysis of the response stability in Sec. 6.3, it will be shown that
the bit-error probabilities depend only on the absolute value of the systematic
mismatch between the primitive devices constituting a PUF instance. In the case
of normally distributed device mismatch, the absolute values of the mismatch
follow a folded normal distribution.
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Chapter 3. Mathematical Background

The probability density function of a folded normal distribution with mean µ
and variance σ2 is given by the equation [Tsag 14]:

ppxq � pxq �
c

2
πσ2 exp

�
�px

2 � µ2q
2σ2



cosh

�µx
σ2

	
, (3.20)

where coshpxq, x P R, represents the hyperbolic cosine function defined as

coshpxq � ex � e�x

2 . (3.21)

3.1.4 Poisson Binomial Distribution

The response of a PUF can be thought of as a realization y P t0, 1uN of a set of
binary random variables tYi : i � 1, 2, ..., Nu with N being equal to the number
of response-bits. In order to evaluate key performance metrics such as the inter-
and intra-Hamming distance, the relative frequencies at which different numbers
of unique or stable response-bits occur need to be determined.

Assuming independence of the response-bits, the total number of bitsX having
a certain feature in common, e.g. X � ’number of reproducible bits’, can be
regarded as the sum of N independent Bernoulli trials, where the outcome of each
trial indicates whether the characteristic feature is inherent to the respective bit.
In this case, X follows a Poisson binomial distribution defined by the probability
mass function [Hong 13]:

P pX � kq �
¸
APBk

¹
iPA

pi �
¹
jPAc

p1� piq , (3.22)

where P pX � kq equals the probability that exactly k of the N Bernoulli trials
were successful. The success probability of the individual Bernoulli trials is de-
termined by probabilities pi P r0, 1s, i � 1, 2, ..., N . The sum is carried out over
all k-element subsets taken from t1, 2, ..., Nu, the set of which is denoted by Bk.
The superscript c marks the complement of a set, i.e. Ac is the complement of A.

Since the success probabilities do not need to be identical, bit-specific differ-
ences in the response characteristics such as variable bit-error probabilities can
be easily taken into account by choosing appropriate values for the pi’s .

3.1.5 Binomial Distribution

Simplified models of the response properties might ignore any differences in the
distributional characteristics of the individual response-bits, e.g. the error proba-
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3.2. Statistical Tests

bility of each response-bit is assumed to be the same for all bits (Sec. 6.3). Conse-
quently, the success probability of each Bernoulli trial representing the outcome of
a response-bit being unstable is considered identical, i.e. p1 � p2 � ... � pN � p.

In this instance, the summed outcome X of N Bernoulli trials is binomially
distributedX � BpN, pq with common success probability p and probability mass
function

P pX � kq �
�
N

k



pkp1� pqN�k , (3.23)

where k denotes the number of successes. [Gelm 14]

3.2 Statistical Tests

Statistical tests are designed to assess specific features of a random variable, e.g.
its distribution form. For this purpose a test statistic T is defined whose stochastic
properties allow to quantify the likeliness that a certain hypothesis related to the
features of interest holds. For example, one might test the hypothesis that a
random sample follows a Gaussian probability distribution. In order to test the
validity of a hypothesis, the likeliness of the observed test statistic Tobs computed
from a random sample is either compared to the theoretical distribution of the test
statistic or an expected empirical distribution of T (Fig. 3.1). If the probability
p � P pT ¡ Tobsq, typically referred to as p-value, is lower than a probability
α � P pT ¡ Tlimq that the test statistic T exceeds a critical value Tlim defined
prior to the test, then the deviation of the test statistic from the expected result is
considered statistically significant, i.e. the outcome is deemed unlikely to occur by
pure chance alone. In this case, the null hypothesis that no statistical difference
between the actual and assumed distribution of the test statistic exists is rejected
at significance level α. Conversely, α also determines the probability that the
null hypothesis is falsely dismissed. The error committed by rejecting the null
hypothesis albeit being true is called a type I error. [Feld 10]

In this work, three statistical tests, namely the Anderson-Darling test, the
Moran’s I test and the Chi-squared test were used to evaluate the stochastic
properties of a PUF. The conceptual ideas behind the different tests will be
briefly explained in the subsequent sections.
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Probability
Distribution 

Test Statistic T

p = P(T > Tobs) < α

TobsTlim

reject hypothesis

Figure 3.1: Conceptual illustration of a statistical hypothesis test.

3.2.1 Anderson-Darling Test

The Anderson-Darling test for normality is used to test whether the empirical
distribution function of a sample deviates from a hypothesized normal distribution
Npµ, σ2q in a statistically significant way. For distribution parameters pµ, σq
estimated from the data, the test statistic A�2 is determined by the relation:

A�2 � A2
�

1� 0.75
N

� 2.25
N2



, (3.24)

where N denotes the sample size and A2 is defined as:

A2 � �N � 1
N

Ņ

i�1
p2i� 1qplnFY pyiq � lnp1� FY pyn�1�iqqq . (3.25)

FY pyq is the cumulative distribution function of the standard normal distribution
Np0, 1q obtained by setting the mean and standard deviation to µ � 0 and σ � 1
in Eq. (3.14). The standardized sample values yi, i � 1, 2, ..., N , are obtained by
centering and scaling the original sample data txi : i � 1, 2, ..., Nu:

yi � xi � µ̂

σ̂
(3.26)

given estimates of the mean

µ̂ � 1
N

Ņ

i�1
xi (3.27)

and sample variance

σ̂2 � 1
N � 1

Ņ

i�1
pxi � µ̂q2 . (3.28)
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3.2. Statistical Tests

The critical values corresponding to different significance levels for which the
normality hypothesis is rejected are tabulated in [Step 79]. [Step 79]

In this work, the Anderson-Darling test is used to examine the distributional
properties of the random variation components of the electrical characteristics of
a PUF (Sec. 5.3).

3.2.2 Moran’s I Test

Moran’s I is a standard measure to assess spatial autocorrelation between contin-
uous random variables arranged on a two-dimensional plane [Mora 50]. The test
statistic I is computed from the weighted sum over all pairwise cross products of
a set of observations txi : i � 1, 2, ..., Nu:

I � N

W

N°
i�1

N°
j�1

wijpxi � µ̂qpxj � µ̂q°
ipxi � µ̂q2 (3.29)

with W � °
i

°
j wij and sample mean µ̂ (Eq. (3.27)). The weights wij, i, j �

1, 2, ..., N , define the elements of a N � N contiguity matrix which determines
the spatial neighborhood structure of the observations xi. Common contigu-
ity definitions include rook- and queen-type neighborhood structures (Fig. 3.2).
The former definition type considers all areal units sharing a common border as
neighbors (Fig. 3.2a). In the latter case, the neighborhood of a cell is defined as
the set of all adjacent areal units which are connected to a common grid vertex
(Fig. 3.2b).

(a) (b)

Figure 3.2: Graphical illustration of the (a) rook- and (b) queen-type neigh-
borhood definition. The central cell is colored black. Other cells included in the
neighborhood of the central cell are displayed in grey. Both figures are adapted
from the illustrations in [Scha 05].
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The related hypothesis test assumes spatially uncorrelated observations under
the null hypothesis conditional on a given neighborhood definition. Further infor-
mation on how to derive the theoretical distribution of the test statistic is given
in [Scha 05]. [Scha 05]

In Sec. 5.3, it will be shown how to apply the test to the experimental data of
PUFs in order examine possible correlation effects between the electrical param-
eters from which response-bits are generated.

3.2.3 Chi-Squared Test

The Chi-squared test is used to determine whether the observed frequencies at
which the outcomes of a random variable occur differ from the expected frequen-
cies of random samples drawn from a hypothesized distribution. The test statistic
Q is computed according to the equation:

Q �
Ņ

k�0

pmk �Mpkq2
Mpk

(3.30)

with probability pk to observe k P t0, 1, ..., Nu, number of outcomes mk equal to
k and the total number of outcomes M � °N

k�1mk. The test statistic follows
a χ2-distribution, Q � χ2prq, specified by the degrees of freedom r � N � 1� s

where s is the numbers of unknown distribution parameters to be estimated
from the sample data. If Q exceeds the α-percentile of the χ2-distribution for a
given confidence level α, the null hypothesis that the data was drawn from the
hypothesized distribution is rejected. [Feld 10]

The test in the aforementioned form will be used in Sec. 11.1 to evaluate sta-
tistical differences between the empirical inter-Hamming distribution calculated
from experimental response data and its ideal distribution form, i.e. the binomial
distribution BpN, 0.5q.

3.3 Change of Variable Transformation

In section 6.3, model equations are derived to investigate the effect of variable
bit-error probabilities on the overall reproducibility of a PUF response. In order
to determine the density distribution function of the bit-error probabilities, the
change of variable transformation is used. The transformation allows to express
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3.4. Median Polish Variation Decomposition

the probability density function pY of a random variable Y � fpXq in terms of
the density function pX of X. Provided that f is a continuous bijective function,
pY is computed according to the following equation [Gelm 14]:

pY pyq �
����dfpxqdx

���� pXpf�1pyqq . (3.31)

3.4 Median Polish Variation Decomposition

Median polish [Cres 93] is an iterative procedure which decomposes noisy ele-
ments yij of a two dimensional dataset tyij : i � 1, 2, ...,M ; j � 1, 2, ..., Nu into a
trend component ȳij and a random component uij:

yij � ȳij � uij . (3.32)

The decomposition is achieved by repeatedly subtracting the median from dif-
ferent subsets of the data until the trend components are removed. Detailed
information on the algorithm used in this work is given in [Will 17a].

Median polish provides a simple method to estimate the systematic and ran-
dom mismatch of primitive PUF devices (Sec. 5.3). The decomposition results
are used to determine the distribution parameters of the electrical characteristics
of a PUF which in turn serve as basis for the model building procedure described
in later sections.
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Chapter 4

Statistical Model Framework

The black box approach described in Sec. 2.3 is a convenient way to assess the
properties of a given PUF design without having the need to specify the effect of
the manufacturing process on the internal state of the PUF primitives. However,
in order to develop a high-performance PUF concept easily adaptable to different
processing conditions, it is essential to establish a functional relationship between
the physical properties of a PUF and its security relevant features. Hence, the
objective of this chapter is to provide a general framework that links the random-
ness, uniqueness and reproducibility of PUF responses to the fabrication-related
distributional properties of the hardware-based random source from which the
signatures are extracted.

In the case of Si-based PUFs, random sources typically originate from the
variability of one or more electrical parameters of a device or system due to
process variations. The overall variability of an electrical parameter includes
both stochastic and deterministic components. Stochastic process variations are
essential for the randomness of the extracted responses. The contribution of
deterministic components to the parameter variability, in contrast, decreases the
entropy of a response-bit by causing a tendency towards one of its logic states,
effectively increasing the predictability of a response value. [Yin 14]

Consequently, in order to accurately model a PUF, both types of variation
components have to be taken into account. However, modeling the variation
components itself is a difficult task, giving rise to three challenges in particular:

• Modern semiconductor fabrication usually involves hundreds of processing
steps all of which can contribute to the variability of an electrical param-
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eter. Detailed knowledge of the individual contributions to the parameter
variability might not be readily available. Furthermore, the functional de-
pendence on the variation components might be unknown.

• The extent to which a variation component associated with a particular
processing step contributes to the overall variability of a parameter generally
depends on the parameter in question. For example, variations in the oxide
thickness typically have a noticeable effect on the variability of the threshold
voltage of a transistor, whereas the resistivity of a resistor is unaffected by
this type of variation.

• The variability of a parameter often depends on the spatial scale on which
individual processing steps operate (wafer level, die level, etc.) [Boni 96].
For example, the variability might change with increasing distance from the
center of a wafer. In a similar fashion, structures placed at the edge of an
array might display a different trend in their electrical characteristics than
devices located close to the center of the array.

Previous attempts to analyze the distributional properties of mixed-signal
PUFs were based on simple Gaussian process models of the form

Zj � µj � Uj � εj , (4.1)

where the electrical parameter Zj of the j-th device comprising a PUF instance is
expressed as the sum of a systematic variation component µj, a random compo-
nent Uj and a noise term εj [Mait 10, Yin 14, Scha 18]. The mean component µj
represents the design value set by the processing technology of a device and the
lumped contribution originating from systematic process variations. The compo-
nents Uj are treated as independent random realizations of a zero-mean Gaussian
distribution Np0, σ2

Uj
q characterizing the effect of stochastic process variations.

Random measurement errors due to noise, for example, are absorbed in the term
εj � Np0, σ2

Noise,jq. Figure 4.1 graphically illustrates the distributions of the
different model components.

Given a dataset tzuvj : j � 1, 2, ..., 2N ;u � 1, 2, ...,M ; v � 1, 2, ..., Ou of 2N
electrical characteristics of O PUF instances which were repeatedly measured M
times, the parameters µj, σ2

Uj
and pσvNoise,jq2 are typically estimated from the

sample mean and variances of suitable subsets of the data [Mait 10, Wild 14].
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zμ

~ N(μ, σU
2)

Probability
Density

~ N(μ+u, σNoise
2)

μ+u0

Figure 4.1: Gaussian process model. Adapted from [Delv 15].

An estimate µ̂j of the systematic variation component is obtained by averaging
the parameter values of the different PUF instances over the individual device
indices [Wild 14]:

µ̂j � 1
O

O̧

v�1

1
M

M̧

u�1
zuvj . (4.2)

The 2N parameter variances are estimated by the sample variance σ̂2
Uj

computed
for each device position j [Wild 14]:

σ̂2
Uj
� 1
O � 1

O̧

v�1

�
1

M � 1

M̧

u�1
zuvj � µ̂j

�2

. (4.3)

In a similar way, the variances of the measurement samples are taken as estimates
of the the O � 2N error variances pσ̂vNoise,jq2 [Mait 10]:

pσ̂vNoise,jq2 �
1

M � 1

M̧

u�1

�
zuvj � 1

M

M̧

u�1
zuvj

�2

. (4.4)

The simple Gaussian model specified in Eq. (4.1) is fully determined by the afore-
mentioned sets of parameters.

In case of a simple differential quantization scheme, the response entropy of
a PUF design can be readily calculated from the previously stated distribution
parameters analogous to the computations described in [Wild 14]: under the
assumption of independently and normally distributed PUF characteristics, the
probability P p∆S ¤ 0q that an average pairwise difference ∆S � Zm�Zn of two
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parameters yields a logical 0 is given by the expression:

P p∆S ¤ 0q �
0»

�8

d∆s 1a
2πσ̂2

∆S
exp

�
�p∆s� µ̂∆Sq2

2σ̂2
∆S



(4.5)

� 1
2

�
1� erf

�
µ̂∆S

σ̂∆S
?

2


�
(4.6)

with mean difference µ̂∆S � µ̂m � µ̂n and pair variance σ̂2
∆S � σ̂2

Um
� σ̂2

Un
.

P p∆S ¤ 0q corresponds to the shaded area under the graph of the normal prob-
ability density function displayed in Fig. 4.2. An upper bound on the Shan-
non entropy is obtained by substituting the N probabilities tP p∆Si ¤ 0q : i �
1, 2, ..., Nu into Eq. (2.3) and adding up the single-bit entropy values as stated
in Eq. (2.2).

∆sμΔS

Probability
Density

P(ΔS≤0)

0

Figure 4.2: Graphical visualization of the single-bit probability P p∆S ¤ 0q.
Adapted from [Delv 15].

The authors of [Delv 15] proposed a similar model to compute the bit-error
probabilities induced by Gaussian measurement noise: the probability P pXflipq
that a response-bit extracted from a pair difference ∆s changes its value upon
re-measurement is computed according to the equation:

P pXflipq|∆s �
0»

�8

d∆s̃ 1b
2πσ̂2

∆S,Noise

exp
�
�p∆s̃� |∆s|q2

2σ̂2
∆S,Noise



(4.7)

� 1
2

�
1� erf

� |∆s|
σ̂∆S,Noise

?
2


�
(4.8)

with total noise variance σ̂2
∆S,Noise � σ̂2

Zm,Noise � σ̂2
Zn,Noise assuming independence

of the parameter samples zm and zn. Temporal correlations between simultane-
ously measured parameter pairs and the corresponding expression of their noise
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variance are considered in [Hill 13]. An estimate of the average bit-error probabil-
ity can be obtained by computing the expected value of the conditional bit-error
probability stated in Eq. (4.7) with respect to the distribution of the pair differ-
ences ∆s as shown in [Scha 18].

Problematic to the aforementioned model approaches is the way how param-
eters are estimated. Averaging the samples over multiple PUF instances implies
that the systematic mismatch associated with a particular device index is the
same for all instances and that the random variation components of different
PUFs are identically distributed. The underlying distribution parameter model
is shown in Fig. 4.3a. In practice, neither of the two implications hold because of
nonuniform spatial- and scale-specific processing variations. It is well known that
the systematic and random mismatch between devices fabricated on the same die
and on different dies depend on the wafer location [Boni 96, Stin 97, Will 17a].
Therefore, averaging over the pairwise mismatch between devices is likely to can-
cel out portions of the systematic variation component resulting in a low response
bias. Consequently, the entropy calculated from these bit-probabilities tend to
overestimate the randomness of a PUF response compared to a model which ac-
counts for spatially varying mismatch. For example, in the case of 193 analyzed
ring oscillator PUFs implemented on FPGAs, the average entropy estimate ob-
tained under the fixed bias assumption was found to be more than 30 % higher
than the corresponding value calculated for a variable device mismatch as will be
shown in Chap. 5.

In order to overcome these model limitations, distribution parameters are de-
termined by means of spatial variation decomposition techniques such as the
median polish algorithm described in Sec. 3.4. Application of these methods al-
lows to obtain spatially resolved estimates of the systematic and random device
mismatch, thus eliminating the need for the fixed bias assumption. The refined
model structure is displayed in Fig. 4.3b. In contrast to the existing model, the
statistical properties of each PUF instance are defined by its own probability dis-
tribution. Thus the effect of spatially inhomogeneous process variations can be
easily represented by different sets of distribution parameters.

In the following sections, it is shown how to expand the simple Gaussian model
to include spatially dependent systematic mismatch and possibly correlated ran-
dom variation components of neighboring devices. This form of Gaussian random
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Chapter 4. Statistical Model Framework

field approximation of the underlying manufacturing process provides a mathe-
matically convenient framework to analyze the properties of PUFs on a statistical
basis. Within the scope of this framework, model equations are derived to evalu-
ate the response entropy and the inter- and intra-Hamming distance of arbitrary
mixed-signal PUF designs. Furthermore, a fully probabilistic formulation of the
response stability is given, which incorporates process-related variations in the
noise variance, i.e. the noise variance itself is now treated as a random variable.
The effect of these variations were not considered in the previous error models
proposed by the authors of [Delv 15, Hill 13, Scha 18]. The response error model
is further extended to include the effect of arbitrary noise sources such as tem-
perature variations or changes in the supply voltage. The relationship between
the response error probabilities and the noise sources is analyzed on the basis of
a multiple regression model.
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Figure 4.3: Distribution parameter models: (a) the mismatch of devices of
different PUF instances positioned at the same spatial location is assumed to
follow a common distribution which might differ between device locations. (b)
the device mismatch of different PUF instances positioned at the same location
is modeled separately for each instance and each device location.
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4.1. Gaussian Random Field Approximation

4.1 Gaussian Random Field Approximation

As stated in [Delv 15] the Gaussian distribution assumption is motivated by the
central limit theorem according to which the sum of a large number of indepen-
dent random variations is approximately normally distributed [Brei 69], hence
it provides simple means to model the mismatch of the physical characteristics
of basic semiconductor devices, e.g. the frequency mismatch of ring oscillators
[Wild 14].

Here, the generalized formulation [Brei 69] of the central limit theorem is con-
sidered as it is less restrictive with regard to the correlation structure imposed on
the random effects. For the following considerations let tZi : i � 1, 2, ..., 2Nu de-
note a set of random variables associated with the electrical characteristics of 2N
PUF primitives placed at different spatial locations i on a chip. In the context
of semiconductor fabrication, the generalized central limit theorem states that
if the numerous small processing-related contributions Xk � rX1, X2, ..., X2N sT,
k � 1, 2, ..., K, adding to the variability of the electrical parameters of a PUF are
independently distributed, then the random vector Z � rZ1, Z2, ..., Z2N sT formed
from the 2N device parameters of a PUF is approximately multivariate normally
distributed:

Z � X1 �X2 � ...�XK , Z � NpµZ ,ΣZq (4.9)

with mean vector µZ � rµ1, µ2, ..., µ2N sT and spatial covariance matrix ΣZ

ΣZ �

�
������

σ2
1 ρ1,2σ1σ2 � � � ρ1,2Nσ1σ2N

ρ1,2σ1σ2 σ2
2 � � � ρ2,2Nσ2σ2N

... ... . . . ...
ρ1,2Nσ1σ2N ρ2,2Nσ2σ2N � � � σ2

2N

�
�����
 , (4.10)

where σ2
i , i � 1, 2, ..., 2N , denotes the variance of the i-th vector component of Z.

The correlation coefficient ρi,j P r�1, 1s, i, j � 1, 2, ..., 2N , determines the spatial
correlation between the i-th and j-th component of Z.

Figuratively speaking, the parameter value of each device realizing a PUF is
regarded as realization of a Gaussian random variable labeled by a corresponding
coordinate vector referencing the individual device locations (Fig. 4.4). The el-
ements of µZ represent the deterministic components of the parameter values at
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PUF

Z~N(μZ,ΣZ)

Zj~N(μZj,σZj2)

Figure 4.4: Graphical visualization of the Gaussian random field approximation
of a PUF.

the different device locations. ΣZ captures the variability of the parameters and
controls the spatial smoothness of the random variation components [Scha 05].

It shall be highlighted that the Gaussian random field approximation greatly
simplifies the model building process:

• Following this approximation, any electrical parameter is multivariate nor-
mally distributed. Therefore, model inference is independent of the design
of a PUF.

• µZ and ΣZ can be obtained by measuring the electrical characteristics of a
PUF. Estimation of the distribution parameters is described in Sec. 5.1.3.
Knowledge of the random effects associated with the fabrication process is
not required.

4.2 Quantization Scheme

In order to generate binary responses, some form of quantization scheme has to
be applied to the continuously distributed characteristics of a PUF.

4.2.1 Pairwise Bit-Generation

In the case of mixed-signal Weak PUFs such as the ring oscillator PUF, a simple
way to generate a response-bit is to compare pairs of parameter values. For
instance, if the inequality

zi � zj ¤ 0 (4.11)
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4.2. Quantization Scheme

holds for two parameter realizations zi and zj, the pair is assigned a logical 0 and
logical 1 otherwise. The maximum number of obtainable bits is Np2N �1q which
equals the number of unique pairs that can be formed from a set of 2N parameters.
However, by comparing the parameter values multiple times, trivial dependencies
between the response-bits can arise, e.g. if z1   z2 and z2   z3 holds, then it
follows that z2   z3. In order to avoid these dependencies, exclusive pairs might
be formed, i.e. each parameter is assigned to one and only one pair. [Suh 07]

Henceforth, selecting pairs of parameter values always implies the formation
of exclusive pairs.

4.2.2 Response Distribution

Since the parameter components Zi, i � 1, 2, ..., 2N , are assumed to be jointly nor-
mal, the distribution of the pairwise differences of parameter values can be easily
determined. Let S1 � rZi1 , Zi2 , ..., ZiN sT denote the random vector containing the
first element of each of theN parameter pairs. Similarly, let S2 � rZj1 , Zj2 , ..., ZjN sT
be the random vector composed of the second element of each pair. It follows
that S1 and S2 are multivariate normally distributed with distribution parame-
ters pµS1 ,ΣS1q and pµS2 ,ΣS2q, respectively. Since S1 and S2 are jointly normal,
the pair difference vector ∆S � S1�S2 is also multivariate normally distributed1

∆S � Npµ∆S,Σ∆Sq (4.12)

with mean vector

µ∆S � µS1 � µS2 (4.13)

and covariance matrix

Σ∆S � ΣS1 � ΣS2 � ΣS1,S2 � ΣS2,S1 , (4.14)

where ΣS1,S2 � covpS1, S2q and ΣS2,S1 � covpS2, S1q denote the cross-covariance
matrices of S1 and S2, respectively. The components of Σ∆S can be written in
the form:

rΣ∆Ssuv �

$'&
'%
σ2
S1

u
� σ2

S2
u
� 2ρS1

u,S
2
u
σS1

u
σS2

u
, if u � v

2°
i,j�1

p�1qi�jρSi
u,S

j
v
σSi

u
σSj

v
, otherwise

(4.15)

1This statement trivially follows from the fact that any linear combination of subsets of a
multivariate normally distributed random vector is also jointly normal (Sec. 3.1.1).
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with parameter variances σ2
Si

u
and correlation coefficients ρSi

u,S
j
v
, i � 1, 2, u, v �

1, 2, ..., N . The correlation coefficients measure the similarity between the random
components of parameter value pairs at different spatial locations.

Dependent Variables

Given the distribution of ∆S, one can determine the probability P pX � Rq that
a PUF instance generates a binary response R � pr1, r2, ..., rNq. To compute
P pX � Rq, a vector-valued random function

f∆SpRq � rp�1qr1∆S1, p�1qr2∆S2, ..., p�1qrN ∆SN ssT (4.16)

is defined that maps a pair difference vector ∆S and a response R to a new pair
difference vector ∆S̃ � f∆SpRq. The components of ∆S̃ and ∆S are identical
for all components of R equal zero. All other components are changed in their
respective sign. Consequently, the distributions of ∆S̃ and ∆S differ in the sign
of the corresponding components of their mean vectors. Furthermore, the sign
of each off-diagonal component rΣ∆S̃suv for which ru ` rv � 1 holds has to be
negated, i.e.rΣ∆S̃suv � �rΣ∆Ssuv. All other components are invariant under the
transformation.

It follows that P pX � Rq can be calculated from the cumulative distribution
function F∆S̃ of the transformed pair difference vector ∆S̃:

P pX � Rq � P p∆S̃1 ¤ 0,∆S̃2 ¤ 0, ...,∆S̃N ¤ 0q (4.17)

� F∆S̃p0, 0, ..., 0q (4.18)

�
»
RN
�

d∆s 1ap2πqN detpΣ∆S̃q

� exp
�
�1

2p∆s� µ∆S̃qTΣ�1
∆S̃p∆s� µ∆S̃q



.

(4.19)

Figure 4.5 shows a schematic illustration of the response distribution forN � 2.
The ellipse displayed in the figure indicates the contour plot of the probability
density function pp∆s1,∆s2q of the bivariate normal distribution. The ellipse is
centered around the mean vector µ∆S and its shape is determined by the covari-
ance matrix Σ∆S. The intersection between the area under the density function
and the coordinate quadrants represents the probability according to which the
corresponding response value is realized. For example, the integrated area under

56



4.2. Quantization Scheme

the density function in the first quadrant equals the probability P pX � 11q that
a PUF outputs the response R � 11.

R = 11R = 01

R = 00 R = 10

μΔS = (μΔS1
, μΔS2

)

Δs1

Δs2

Figure 4.5: Graphical visualization of the response probability P pX � Rq for
R P t0, 1u2.

In order to determine the properties of a PUF instance, Eq. (4.19) or variants
thereof need to be computed for all possible 2N responses. Although algorithms
[Miwa 03, Crai 08] exist that allow efficient calculation of the integral term in
Eq. (4.19), the large number of possible responses make this approach computa-
tionally unfeasible for all practically relevant key lengths N ¥ 64.

Independent Variables

Efficient computation of the properties of a PUF instance is possible, if Σ∆S̃ is
a diagonal matrix, i.e. Σ∆S̃ � diagpσ2

∆S1 , σ
2
∆S2 , ..., σ

2
∆SN

q holds. For arbitrarily
selected parameter pairs S1 and S2, diagonality of Σ∆S̃ implies that the random
effects contributing to the variability of the electrical device characteristics are
spatially uncorrelated, i.e. the covariance matrix ΣZ is a diagonal. The diagonal
elements of Σ∆S̃ are equal to the sum of the parameter variances:

σ2
∆Si

� σ2
S1

i
� σ2

S2
i
. (4.20)

In this case, the cumulative distribution function F∆S̃ of ∆S̃ factorizes. Thus,
P pX � Rq can be written as a product of the form:

P pX � Rq �
N¹
i�1

P p∆S̃i ¤ 0q �
N¹
i�1

F∆S̃i
p0q , (4.21)
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where P p∆S̃i ¤ 0q, i � 1, 2, ..., N , denotes the single-bit probability that a pair
difference ∆S̃i results in a logical 0:

P p∆S̃i ¤ 0q �
0»

�8

d∆si
1b

2πσ2
∆Si

exp
�
�p∆si � µ∆S̃i

q2
2σ2

∆Si



. (4.22)

4.3 Uniformity

Dependent Variables

The uniformity XU of an N -bit response of a PUF instance is defined as the
fraction of response-bits k{N , k � 0, 1, ..., N , equal to a logical 1 (Eq. (2.4)).
Therefore, the distribution of XU is determined by the probability mass function

P

�
XU � k

N



�

¸
RPt0,1uN

P pX � Rq � δxHW pRq,k , (4.23)

where δj,k denotes the Kronecker delta and xHW pRq the Hamming weight of a
response R. The summation is carried out over all 2N responses R. P pX � Rq
equals the probability that a PUF instance outputs a response R as defined in
Eq. (4.19).

Independent Variables

Computation of the uniformity property is possible, if the parameter values are
independently distributed. In this case, P pXU � k{Nq can be expressed in
terms of the single-bit probabilities P p∆Si ¡ 0q = 1-P p∆Si ¤ 0q, i � 1, 2, ..., N
(Eq. (4.22)). It follows, that XU is Poisson binomially distributed

P

�
XU � k

N



�
¸
APBk

¹
iPA

P p∆Si ¡ 0q

�
¹
jPAc

p1� P p∆Sj ¡ 0qq
(4.24)

with Bk being defined as the set of subsets containing k integer indices taken
from t1, 2, ..., Nu. Ac denotes the complement of a set A.

Uniformity Distribution

Since the response uniformity of M PUF instances depends on the set of ran-
dom variables tX i

U : 1, 2, ...,Mu, the probability mass function of the response
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4.4. Bit-Aliasing

uniformity is a random function. A realization of the uniformity distribution is
obtained by simulating a random sample from each of the M probability mass
functions stated in either Eq. (4.23) or (4.24).

4.4 Bit-Aliasing

Dependent Variables

The bit-aliasing XA,i of the i-th response-bit of M PUF instances is determined
by the fractional number of bits k{M , k � 0, 1, ...,M , equal to 1 (Eq. (2.5)). XA,i

can be modeled by a Poisson binomial distribution

P

�
XA,i � k

M



�
¸
APBk

¹
uPA

P pXu
i � 1q

�
¹
vPAc

p1� P pXv
i � 1qq ,

(4.25)

where Bk is the set containing all k-element subsets taken from t1, 2, ...,M}.
P pXu

i � 1q denotes the probability that the i-th response-bit of PUF instance u
is a logical 1, i.e.

P pXu
i � 1q �

¸
RPt0,1uN

P pXu � Rq � δri,1 . (4.26)

It shall be noted that the Poisson binomial model is only valid, if the spatial
random components of different PUF instances are independent. This assumption
is reasonable, if the random effects are mainly related to local process variations
such that correlations between parameter values only exist for devices placed in
close proximity to each other. If this assumption fails, then the joint distribution
of the parameter values of all correlated PUF instances has to be taken into
account when computing the response probabilities. This use case will not be
further considered here.

Independent Variables

If the parameter values of each of theM PUF instances are spatially uncorrelated,
then P pXu

i � 1q � P p∆Sui ¡ 0q holds and Eq. (4.25) can be written in the form:
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P

�
XA,i � k

M



�
¸
APBk

¹
uPA

P p∆Sui ¡ 0q

�
¹
vPAc

p1� P p∆Svi ¡ 0qq .
(4.27)

Bit-Aliasing Distribution

A realization of the bit-aliasing distribution of M PUF instances is generated
by simulating a random sample from each of the N probability mass functions
defined in Eq. (4.25) or (4.27).

4.5 Entropy

Given either the response probability P pX � Rq (Eq. (4.19)) or the single-bit
probabilities P p∆Si ¤ 0q, i � 1, 2, ..., N (Eq. (4.22)), the entropy can be directly
calculated according to the equations stated in Sec. 2.3.1.

4.6 Uniqueness

Dependent Variables

The probability P pXu,v
HD � kq that the pairwise Hamming distance Xu,v

HD between
the responses Xu and Xv of two PUF instances u and v amounts to exactly k
bits is given by the expression:

P pXu,v
HD � kq �

¸
R,R1Pt0,1uN

P pXu � RqP pXv � R1q � δxHDpR,R1q,k , (4.28)

where xHDpR,R1q denotes the Hamming distance between the two responses R
and R1. Note that the equation only holds, if the response-bits of the two PUF
instances u and v are independently distributed, otherwise the joint distribution
of the pair differences of both PUF instances has to be considered.

Independent Variables

If the pair differences are uncorrelated, P pXu,v
HD � kq can be computed from

the individual pair probabilities P pXu
i � Xv

i q that the i-th response-bit of PUF
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instances u and v differ from each other. P pXu
i � Xv

i q is equal to the probability
that either the response-bit of the first instance is a logical zero and that of the
second one a logical 1 or the other way round:

P pXu
i � Xv

i q � P p∆Sui ¤ 0qp1� P p∆Svi ¤ 0qq
� p1� P p∆Sui ¤ 0qqP p∆Svi ¤ 0q .

(4.29)

If the response-bits of PUF-instances u and v are independently distributed, then
P pXu,v

HD � kq follows a Poisson binomial distribution:

P pXu,v
HD � kq �

¸
APBk

¹
iPA

P pXu
i � Xv

i q

�
¹
jPAc

p1� P pXu
j � Xv

j qq ,
(4.30)

where Bk is the set of subsets including k integer indices taken from t1, 2, ..., Nu.

Inter-Hamming Distance Distribution

The distribution of the family of inter-Hamming distributions is approximated by
simulating random draws from each of theMpM�1q{2 probability mass functions
P pXu,v

HD � kq defined by Eq. (4.28) and (4.30), respectively.

4.7 Reproducibility

In case of the pairwise quantization scheme, a bit generated from a given pair
difference ∆s changes its value, if the added effect of the noise source δ∆s causes
a change in the sign of ∆s:

δ∆s ¡ |∆s|, if ∆s ¤ 0 (4.31)

δ∆s ¤ �∆s, if ∆s ¡ 0 . (4.32)

The probability that the events stated in Eq. (4.31) and (4.32) occur determines
the probability that a bit generated form ∆s is unstable. With regard to the
reproducibility of a response, determination of the probability P pXflip � rflipq
that a number of response-bits indicated by a vector rflip P t0, 1uN change their
logic state is of primary interest.
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Dependent Variables

In order to determine P pXflip � rflipq the joint distribution pp∆s, δ∆s, uq of ∆S,
δ∆S and other random variables U related to the former two quantities need
to be specified.In order to model the joint density, it is convenient to express
pp∆s, δ∆s, uq in terms of conditional probabilities:

pp∆s, δ∆s, uq � ppδ∆s|∆s, uqpp∆s|uqppuq (4.33)

� pp∆s|δ∆s, uqppδ∆s|uqppuq , (4.34)

where pp�|�q and pp�q denote the conditional and marginal distribution of their
respective arguments.

This form of hierarchical description is commonly used throughout statistical
data analysis to simply the model building process of complex problems. Instead
of having to specify the joint probability of a possibly large number of random
variables, the model can be broken down into smaller sub-models corresponding
to a set of hierarchical stages, where the density function associated with each
stage might be conditionally dependent on the outcome of other stages. [Gelm 14]

Within the scope of the proposed framework, using a conditional formulation
facilitates the integration of random effects originating from other sources such
as the process-related uncertainty of the noise variances into the proposed model
framework. Proceeding from the representation of the joint distribution stated
in Eq. (4.33), P pXflip � rflipq can be written in the form:

P pXflip � rflipq|∆s, u �
»
dδ∆s ppδ∆s|∆s, uq (4.35)

for given realizations of ∆s and u. The integration region Diprflip,iq of each of
the N tuples p∆si, δ∆siq are limited by the constraints given in Eq. (4.31) and
(4.32) depending on the corresponding component of the indicator vector rflip,i.
The component value rflip,i � 1 indicates that the i-th response-bit is unstable,
hence Di is defined as:

Diprflip,i � 1q �
$&
%tδ∆si P R : δ∆si ¡ |∆si|u, if ∆si ¤ 0

tδ∆si P R : δ∆si ¤ �∆siu, otherwise .
(4.36)

Accordingly, rflip,i � 0 denotes a stable response-bit. In this case, Di is deter-
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mined by the following equations:

Diprflip,i � 0q �
$&
%tδ∆si P R : δ∆si ¤ |∆si|u, if ∆si ¤ 0

tδ∆si P R : δ∆si ¡ �∆siu, otherwise.
(4.37)

Since ∆s, δ∆s and u are realizations of random variables, the probability P pXflip �
rflipq is also a stochastic quantity. In practice, one can resort to simulation meth-
ods to approximate the distribution of P pXflip � rflipq. For this purpose random
samples are sequentially drawn from the density functions stated in Eq. (4.33) or
(4.34). In case of Eq. (4.33), the sampling procedure involves the following steps:

• draw a random sample ū from ppuq

• draw a random sample ∆s̄ from pp∆s|ūq

• compute P pXflip � rflipq|∆s̄, ū according to Eq. (4.35)

• repeat the previous steps.

Given a set of realizations of all probabilities P pXflip � rflipq, the overall re-
producibility of a PUF instance can be evaluated. Let Rk � tr P t0, 1uN :°N
i�1 ri � ku denote the set of indicator vectors, which feature exactly k ones,

then the probability P pXunstable � kq that k bits of a PUF response are unstable
is determined by the sum:

P pXunstable � kq �
¸

rflipPRk

P pXflip � rflipq . (4.38)

P pXunstable � kq is determined conditional on the probabilities P pXflip � rflipq,
rflip P Rk. Since Rk contains k-permutations of N elements, computation of
P pXunstable � kq is only possible for values of k for which |N{2� k| is large. For
example, let N � 256 and k � 0, 1, ...5, then the integral in Eq. (4.35) has to be
evaluated more than 1.7� 108 times per PUF instance, which is computationally
unfeasible. Therefore, instead of solving Eq. (4.35), one could use the conditional
and marginal distributions stated in Eq. (4.33) to simulate a set of noisy responses
to approximate the distribution of the intra-Hamming distances.
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Independent Variables

The expressions derived in the previous section can be greatly simplified, if the
joint density pp∆s, δ∆s, uq factorizes into N componentwise density products:

pp∆s, δ∆s, uq �
N¹
i�1

ppδ∆si|∆si, uiqpp∆si|uiqppuiq . (4.39)

In this case, the probability P pXflip,iq that the i-th response-bit flips can be
computed independently from the state of the remaining bits. Conditional on a
tuple of realizations p∆si, uiq, the probability P pXflip,iq can be written as:

P pXflip,iq �

$''&
''%

8³
�∆si

dδ∆si ppδ∆si|∆si, uiq , if ∆si ¤ 0
�∆si³
�8

dδ∆si ppδ∆si|∆si, uiq , otherwise .
(4.40)

The main benefit provided by separable bit-probabilities is the ability to model
P pXunstable � kq in a computationally convenient way. Given a set of single-bit
probabilities tP pXflip,iq : i � 1, 2, ..., Nu, the number of unstable response-bits
Xunstable is Poisson binomially distributed with probability mass function:

P pXunstable � kq �
¸
APBk

¹
iPA

P pXflip,iq
¹
jPAc

p1� P pXflip,iqq
(4.41)

with Bk denoting the set of subsets comprised of k integer indices taken from
t1, 2, ..., Nu. Unlike the expression in Eq. (4.38), the Poisson binomial distribu-
tion can be computed; different computation methods are described in [Chen 97,
Hong 13].

Intra-Hamming Distance Distribution

The underlying family of intra-Hamming distance distributions can be approxi-
mated by sampling random draws from each of the M probability mass functions
P pXunstable � kq stated in Eq. (4.38) and (4.41), respectively.

4.8 Noise Source Distributions

In order to evaluate the reproducibility of a PUF response, the probability distri-
butions of the noise source ppδ∆s|∆s, uq, the pair differences pp∆s|uq and other
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related random variables ppuq need to be specified. In the following two sections
the effect of a lognormally and a normally distributed random source are consid-
ered. The lognormal distribution provides a generic model for an electrical noise
source. In a complementary way, the normal distribution serves as a flexible
model to incorporate the effect of varying operating conditions.

4.8.1 Lognormally Distributed Noise Source

Dependent variables

Noise-related deviations δ∆si, i � 1, 2, ..., N , from the respective pair differences
∆si are modeled as independent normally distributed random variables

δ∆s � Np0, Dσ2
Noise

q . (4.42)

Here 0N denotes the zero vector of size N . The diagonal covariance matrix can
be written in the form

Dσ2
Noise

� diagpσ2
Noise,1, ..., σ

2
Noise,Nq , (4.43)

where σ2
Noise,i � σ2

s1i
� σ2

s2i
, i � 1, 2, ..., N , is the sum of the noise variances of the

i-th pair difference ∆si. It follows that the conditional probability ppδ∆s|σ2
noiseq

is determined by the expression:

ppδ∆s|σ2
noiseq �

1d
p2πqN

N±
i�1

σ2
Noise,i

� exp
�
�1

2δ∆s
TD�1

σ2
Noise

δ∆s


.

(4.44)

Since ∆s is taken as mean value of repeated measurement samples, ∆s is
assumed to be independent of the random vectors σ2

s1 and σ2
s2 , i.e. the approx-

imation pp∆s|σ2
noiseq � pp∆sq holds. Within the scope of the Gaussian random

field approximation, pp∆sq corresponds to the density function of the multivariate
normal distribution ∆S � Npµ∆S,Σ∆Sq:

pp∆sq � exp
��1

2p∆s� µ∆SqTΣ�1
∆Sp∆s� µ∆Sq

�ap2πqN detpΣ∆Sq
(4.45)

with mean vector µ∆S and covariance matrix Σ∆S.
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Lastly, the probability density function ppσ2
Noiseq needs to be specified. The

density function of the sum of two random variables2 σ2
s1 and σ2

s2 can be expressed
in terms of their joint distribution ppσ2

s1 , σ
2
s2q:

ppσ2
Noiseq �

»
RN
�

dσ2
s2ppσ2

Noise � σ2
s2 , σ

2
s2q (4.46)

for σ2
Noise � σ2

s2 ¡ 0 and 0 otherwise. The variance of a random variable is a
positive quantity, therefore the joint density ppσ2

s1 , σ
2
s2q must be a strictly positive

function. A convenient way to model the tuple of random vectors pσ2
s1 , σ

2
s2q is to

assume a multivariate lognormal distribution�
σ2
s1

σ2
s2



� Lognormal

�
µs �

�
µ1

µ2



,Σs �

�
Σ11 Σ12

Σ21 Σ22

��
(4.47)

with joint distribution density:

ppσ2
s1 , σ

2
s2q �

1ap2πq2N detpΣsq
N±
i�1

σ2
s1i
σ2
s2i

exp
�
�1

2

��
logpσ2

s1q
logpσ2

s2q


�
�
µ1

µ2



T

�
�

Σ11 Σ12

Σ21 Σ22

��1��
logpσ2

s1q
logpσ2

s2q


�
�
µ1

µ2



�
 ,

(4.48)

if σ2
s1 , σ

2
s2 ¡ 0 and 0 otherwise. By substituting σ2

s1 � σ2
Noise � σ2

s2 into Eq. (4.48),
the joint density function can be rewritten in the form:

ppσ2
Noise � σ2

s2 , σ
2
s2q �

1ap2πq2N detpΣsq
N±
i�1
pσ2

Noise,i � σ2
s2i
qσ2

s2i

exp
�
�1

2

��
logpσ2

Noise � σ2
s2q

logpσ2
s2q



�
�
µ1

µ2



T

Σs
�1
��

logpσ2
Noise � σ2

s2q
logpσ2

s2q


�
�
µ1

µ2





(4.49)

for σ2
Noise � σ2

s2 ¡ 0 and 0 otherwise. Estimates of the distributional parameters
µs and Σs can be obtained by applying median polish to the logarithmized sample
variance of repeatedly measured parameter values (Sec. 5.3.2).

2In general, the probability density function of the sum of two random variables X and
Y is simply obtained by computing the derivative of the cumulative distribution function
FZ � P pZ ¤ zq with Z � X � Y and z � x� y [Fabe 12].
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Given the distribution functions ppδ∆s|σ2
noiseq , pp∆sq and ppσ2

Noiseq defined in
Eq. (4.44), (4.45) and (4.46), respectively, the effect of the noise source is fully
characterized.

Independent Variables

The joint density factorizes into the componentwise product of density functions

ppδ∆si|σ2
Noise,iqpp∆siqppσ2

Noise,iq , (4.50)

if both variance-covariance matrices Σs and Σ∆S are diagonal. A diagonal co-
variance matrix of the form Σs � diagpσ̃2

s11
, ..., σ̃2

s1N
, σ̃2

s21
, ..., σ̃2

s2N
q implies that the

probability density function ppσ2
Noiseq defined in Eq. (4.46) can be written as the

product of the N marginal distributions ppσ2
noise,iq:

ppσ2
noise,iq �

8»
0

dσ2
s2i

1
2πσ̃s1i σ̃s2i pσ2

Noise,i � σ2
s2i
qσ2

s2i

exp
�
� 1

2σ̃2
s1i

plogpσ2
Noise,i � σ2

s2i
q � µs1i q2

� 1
2σ̃2

s2i

plogpσ2
s2i
q � µs2i q2

�
,

(4.51)

if σ2
Noise,i�σ2

s2i
¡ 0 and 0 otherwise. Similarly, a diagonal structure of Σ∆S allows

to reformulate the density function

pp∆sq �
N¹
i�1

pp∆siq (4.52)

in terms of the density functions pp∆siq, i � 1, 2, ..., N , of the N parameter dif-
ference pairs:

pp∆siq � 1b
2πσ2

∆Si

exp
�
�p∆si � µ∆Si

q2
2σ2

∆Si



. (4.53)

By assumption, the components of the deviation vector δ∆s are modeled as
independent random variables with density functions

ppδ∆si|σ2
Noise,iq �

1b
2πσ2

Noise,i

exp
�
� δ∆s2

i

2σ2
Noise,i



(4.54)

for i � 1, 2, ..., N . Therefore, the case of independent variables described in the
previous section applies.
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4.8.2 Normally Distributed Noise Source

Dependent Variables

Given a set of variables x such as the operating temperature or the device age
that affect the electrical characteristics of a PUF, the objective is to determine
the joint probability pp∆s, δ∆spxqq of the N parameter differences ∆s measured
under reference conditions x0 during the enrollment phase and its deviations
δ∆spxq when measured under conditions x � x0 after deployment of the PUF.
The relationship between x and the parameter values is evaluated in terms of a
linear regression model. The regression coefficients are treated as random fields
whose mean vectors and covariance structure are used to derive an expression for
pp∆s, δ∆spxqq.

Let z̃j � rz̃1
j , z̃

2
j , ..., z̃

M
j sT denote a vector whose M components correspond

to noisy measurement samples of the j-th parameter value taken at operating
conditions x � px1, x2, ..., xMq. The relation between z̃j and x modeled in terms
of the regression equation [Timm 02]:

z̃j � Xβj � εj (4.55)

with regression coefficient vector

βj � rβ0
j , β

1
j , ..., β

K
j sT , (4.56)

random error vector
εj � rε1

j , ε
2
j , ..., ε

M
j sT (4.57)

and design matrix

X �

�
������
b0px1q b1px1q � � � bKpx1q
b0px2q b1px2q � � � bKpx2q

... ... . . . ...
b0pxMq b1pxMq � � � bKpxMq

�
�����
 , (4.58)

where tbkp�q : k � 0, 1, ..., Ku, denotes a set of basis functions, e.g. polynomials
bkpxlq � xkl .

For the following analysis, the error components tεuj : u � 1, 2, ...,Mu are as-
sumed to be independently and normally distributed, i.e.

εj|tσ2
z̃u

j
: u � 1, 2, ...,Mu � N

�
0M , Dσ2

z̃j

	
(4.59)
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with diagonal matrix Dσ2
z̃j

defined as

Dσ2
z̃j
� diagpσ2

z̃1
j
, σ2

z̃2
j
, ..., σ2

z̃M
j
q (4.60)

and error variances σ2
z̃u

j
, u � 1, 2, ...,M . Note that the distribution of the error

terms has to be taken conditionally on the error variances, since they are also
considered as random variables due to the effect of stochastic process variations
(Sec. 4.8.1). In case of unequal error variances, weighted least squares provides
the best linear unbiased estimator β̂j of the regression coefficients [Gelm 14]:

β̂j � pXTWXq�1XTWz̃j , (4.61)

whereW denotes a diagonal weight matrix whose componentsWuu, u � 1, 2, ...,M ,
are set equal to the inverse error variances [Abdi 07], i.e.

Wuu � σ�2
z̃u

j
. (4.62)

The next step is to determine the distributional properties of β̂j taken into ac-
count process-related variability of the regression coefficients βj. Motivated by
the Gaussian random field approximation, the lumped effect of systematic and
random process variations is expressed in terms of an additive model with Gaus-
sian random effects, i.e. βj is written as the sum of a deterministic component
µβj

and a normally distributed stochastic component Uβj
:

βj � µβj
� Uβj

. (4.63)

By substituting Eq. (4.55) and (4.63) into (4.61), β̂j can be expressed in terms
of µβj

and Uβj
:

β̂j � µβj
� Uβj

� pXTWXq�1XTWεj . (4.64)

Since it is reasonable to assume the random effects Uβj
and the error vector εj

to be conditionally independent given the sample variances σ2
z̃u

j
, u � 1, 2, ...,M ,

it follows from Eq. (4.64) that β̂j is multivariate normally distributed:

β̂j � Npµβ̂j
,Σβ̂j

q (4.65)

with mean vector µβ̂j

µβ̂j
� µβj

(4.66)
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and covariance matrix Σβ̂j
given by the equation

Σβ̂j
� Σβj

� ppXTWXq�1XTW qDσ2
z̃j
ppXTWXq�1XTW qT, (4.67)

where the first term corresponds to the covariance structure resulting from the
random effects Uβj

and the second one to the transformed error variance Dσ2
z̃j
.

Considering the variation decomposition of z̃j into a systematic component
µz̃j

, multivariate normal random effects Uz̃j
and an error term εj, it follows from

Eq. (4.61) that the distribution parameters µβ̂j
and Σβ̂j

can be identified with the
mean vector µz̃j

and covariance matrix Σz̃j
of z̃j. The mean vector is determined

by the expression
µβ̂j

� pXTWXq�1XTWµz̃j
. (4.68)

The covariance matrix can be written in the form

Σβ̂j
� ppXTWXq�1XTW qpΣz̃j

�Dσ2
z̃j
qppXTWXq�1XTW qT. (4.69)

It is apparent from the two equations that the mean vector and the covariance
matrix of β̂j are fully determined by the mean vector, covariance matrix and
error variances of z̃j. All three quantities can be estimated from the electrical
measurement data of a PUF.

Further model development requires specification of the joint distribution of
the regression coefficient estimates β̂j, j � 1, 2, ..., 2N , to take into account the
spatial aspect of the problem at hand. First of all, it is assumed that the 2N
random effects Uz̃j

follow a multivariate normal distribution. This approximation
is based on the assumption that the random effects at different operating condi-
tions are highly correlated (Sec. 5.3.3). Secondly, the combined random effects
Uz̃ � rUT

z̃1 , ..., U
T
z̃2N
sT and error terms ε � rεT

1 , ε
T
2 , ..., ε

T
2N sT are considered inde-

pendent conditional on the sample variances σ2
z̃u

j
, j � 1, 2, ..., 2N , u � 1, 2, ...,M .

Lastly, the combined error term ε is modeled by a jointly zero-mean Gaussian
distribution:

ε � Np02MN ,Σεq . (4.70)

The covariance matrix Σε can be written in block form:

Σε �

�
������

Σε1 Σε1,ε2 � � � Σε1,ε2N

Σε2,ε1 Σε2 � � � Σε2,ε2N

... ... . . . ...
Σε2N ,ε1 Σε2N ,ε2 � � � Σε2N

�
�����
 (4.71)

70



4.8. Noise Source Distributions

with covariance matrices Σεj
:� Dσ2

z̃j
, j � 1, 2, ..., 2N , (Eq. (4.60)) and cross-

covariance matrices Σεj ,εk
, j, k � 1, 2, ..., 2N , j � k. The cross-covariance matri-

ces allow to include spatiotemporal correlations between parameter values mea-
sured in close succession at different spatial locations on a chip.

Under these assumption, the coefficient vector β̂ � rβ̂T
1 , β̂

T
2 , ..., β̂

T
2N sT is multi-

variate normally distributed

β̂ � Npµβ̂,Σβ̂q . (4.72)

The pK � 1q � 2N components of the mean vector

µβ̂ �

�
������
µβ̂1

µβ̂2...
µβ̂2N

�
�����
 (4.73)

are defined according to Eq. (4.68):

µβ̂u
j
�

Ķ

t�0

M̧

s�1
rpXTWXq�1sutbtpxsqσ�2

z̃s
j
µz̃s

j
. (4.74)

The covariance structure of β̂ can be represented by a block matrix Σβ̂ similar to
the one of the combined error term:

Σβ̂ �

�
������

Σβ̂1
Σβ̂1,β̂2

� � � Σβ̂1,β̂2N

Σβ̂2,β̂1
Σβ̂2

� � � Σβ̂2,β̂2N... ... . . . ...
Σβ̂2N ,β̂1

Σβ̂2N ,β̂2
� � � Σβ̂2N

�
�����
 . (4.75)

The block diagonal components correspond to the K�K covariance matrices de-
fined in Eq. (4.69). Each matrix Σβ̂j

captures the covariance structure between
different coefficient estimates at a given spatial location j. The off-diagonal block
elements define the cross-covariance Σβ̂j ,β̂k

between the regression coefficient vec-
tors at two different spatial locations j and k. Computation of covpβ̂j, β̂kq yields
the following expression for Σβ̂j ,β̂k

:

Σβ̂j ,β̂k
� Σβj ,βk

� ppXTWXq�1XTW qΣεj ,εk
ppXTWXq�1XTW qT

(4.76)
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with Σβj ,βk
being the cross-covariance matrix of the parameters vectors βj and

βk. In order to determine Σβ̂j ,β̂k
from regression data, Eq. (4.76) needs to be

reformulated in terms of the measurable parameter values:

Σβ̂j ,β̂k
� ppXTWXq�1XTW qpΣz̃j ,z̃k

� Σεj ,εk
q

� ppXTWXq�1XTW qT.
(4.77)

The cross-covariance matrix Σz̃j ,z̃k
determines the correlation between two param-

eters z̃j and z̃k measured at different spatial locations and operating conditions.
To simplify notation in subsequent sections, the components of the covariance

and cross-covariance matrices are restated in terms of the regression variances and
correlation coefficients. Let σ2

β̂u
j

, u � 0, 1, ..., K, be the variances of the regression
coefficient estimates defined as

σ2
β̂u

j
� varpβ̂uj q

�
Ķ

q,t�0

M̧

r,s�1
rpXTWXq�1sutbtpxsqσ�2

z̃s
j
rΣz̃j

�Dσ2
z̃j
ssr

� σ�2
z̃r

j
bqpxrqrpXTWXq�1suq .

(4.78)

Furthermore, let ρβ̂u
j ,β̂

v
k
, u, v � 0, 1, ..., K denote the correlation coefficient of

β̂uj and β̂vk :

ρβ̂u
j ,β̂

v
k
� 1
σβ̂u

j
σβ̂v

k

covpβ̂uj , β̂vkq (4.79)

� 1
σuj σ

v
k

Ķ

q,t�0

M̧

r,s�1
rpXTWXq�1sutbtpxsqσ�2

z̃s
j

� rΣz̃j ,z̃k
� Σεj ,εk

ssrσ�2
z̃r

j
bqpxrqrpXTWXq�1svq

(4.80)

with Σz̃j ,z̃j
� Σz̃j

and Σεj ,εj
� Σεj

. Given these two definitions, the matrix
elements Σβ̂u

j ,β̂
v
j
, u, v � 0, 1, ..., K, can be expressed as

Σβ̂u
j ,β̂

v
j
�

$'&
'%
σ2
β̂u

j

, if u � v

ρβ̂u
j ,β̂

v
j
σβ̂u

j
σβ̂v

j
, otherwise.

(4.81)

Similarly, the components of the cross-covariance matrix Σβ̂u
j ,β̂

v
k
, u, v � 0, 1, ..., K,

are determined by the following equation:

Σβ̂u
j ,β̂

v
k
� ρβ̂u

j ,β̂
v
k
σβ̂u

j
σβ̂v

k
. (4.82)
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Note that Σβ̂ generally contains the spatial autocorrelation structure of the
random field and, in addition, the cross-correlation effects between the random
field evaluated at different operating conditions. Therefore, the spatial mean, the
variance-covariance structure and the cross-covariance structure of the random
fields have to be estimated simultaneously from the data. If the random effects of
the random fields at different operating conditions are linearly related, then the
distribution parameters can be easily estimated from the decomposed variation
data obtained by median polishing as shown in later sections.

Given the coefficient vector β̂, a regression model for the pair differences ∆s̃
at operating conditions x can be formulated:

∆s̃ � ∆β̂0 �
Ķ

k�1
bkpxq∆β̂k (4.83)

with coefficient pair differences ∆β̂0 � β̂0
S1 � β̂0

S2 and ∆β̂k � β̂kS1 � β̂kS2 , where
β̂uS1 � rβ̂uS1

1
, β̂uS1

2
, ..., β̂uS1

N
s and β̂uS2 � rβ̂uS2

1
, β̂uS2

2
, ..., β̂uS2

N
s denote the vectors contain-

ing the first and second element of the N pairs of the u-th regression coefficient,
respectively. Without loss of generality, b0p�q was set to 1 in Eq. (4.83).

The next step is to express ∆s and δ∆s in terms of the regression coefficients.
According to Eq. (4.83), ∆s̃ � ∆s � ∆β̂0 holds for x � x0, hence ∆s can be
associated with ∆β̂0. Similarly,

°K
k�1 bkpxq∆β̂k yields an expression for δ∆spxq.

Based on these relations, the probability density functions ppδ∆s|∆sq and pp∆sq
can be specified. The conditional probability density ppδ∆s|∆sq is derived from
the joint density pp∆s, δ∆sq. Since β̂ is assumed to be multivariate normal, ∆S
and δ∆Spxq also follow a multivariate normal distribution3:

�
∆S

δ∆Spxq


� N

��
µ∆S

µδ∆S



,

�
Σ∆S Σ∆S,δ∆Spxq

ΣT
∆S,δ∆Spxq Σδ∆Spxq

��
. (4.84)

The mean vector components µ∆S and µδ∆Spxq are given by the relations

µ∆S � µ∆β̂0 � µβ̂0
S1
� µβ̂0

S2
(4.85)

and

µδ∆Spxq �
Ķ

k�1
bkpxqµ∆β̂k �

Ķ

k�1
bkpxq

�
µβ̂k

S1
� µβ̂k

S2

	
, (4.86)

3Any subset of jointly normal random variables follows a jointly normal distribution
(Sec. 3.1.1).
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respectively. The covariance matrix Σ∆S is determined by the variance of ∆S:

Σ∆S � varp∆Sq (4.87)

� varp∆β̂0q (4.88)

� Σβ̂0
S1
� Σβ̂0

S2 ,
� Σβ̂0

S1 ,β̂
0
S2
� Σβ̂0

S2 ,β̂
0
S1
, (4.89)

where Σβ̂0
S1

and Σβ̂0
S2

denote the covariance matrices of the regression coefficient
vectors β̂0

S1 and β̂0
S2 , respectively. With a slightly modified notation for the re-

gression parameter variances and correlation coefficients defined in Eq. (4.78)
and (4.80), respectively, the components of the covariance matrix Σβ̂u

Si
r
,β̂u

Si
s

, u �
0, 1, ...K, i � 1, 2, can be written in the form

Σβ̂u

Si
r
,β̂u

Si
s

�

$'&
'%
σ2
β̂u

Si
r

, if r � s

ρβ̂u

Si
r
,β̂u

Si
s

σβ̂u

Si
r

σβ̂u

Si
s

, otherwise
(4.90)

for all coefficient pair components r, s � 1, 2, ..., N . Accordingly, Σβ̂0
S1 ,β̂

0
S2

and
Σβ̂0

S2 ,β̂
0
S1

represent the cross-covariance matrices of the regression coefficient vec-
tors β̂0

S1 and β̂0
S2 , whose components Σβ̂u

Si
r
,β̂v

S
j
s

, u, v � 0, 1, ...K, i, j � 1, 2, r, s �
1, 2, ..., N , are determined by the following equation:

Σβ̂u

Si
r
,β̂v

S
j
s

� ρβ̂u

Si
r
,β̂v

S
j
s

σβ̂u

Si
r

σβ̂v

S
j
s

(4.91)

with u � v and i � j. The covariance matrix Σδ∆Spxq is obtained by computing
the variance of δ∆Spxq:

Σδ∆Spxq � var pδ∆Spxqq (4.92)

� var
�

Ķ

k�1
bkpxq∆β̂k

�
(4.93)

�
Ķ

k�1
b2
kpxq

�
Σβ̂k

S1 ,β̂
k
S1
� Σβ̂k

S2 ,β̂
k
S2

	

�
Ķ

k,l�1
k�l

bkpxqblpxq
�

Σβ̂k
S1 ,β̂

l
S1
� Σβ̂k

S2 ,β̂
l
S2

	

�
Ķ

k,l�1
bkpxqblpxq

�
Σβ̂k

S1 ,β̂
l
S2
� Σβ̂k

S2 ,β̂
l
S1

	
.

(4.94)
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Lastly, computation of the covariance of ∆S and δ∆S yields an expression for
the cross-covariance matrix Σ∆S,δ∆S:

Σ∆S,δ∆Spxq � cov p∆S, δ∆Spxqq (4.95)

� cov
�

∆β̂0,
Ķ

k�1
bkpxq∆β̂k

�
(4.96)

�
Ķ

k�1
bkpxq

�
Σβ̂0

S1 ,β̂
k
S1
� Σβ̂0

S2 ,β̂
k
S2

�Σβ̂0
S1 ,β̂

k
S2
� Σβ̂0

S2 ,β̂
k
S1

	
.

(4.97)

For known values of µ∆S, µδ∆S, Σ∆S, Σδ∆Spxq and Σ∆S,δ∆Spxq, the conditional
joint density ppδ∆s|∆sq can be specified. The conditional distribution of two
jointly normal random vectors follows a normal distribution, hence δ∆S condi-
tional on ∆S is also multivariate normally distributed4:

ppδ∆s|∆sq � N �δ∆s|µδ∆S|∆S,Σδ∆Spxq|∆S
�

(4.98)

with conditional mean vector µδ∆S|∆S

µδ∆Spxq|∆S � µδ∆Spxq � Σδ∆Spxq,∆SΣ�1
∆S p∆s� µ∆Sq (4.99)

and covariance matrix

Σδ∆Spxq|∆S � Σδ∆Spxq � ΣT
∆S,δ∆SpxqΣ�1

∆SΣ∆S,δ∆Spxq . (4.100)

The random vector ∆S also follows a multivariate normal distribution with
density function:

pp∆sq � N p∆s|µ∆S,Σ∆Sq . (4.101)

The definitions of the mean vector µ∆S and covariance matrix Σ∆S are given
in Eq. (4.85) and (4.89), respectively. The normally distributed noise source
is fully determined by the density functions ppδ∆s|∆sq (Eq. (4.98)) and pp∆sq
(Eq. (4.101)).

Independent Variables

A componentwise factorization of the joint probability density function

pp∆s, δ∆spxqq �
N¹
i�1

ppδ∆sipxq|∆siqpp∆siq (4.102)

4See the paragraph on conditional normal distributions in Sec. 3.1.1.
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is achieved, if the corresponding covariance matrices Σ∆S and Σδ∆S|∆S are di-
agonal, which requires the off-diagonal elements of Σ∆S, Σδ∆S and Σ∆S,δ∆Spxq

to vanish. As can be seen from Eq. (4.89), (4.94) and (4.97) diagonalization of
all matrices is accomplished, if the regression coefficient estimates belonging to
different pairs are uncorrelated, i.e.

ρβ̂u

Si
r
,β̂v

S
j
s

� 0 (4.103)

holds for all u, v � 0, 1, ..., K, i, j � 1, 2 and r, s � 1, 2, ..., N with r � s. Accord-
ing to Eq. (4.80), the correlation coefficients are identically zero, if
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holds, which generally requires that each term itself vanishes. In this case, the
expressions for Σ∆S and Σδ∆S|∆S can be simplified as follows. The diagonal
elements rΣ∆Ssrr, r � 1, 2, ..., N , are given by
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According to Eq. (4.100), the matrix elements rΣδ∆S|∆Ssrr, r � 1, 2, ..., N , are of
the form
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Ķ

k�1
b2
kpxq

�
σ2
β̂k

S1
r

� σ2
β̂k

S2
r




�
Ķ
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The corresponding mean vector components rµδ∆S|∆Ssr, r � 1, 2, ..., N , are:
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4.9. Summary

Provided that the requirements stated above are fulfilled, the reproducibility of
PUF response can be evaluated within the scope of the single-bit probability
model described in Sec. 4.7.

4.9 Summary

A detailed model framework capable of simulating the response randomness,
uniqueness and reproducibility of arbitrary mixed-signal PUFs was presented.
The conceptual idea behind the framework is based on the assumption that the
manufacturing-related variability of the analog characteristics of a PUF can be
expressed in terms of a Gaussian random field.

The effect of nonuniform systematic process variations and spatially corre-
lated random mismatch, are modeled in terms of a spatially dependent mean and
a non-diagonal covariance structure. Simultaneous estimates of both distribution
parameters are obtained by the use of standard variation decomposition proce-
dures well-known in the area of spatial statistics. Application of these methods
results in an individual set of distribution parameters for each PUF instance.
Differences in the parameters between PUF instances naturally reflect spatial
or temporal disparities in the processing conditions responsible for inter-die and
batch-to-batch variation, for example.

Given the distribution type and parameter estimates, the response probabilities
that a PUF instance outputs a particular bit-sequence were derived in the case
of dependent and independent random variables modeling the electrical device
parameters of a PUF. Conditional on the response probabilities, expressions for
the inter- and intra-Hamming distance were formulated. In the general use case of
unequal response probabilities, it was shown that the distribution of the Hamming
distances are random realization of a family of possible distributions, members of
which can be simulated by nested Monte Carlo sampling.

The intra-Hamming distance was evaluated for two types of noise sources rep-
resenting the effect of measurement noise and variable operating conditions on
the reproducibility of a PUF response, respectively. The former noise source, was
modeled in terms of lognormally distributed noise variances to account for spa-
tially dependent response error probabilities. Response errors caused by changes
in the operating conditions were analyzed by means of multiple linear weighted
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regression with random coefficients. The random variable treatment provides a
simple way to include systematic and random mismatch between temperature or
voltage coefficients.
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Chapter 5

Model Building Example: Ring
Oscillator PUF

In this chapter, the proposed Gaussian random field model procedure (Chap. 4)
is applied to the ring oscillator PUF implementation described in [Mait 10]. Val-
idation of the model is based on the uniformity, bit-aliasing, uniqueness and re-
producibility of PUF responses computed for two different pair selection schemes.
The choice of the aforementioned metrics is motivated by the ability to compute
these measures directly from the observed raw responses of a PUF realization,
thus facilitating the comparison between the empirical estimates and the theo-
retical values predicted by the model in a straight-forward way.

5.1 Description of the Model Building Process

5.1.1 Data Acquisition

Prerequisite to the subsequent analysis is access to experimental data of a number
of PUF instances. The experimental data should include electrical measurements
of all primitive devices realizing a PUF instance. In order to determine the ef-
fect of measurement noise on the stability of a PUF design, repeated samples of
the electrical characteristics have to be acquired. Similarly, modeling the repro-
ducibility of the PUF responses under variable operating conditions requires mul-
tiple measurements of the electrical characteristics at different operating points.
If regression analysis is to be employed, the number of operating points and the
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Chapter 5. Model Building Example: Ring Oscillator PUF

spacing between them should reflect the functional relationship between the elec-
trical parameters of a PUF and the operating conditions. For example, in order to
model a nonlinear dependency measurements at three or more different operating
conditions are required.

5.1.2 Data Processing

Cleansing

The distribution form and the distribution parameters used to model the response
properties of a PUF are estimated from experimental data, thus outliers due
to systematic measurement errors are likely to affect and falsify the statistical
inference based on these estimates. Consequently, erroneous records should be
removed in order to avoid measurement artifacts in the analysis results.

Computation of the Noise Variances

The noise error model developed in Sec. 4.8.1 requires estimates of the variance
of the measurement noise as input. In practice, the noise variances are estimated
from the sample variance (Eq. (3.28)) of the repeated measurement samples of
each electrical characteristic.

5.1.3 Distribution Parameter Estimation

The electrical data obtained from a PUF instance is modeled as Gaussian random
field, i.e. the measured characteristics of each PUF primitive or suitable transfor-
mations thereof are considered as realization of a multivariate normal distribution
defined by the distribution parameters µZ and ΣZ (Sec. 4.1).

Estimation of the distribution parameters of a Gaussian random field is a well
known problem in spatial statistics. A variety of readily applicable parametric
and nonparametric methods exist that can be applied to the problem at hand (see
[Scha 05] for a detailed overview). By the use of these methods, µZ and ΣZ can be
determined from a single realization of the underlying random field. The lack of
samples from which to estimate the covariance structure is taken into account by
assuming local stationarity1 of the random components UZi

, i � 1, 2, ..., 2N , i.e.
1In this context, spatial stationarity means that the covariance structure of the random
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5.1. Description of the Model Building Process

the random components are assumed to have equal variances. Thus, the random
field approach is less restrictive regarding the distributional properties of a PUF
than conventional methods which assume common distribution parameters for all
PUF instances2.

Within the scope of this work, median polish (Sec. 3.4) was used to determine
estimates of µZ and ΣZ . The choice of this method was motivated by the flexibility
of the algorithm to adapt to different spatial trend surfaces while preserving
local features without having the need to specify a parametric form of µZ and
ΣZ . Therefore, the procedure can be directly applied to the measured electrical
parameters of a PUF. In case of the noise variances, the data is logarithmized
prior to the polishing in order normalize the data3. If the measurements were
taken at different operating conditions, polishing is performed separately on each
dataset for all operating points.

The polishing algorithm decomposes the measurement values of the 2N elec-
trical parameters zi, i � 1, 2, ..., 2N , of a PUF instance into 2N trend components
z̄i and random effects ui (Eq. (3.32)). The trend components can be associated
with the mean vector µZ of the Gaussian random field and the variance of the ran-
dom effects yields an estimate of the spatial covariance matrix ΣZ of the random
components.

The structure of the covariance matrix is examined by the use of Moran’s I
test for spatial autocorrelation (Sec. 3.2.2). In order to calculate the test statis-
tic, the spatial contiguity of the primitive devices realizing a PUF needs to be
specified. Since the devices are typically placed in form of an array shaped lay-
out to minimize the effect of systematic mismatch, the queen-type neighborhood
definition provides a natural choice to measure the spatial proximity between
the primitives. Based on the chosen neighborhood definition, Moran’s I test is
performed for 1st and higher order sets of neighbors4. A positive test result at
a given significance level indicates spatially correlated random effects. In this

components only depends on the distance between two points of the random field and that the
mean of the random field is constant over the spatial domain of interest [Scha 05].

2Refer to the brief discussion at the beginning of Chap. 4.
3The noise variances are assumed to be lognormally distributed (Sec. 4.8.1), thus the log-

transformed data follows a normal distribution.
4The set of 1st order neighbors of a given PUF primitive includes all other devices in the

immediate vicinity of the primitive. Higher orders are defined accordingly, e.g. 2nd order
neighbors comprise all next nearest devices to the primitive.
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case, the covariance structure can be parameterized by means of simultaneous or
conditional autoregressive models [Scha 05]. If Moran’s I test turns out negative,
the effect of spatial autocorrelation is assumed to be negligible. Under this as-
sumption, the resulting Gaussian random field model can be expressed in terms
of a spatially varying mean vector µZ and independent and identically distributed
zero-mean random components featuring a common variance σ2

Z . Consequently,
Eq. (4.9) can be written in the form

Z � NpµZ , σ2
Z12N�2Nq , (5.1)

where 1m�n denotes the unity matrix of sizem�n. Given that the random effects
are statistically independent, the Anderson-Darling test for normality (Sec. 3.2.1)
is employed to examine the validity of the Gaussian random field approximation.

In addition, Quantile-Quantile (QQ) plots are used to visually inspect the
distribution form of the random effects. The QQ-plot is a graphical tool to
evaluate the likeliness of random sample data being drawn from a hypothesized
distribution. For this purpose, the empirical quantiles of the sample are compared
to the theoretical quantiles of the hypothesized distribution. If the assumed
distribution form provides a reasonable fit to the observed data, then the graph
of the sample quantiles should closely follow the identity line. Deviations from
the identity line indicate a possible misspecification of the sample distribution.
[Fabe 12]

5.1.4 Computation of the Performance Metrics

Given estimates of the distribution parameters, computation of the different re-
sponse properties and performance metrics described in Chap. 4 is straightfor-
ward.

First of all, the appropriate set of model equations has to be selected. The
choice depends on whether the parameter values were tested positively for spatial
autocorrelation effects. If this is the case, the equations derived for dependent
random variables have to be used. As explained in the previous chapter, exponen-
tially many computing operations are required to calculate the performance met-
rics, thus exact computation of the equations is generally unfeasible. In practice,
the response properties can be approximated by means of Monte Carlo simula-
tions. For this purpose, the random field representation of a PUF (Eq. (4.45)) is
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used to simulate new random realizations of the electrical parameters of each de-
vice from which binary responses are extracted. The properties of the simulated
PUF instances are then analyzed by means of the empirical evaluation methods
described in Sec. 2.3, e.g. the inter- and intra-Hamming metrics.

If the spatial correlation effects are found to be statistically insignificant, the
parameter values can be treated as independent random variables. Consequently,
the model equations for independent random variables apply. Since efficient com-
putation of the performance metrics is only possible under the assumption of
statistical independence, parameters might be approximated by independent ran-
dom variables, even if they are correlated given that the spatial correlation effects
are sufficiently weak. In order to assess the validity of this approximation, the
distribution of the calculated test statistic can be compared to the hypothesized
distribution obtained for uncorrelated data. The approximation is considered rea-
sonable, if the difference between the quantiles of the two distributions is small.
Naturally, the model results have to be consistent with the experimental data.

Assuming the approximation holds, the next step is to determine the sets
of probabilities characterizing the response-bias and the bit-error probabilities
defined in Eq. (4.22) and Eq. (4.40), respectively.

The former set of probabilities allows to compute the bitwise response entropy
(Eq. (2.2)), the probability mass function of the response uniformity (Eq. (4.24))
and the mass function of the bit-aliasing measure (Eq. (4.27)) for each PUF
instance. The mass function of the inter-Hamming distance between two PUF
responses (Eq. (4.30)) is calculated for the single-bit probabilities of all unique
pairs of PUF instances. The second set of probabilities is used to compute the
mass function of the intra-Hamming distance (Eq. (4.41)) for each PUF response.
Depending on the type of noise source used to determine the error probabilities,
the resulting mass function quantifies either the effect of measurement noise or
the effect of variable operating conditions on the stability of a PUF response.

Lastly, the overall distribution of each performance metric can be simulated
by generating random samples from the mass function of each PUF instance.

5.1.5 Software Implementation

The stochastic model framework and the different parts of the model building pro-
cedure were implemented in the general-purpose programming languages Python
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[Pyth 18] and R [R Co 18].
Handling and processing of the experimental data was accomplished by the

use of the Python packages ’pandas’ [McKi 10] and ’numpy’ [Mill 11]. The for-
mer package, in particular, provides a great number of functions to manage and
manipulate large datasets containing measurement data of hundreds of PUF in-
stances acquired under various operating conditions.

The median polish procedure used to estimate the distribution parameter of
the random field model was implemented as user-defined function in Python.
The procedure corresponds to the basic polish algorithm described in [Will 17a].
Moran’s I test for spatial correlation is performed using the predefined function
’moran.test’ included in the R package ’spdep’ [Biva 13]. The Anderson-Darling
test statistic A2 as defined in Eq. (3.25) is calculated via the built-in function
’anderson’ of the module ’scipy.stats’ contained in the Python package ’scipy’
[Jone 01].

Furthermore, all probability distributions except for the Poisson binomial dis-
tribution were implemented by their respective distribution function included in
the ’scipy.stats’ module. The R package ’poibin’ [Hong 13] was used to carry
out all calculations involving the Poisson binomial distribution. Each of these
predefined distribution functions provides subroutines for the computation of the
probability mass/density and cumulative distribution function. In addition, all
distribution functions feature a built-in pseudorandom number generator to draw
random samples from a given distribution. The random number functionality was
used to carry out Monte Carlo simulations of the response properties and perfor-
mance metrics such as the distribution of the inter- and intra-Hamming distance.

5.2 Dataset

The subsequent analysis was carried out for a ring oscillator PUF dataset made
publicly available by the authors of [Mait 10]. The dataset contains the measured
oscillation frequencies of 193 ring oscillator PUF instances implemented on com-
mercially available FPGAs fabricated in a 90 nm technology. Each PUF instance
is comprised of 512 ring oscillators arranged in a 32 � 16 array. For each ring
oscillator, 100 oscillation frequency measurements were taken under standard op-
erating conditions, i.e. at room temperature (� 25 �C) and at a supply voltage
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level of 1.2 V. In addition, the frequency of 5 ring oscillator PUF instances were
measured at different operating temperatures and supply voltage settings. For
a fixed supply voltage level of 1.2 V, temperature dependent measurements were
performed at 35 �C, 45 �C, 55 �C and 65 �C. In a similar fashion, room tempera-
ture measurements were made at supply voltage levels of 0.96 V, 1.08 V, 1.20 V,
1.32 V and 1.44 V.

5.3 Distribution Parameter Estimation

5.3.1 Oscillation Frequency

The raw measurement data of individual ring oscillators showed a decrease in the
oscillation frequency for subsequent measurement samples possibly caused by self-
heating of the devices (Fig. 5.1a). Computation of the sample mean and variance,
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Figure 5.1: Time series of (a) the measured frequency samples of two ring
oscillators and (b) the pairwise differences of the samples. In the latter case, the
differences were calculated from the raw samples and the detrended frequencies.

however, requires stationary samples in order to determine unbiased estimates of
both quantities. Therefore, the series of frequency values was detrended using a
low-order polynomial fit. In practice, first to third order polynomials were suffi-
cient to remove the observed temporal trend in the data. The sample variance
required for the analysis presented in the following sections can be directly cal-
culated from the residuals of the polynomial fit. The mean estimates correspond
to the fit values at the different time steps of the measurement series, hence the
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mean oscillation frequency is time dependent. In principle, the spatial analysis of
the data has to be carried out for each set of ring oscillators of a PUF at different
time steps. However, the differential pair selection scheme allows to significantly
simplify the model building process because the temporal drift in the frequencies
approximately cancels out for the pairwise differences of measurement samples.

Figure 5.1b shows two series of pairwise frequency differences calculated for
two sets of measurement samples. One of the two series was computed from
the raw frequency measurement samples (Fig. 5.1a). The other series was cal-
culated from the difference of the detrended frequency samples. As can be seen
from Fig. 5.1b, the detrended series closely matches the graph of the series de-
termined from the raw data. Hence, the same stationary behavior observed for
the measured frequencies differences could be reproduced to a good approxima-
tion by simply eliminating the temporal trends from the data of the individual
time series. Therefore, the mean frequency of individual oscillators can be deter-
mined from the detrended measurement series, effectively obviating the need to
explicitly model the time dependence of the samples.

In a next step, the mean and standard deviation were estimated from the de-
trended frequency samples. The processed frequency data of each PUF instance
was approximated by a Gaussian random field of dimension 32� 16 with individ-
ual mean vector µZ and covariance matrix ΣZ . Application of the median polish
algorithm to the data yielded the decomposition of the oscillation frequency into
a deterministic and a random component. The deterministic frequency compo-
nent includes the nominal oscillation frequency set by the fabrication technology
and contributions originating from deterministic process variations, e.g. spatial
heat gradients in a furnace or lithographic effects [Bohm 13]. In contrast, the
random frequency component accounts for stochastic processing effects such as
fluctuations in the doping concentration or variation in the line edge roughness
of semiconductor structures [Sedc 06]. The spatial distributions of the raw fre-
quency data, the systematic components and the random components of one
of the 193 analyzed PUF instance are shown in Fig. 5.2a to 5.2c, respectively.
The deterministic component was taken as estimate of µZ . ΣZ was determined
from the random frequency components. In order to determine the covariance
structure, Moran’s I test for spatial autocorrelation was applied to the random
components of the individual PUF instances. The test was performed for nearest
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neighbors at different spatial lags up to a maximum lag order of 6. The results
showed that in 98 % of the performed test, no significant correlations were found
at a significance level of 0.01.

To reassess normality of the oscillation frequencies, the random components
were plotted in form of QQ-plots (Sec. 5.1.3). Figure 5.3 shows the QQ-plot of
the computed 512 random components of a PUF instance. As can be seen from
the figure, the data can be well approximated by a normal distribution. Slight
deviations from normality can be observed at the tail regions of the distribution,
i.e. the sample distribution features longer tails than the hypothesized normal
distribution. The results were quantitatively confirmed by the Anderson-Darling
test which generally rejected the null hypothesis of normally distributed ran-
dom effects at 0.01 significance level, mainly because of the distribution tails.
Therefore, the normality assumption is only approximately valid. However, as is
demonstrated in later sections, the Gaussian model holds reasonably well when
comparing the empirical response properties of the tested ring oscillator PUF
design to the results obtained under the proposed analysis framework.

Based on these results ΣZ was modeled by a diagonal matrix σ2
Z1512�512, where

σ2
Z denotes the variance of the random components. The parameter estimates

were validated by generating random draws from the resulting multivariate nor-
mal distribution NpµZ , σ2

Z1512�512q. Application of the two sample Anderson-
Darling test to the measured frequency data and 100 simulated samples per PUF
instance revealed no significant differences between the underlying population
distributions at a significance level of 0.01. Furthermore, visual comparison of
the measurement and the simulated datasets showed reasonable agreement with
regard to their spatial features (compare Fig. 5.2a and 5.2d).

5.3.2 Sample Variance

Application of the distribution model described in Sec. 4.8.1 requires the distri-
bution form of the sample noise and the spatial properties of the logarithmized
sample variances logpσ2

zq to be specified.
In order to test the assumption of normally distributed measurement noise,

the Anderson-Darling test statistic was computed for the detrended repeatedly
measured frequency samples of 193 PUF instances. The hypothesis tests were
evaluated at a confidence level of 0.01. On average, the normality hypotheses
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Figure 5.2: Spatial variation decomposition of the (a) oscillation frequencies z
of 512 ring oscillators into (b) systematic components µZ and (c) random com-
ponents UZ . (d) shows the spatial distribution of a simulated dataset.

was rejected in 0.9 % of the test cases, which is below the expected type I error
probability of 1 %. Hence, deviations from normality were found to be statistically
insignificant. Furthermore, examination of the QQ-plots of randomly chosen
frequency samples suggested normality of the data.

The distributional properties of logpσ2
zq were analyzed based on the systematic
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Figure 5.3: QQ-plot of the random components UZ of 512 ring oscillator fre-
quencies. In case of normally distributed data, the QQ-plot should follow the 45�

line y � x.

and random variation components obtained by median polishing of the data. The
spatial distribution of the logarithmized sample variance of a ring oscillator PUF
instance before and after variation decomposition is shown in Fig. 5.4a to 5.4c.

The systematic variation components were identified with the mean vector of
logpσ2

zq. The spatial covariance structure of the random effects was examined by
means of statistical autocorrelation and normality tests, which were applied to the
random effects of the logarithmized sample variances. Moran’s I autocorrelation
test statistic was calculated for a queen-type weight matrix with a maximum lag
distance of up to 6 neighbors. Evaluated at a confidence level of 0.01, the results
showed significant spatial correlation in 3.6 % of the performed tests. Since only
a small number of tests turned out positive, correlation effects were neglected to
simplify subsequent analysis of the noise-related intra-Hamming distance. The
Anderson-Darling test was used to test the random effects for normality at a
significance level of 0.01. The normality assumption was rejected in 3.1 % of the
performed tests exceeding the chosen confidence level of 0.01. Therefore, the
results indicate that a small fraction of sample distributions show statistically
significant deviations from normality. However, analysis of the QQ-plots of the
random effects showed no marked differences from a set of Gaussian distributed
random samples, therefore the normal approximation was deemed a suitable fit
to model the data. The covariance structure of the logarithmized random effects
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was specified in terms of a diagonal matrix with a common variance representing
the case of independently and identically distributed Gaussian random variables.
Simulated datasets could reproduce the underlying spatial trend of the raw data
as suggested by the comparison of Fig. 5.4a and 5.4d.
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Figure 5.4: Spatial variation decomposition of the (a) logarithmized noise vari-
ance log σ2

z of 512 ring oscillators into (b) systematic components µlog σ2
z
and (c)

random components Ulog σ2
z
. (d) shows the spatial distribution of a simulated

dataset.
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Figure 5.5: Dependence of the average oscillation frequency of 5 PUF instances
on (a) the operating temperature and (b) the supply voltage level. The displayed
frequencies were averaged over all 512 ring oscillators of a PUF instance.

5.3.3 Regression Parameters

In this example, multiple linear regression analysis was performed to include
temperature and supply voltage effects on the stability of a PUF response. The
form of the model equations can be readily determined by visual inspection of
the data. As can be seen from Fig. 5.5a, the ring oscillator frequency increases
linearly with increasing temperatures for T ¤ 35 �C. For higher temperatures a
linear decrease in the frequency was observed. Due to the change in the slope
of the graph, the temperature behavior was modeled by a piecewise first order
polynomial model [Mugg 08]. The dependence on the supply voltage level is
shown in Fig. 5.5b. Taking into account deviations from the linear behavior for
supply voltages larger than 1.2 V, the relation was approximated by a quadratic
polynomial. The resulting linear regression model can be written as follows:

z̃ij � β0
j � β1

j pTi � T0q � β2
j γ

i � β3
j pVi � V0q � β4

j pVi � V0q2 � εij , (5.2)

where z̃ij, i � 1, 2, ...,M , j � 1, 2, ..., 512, denotes the i-th frequency sample of
the j-th ring oscillator of a PUF instance taken at operating temperature Ti
and supply voltage level Vi. The standard operating temperature T0 and supply
voltage level V0 were set to T0 � 25 �C and V0 � 1.2 V, respectively. The control
variable γi is defined as

γi � pTi � Tbpqαi (5.3)
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with indicator value αi

αi �
$&
%1, if T ¡ Tbp

0, otherwise.
(5.4)

The inclusion of γi in the regression model causes a change in the slope of the tem-
perature curve, if the operating temperature exceeds the break point temperature
Tbp � 35 �C. The corresponding design matrix X is of the form:

X �

�
������

1 T1 � T0 γ1 V1 � V0 pV1 � V0q2
1 T2 � T0 γ2 V2 � V0 pV2 � V0q2
... ... ...
1 TM � T0 γM VM � V0 pVM � V0q2

�
�����
 . (5.5)

The main objective of the analysis presented in the remainder of this section
is to determine the distribution parameters µz̃ and Σz̃ of the frequency sam-
ples obtained under different operating conditions and the covariance structure
Σε of the error terms. The distributional properties of the error terms were in-
vestigated in terms of the Anderson-Darling test for normality and the Kendall
rank correlation test [Kend 38, Kend 45]. The two tests were applied to the de-
trended frequency data of the five PUF instances. Statistical hypothesis tests
were performed at a confidence level of 0.01. The normality test yielded negative
results for all PUF instances, i.e. the null hypothesis of normally distributed sam-
ples could not be rejected. Visual analysis of the QQ-plots of randomly chosen
noise samples, suggested that the data could be well-fitted by zero-mean uni-
variate normal distributions characterized by noise variances σ2

z̃i
j
, i � 1, 2, ..M ,

j � 1, 2, ..., 512. Estimates of the noise variances were directly calculated from
the detrended frequency samples.

The rank correlation coefficients were computed to test for spatiotemporal de-
pendencies between the sets of repeatedly measured frequency samples. Kendall’s
test was performed for all unique pair combinations of the detrended frequency
samples of each PUF instance. The null-hypothesis that the error terms are statis-
tically independent was rejected for 1.5 % to 2.2 % of the sample pairs. According
to the test outcomes, a small fraction of the error terms exhibited statistically
significant correlation effects. Despite the positive test results, the error terms
were considered approximately independent in order to facilitate computation of
the intra-Hamming distance. Hence, the covariance matrix Σε of a PUF instance
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was approximated by a pM � 512q � pM � 512q diagonal matrix, i.e.

Σε � diagpσ2
z̃1
1
, σ2

z̃2
1
, ..., σ2

z̃M
1
, ..., σ2

z̃1
512
, σ2

z̃2
512
, ..., σ2

z̃M
512
q . (5.6)

Under the assumption of jointly normal error terms, the distribution of ε was
modeled by a zero-mean multivariate normal distribution (Eq. (4.70)) with co-
variance matrix Σε as defined above.

Analysis of the mean vector µz̃ and covariance matrix Σz̃ was based on the
spatial distribution of the oscillation frequencies. Estimates of both quantities
were obtained by applying median polishing to the denoised frequency samples
measured at different operating temperatures. The systematic frequency com-
ponents were taken as estimate of µz̃ from which the components of µβ̂ were
calculated (Eq. (4.68)).

Σz̃ was determined from the random frequency components. The spatial co-
variance structure of the random effects was evaluated in terms of the Moran’s I
and the Anderson-Darling test statistics as described in the previous section.
Again, the two tests were carried out at a significance level of 0.01. Compu-
tation of Moran’s I for a queen-type contiguity definition, revealed statistically
significant correlation effects for one of the five PUF instance at a lag distance
of six. The results indicated that some of the random components were spatially
correlated, typically at larger lag distances. Since only a small number of tests
were positive, the random effects were considered approximately independent to
simplify computation of the error probabilities in later sections.

The Anderson-Darling test did not reveal statistically significant deviations
from normality. The respective QQ-plots were analyzed to verify normality of
the data.

Motivated by the outcome of the two tests, the spatial covariance matrix
Σz̃|x at operating conditions x � pT, V q was modeled by a diagonal matrix with
variance σ2

z̃ |x, which was found to be dependent on the operating conditions x
(Fig. 5.6). In order to specify the covariance matrix of the regression coefficient
estimates, additional information about the correlation structure between the
random effects at different operating conditions is required (Eq. (4.105), (4.106)
and (4.107)). Since the random effects of each PUF instance were considered as
repeated draws from the same zero-mean normal distribution, the pairwise corre-
lation coefficients between the random effects at the various operating conditions
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Figure 5.6: Dependence of the normalized variance of the random components
of 512 ring oscillator frequencies on the operating temperature. The variance
displayed at each temperature point was averaged over 5 PUF instances.

could be directly computed. The correlation coefficients calculated for the differ-
ent operating temperatures were close to 1, i.e. the random effects were found to
be highly correlated (Fig. 5.7).
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Figure 5.7: Scatter plot of the random components of 512 ring oscillator fre-
quencies of a PUF instance determined at T � 25 �C and T � 65 �C.

Therefore, the random effects Uz̃i
j
, j � 1, 2, ..., 512, at a given operating condi-

tion xi could be expressed as scaled version of the random variables Uz̃0
j
obtained
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under reference conditions:

Uz̃i
j
� θijUz̃0

j
. (5.7)

The scaling factor θij accounts for the fact that the variance of the random effects
generally depends on the operating conditions of a PUF (Fig. 5.6). Since the ran-
dom effects Uz̃0

j
, j � 1, 2, ..., 512, were modeled by a multivariate normal distribu-

tion, it follows that the components of the combined vector Uz̃ � rUT
z̃1 , ..., U

T
z̃2N
sT

are also jointly normal5. Furthermore, the random effects at different spatial
locations were found to be uncorrelated, as

covpUz̃r
j
, Uz̃s

k
q9covpUz̃0

j
, Uz̃0

k
q � 0 (5.8)

holds for all position indices j, k � 1, 2, ..., 512 with j � k. Hence, all cross-
covariance matrices Σz̃j ,z̃k

vanish and the elements of covariance matrix rΣz̃j
suv

are of the form

rΣz̃j
suv �

$&
%σ

2
z̃ |xu, if u � v

σz̃|xu � σz̃|xv, otherwise.
(5.9)

Since the cross-covariance matrices of the error terms and random effects are
identical to the zero matrix, it follows from Eq. (4.77) that the covariance matrix
of the regression coefficients Σβ̂ can be written in block diagonal form. The block
diagonal entries are determined by Eq. (4.81). Given the estimates of µβ̂ and Σβ̂,
the distribution of the regression coefficients β̂ is fully characterized (Eq. (4.72)).

5.4 Quantization Scheme

The basic exclusive pairwise quantization scheme described in Sec. 4.2 was used
to generate 256 response-bits for each of the 193 PUF instances. The response
properties were examined for two different types of pair selection schemes. The
first selection scheme forms pairs of ring oscillators located in two spatially ad-
jacent columns of the 32 � 16 device array. For the second selection scheme, a
fixed set of randomly chosen ring oscillators pairs was used.

5Since every linear combination of components of a jointly normal random vector follows
a univariate normal distribution (Sec. 3.1.1), the linear relation stated in Eq. (5.7) is trivially
fulfilled.
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5.5 Uniformity

The distribution of the response uniformity of the 193 PUF instances was sim-
ulated by generating 100000 samples from the set of probability mass functions
tP pXu

U � k{Nq : u � 1, 2, ..., 193u. Since the pair differences were found to be
spatially independent, P pXu

U � k{Nq was computed according to Eq. (4.24).
The 100000 simulated realizations of the uniformity distribution and the empir-
ically observed mass function are shown in Fig. 5.8. Due to the large number
of samples, the graphs of the individual distributions are displayed as filled plot
area. As can be seen from the figure, the simulation results reproduce the shape
of the graph of the empirical distribution for both pair selection schemes, i.e. the
empirical distribution is included in the area covered by the simulated graphs.
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Figure 5.8: Simulated and empirical distributions of the response uniformity
computed for the (a) column-wise and (b) random pair selection scheme.

5.6 Bit-Aliasing

The distribution family of the bit-aliasing density was simulated by drawing ran-
dom samples from the probability mass functions P pXA,i � kq, i � 1, 2, ..., 256,
derived for the case of independent response-bits (Eq. (4.27)). Since a small frac-
tion of the PUF instances were tested positively for pairwise correlated random
components, the results are only approximately valid. Figure 5.9 displays the re-
sults of 100000 simulated probability mass functions and the observed empirical
mass function. Despite correlation effects between some of the PUF instances,
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the model yields a plausible approximation of the underlying bit-aliasing distri-
bution family for the two pair selection types. In particular, the large range of
bit-aliasing values with non-zero probability mass is correctly replicated by the
model.
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Figure 5.9: Simulated and empirical bit-aliasing distributions computed for the
(a) column-wise and (b) random pair selection scheme.

5.7 Entropy

The distribution of the response entropy of the 193 PUF instances was determined
for the following three use cases:

1. The response-bits of each PUF instance are affected by a common bias.
The bias values are allowed to vary between different PUF instances.

2. Each response-bit of a set of PUF instances is affected by a common bias.
The bias of different sets of response-bits might vary.

3. The bias of each response-bit of each PUF instance is individually deter-
mined by its respective single-bit probability (Eq. (4.22)).

The first two use cases correspond to the two most prevalent ways to estimate
the response entropy from either the response uniformity or the bit-aliasing met-
ric. In this instance, the response entropy of the PUF instances was calculated
from the simulated samples used to determine the uniformity and bit-aliasing
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distributions, respectively. In the last use case, the entropy was computed ac-
cording to Eq. (2.2). The results obtained for the column-wise and random pair
selection scheme are displayed in Fig. 5.10. It is evident from Fig. 5.10a that the
common bias assumption yielded the overall highest response entropy estimate
for both pair selection schemes. The distributions are severely skewed towards
maximal entropy values (H ¡ 0.9) due to the high response uniformity (Fig. 5.8).
Although both distributions are of similar shape, the distribution resulting from
the column-wise pair selection scheme is heavier tailed than the one obtained for
a randomized selection of pairs. The long tail can be explained by the compa-
rably higher variability of the bias distributions (Fig. 5.8a) and the noticeable
shift in the center of the probability mass towards uniformity values around 0.55.
In contrast, the response entropy computed for a bit-dependent bias (Fig. 5.10b)
was symmetrically distributed with significantly lower mean values close to 0.82
and 0.85, respectively. Since the bit-aliasing metric incorporates both the effect
of systematic intra- and inter-die variation, lower entropy estimates were to be
expected, especially since substantial probability mass is located at low and high
bit-aliasing values indicating a bias of the response-bits towards a logical 0 and
1, respectively. Furthermore, it can be seen that the overall entropy is lower
for the random pair selection scheme than for the column-wise selection, which
was not the case for the results derived under the common bias assumption. In
this case, the lower entropy can be attributed to the higher variability of the
bit-aliasing distributions (compare Fig. 5.9a and 5.9b). Lastly, the entropy dis-
tributions of the 193 PUF instances computed according to Eq. (2.2) are plotted
in Fig. 5.10c. On average, the column-wise and random pair selection scheme
produced 0.68 and 0.53 bits of entropy per response-bit, respectively. The re-
spective minimum entropy values were 0.56 and 0.35. Comparing these results to
the ones obtained under the common and bitwise bias assumptions, it is apparent
that both calculation methods grossly overestimate the response entropy. Out of
the two empirical estimation procedures, the bitwise bias approximation yields
a tighter upper bound on the response entropy, which is in agreement with the
theoretical considerations presented in [Maes 13].
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Figure 5.10: Normalized entropy distributions. (a) and (b) were obtained under
the common and bitwise bias assumption, respectively. The canonical response
entropy is displayed in (c).
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5.8 Uniqueness

The uniqueness of the PUF responses was evaluated in terms of the pairwise inter-
Hamming distances and the overall distribution of the inter-Hamming metric.
The probability mass functions P pXu,v

HD � kq of the pairwise Hamming distance
of two PUF instances u and v were computed according to Eq. (4.30). Due to
correlations between the random components of some of the PUF instances, said
equation is only approximately correct. To illustrate the differences in the shapes
of the distribution functions obtained for the column-wise and random quanti-
zation scheme, 186 out of the 193 � 192{2 � 18528 unique pair distributions are
shown in Fig. 5.11a and 5.11b, respectively. In the two figures, each row depicts
the probability mass of a pairwise inter-Hamming distribution corresponding to
different Hamming distances. As can be seen from the figures, both pair selection
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Figure 5.11: Pairwise inter-Hamming distance distributions computed for the
(a) column-wise and (b) random pair selection scheme.

schemes result in overall low pair Hamming distances with comparable expected
values around 100 bits. Furthermore, it is apparent that the pairwise Hamming
distances are not identically distributed as indicated by the vertical misalignment
of the color gradient of each row. Differences in the pairwise inter-Hamming dis-
tributions were found to be more pronounced in the case of the random pair
selection scheme (Fig. 5.11b).

The distribution of the inter-Hamming distance was approximated by drawing
random samples from each of the 18528 pairwise inter-Hamming distance prob-
ability densities. Figures 5.12a and 5.12b display the resulting distributions ob-
tained for 100000 randomly sampled probability mass functions for each pair selec-
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tion type. In addition, the measured realization of the empirical inter-Hamming
distribution function and the respective binomial fit are plotted.

As is apparent from the two figures, the area spanned by the 100000 simulated
distribution functions follows the shape of the empirical distribution, even if the
pairwise inter-Hamming distances are not identically distributed (Fig. 5.12b). In
the latter case, the proposed model yields a more realistic approximation of the
inter-Hamming distance than a simple binomial distribution which completely
fails to capture the characteristic shape of the empirical probability mass func-
tion. Furthermore, this example illustrates that if the pairwise Hamming dis-
tances are not identically distributed, then the resulting inter-Hamming distance
metric can not be adequately described by a single distribution but rather by a
family of possible distributions. Thus, characteristic quantities such as the mean
and variance of the inter-Hamming distance depend on the random realization
of one of the possible inter-Hamming distributions. In this example, consider-
able variation in the distribution of the mean inter-Hamming distances of the
simulated samples was observed as displayed in Fig. 5.13. Therefore, evaluating
the uniqueness of a PUF design in terms of the mean and variance of the aver-
age inter-Hamming distance is more conclusive than just reporting the empirical
mean inter-Hamming distance determined from a single realization of measured
PUF response data which provides no information about the uncertainty in the
estimate.
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Figure 5.12: Simulated and empirical inter-Hamming distributions computed
for the (a) column-wise and (b) random pair selection scheme.
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Figure 5.13: Distribution of the mean inter-Hamming distances computed for
the column-wise and the random pair selection scheme.

5.9 Reproducibility

5.9.1 Effect of Measurement Noise

The reproducibility of the PUF responses was evaluated in terms of the intra-
Hamming distribution computed from the responses of 193 ring oscillator PUFs
measured under standard operating conditions. The joint distribution of the
oscillation frequencies and noise variances were approximated by the bitwise den-
sity functions ppδ∆si|σ2

noise,iqpp∆siqppσ2
noise,iq (Sec. 4.8.1) with conditional and

marginal distributions calculated according to Eq. (4.54) ,(4.53) and (4.51), re-
spectively. The distribution of the noise-related Hamming distances was simu-
lated from 100000 random realizations of the intra-Hamming distributions of the
193 PUF instances. The simulation results obtained for the column-wise and the
random pair selection scheme are displayed in Fig. 5.14a and 5.14b, respectively.
The ensemble of the 100000 mass functions are depicted as a single filled space to
increase visibility of the overall trend of the distributions. Furthermore, 100000
randomly sampled probability mass functions computed from observed realiza-
tions of the oscillation frequency and noise variances are shown. The empirical
intra-Hamming distributions were computed from the bit-error probabilities de-
fined in Eq. (4.7).

As can be seen from the two figures, the simulated distributions follow nearly
the same trend as the empirical intra-Hamming distributions. The same behavior
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can be observed for the distribution functions of the maximum number of bit-
errors computed from the 99-percentile of the simulated and empirical Hamming
probability functions. The bit-errors are almost identically distributed as shown
in Fig. 5.15. In the case of the analyzed PUF design and pair selection schemes,
the results suggest that process-induced variations of the oscillation frequencies
and noise variances have negligible effects on the estimated bit-error distributions.
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Figure 5.14: Simulated and empirical intra-Hamming distributions computed
for the (a) column-wise and (b) random pair selection scheme at standard oper-
ating temperature and supply voltage level.
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Figure 5.15: Maximum number of bit-errors computed for the (a) column-wise
and (b) random pair selection scheme at standard operating temperature and
supply voltage level.
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5.9.2 Effect of Temperature and Supply Voltage Varia-
tions

The stability of five PUF responses regenerated under different chip temper-
atures Tl and supply voltage levels Vl were evaluated in terms of the intra-
Hamming distance. The cumulative intra-Hamming distance was computed for
the operating conditions T � 35 �C, 45 �C, 55 �C, 65 �C at a supply voltage level
of 1.2 V and V � 0.96 V, 1.08 V, 1.32 V, 1.44 V at T � 25 �C. The reference re-
sponses were measured under normal conditions T0 � 25 �C and V0 � 1.2 V. In
accordance with the approximations made in Sec. 5.3.3, simulation of the indi-
vidual intra-Hamming distribution of the different PUF devices at the various
operating conditions was accomplished by the multistage sampling procedure de-
scribed in Sec. 4.7. In order to compute the single-bit error probabilities P pXflipq
(Eq. (4.40)), the required parameter values were randomly generated from the
parameter distributions defined in Eq. (4.98) and (4.101), respectively. In total,
1000000 random intra-Hamming distances were simulated to approximate the
underlying distribution family. The resulting intra-Hamming probability mass
functions computed for the two pair selection schemes are displayed in Fig. 5.16a
and 5.16b, respectively. In addition, 1000000 intra-Hamming distance distri-
butions simulated from the empirically determined single-bit error probabilities
P̃ pXflipq|xk, x0 computed at operating conditions xl � pTl, Vlq, l � 0, 1, ...,M , are
shown. The empirical bit-probabilities were determined according to the relation

P̃ pXflipq|xk, x0 � P p∆spx0q ¤ 0qP p∆spxkq ¡ 0q
� P p∆spx0q ¡ 0qP p∆spxkq ¤ 0q

(5.10)

with noise-related error probabilities P p∆spxlq ¤ 0q � 1 � P p∆spxlq ¡ 0q, l �
0, 1, ...,M , defined in Eq. (4.7). Both sets of graphs are plotted as filled areas
spanned by the 1000000 simulated probability functions.

As can be seen from the figures, the shape of the empirical intra-Hamming
distributions is correctly reproduced by the model. However, a higher variability
of the simulated probability functions can be observed. The increased spread
of the intra-Hamming distances accounts for processing-related variations in the
temperature and voltage coefficients of the oscillation frequencies that are not
included in the standard error-estimates which assume fixed parameter values.
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Figure 5.16: Simulated and empirical intra-Hamming distributions computed
for the (a) column-wise and (b) random pair selection scheme at different oper-
ating temperatures and supply voltage levels.

The corresponding distribution of the maximum bit-errors computed from the
99-percentile of the simulated intra-Hamming distributions is shown in Fig. 5.17.
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Figure 5.17: Maximum number of bit-errors computed for the (a) column-wise
and (b) random pair selection scheme at different operating temperatures and
supply voltage levels.

As is apparent from the figure, taking into account random parameter varia-
tions can significantly alter the location and scale of the bit-error distribution.
In case of the column-wise pair selection scheme, it was found that the simulated
error mass function was centered at overall lower error values than the empiri-
cal distribution (Fig. 5.17a). The simulated distribution function spreads error
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Chapter 5. Model Building Example: Ring Oscillator PUF

probability mass across different realizations of the oscillation frequencies and
regression coefficients, effectively reducing the probability of large error num-
bers to occur. In contrast the empirical distribution overemphasizes the effect
of measurement noise on the bit-stability of a given fixed realization of oscilla-
tion frequencies. The differences in the error mass function are more pronounced
for frequency pairs with a small systematic mismatch, which are naturally more
susceptible to measurement noise. Therefore, the discrepancy between the simu-
lated and empirical distribution is less pronounced for the random pair selection
scheme featuring a higher average mismatch than the column-wise formation of
pairs. As shown in Fig. 5.17b, the random pair selection scheme resulted in a sim-
ulated density function with an expected value similar to the one of the empirical
distribution but with a higher variance due to the uncertainty in the oscillation
frequencies and regression coefficients.

5.10 Summary

The stochastic model framework proposed in the previous chapter was validated
for experimental data of 193 ring oscillator PUFs implemented on commercial
off-the-shelf FPGAs.

Application of the model showed that spatially varying systematic variation
components need to be considered in order to compute realistic estimates of the
response entropy and uniqueness. Most notably, entropy calculations based on
the response uniformity and bit-aliasing metrics were found to overestimate the
actual response entropy. Furthermore, it was shown that nonuniform processing
variations can lead to a high prediction uncertainty of characteristic performance
measures such as the response uniformity, bit-aliasing and inter-Hamming dis-
tance.

The intra-Hamming distance and maximum bit-error densities were simulated
for Gaussian measurement noise and variable operating conditions including tem-
perature variations and changes in the supply voltage. The analysis results
showed that the variability of the oscillation frequencies and the noise variances
had little impact on the bit-error estimates obtained under standard operating
conditions. However, including process-induced variability of the temperature
and voltage coefficients in the simulation significantly changed the probability
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5.10. Summary

distribution of the expected number of bit-errors. Therefore, a fully probabilistic
analysis is deemed essential to assert confidence in the estimates determined by
empirical performance metrics such as the inter- and intra-Hamming distances
computed from the experimental response data of a PUF.

Concerning the design and implementation of a PUF, the stochastic model
approach provides vital information on the process-related variability of the per-
formance metrics not captured by the empirical analysis methods. Compared to
the latter type of methods, crucial design parameters such as the error correction
capacity do not need to be inferred from possibly biased and unrepresentative
sample characteristics of a small number of PUF instances. Instead, design pa-
rameters can be directly estimated from the distributional properties of a PUF
concept realized in a particular processing technology. The statistical uncertain-
ties in the performance estimates of a PUF and their impact on the implementa-
tion of a PUF design will be further investigated in the following chapters.
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Chapter 6

PUF Design Development and
Analysis

Developing a compact PUF design that generates reproducible random keys is a
difficult task due to the physical nature of the electrical parameters from which
the keys are extracted. As demonstrated by the experimental results shown in
the previous sections, the performance of a PUF is highly susceptible to system-
atic device mismatch, measurement noise and environmental effects. Parame-
ter variability attributed to the effect of deterministic process variations reduces
the randomness and uniqueness of the PUF responses. Measurement noise and
changes in the operating conditions of a PUF call for some form of error correction
resulting in larger and more complex designs.

To ensure proper functionality, two design parameters are of key importance:
(i) the number of semiconductor devices required to produce unique, full entropy
keys1 and (ii) the error correction capacity needed to ensure accurate key regen-
eration under varying operating conditions.

It is intuitively clear that the larger the systematic mismatch between primi-
tives pairs is, the more pairs are needed to counterbalance the reduced bit-entropy.
Similarly, a response mechanism susceptible to measurement noise requires a
higher error correction capacity than a PUF designed to generate responses se-
lectively from a set of stable bit-values. To make practical use of these generic
statements a flexible mathematical model is needed which allows to quantify the

1A key is said to have full entropy when the entropy of the underlying response generation
mechanism equals the key length.

109



Chapter 6. PUF Design Development and Analysis

effect of these factors on the design parameters of a PUF concept.

Building on the statistical analysis presented in the previous chapters, two
models are proposed to investigate the relationship between the design parame-
ters of a PUF and the latent characteristics of the manufacturing process used
to implement the design in hardware. The models are based on a number of
assumptions about the statistical properties of a PUF that reflect the amount
of information available at different design stages of the development process.
The assumption are closely tied to the information on the spatial statistics and
stochastic properties of a PUF design fabricated in given processing technology.

The first model assumes the electrical parameters associated with security-
related features of a PUF to be fixed and identical for each response-bit of a PUF
instance. For example, the mean of the Gaussian random field model used to
characterize these parameters is assumed to be spatially independent, hence all
response-bits are identically distributed. As is apparent from the results shown in
the previous section, a model which ignores spatial trends is overly simplistic and
not suitable to accurately evaluate the performance of a PUF. In particular, this
analysis approach is likely to overestimate the response entropy and uniqueness
of a PUF design. Nonetheless, it can be useful to obtain crude estimates of the
design parameters in the initial design phase, when access to experimental data
is scarce. For example, at the very beginning of the design process, knowledge of
the parameter distribution of a PUF might be limited to some average values for
the deterministic and random matching properties of a PUF primitive obtained
from computer aided process simulations.

The second model incorporates knowledge about the stochastic properties of
the parameters that govern the distribution of the electrical characteristics of a
PUF. Based on preliminary measurement data obtained from a small number
of hardware prototypes, the distributional form of relevant parameters such as
the deterministic and random mismatch of the PUF primitives can be readily
determined. These results allow to estimate the design parameters for arbitrary
stochastic process models by means of Monte Carlo simulations.

Application of the two models is demonstrated for the ring oscillator PUF de-
sign introduced in the previous chapter. Unless stated otherwise, it is assumed
that the entropy, uniqueness and reproducibility of a PUF response can be ade-
quately described at the individual bit-level. In this case, the Gaussian random
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field framework presented in the last chapter can be reused.

6.1 Randomness

The response entropy is an important design parameter that determines the num-
ber of primitive pairs required to construct a PUF that outputs a full entropy
key of a predetermined length. Lets assume that a cryptographic application re-
quires an M -bit entropy key. If each primitive pair constituting a PUF instance
produces H � 1 bit entropy, then M pairs are required to generate a full en-
tropy key. In practice, the entropy H per primitive pair is likely to be lower, i.e.
0   H   1, due to the effect of deterministic process variations. In this case,
at least N ¥ r1{Hs primitive pairs are needed to generate a full bit of entropy.
In the following sections, the relationship between N and the distribution pa-
rameters pµ∆S, σ∆Sq characterizing the effect of deterministic and random device
mismatch is investigated.

6.1.1 Fixed Parameters

The entropy of a response-bit (Eq. (2.3)) is linked to the two process-related
parameters µ∆S and σ∆S through the single-bit probability p0 :� P p∆s ¤ 0q that
a pair difference ∆s produces a logical 0 (Eq. (4.22)):

p0 � 1
2

�
1� erf

�
1?
2
µ̄∆S




(6.1)

with µ̄∆S being defined as

µ̄∆S � µ∆S

σ∆S
. (6.2)

The variable µ̄∆S can be interpreted as the relative bias of a bit-value towards
either logical state. The dependence of p0 on µ̄∆S is shown in Fig. 6.1a. In case
µ̄∆S   0 holds, the zero state is favored. For a large negative bias µ̄∆S À �3
the bit-value is a logical 0 with a probability close to 1. If the relative bias is
positive, then the resulting bit-value tends towards a logical 1. A relative bias of
µ̄∆S Á 3 produces a logical 1 with almost absolute certainty. Consequently, only
if the bias is zero, both logic states are equally likely.
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By substituting the expression of p0 into Eq. (2.3) the single-bit entropy can
be written as a function of µ̄∆S:

H pµ̄∆Sq � 1�
�

1� erf
�

1?
2
µ̄∆S




log2

�d
1� erf

�
1?
2
µ̄∆S


�

�
�

1� erf
�

1?
2
µ̄∆S




log2

�d
1� erf

�
1?
2
µ̄∆S


�
.

(6.3)

From erfp�xq � � erfpxq, it follows that H is symmetric in µ̄∆S. Furthermore,
H ¤ 1 bit holds for all µ̄∆S. The maximum bit-entropy is only obtained in the
complete absence of systematic process variations, i.e. µ̄∆S � 0. The dependence
of H on |µ̄∆S| is shown in Fig. 6.1b.
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Figure 6.1: Dependence of (a) the probability p0 and (b) the single-bit entropy
H on the relative bias µ̄∆S.

In the initial design phase knowledge of µ∆S and σ∆S might be limited to some
average values characterizing the intra-die variability of the electrical parameters
of a PUF. In this case, each response-bit is assigned a common entropy value. The
functional dependence between the number of primitive device pairs N required
to produce 1 bit of entropy and |µ̄∆S| is displayed in Fig. 6.2. As is apparent from
the figure, the number of primitive pairs increases sublinearly for |µ̄∆S|   1.23.
At a relative absolute bias of 1.23 which corresponds to H � 0.5 bit the number
of required primitive pairs doubles. Even larger bias values result in a superlinear
increase in N . Within the scope of the fixed parameter model, it can be concluded
that the common relative bitwise bias of a PUF should not surpass a value of
1.23 in order to limit the area overhead and power consumption of a design.
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Figure 6.2: Number of device pairs N required to produce 1 bit of entropy
dependent on the absolute relative bias |µ̄∆S|.

6.1.2 Parameter Distribution

In practice, the relative bias is highly likely to differ between the response-bits
due to spatial anisotropic processing effects (heat gradients, nonuniform layer de-
position, etc.) which naturally occur throughout fabrication. For example, the
distribution of the relative bias computed for 256 pair differences of 193 ring os-
cillator PUFs shows a wide range of possible values as can be seen in Fig. 6.3. Ac-
cording to the fixed parameter model described in the previous section, only 22 %
of the primitive pairs would generate more than 0.5 bit of entropy. However, the
normalized response entropy values H̃ � °256

i�1Hi{256 of the PUF instances were
found to be much higher on average with a mean value of H̃ � 0.69 (Fig. 5.10c).
This example illustrates that if the number of bits suffering from a large bias is
sufficiently small, then the overall entropy loss will be less severe than for a global
bias of similar magnitude.

A more refined model needs to take the distributional properties of the rela-
tive bias into account. If µ̄∆S follows a parametric probability density function
ppµ̄∆S|θq defined by a set of distribution parameters θ, then a functional relation-
ship between θ and the number of primitives pairs N required to produce M bits
of entropy can be established.

Model inference is based on Monte Carlo simulations. Random bias samples
tµ̄jk∆S : j � 1, 2, ..., Ju are drawn from different members of the distribution family
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conditional on a variety of distribution parameters θk, k � 1, 2, ..., K. From the
bias samples the normalized entropy h � H{M and the normalized number of
primitive pairs n � N{M are computed2. The dependence on µ̄∆S is determined
by standard regression or interpolation techniques. The resulting model can be
used to formulate design criteria that limit the possible parameter space of θ
to values whose corresponding bias distributions are compliant with resource
constraints imposed by the target application of the PUF. The steps involved in
the model building process are illustrated in the following example.
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Figure 6.3: Relative bias distribution computed for 256 � 193 ring oscillator
pairs.

Example

Let’s assume a PUF-based random source is designed to output M � 256 bit of
entropy per response. Considering the size of the primitives used to build the
PUF the implementation overhead might limit the average number of primitive
pairs to at most 2.5 pairs per bit entropy, i.e. nmax � 2.5. Motivated by the bias
distribution of the ring oscillator PUF (Fig. 6.3), µ̄∆S is assumed to be normally
distributed with distribution parameter θ � pµµ̄∆S

, σµ̄∆S
q corresponding to the

distribution mean and standard deviation, respectively. The aim is to determine
bounds on θ that warrant design-conform bias distributions.

2Here, it is assumed that M is sufficiently large such that small sample size effects can be
neglected.
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First off, the parameter space pµµ̄∆S
, σµ̄∆S

q P R�R¡0 is constrained to a subset
of distribution parameter values relevant to the PUF design. Solving the equation

rH p|µ̄∆S|qs�1 � nmax � 0 (6.4)

for |µ̄∆S| yields a maximum relative bias value of µ̄max∆S � 1.41. Based on µ̄max∆S

the bounds of µµ̄∆S
and σµ̄∆S

are set to µmaxµ̄∆S
� σmaxµ̄∆S

� 2µ̄max∆S such that sufficient
probability mass of the sampled probability distributions will be placed within
and close to the bounds of the confining parameter region determined by nmax.
Furthermore, µµ̄∆S

can be limited to positive values since H only depends on the
absolute value of µ̄∆S. For the model building process, a set of 200 distribution
parameters tθi � pµiµ̄∆S

, σiµ̄∆S
q : i � 1, 2, ..., Ku was sampled from the resulting

parameter subspace. Each distribution parameter θi defines a normal distribution

N
�
µ̄∆S|µiµ̄∆S

, pσiµ̄∆S
q2� (6.5)

from which each of which 256� 10000 random bias samples were generated. The
bias samples were used to compute the normalized entropy h and number of
primitive pairs n.

For a given distribution parameter θi, the maximum number of primitive pairs
was estimated from the corresponding sample distribution of ni conditional on
θi. Since the maximum of the sample distribution generally depends on the
sample size and the sampling method, nmax was estimated from the α-percentile
npercpαq, α P r0, 100s, of the sampling distribution. In this example the 99-th
percentile npercp99 %q was chosen, i.e. n ¤ npercp99 %q holds for 99 % of the
observed samples.

In a last step, multiple linear regression analysis was employed to model the
dependence of npercp0.99q on p|µµ̄∆S

|, σµ̄∆S
q. In this instance, a second order poly-

nomial function

fpµµ̄∆S
, σµ̄∆S

q � 1� β12|µµ̄∆S
|σµ̄∆S

� β01µ
2
µ̄∆S

� β02σ
2
µ̄∆S

(6.6)

provided a good fit to the percentile data as indicated by an adjusted R-squared
value of 0.885. The graph of the fitted function with β12 � �2.0288, β01 �
1.7397 and β02 � 0.8566 is shown in Fig. 6.4. In addition, three contour lines
corresponding to npercp0.99q � 1.25, 2.0, 2.5 pairs per bit entropy are shown. All
distribution parameters enclosed by the contour line with npercp0.99q � 2.5 result
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in bias parameter distributions that satisfy the design criterion npercp0.99q ¤
nmax � 2.5. It shall be highlighted that this result is independent of the device
type used as PUF primitive.
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Figure 6.4: Normalized number of device pairs n required to produce 1 bit of
entropy dependent on the distribution parameters p|µµ̄∆S

|, σµ̄∆S
q of the relative

bias distribution of a PUF design.

6.2 Uniqueness

Due to the effect of systematic process variations bit-patterns of two different
PUF keys might share either a smaller or larger number of unique response-bits
than expected in the case of randomly generated keys. If any two N -bit long
PUF responses differ by only k unique response-bits, then at most Iunique �

�
N
k

�
PUF instances can be uniquely identified based on their keys. Similarly, if all but
k response-bits were to be unique, then the number of distinguishable PUF in-
stances would also be limited to

�
N

N�k

� � �N
k

�
. In both cases, additional response-

bits are required to differentiate a larger number of PUFs, hence increasing the
size of the design. In the following sections, generic methods are developed to
quantify the effect of process variations on the minimum number of unique keys
that can be extracted from a given PUF design.
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6.2.1 Fixed Parameters

In order to gain an intuitive understanding of how systematic process variations
affect the uniqueness of a PUF response, it is assumed that all bits of a PUF
instance are subjected to a common bias that might differ between PUF in-
stances. In this case, the probability puniquepµ̄u∆S, µ̄v∆Sq (Eq. (4.29)) that any of
the response-bits of two PUF instances u and v differ from one another can be
expressed in terms of the common relative biases µ̄u∆S and µ̄v∆S of the two PUF
instances:

puniquepµ̄u∆S, µ̄v∆Sq � pu0pµ̄u∆Sq � p1� pv0pµ̄v∆Sqq � p1� pu0pµ̄u∆Sqq � pv0pµ̄u∆Sq

� 1
2

�
1� erf

�
1?
2
µ̄u∆S



erf
�

1?
2
µ̄v∆S




. (6.7)

The dependence of punique on the relative biases µ̄u∆S and µ̄v∆S is depicted in
Fig. 6.5. As can be seen from the figure, the events that the bits are identical
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Figure 6.5: Probability punique dependent on the relative bias values µ̄u∆S and
µ̄v∆S associated with two PUF instances denoted by superscripts u and v, respec-
tively.

and that they differ from each other are equally likely, if either of the two PUF
instances is bias-free. If the two bias values have the same sign, then the proba-
bility distributions of the corresponding pair differences are shifted towards the
same logical state for both PUF instances. As a result, the probability that the
bits are identical is higher than by pure chance. In contrast, if the bias values
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differ in their sign, then the distributions are shifted towards opposite logical
states. Consequently, the bit-values are more likely to be different.

In order to determine the number of pair primitives required to uniquely distin-
guish a number of PUF instances for different bias values, the minimum number
of bits nunique that can be used to identify a PUF instance needs to be computed.
For a given response length N and probability punique, the number of unique
response-bits kunique follows a binomial distribution Bpk|N, punique). Here, nunique
is determined from the quantiles taken at the distribution tails. Let npercpαq be
the α-percentile of the distribution, then nunique is defined as:

nunique|N, punique � minpnpercpαq|N, punique, N � npercp100 %� αq|N, puniqueq ,
(6.8)

where α is set to a small value such as 1 %. If nunique � npercp1 %q holds, then the
number of unique response-bits of two PUF instances will be at least nunique with
a probability of 99 %. The other possible bound N � npercp100 %� αq takes into
account that the effective number of bits usable to differentiate a set of PUF keys
decreases for an increasing number of unique response-bits as explained at the
beginning of this section. For given values of nunique and N , the minimum num-
ber of uniquely identifiable PUF instances Iunique is determined by the binomial
coefficient

Iunique|N, punique �
�

N

nunique



. (6.9)

The dependence of Iunique on N and punique is shown in Fig. 6.6. As can be seen
from the figure, the largest value of Iunique is always obtained for punique � 0.5,
independent of the key length. Deviations from punique � 0.5 due to biased pairs of
response-bits result in an increased key length to achieve the same value of Iunique
as obtained under bias-free conditions. Furthermore, the number of additional
response-bits required to compensate bias effects significantly increases for larger
values of Iunique as indicated by the narrowing contour lines shown in the figure.

Based on the preceding analysis, the number of primitive pairs N required
to identify a minimum number of Iunique PUF instances can be easily computed
for different bias values. For example, one might want to determine N such that
nunique is equal to the maximum number of unique response-bits nmaxunique obtainable
from a full entropy key of length Mfull. Given a set of relative bias values, the
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Figure 6.6: Uniquely identifiable PUF instances Iunique dependent on the num-
ber of response-bits N and probability punique.

corresponding probabilities punique are calculated according to Eq. (6.7). Then,
these probability values are used to compute nunique as defined in Eq. (6.8). Since
the percentiles of the binomial distribution do not scale linearly in the response
length, nunique is determined for different response lengths Ni in the range of
Mfull ¤ Ni   Nmax. The maximum response length Nmax is limited by design
constraints regarding chip area and power consumption. Lastly, for each relative
bias pair the smallest response length for which nunique ¥ nmaxunique holds is selected.

As an example, the distribution obtained for µ̄u∆S, µ̄v∆S P r�3, 3s,Mfull � 256 bit
and Mmax � 4096 bit is shown in Fig. 6.7. Note that the maximum values of N
are capped at 4096 bit. From the figure, it is apparent that the minimum response
length requires one of the two relative bias values to be exactly zero. If both bias
value are non-zero, further response-bits are needed to compensate for the effect
of systematic process variations.

6.2.2 Parameter Distribution

As stated in Sec. 6.1.2, the assumption of a common relative bias generally does
not hold in practice. To incorporate the effect of spatially dependent bias values,
it is assumed that the relative bias distributions of all PUF instances can be
modeled by a common distribution family. Since the number of unique response-
bits depends on the bias distributions of two PUFs instances, the possibly differing
distribution parameters of both instances need to be considered.
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Figure 6.7: Number of response-bits N required to uniquely identify the same
number of PUF instances as for 256-bit full-entropy keys dependent on the rel-
ative bias values µ̄u∆S and µ̄v∆S associated with two PUF instances denoted by
superscripts u and v, respectively.

The relationship between the quantities is modeled using a nested sampling
approach similar to the one described in Sec. 6.1.2. For I distribution param-
eter tuples pθ1

i , θ
2
i q, i � 1, 2, ..., I, J sets of random bias samples pµ̄1ij

∆S, µ̄
2ij
∆Sq,

j � 1, 2, ..., J , are simulated from the corresponding relative bias distributions
ppµ̄1

∆S|θ1
i q and ppµ̄2

∆S|θ2
i q. The bias samples are used to compute the N single-bit

probabilities pijunique,n, n � 1, 2, ..., N , according to Eq. (6.7). Given the parame-
ter vector pij � ppijunique,1, pijunique,2, ..., pijunique,Nq, the minimum number of unique
response-bits nijunique is calculated from the percentiles of the Poisson binomial
distribution GBppijq analogous to the procedure explained in Sec. 6.2.1. The es-
timate of niunique for the i-th distribution parameter tuple is determined from the
α-percentile of the J sampled nijunique values. To simulate worst-case conditions,
α is typically set to values in the lower percentage range. For example, α ¤ 5 %
means that the estimated minimum number of bits is larger than niunique with a
probability of 100 % � α � 95 %. Four-dimensional interpolation techniques can
be employed to predict nunique for out-of-sample distribution parameters.

Example

In practice, one might be interested in the distribution parameter subspace for
which at least Iunique PUF keys can be uniquely identified given a specific re-
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sponse length. Continuing the example from the last section, the ring oscilla-
tor PUF is designed to produce 256-bit keys that uniquely distinguish a min-
imum number of Iunique � 1060 PUF instances. According to Eq. (6.9), at
least 62 unique response-bits nminunique are needed3. To fulfill this requirement,
constraints have to be placed on the allowed value range of the bias distribu-
tion parameters θ1 � pµ1

µ̄∆S
, σ1

µ̄∆S
q and θ1 � pµ2

µ̄∆S
, σ2

µ̄∆S
q of any two PUF in-

stances. Starting point for the following analysis is the distribution parameter
subspace tpµ1

µ̄∆S
, σ1

µ̄∆S
, µ2

µ̄∆S
, σ2

µ̄∆S
q : �1.8 ¤ µ1

µ̄∆S
, µ2

µ̄∆S
¤ 1.8, 0   σ1

µ̄∆S
, σ2

µ̄∆S
¤

2.5u. The parameter bounds were chosen to include the parameter subspace
Ωrandom which results in bias distributions compliant with the size limitation
of 2.5 primitive pairs per bit response-entropy (Fig. 6.4). From this parameter
space, 400 random parameter tuples pµ1i

µ̄∆S
, σ1i

µ̄∆S
, µ2i

µ̄∆S
, σ2i

µ̄∆S
q, i � 1, 2, ..., 400,

were drawn. For each parameter tuple, 256�10000 bias sample pairs pµ̄1ij
∆S, µ̄

2ij
∆Sq,

j � 1, 2, ..., 10000, were generated. Given the bias samples, the bit-values niunique
were calculated from the 1 %-percentile of the sample distributions as explained
in the previous subsection. Linear interpolation of the initial sampling points
tppµ1i

µ̄∆S
, σ1i

µ̄∆S
, µ2i

µ̄∆S
, σ2i

µ̄∆S
q, niuniqueq : i � 1, 2, ..., 400u was used to compute nunique

at evenly spaced grid positions within the parameter subspace Ωrandom. In a next
step, the distribution parameter values of the grid points for which nunique ¥
nminunique holds were determined. The resulting distribution parameter space is
shown in Fig. 6.8. To aid visualization, the four-dimensional parameter space
is projected into three-dimensional subspaces with coordinate axes µ2

µ̄∆S
, σ2

µ̄∆S

and σ1
µ̄∆S

for different values of µ1
µ̄∆S

. The projections are displayed in form of
heatmaps with µ2

µ̄∆S
and σ2

µ̄∆S
corresponding to the x- and y-axis, respectively.

σ1
µ̄∆S

is represented graphically by the color gradient of the heatmap. As can be
seen from Fig. 6.8a and 6.8b, the distribution parameter space of one of the two
PUF instances is only limited by the size constraints on the key entropy, if the
bias distribution of the other one is centered close to zero, i.e. the response-bits
of the PUF instance are nearly bias-free. As the mean parameters |µ1

µ̄∆S
| and

|µ2
µ̄∆S

| increase (Fig. 6.8c and 6.8d), the respective bias distributions are shifted
towards higher bias values. Consequently, the variance of the bias distributions
must increase, such that sufficient probability mass is placed at smaller bias val-

3To simplify the analysis it is assumed that the PUF responses are fully reproducible, e.g.
after application of an error correction procedure.
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Figure 6.8: Projection of the four-dimensional distribution parameter subspace
for which nunique � 62 bit holds. The projection levels correspond to the absolute
relative bias values (a) |µ1

µ̄∆S
| � 0, (b) |µ1

µ̄∆S
| � 0.5, (c) |µ1

µ̄∆S
| � 1.0 and (d)

|µ1
µ̄∆S

| � 1.5.

ues to produce the same number of unique response-bits. In Fig. 6.8d large parts
of the parameter space are prohibited due to the size constraints and the lower
bound nunique ¥ 62.

6.3 Reproducibility - Measurement Noise

Commonly used error correction techniques are limited in the maximum number
of bit-errors they can detect and correct. Therefore, detailed knowledge of the
maximum number of bits expected to change their value upon key regeneration
is required to properly size the applied correction code.
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6.3.1 Fixed Parameters

Starting point for the following analysis is the probability punstable|∆s, σ2
Noise :�

P pX � ’unstable’q|∆s, σ2
Noise that a bit is unstable (Eq. (4.40)). In case of Gaus-

sian measurement noise, the equation can be rewritten in the form:

punstable|∆s̄, σ̄Noise � 1
2

�
1� erf

�
1?
2
|∆s̄|
σ̄Noise




, (6.10)

where σ̄Noise and ∆s̄ are defined as follows:

σ̄Noise � σNoise
σ∆S

(6.11)

∆s̄ � ∆s
σ∆S

. (6.12)

The variable σ̄2
Noise equals the noise variance scaled by the random parameter

variance, hence σ̄Noise can be interpreted as relative noise standard deviation. In
this section, it is assumed that σ2

Noise is constant (non-random) and the same for
all pair differences from which response-bits are generated. This assumption of a
common noise variance is reasonable, if the measurement error is solely attributed
to the sampling process of a readout circuit shared by all devices comprising a
PUF instance. ∆s̄ denotes the observed pair differences normalized by their
random standard deviations. Under the Gaussian random field assumption, ∆s̄
is normally distributed

∆s̄ � Npµ̄∆S, 1q (6.13)

with the mean value being defined by the relative bias µ̄∆S � µ∆S{σ∆S. Therefore,
the absolute values of the pair differences |∆s̄| follow a folded normal distribution
(Sec. 3.1.3). The probability density function computed for different values of
µ̄∆S is depicted in (Fig. 6.9).

By using the change of variable technique (Sec. 3.3), the density distribution
function of punstable can be determined:

fppunstableq � 2σ̄Noise exp
�
� µ̄

2
∆S
2 � erf�1p1� 2punstableq2p1� σ̄2

Noiseq



� cosh
�?

2πµ̄∆Sσ̄Noise erf�1p1� 2punstableq
	 (6.14)

for punstable P r0, 0.5s and 0 otherwise. The expression is defined conditional on
µ̄∆S and σ̄2

Noise. The graph of the density function plotted for different values
of pµ̄∆S, σ̄

2
Noiseq is shown in Fig. 6.10. As can be seen from the figures, the
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Figure 6.9: Probability density function of the folded normal distribution com-
puted for relative bias values µ̄∆S � 0, 1, ..., 5.

distribution shifts towards punstable � 0 for increasing bias values. This behavior
is to be expected, since large bias values are more likely to generate pair differences
farther away from the quantization level, effectively reducing the probability of
bit-flips to occur. In contrast, larger noise variances σ̄2

Noise generally increase the
likelihood that a bit is unstable as the comparison of Fig. 6.10a and 6.10b reveals.
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Figure 6.10: Probability density function fpunstable
computed for relative bias

values µ̄∆S � 1, 2, ..., 5 at fixed relative noise standard deviations (a) σ̄Noise � 3
and (b) σ̄Noise � 5.

The next step is to estimate the number of unstable response-bits of an N -bit
long key dependent on a set of parameter tuples tpµ̄i∆S, σ̄iNoiseq : i � 1, 2, ..., Iu.
First off, a set of J random samples tpijunstable : j � 1, 2, ..., Ju is simulated from the
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6.3. Reproducibility - Measurement Noise

distribution fppiunstableq conditional on the different relative bias values µ̄i∆S and
noise values σ̄iNoise. Then, for each sample of pijunstable the corresponding binomial
distribution function Bpk|N, pijunstableq is computed, where k � 0, 1, ..., N , denotes
the number of unstable response-bits. The maximum number of unstable bits
is defined as the α-percentile niunstable � npercpαq|N, pijunstable of the respective
binomial distribution. According to this definition, the probability that more
than niunstable response-bits are unstable is less than α percent. For a worst-case
analysis, α is set to values close to 100 %, e.g. α � 99 % as used within this work.

Since the relation of the percentiles of a binomial distribution and N is non-
linear, the maximum number of unstable response-bits generally depends on the
length of a PUF response as shown in Fig. 6.11. Figure 6.12, for example, displays
the dependence of nunstable on µ̄∆S and σ̄Noise computed for a 256-bit response
normalized to the response length.
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Figure 6.11: Normalized number of unstable bits nunstable dependent on the
number of response-bits N and probability punstable.

6.3.2 Parameter Distribution

The restrictions imposed by the common bias and noise variance assumptions
introduced in the previous subsection can be removed, if the distribution form
of µ̄∆S and σ̄Noise is known. Within the scope of this model, σNoise is treated
as random variable due to process-related variations in the output impedance of
the primitive devices or circuit components constituting a PUF instance. For
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Figure 6.12: Normalized number of unstable bits nunstable dependent on relative
bias µ̄∆S and relative noise standard deviation σ̄Noise.

example, the noise variance σ2
Noise calculated for the oscillation frequency of 256

ring oscillator primitive pairs can not be expressed by a common value as is
apparent from the distribution shown in Fig. 5.4.

Similar to the model building procedures described in previous sections, a hi-
erarchical sampling strategy is employed to determine the dependence of nunstable
on the distribution parameters θBias and θNoise of the relative bias and noise dis-
tribution, respectively. In a first step, N � J samples pairs pµ̄ij∆S, σ̄ijNoiseq, j �
1, 2, ..., J , are generated from the bias and noise distributions defined by a set
of I distribution parameter tuples tpθiBias, θiNoiseq : i � 1, 2, ..., Iu. At the next
level, the set of corresponding error probabilities tpijunstable,k : k � 1, 2, ..., Nu
is computed according to Eq. (6.10) from which the probability vector pij �
ppijunstable,1, pijunstable,2, ..., pijunstable,Nq is formed. Then, nijNoise is calculated from the
α-percentile of the Poisson binomial probability mass functionGBpk|N, pijq which
determines the distribution of the number of unstable response-bits k. The max-
imum number of unstable response-bits niNoise are estimated from the α-sample
percentile of the nijNoise values in a similar fashion to the examples given in the
previous sections.

Following these steps, multivariate interpolation can be used for out-of-sample
prediction of nNoise for distribution parameters not covered by the initial simu-
lation runs. Since characterization of the noise source requires a large number of

126



6.3. Reproducibility - Measurement Noise

parameters compared to the models described in the previous sections, applica-
tion of interpolation techniques is recommended to minimize simulation times.

Example

In [Suh 05], a single-chip secure processor was proposed which uses a PUF circuit
to facilitate authentication of the computing hard- and software to the user4.
Reproducibility of the PUF keys was ensured by the use of a BCHp255, 63, 61q
error correction code5 that corrects up to 30 erroneous bits out of 255 response-
bits.

In this example, the subspace of the distribution parameters is determined
for which nNoise is compliant with the error correction capacity of 30 bit. As in
the preceding sections, the relative bias was modeled by a normal distribution.
In addition, the distribution form of the relative noise variance σ̄2

Noise had to be
determined. By means of Monte Carlo simulations, it was found that σ̄2

Noise can be
well approximated by a lognormal distribution6. The the lognormal distribution
is defined by the location parameter l P R and the scale parameter s P R¡0. Based
on the experimental data, l and s were modeled by a normal and a lognormal
distribution with distribution parameters pµl, σlq and pµs, σsq, respectively.

It follows from the foregoing, that nNoise depends on the six distribution pa-
rameters pµµ̄∆S

, σµ̄∆S
, µl, σl, µs, σsq. As in the previous sections, the mean and

standard deviation of the bias distribution were limited to µµ̄∆S
P r0, 2s and

σµ̄∆S
P p0, 1.8s, respectively. The limits of the remaining parameters were esti-

mated from a series of simulations carried out for four combinations of µµ̄∆S
and

σµ̄∆S
, i.e. p0, 0.5q, p0, 1.5q, p1, 0.5q and p1, 1.5q. Based on the simulation results,

the respective parameter ranges of the noise distribution were set to µl P r�14, 0s,
σl P r0.02, 0.18s, µs P r�2,�1s and σs P r0.01, 0.04s.

From this initial parameter space 400 random points pµiµ̄∆S
, σiµ̄∆S

, µil, σ
i
l , µ

i
s, σ

i
sq,

i � 1, 2, ..., 400, were selected. For these parameter tuples 256 � 10000 sam-
4The authors chose to implement an Arbiter-based PUF design for their secure computing

platform. However, Weak PUF concepts are also suitable candidates to realize the security
requirements of their target application, since the proposed chip provides access to a crypto-
graphic hash function.

5For more information on BCH codes, the reader is referred to [Bose 60].
6In general, the sum of two lognormally distributed random variables does not necessarily

need to follow a lognormal distribution [Lo 12].
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ples pµ̄ij∆S, lij, sijq, j � 1, 2, ..., 10000, were generated. Bias values µ̄ij∆S were
drawn from the normal distribution Npµ̄i∆S|µiµ̄∆S

, pσiµ̄∆S
q2q. Samples of the dis-

tribution parameters of the noise source distribution plij, sijq were simulated
from the normal distribution model Npli|µil, pσilq2q and the lognormal distribu-
tion model Lognormalppsiq2|µis, pσisq2q, respectively. Then, for each tuple plij, sijq
a sample of the noise standard deviation σ̄ijNoise was generated from the lognor-
mal distribution Lognormalppσ̄iNoiseq2|lij, psijq2q. In a next step, the realizations
tpµ̄ij∆S, σ̄ijNoiseq : i � 1, 2, ..., 400; j � 1, 2, ..., 10000u were used to compute the
probability vectors pij and the corresponding number of unstable response-bits
nijNoise as explained at the beginning of this subsection.

The maximum number of erroneous bits niNoise resulting from the i-th distri-
bution parameter tuple pµiµ̄∆S

, σiµ̄∆S
, µil, σ

i
l , µ

i
s, σ

i
sq was estimated from the 99 %-

percentile of the respective sample values nijNoise, j � 1, 2, ..., 10000. Lastly, the
parameter space was confined to those points for which nNoise ¤ 30 bit and
pµiµ̄∆S

, σiµ̄∆S
q P Ωrandom holds.

A meaningful graphical representation of the complete solution space is no
longer possible, due to the large number of distribution parameters. In order to
reduce the dimensionality of the problem, the four parameters pµl, σl, µs, σsq were
set to the median values calculated from their respective empirical distributions
of the 193 PUF instances. The distributions of nNoise obtained for the corre-
sponding projection in the pµµ̄∆S

, σµ̄∆S
q-plane are displayed in Fig. 6.13. Linear

interpolation was used to increase the number of depicted sample points.

As can be seen from the figure, the largest number of bit-errors was attained at
small mean and standard deviation values close to zero. Since bias distributions
characterized by small distribution parameters are sharply peaked at zero bias
values, it follows that realizations of the pair differences are centered around the
quantization threshold. Consequently, the response-bits generated from these dis-
tributions are highly susceptible to measurement noise resulting in a large number
of bit-errors. Increasing the mean absolute bias while keeping the standard devia-
tion fixed shifts the distribution of the pair differences away from the quantization
threshold, thus reducing the likeliness of bit-errors to occur. A larger variability
of the bias distribution, on the other hand, places probability mass closer to the
threshold in case of a non-zero mean bias, hence partially compensating the effect
of large mean bias values. This behavior is well reflected by the graph of nNoise;
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Figure 6.13: Projection of the six-dimensional parameter space of nnoise into
the pµµ̄∆S

, σµ̄∆S
q-plane.

the smallest number of bit-errors was attained at large µµ̄∆S
and small values of

σµ̄∆S
. In contrast larger standard deviation values tend to increase the number of

bit-flips. Overall, the error values displayed in the graph were found to be smaller
than the maximum capacity of the BCHp255, 63, 61q error correction code.

Projection at other distribution parameter settings (corner values, interquartile
range, etc.) can be analyzed in a similar fashion to get additional insight on the
parameter boundaries compliant with all design limitations.

6.4 Summary

Different models were developed to link general design parameters of a PUF to its
security relevant properties including the response randomness, uniqueness and
reproducibility. Depending on the amount of available information on the distri-
butional properties of the electrical characteristics of a PUF primitive, a number
of simulation based analysis tools and design guidelines were proposed to ensure
proper functionality of a PUF design. Furthermore, it was shown that high-
performance PUF designs with minimal implementation overhead impose strict
limitations on the distribution parameters of the underlying stochastic process
which determines the electrical properties of the primitive devices.
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Chapter 7

Weak PUF Concept

The experimental results and design considerations presented in the previous
chapters clearly demonstrated the close relationship between the randomness,
uniqueness and stability of signatures extracted from a PUF and its implemen-
tation form in hardware. The analysis of the design space, in particular, showed
that extensive control over the fabrication process is necessary in order to realize
high-performance designs. The strong dependence on the fabrication technol-
ogy paired with the inability to control the processing conditions in a way that
benefits the realization of a PUF design is highly undesirable for a number of
reasons:

• Process-related variations used to generate PUF keys are likely to have a
negative effect on the performance of conventional semiconductor devices.
Process optimization and tighter manufacturing controls aim to reduce pro-
cess variability in order to improve yield and reliability of integrated cir-
cuits. For PUFs, a reduction in the magnitude of random process variations
is detrimental to the response entropy and uniqueness of the extracted keys.

• Performance results obtained from the experimental evaluation of a PUF
design are tied to the processing conditions under which the tested PUF
instances were manufactured. Since the processing conditions are specific
to a particular combination of production line, technology and equipment,
inference based on these results cannot be easily generalized.

• Transferring a PUF design to different production lines or technologies is
likely to yield inconsistent performance results. Arguably, any form of pro-
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cess or technology transfer is difficult, however PUFs are particularly af-
fected by this problem, since the manufacturing technology usually can not
be adapted to fit the need for large process variations required for efficient
random key generation.

To illustrate the underlying problem, a simple PUF design based on integrated
high-R poly resistors is considered. In case of this particular design, secret keys
might be derived from differences in the voltage drop across nominally identi-
cally designed resistors whose resistance values are subjected to random process
variations.

The nominal resistance R of a homogenous poly layer characterized by resis-
tivity ρ, length L, width W and thickness t can be computed according to the
following equation1 [Hast 01]:

R � ρ

t

L

W
. (7.1)

In practice, each of the four parameters is affected by process variations, resulting
in a range of possible resistance values due to the propagation of uncertainty in
ρ, L, W and t. Consequently, the variance of the resistance σ2

R is a function of
the individual parameter variances:

σ2
R � fpσ2

ρ, σ
2
L, σ

2
W , σ

2
t q . (7.2)

The parameter variances are determined by the process settings and the precision
of the manufacturing equipment operated at these settings. The variance σ2

t , for
example, depends on the precision of the used deposition system to produce a
poly layer of nominal thickness t. In a similar fashion, σ2

ρ and the other two
variances σ2

L and σ2
W originate from the limited precision of the implanter and

the lithographic process equipment, respectively.
Analog circuits designed for non-PUF applications typically require matching

resistors, hence the fabrication process and machines are adjusted to produce
the target resistance required by the circuit design while minimizing σ2

R. In con-
trast, for PUFs a large value of σ2

R is desirable to produce stable high-entropy
response-bits. Since the processing conditions apply to all fabricated resistors, se-
lective changes in the processing settings to increase the variability of PUF related

1Here, resistance contributions related to the terminal contacts of a resistor are ignored.
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devices are not feasible. Increasing the parameter variability by introducing addi-
tional processing steps requires extra lithographic processes that, in turn, result
in higher production costs. Moreover, semiconductor foundries might not allow
the required modifications of their standard technologies. For these reasons, the
designer of a PUF system usually has little to no control over the process technol-
ogy to improve the performance of a PUF. The remaining possibility to enlarge
the parameter variation is to modify layout dependent variance components such
as σ2

L and σ2
W , for example. By choosing a small and short sized resistor design

close to the CD limits of the manufacturing technology, lithographic process vari-
ations can be exploited to increase σ2

R. Since the resistor dimension is bounded by
the minimum size required to produce a functional device, the maximal achiev-
able values of σ2

L and σ2
W are limited. Furthermore, the maximum values σ2

L

and σ2
W are tightly connected to the processing technology and manufacturing

equipment, hence the problem of implementation dependent performance results
remains unsolved.

7.1 Working Principle

In order to overcome the challenges stated in the beginning of this chapter, a
generic Weak PUF concept is proposed which realizes a high-entropy hardware
source capable of generating unique and stable response-bits independent of its
design implementation.

For this purpose, three transformations were developed to modify the un-
derlying probability distribution of the electrical parameters from which PUF-
responses are generated without changing the actual manufacturing process. Within
the context of the distribution parameter models introduced in Chap. 6, the
transformations can be thought of as algebraic operations that confine the dis-
tribution parameters characteristic of an arbitrary fabrication process to values
within the parameter subspace for which security relevant features of a PUF
design are close to the optimum. In practice, this means that the relative bias
(Sec. 6.1.1) and the error probabilities (Sec. 6.3.1) of all response-bits are reduced
in order to achieve a high response entropy, uniqueness and stability. Figure 7.1
illustrates the effect of the transformations on the distribution parameters of two
fabrication processes A and B.
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transformation

Distribution Parameter Space
(Fabrication Process A) 

Distribution Parameter Space
(Fabrication Process B) 

High Performance

Distribution Parameter Space
(Fabrication Process A) 

Distribution Parameter Space
(Fabrication Process B) 

High Performance

Figure 7.1: Transformation of the distribution parameter space conceptually il-
lustrated for two fabrication processes A and B. The area highlighted by the rect-
angle indicates distribution parameters required to implement high-performance
PUFs.

The transformations are realized by choosing specific combinations of device
parameter pairs based on their distributional features. The first transforma-
tion selects parameter pairs featuring a similar systemic mismatch to reduce the
overall response bias which in turn increases the uniqueness and entropy of the
PUF responses. As shown in Sec. 6.3, the bit-error probabilities are highest
for a relative bias close to zero, thus a second transformation is required to in-
crease the reproducibility of the PUF responses. For this purpose, higher order
pair combinations are formed that shift the parameter differences away from the
quantization threshold. Since the resulting sequence of pair differences is entirely
deterministic, a final randomization transformation must be applied to recover
the initial response entropy. A detailed description of the three transformations
is given in the following subsections.

Lastly, it shall be noted that no assumptions are made about the physical
nature of the electrical parameters from which the responses are extracted, thus
the transformation can be readily implemented for any type of PUF design using
a differential quantization scheme.

7.1.1 Randomness Enhancement

The degree of randomness and uniqueness of individual response-bits is deter-
mined by the absolute systematic mismatch between parameter values relative to
the variance of their random variation components (Sec. 6.1). In case of spatially
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dependent process variations, the magnitude of the mismatch heavily depends on
the selection of the parameter pairs. If the trend components of the parameter
pairs do not cancel out, a low response entropy and uniqueness are to be ex-
pected as the empirical and theoretical analysis results of the ring oscillator PUF
implementation showed (Chap. 4 and 6). To solve the problem of ambiguous
pair selection schemes, a simple matching procedure is proposed to minimize the
absolute difference in the trend components of all pairs.

The first step in finding the optimum selection of pairs is to determine the
systematic trend components from the measured electrical characteristics of a
PUF instance. For this purpose, measurement data recorded during the enroll-
ment phase of a PUF instance can be used. Alternatively, measurements of the
parameter values might be carried out for PUF devices fabricated on one or more
reference wafers. Furthermore, it is conceivable to perform the subsequent anal-
ysis on simulation data taking into account the effect of spatially varying process
conditions. Within the scope of this work the first option was chosen, since the
presented methodology can be directly applied to the measurement data of in-
dividual PUF instances. For the purpose of estimating the trend components,
variation decomposition techniques such as median polishing can be used.

Given the trend components tµk : k � 1, 2, ..., 2Nu of the 2N characteristic pa-
rameters of a PUF instance, the selection of pairs is based on the sorted sequence
of the trend components:

µp1q ¤ µp2q ¤ µp3q ¤ ... ¤ µp2Nq . (7.3)

The set of pair combinations

I � tpi1, j1q, pi2, j2q, ..., piN , jNqu (7.4)

that minimizes the systematic mismatch |µpkq � µplq|, k, l � 1, 2, ..., 2N , k � l,
between any two parameter values is obtained by simply forming exclusive pairs
from subsequent trend components, i.e.

pµp1q, µp2qq, pµp3q, µp4qq, ..., pµp2N�1q, µp2Nqq . (7.5)

For illustration purposes, the randomness enhancement transformation was
applied to the measurement data of a ring oscillator PUF instance containing
32 � 16 � 512 oscillation frequencies (Sec 5.2). Figure 7.2 shows the graph of
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the systematic mismatch of the 512 oscillation frequencies obtained after sorting.
As is apparent from the figure, the difference between subsequent frequencies is
minimal compared to any other arrangement of the values. The corresponding
distribution of the pairwise differences of the sorted mismatch values is displayed
in Fig. 7.3a. For comparison purposes, the distribution of the differences com-
puted for a column-wise selection of the mismatch pairs is plotted. Evidently,
the mismatch distribution obtained by the matching pair selection procedure was
sharply peaked around zero. In contrast, the column-wise pair selection scheme
did not fully eliminate the mismatch between the oscillations frequencies as indi-
cated by the large spread in the calculated trend components. The corresponding
distributions of the observed pair differences are depicted in Fig. 7.3b. In case
of the matching procedure, the detrended pair differences were symmetrically
distributed around zero as to be expected in the case of normally distributed ran-
dom pair values. Note that the variance of pair differences was smaller compared
to the distribution obtained for the column-wise pair selection scheme, because
the matching procedure removed the contributions of spatially varying device
mismatch from the overall variability of the difference values.
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Figure 7.2: Graph of the sorted systematic variation components of 512 ring
oscillator frequencies of a PUF instance.
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Figure 7.3: (a) Distribution of the systematic pair differences of 512 ring os-
cillator frequencies computed for matching pairs and for the column-wise pair
selection scheme. (b) shows the corresponding distributions of the observed pair
differences.

7.1.2 Reproducibility Enhancement

The distributions of matched trend components are centered around the quantiza-
tion threshold. Consequently, the pair differences are more prone to noise-related
fluctuations and environmental effects than prior to the transformation. In order
to improve the reproducibility of the responses, higher order pair differences are
formed. By specifically selecting pair combinations with large absolute differ-
ences in their parameter values, the probability density of the underlying pair
distribution is shifted away from the quantization threshold. The transformed
distribution features a range of parameter values around the quantization thresh-
old for which the probability density equals zero. This gap in the density function
counterbalances changes in the parameter differences, thus effectively increasing
the stability of a PUF response. The width of the gap depends on the order of
the pair differences.

Computation of K-th order pair differences of a set of 2N parameter values is
accomplished by performing the following steps:

1. Compute the first order pair differences ∆sk, k � 1, 2, ..., N , of the measured
parameters values sl, l � 1, 2, ..., 2N . The difference of the m-th pair is
calculated according to the equation

∆sm � sim � sjm , (7.6)
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where the pair indices pim, jmq P I were determined by the matching pair
procedure described in the previous section.

2. Invert the sign of all negative pair differences. The sign is inverted by
swapping the order of the pair indices, i.e.

pik, jkq Ñ pjk, ikq, if ∆si   0 . (7.7)

3. Sort the absolute pair differences in ascending order:

∆s̃p1q ¤ ∆s̃p2q ¤ ∆s̃p3q ¤ ∆s̃p4q ¤ ... ¤ ∆s̃pN�1q ¤ ∆s̃pNq (7.8)

with

∆s̃pmq �
$&
%sim � sjm , if sim ¡ sjm

sjm � sim , otherwise.
(7.9)

4. Invert the sign of every second pair difference. Again, a change in the sign
is realized by reversing the order of the pair indices. The resulting sequence
can be written in the form

∆s̃p1q ¤ �|∆s̃p2q| ¤ ∆s̃p3q ¤ �|∆s̃p4q| ¤ ... ¤ ∆s̃pN�1q ¤ �|∆s̃pNq| (7.10)

5. Second order pairs are obtained by calculating the N{2 differences

�|∆s̃pNq|�∆s̃p1q,∆s̃pN�1q�|∆s̃p2q|,�|∆s̃pN�2q|�∆s̃p3q, ...,∆s̃pN
2 �1q�|∆s̃pN

2 q| .
(7.11)

Iterative computation of the pair differences of lower order pairs yields
higher order combinations.

Since the absolute values of the higher order pairs are larger than those of the
constituting lower order terms, the distance between the pair differences and the
quantization threshold increases with each iteration. Consequently, the distribu-
tion density of the transformed parameter pairs falls steeply to zero in the vicinity
of the threshold.

Figure 7.4 shows the resulting sequences of 2nd to 4th order pair differences
calculated for the frequency data of the same PUF instance to which the random-
ness enhancement transformation was applied in the previous section. The gap
between the positive and negative pair differences is clearly visible in the figure.
Furthermore, it can be seen that the gap width increases for higher order pairs
at the expense of halving the number of pair differences for each new order.
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Figure 7.4: Sequences of the observed pair differences computed for 2nd, 3rd
and 4th order pairs formed from 512 ring oscillator frequencies.

7.1.3 Response Randomization

The stability enhancement procedure produces a noise-resistant sequence of higher
order pair differences which is fully deterministic by construction, i.e. the re-
sulting responses have zero entropy. The response entropy inherent to the ini-
tial parameter distribution was transferred to the ordering of the corresponding
pair indices resulting in a random sequence of index values. In order to use the
PUF-responses for cryptographic applications, the entropy bound to the random
sequence of indices has to be transferred back to the higher order parameter
differences.

Randomization of a K-th order differences sequence is achieved by reordering
the corresponding set of pair indices

IpKq � tJ1, J2, ..., JMu , (7.12)

where the index tuple Jm � pip1qm , jp1qm , ip2qm , jp2qm , ..., ipKq
m , jpKq

m q determines the value
of the m-th difference term. The indices are reordered in two steps:

1. The ordering of pairs contained in an index tuple Jm, m � 1, 2, ...,M , is
reversed, if the number ip1qm ip2qm ...ipKq

m obtained by concatenating2 the first
2To avoid ambiguity between the resulting values, the individual numbers are zero-padded

prior to concatenation, e.g. the number 1 is written as 001 assuming that the total number of
values is less than 1000.
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pair elements is larger than the number jp1qm jp2qm ...jpKq
m of the second pair

elements, i.e.

pip1qm , jp1qm , ip2qm , jp2qm , ..., ipKq
m , jpKq

m q Ñ pjp1qm , ip1qm , jp2qm , ip2qm , ..., jpKq
m , ipKq

m q, (7.13)

if ip1qm ip2qm ...ipKq
m ¡ jp1qm jp2qm ...jpKq

m holds.

2. The index tuples J1, J2, ..., JM are ordered according to the numbers formed
from the concatenated index pairs, where the number of the m-th index
tuple Jm equals ip1qm jp1qm ip2qm jp2qm ...ipKq

m jpKq
m given ip1qm ip2qm ...ipKq

m ¡ jp1qm jp2qm ...jpKq
m .

The first step changes the sign of a random number of pair differences resulting
in uniformly distributed bit-strings. The second step obfuscates the order of the
absolute values of the pair differences.

Application of the randomization transformation to the sequence of the first
order pairs calculated in the previous section resulted in the randomized sequence
shown in Fig. 7.5. Since the randomization transformation only changed the
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Figure 7.5: Sequence of the sorted and randomized 1st order pair differences
formed from 512 ring oscillator frequencies.

sign and order of the pair differences, the gap width between the values was
preserved. The random spread in the transformed pair differences suggests that
the entropy contained in the sequence of the pair indices could be successfully
recovered. Further analysis of the responses data extracted from the transformed
pair differences will be carried out in Chap. 10.
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7.2 Implementation

The basic circuit components required to implement a generic version of the
presented Weak PUF concept are displayed in Fig. 7.6. The sources provide

PUF Array

MUX

ADC

SourcesBandgap Reference

SPI

Logic

MOSI MISO SCLK CS

VDD

VSS

Rref

Amplification Stage

Figure 7.6: Schematic of the Weak PUF circuit components. Adapted from
[Will 17b].

an electrical stimulus to the semiconductor devices located in the PUF array.
A multiplexer is used to select pairs of array elements whose analog response
signals are fed to the input of a differential ADC. The resulting binary signature
is processed by a logic block to generate the final PUF response. The logic block
primarily consists of a binary subtractor to compute higher order pair differences
and registers needed to store intermediate outputs of the arithmetic operations.
In order to minimize the silicon footprint of the PUF circuitry, the sets of indices
used to define the higher order pair differences are determined off-chip during
the enrollment phase. For example, the algorithm to find the array indices as
described in Sec. 7.1.1 to 7.1.3 can be executed on an external microcontroller.

A rough estimation of the size of the readout circuit and the processing logic
is given in Tab. 7.1. The listed gate counts were estimated for a third order pair
quantization scheme that extracts a 32-bit response from 16 � 16 primitives per
PUF instance using a differential 13-bit ADC.

As can be seen from the table, the area overhead of the proposed concept is
mainly attributed to the size of the ADC. Therefore, this implementation form is
best used in combination with sensor-based applications featuring on-chip analog-
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Table 7.1: Weak PUF readout and processing logic overhead.

Component Gate Count

Pair Selector 200
Differential 13-Bit ADC 32000
13-Bit Binary Subtractor 1000
Register for Data Storage 384

Total 33584

to-digital signal conversion. A lightweight variant might be employed, if no ADC
is available. The pair selection procedure of the lightweight variant is nearly
identical to the higher order difference algorithm with two exceptions:

1. Only first order pairs are considered. Therefore step 5 of the reproducibility
enhancement sequence described in Sec. 7.1.2 is omitted.

2. Instead of computing higher order pairs, the M smallest differences in the
sorted series of pair values (Eq. (7.10)) are discarded.

Quantization of the first order differences is achieved by means of a simple com-
parator, hence no ADC and processing logic are required. Disadvantageous to
this approach is that the maximum gap width is limited by the variability of the
pair differences, whereas the gap width of the original method is only limited by
the number of pairs used to calculate higher order differences.
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Strong PUF Concept

Strong PUFs rely on the same working principle as Weak PUFs, i.e. they exploit
process-related variations in the physical characteristics of a hardware system
to generate random binary keys. Therefore, Strong PUF designs suffer from
the same implementation dependent performance issues stated in the previous
chapter. For example, consider the performance differences between the ASIC-
and a FPGA-based design implementation of the simple arbiter PUF (Tab. 2.2):
the mean inter-Hamming distance of the FPGA implementation was found to
be as low as 1.05 %, whereas the ASIC implementation scored a mean inter-
Hamming distance up to 47.13 %. In both cases, the experimentally determined
inter-Hamming metric was lower than the ideal value of 50 %.

Another challenge related to the development of Strong PUF concepts is to
design a hardware system that generates complex and highly challenge-sensitive
CRPs resistant against machine learning attacks. A common approach to solve
these problems is to increase the complexity of the challenge-response mechanism,
often at the expense of a significantly reduced response stability [Zhou 17] and
more elaborate PUF designs [Majz 08a]. This approach further contributes to
the problem of implementation dependent performance issues.

Within the scope of this work, a new Strong PUF concept was developed to
enhance the challenge-response behavior of any of Weak PUF design. Application
of the concept to the Weak PUF design presented in Chap. 7 enables implemen-
tation of independent Strong PUF functionality robust against learning attacks
as will be proven in Sec. 11.3. In the following sections, two basic concept imple-
mentations are described.
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8.1 Working Principle

The proposed challenge-response mechanism is realized in form of a function that
maps N pairs of signed or binary parameter values tpβ1i, β2iq : i � 1, 2, ..., Nu
of a system and a user defined N-bit challenge C � pc1, c2, ..., cNq P t0, 1uN to a
response-bit R P t0, 1u (Fig. 8.1).

Parameter β = {(β11, β21), (β12, β22), ..., 
                        (β1N, β2N)}  

Challenge 
C = (c1, c2, ..., cN)

Strong PUF Response 
R|C, β 

Figure 8.1: Schematic representation of the Strong PUF challenge-response
mechanism.

In case of hardware-based Strong PUFs, β corresponds to a set of physical
quantities whose signs or parities are randomly distributed due to the effect of
stochastic process variations. Examples for real valued quantities are differences
in the voltage drop across nominally identically fabricated resistors or differences
in the oscillation frequencies of ring oscillators. Binary quantities can be obtained
by applying some form of quantization scheme to the analog characteristics of a
device.

From the set of parameter values β, N pair elements are selected according
to a challenge C. If the i-th challenge-bit ci equals a logical zero, then the first
element β1i of the i-th parameter pair pβ1i, β2iq is chosen. Correspondingly, β2i is
selected, if ci � 1 holds. The N parameter values are connected by logical XOR
operations or elementwise multiplication, depending on whether the elements are
binary or non-binary quantities. The resulting sign or parity of the connected
parameter values is taken as response-bit. Without loss of generality subsequent
analysis assumes the parameter values to be of digital nature.

In order to generate an M -bit response, the single response-bits of M Strong
PUF instances can be concatenated. Alternatively, the response-bits obtained for
M different challenges applied to the same PUF instance can be used to produce
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a response of the desired length – similar to the standard native Strong PUF
design described in Sec. 2.5.1.

8.1.1 Single Chain Function

A generic realization of the concept is shown in Fig. 8.2. The Strong PUF is com-
prised of N segments forming a chain-like structure. Each chain link contains two
independent signed or binary parameter values. The parameters are connected
by logic XOR operations. The state of the chain is configured according to the
challenge-bits applied to the N links as shown in the figure. The response value of

+ +
β11

β21

c1

β12

β22

c2

+...+
β13

β23

c3

β1N

β2N

cN

0/1?

Figure 8.2: Single chain comprised of N links.

a given chain configuration formed from 2N binary parameter values is computed
as follows:

R �
Nà
k�1

pc̄kβ1k ` ckβ2kq , (8.1)

where c̄ denotes the negated state of a boolean value c.

Example

In this example, a single chain featuring N � 4 links with parameter values
β � tpβ11 � 0, β21 � 0q, pβ12 � 1, β22 � 1q, pβ13 � 0, β23 � 1q, pβ14 � 0, β24 � 1qu
is considered. Furthermore, let C1 � p0, 1, 0, 0q, C2 � p0, 1, 1, 1q, C3 � p0, 1, 0, 1q
denote a set of challenges, then the corresponding response values R1, R2 and R3

can be readily computed:

R1 � β11 ` β22 ` β13 ` β14 � 0` 1` 0` 0 � 1 (8.2)

R2 � β11 ` β22 ` β23 ` β24 � 0` 1` 1` 1 � 1 (8.3)

R3 � β11 ` β22 ` β13 ` β24 � 0` 1` 0` 1 � 0 . (8.4)
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8.1.2 Twisted Chain Function

In order to increase the resistance against model building attacks, the N segments
of two single chains are piecewise intertwined as shown in Fig. 8.3. A simple mix-
ing of the i-th chain segment of the first chain can be achieved by swapping the
parameter values between the respective segments of the two chains. The seg-
ments are swapped, if the XOR connection of the response-bit R1

i�1 computed for
the preceding i�1 sections of the first chain and the response-bit R2

i�2 calculated
up to the i� 2-th segment of the second chain equal a logical 1. In this case, the
response value is obtained by XORing the parity S2

i of the i-th segment of the
second chain with R1

i�1. Otherwise, no swap occurs and the response value equals
the XOR combination of the parity value S1

i of the i-th segment of the first chain
and R1

i�1. A similar swapping procedure is applied to the second chain.

0

1

S1i

S2i

S1i-1

S2i-1

0

1

S1i-2

S2i-2

R1i-1

R2i-2

Figure 8.3: Feedforward links of the i-th segment of the first chain.

The response values R1
i and R2

i , i � 1, 2, ..., N , of the two chains, can be
expressed in terms of two coupled recursive equations:

R1
i � R1

i�1 ` pR1
i�1 `R2

i�2qS1
i ` pR1

i�1 `R2
i�2qS2

i (8.5)

R2
i � R2

i�1 ` pR2
i�1 `R1

i�2qS2
i ` pR2

i�1 `R1
i�2qS1

i (8.6)

The parity Sji of the i-th segment of the j-th chain is computed according to the
following equation:

Sji �
à
ki

pc̄ki
β1ki

` cki
β2ki

q . (8.7)

Here, the index tuple pki, jq denotes the k-th parameter pair of the i-th segment
of the j-th chain. The response-bits R1

0, R1
�1, R2

0 and R2
�1 are set equal to the
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parity of a larger section of non-overlapping chain segments in order to minimize
the bias of the initial bit-values. For example, the initial value for R1

0 might be
set to the parity computed for half the segments of the first chain and R1

�1 is
initialized to the parity of the remaining half. The response-bits R2

0 and R2
�1 are

computed from the corresponding segments of the second chain.
In order to meet the SAC, the chains should be evaluated for the set of all

challenge variants obtained by subsequently rotating the sequence of challenge-
bits by one position either to the left or to the right.

8.1.3 Example

In this example, a simple feedforward construction with four segments per chain
is considered. Each chain segment consists of a single parameter pair. The first
chain is characterized by the following set of parameter values:

β1 � tpβ1
11 � 0, β1

21 � 0q, pβ1
12 � 1, β1

22 � 1q, pβ1
13 � 0, β1

23 � 1q, pβ1
14 � 0, β1

24 � 1qu .

The parameters of the second chain are set to the values:

β2 � tpβ2
11 � 1, β2

21 � 0q, pβ2
12 � 0, β2

22 � 0q, pβ2
13 � 1, β2

23 � 1q, pβ2
14 � 1, β2

24 � 0qu .

Given these two sets of parameter values, the challenge-response pairs pC,R1
4q and

pC,R2
4q for a challenge C � pc1, c2, c3, c4q � p0, 1, 1, 0q are calculated as follows:

Computation of S1
i and S2

i for i � 1,2,3,4

pS1
1 , S

1
2 , S

1
3 , S

1
4q � pβ1

11 � 0, β1
22 � 1, β1

23 � 1, β1
14 � 0q (8.8)

pS2
1 , S

2
2 , S

2
3 , S

2
4q � pβ2

11 � 1, β2
22 � 0, β2

23 � 1, β2
14 � 1q (8.9)

Computation of R1
�1 and R2

�1

R1
�1 � S1

1 ` S1
2 � 0` 1 � 1 (8.10)

R2
�1 � S2

1 ` S2
2 � 1` 0 � 1 (8.11)

Computation of R1
0 and R2

0

R1
0 � S1

3 ` S1
4 � 1` 0 � 1 (8.12)

R2
0 � S2

3 ` S2
4 � 1` 1 � 0 (8.13)
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Computation of R1
1 and R2

1

R1
1 � R1

0 ` pR1
0 `R2

�1qS1
1 ` pR1

0 `R2
�1qS2

1 � 1` p1` 1q0` p1` 1q1 � 1 (8.14)

R2
1 � R2

0 ` pR2
0 `R1

�1qS2
1 ` pR2

0 `R1
�1qS1

1 � 0` p0` 1q1` p0` 1q0 � 0 (8.15)

Computation of R1
2 and R2

2

R1
2 � R1

1 ` pR1
1 `R2

0qS1
2 ` pR1

1 `R2
0qS2

2 � 1` p1` 0q1` p1` 0q0 � 1 (8.16)

R2
2 � R2

1 ` pR2
1 `R1

0qS2
2 ` pR2

1 `R1
0qS1

2 � 0` p0` 1q0` p0` 1q1 � 1 (8.17)

Computation of R1
3 and R2

3

R1
3 � R1

2 ` pR1
2 `R2

1qS1
3 ` pR1

2 `R2
1qS2

3 � 1` p1` 0q1` p1` 0q1 � 0 (8.18)

R2
3 � R2

2 ` pR2
2 `R1

1qS2
3 ` pR2

2 `R1
1qS1

3 � 1` p1` 1q1` p1` 1q1 � 0 (8.19)

Computation of R1
4 and R2

4

R1
4 � R1

3 ` pR1
3 `R2

2qS1
4 ` pR1

3 `R2
2qS2

4 � 0` p0` 1q0` p0` 1q1 � 1 (8.20)

R2
4 � R2

3 ` pR2
3 `R1

2qS2
4 ` pR2

3 `R1
2qS1

4 � 0` p0` 1q1` p0` 1q0 � 0 (8.21)

In a next step, the computation of the chain parities are continued for the chal-
lenge C 1 � pc4, c1, c2, c3q � p0, 0, 1, 1q obtained by rotating C one bit-position
to the right. The sets of chain segments are selected in accordance with new
challenge C 1:

pS1
1 , S

1
2 , S

1
3 , S

1
4q|C 1 � pβ1

11 � 0, β1
12 � 1, β1

23 � 1, β1
24 � 1q (8.22)

pS2
1 , S

2
2 , S

2
3 , S

2
4q|C 1 � pβ2

11 � 0, β2
12 � 0, β2

23 � 1, β2
24 � 1q (8.23)

Given this selection of chain segments, the challenge-response pairs pC 1, R1
4q and

pC 1, R2
4q are iteratively calculated from previous response-bits with R1

0|C 1 � R1
4|C,

R1
�1|C 1 � R1

3|C, R2
0|C 1 � R2

4|C and R2
�1|C 1 � R2

3|C. The whole procedure is
repeated for the rotated challenges C2 � pc3, c4, c1, c2q � p1, 0, 0, 1q and C3 �
pc2, c3, c4, c1q � p1, 1, 0, 0q.
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8.2 Implementation

Realization of the twisted chain structure with basic logic gates is straightforward.
Rewriting Eq. (8.5) and (8.6) in the following form

R1
i � R1

i�1 ` S1
i ` pR1

i�1 `R2
i�2qpS1

i ` S2
i q (8.24)

R2
i � R2

i�1 ` S2
i ` pR2

i�1 `R1
i�2qpS2

i ` S1
i q , (8.25)

suggests that each of the two chains can be constructed from four XOR-gates and
one AND-gate as shown in Fig. 8.4. The response-bits are generated by sequen-

R1i-1/R2i-1
S1i/S2i

+

+S1i/S2i
S2i/S1i

&

+
R2i-2/R1i-2

R1i-1/R2i-1

R1i/R2i+

Figure 8.4: Basic logic components needed to implement the proposed twisted
chain Strong PUF concept.

tially evaluating both chains. The resulting output values are then fed back to
the corresponding inputs of the first set of XOR-gates. The response values of
previous two iterations are temporarily stored in a register and updated accord-
ingly. Two multiplexer are used to switch through the different chain segments
S1
i , S

2
i at each iteration. The state of the chain segments can be evaluated on the

fly when their respective cycle is due, hence no additional storage is required.
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Chapter 9

Concept Implementation

Both PUF concepts introduced in the previous two chapters were validated by
experimental data obtained from four different types of PUF primitives including
nMOS transistors, high-R poly resistors, image sensors and ring oscillators. A
description of each device is given in the following sections; key features are
listed in Tab. 9.1. Furthermore, the various operating conditions under which
the individual device tests were carried out are briefly summarized.

Table 9.1: Overview over process technology and implementation form of the
tested devices.

Device Design Technology Implementation

nMOS Transistor custom 350 nm CMOS (in-house) ASIC
High-R Poly Resistor custom 350 nm CMOS (in-house) ASIC
Image Sensor standard 500 nm CMOS (in-house) ASIC
Ring Oscillator standard 90 nm CMOS (external) FPGA

9.1 nMOS Transistor PUF

The nMOS transistor PUF design is comprised of a 16�16 array of over-critically
sized digital nMOS transistors fabricated in a standard 350 nm in-house CMOS
bulk technology. The nominal gate-length of L � 280 nm and gate-width of
W � 360 nm after poly sizing were chosen to be smaller than the minimum al-
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Chapter 9. Concept Implementation

lowed feature size to enhance the effect of CD variations on the electrical charac-
teristics of the devices.

For their use as PUFs, the transistors were operated in a diode-connected state
by shortening the drain and gate terminals. The drain voltage at a fixed drain
current of 10 µA was taken as electrical parameter from which binary responses
were generated. The source voltage was set to ground. The transistor arrays were
electrically characterized using a simple integrated readout circuit composed of
current sources, row and column multiplexers to select individual transistors and
an ADC to measure the drain voltage. Further details on the readout circuit are
given in [Will 17b]. The devices were characterized under standard conditions
at an operating temperature of 25 �C and an ADC readout voltage of 3.3 V.
Additional measurements were performed at different chip temperatures in the
range of 0 �C to 85 �C and three supply voltage settings Vdd � 3.14 V, 3.3 V and
3.46 V. An overview over all test conditions is given in Tab. 9.2.

Table 9.2: Overview over transistor device tests.

Temperature in �C Supply Voltage in V Number of Devices

0 3.14 5
0 3.46 5
25 3.14 5
25 3.3 68
25 3.46 5
35 3.3 47
50 3.3 47
65 3.3 47
80 3.14 5
80 3.3 47
80 3.46 5

9.2 High-R Poly Resistor PUF

The resistor PUF design contained 256 high resistance poly resistors arranged
in a 16 � 16 array. The design was implemented and processed in a proprietary
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9.2. High-R Poly Resistor PUF

350 nm in-house CMOS bulk technology.

The width of the resistors was set to the minimum allowed size of 600 nm to
increase variability of the poly resistance due to lithographic process variations.
Furthermore, the overlap of the salicide blocker over the resistor was limited to
200 nm (minimum allowed overlap: 600 nm) to allow for a partial silicidation of
the poly lane resulting in additional variability of the resistance.

Binary keys were extracted from random mismatch in the voltage drop across
the resistors operated at a fixed terminal current of 10 µA. On-chip measurements
of the voltage were performed using the same readout circuit as described in the
previous section.

Standard measurements were carried out at an operating temperature of 25 �C
and a readout voltage of 3.3 V. Further data samples were acquired at operating
temperatures between 0 �C and 80 �C. The supply voltage of the ADC was varied
between three levels Vdd � 3.14 V, 3.3 V, 3.46 V. The measurements performed
within the scope of this work are listed in Tab. 9.3.

Table 9.3: Overview over resistor device tests.

Temperature in �C Supply Voltage in V Number of Devices

0 3.14 5
0 3.46 5
25 3.14 5
25 3.3 50
25 3.46 5
35 3.3 23
50 3.3 23
65 3.3 23
80 3.14 5
80 3.3 23
80 3.46 5
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9.3 Image Sensor PUF

The sensor PUF implementation is based on optical sensors fabricated in an
in-house 500 nm CMOS bulk technology. In this case, a row of 128 optically
screened dark pixel values served as PUF primitive from which the responses
were computed.

The dark pixel values of the sensor elements were measured using an integrated
readout circuit. Measurements were taken at �40 �C and 80 �C. At both oper-
ating temperatures, the relative illumination intensity of the sensor was varied
between 0 % and 100 %. Table 9.4 provides a summary of all measurements.

Since no room temperature data was available, the measurements performed at
�40 �C and zero percent illumination were taken as reference operating conditions
for which the reproducibility of the PUF responses is evaluated in later sections.

Table 9.4: Overview over sensor device tests.

Temperature in �C Relative Illumination in % Number of Devices

-40 0 7852
-40 20 7852
-40 50 7852
-40 80 7852
-40 100 7852
80 0 7852
80 20 7852
80 50 7852
80 80 7852
80 100 7852

9.4 Ring Oscillator PUF

The PUF concepts were verified for ring oscillators implemented on off-the-shelf
Xilinx FPGAs manufactured in a 90 nm technology [Mait 10]1. As stated previ-

1In the reference given, experimental results of only 125 FPGAs instances were reported.
The published dataset contains measurements of 193 PUF instances.
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9.4. Ring Oscillator PUF

ously, secret response-bits were extracted from the frequencies of the oscillator
devices synthesized on the FPGA instances. Detailed information about the mea-
surements was given in Sec. 5.2. A summary of the test dataset containing ring
oscillator frequency samples acquired under different operating conditions can be
found in Tab. 9.5.

Table 9.5: Overview over ring oscillator device tests

Temperature in �C Supply Voltage in V Number of Devices

25 0.96 5
25 1.08 5
25 1.2 193
25 1.32 5
25 1.44 5
35 1.2 5
45 1.2 5
55 1.2 5
65 1.2 5
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Chapter 10

Experimental Weak PUF
Concept Validation

The Weak PUF concept presented in Chap. 7 was implemented and tested for
the different device types described in Chap. 9. In addition, the performance of
the following PUF concepts (Sec. 2.4.4) were analyzed for comparison purposes:

• The neighbor-based pair selection scheme. In this instance, the pairs were
formed from PUF structures placed in neighboring columns within a device
array.

• The regression-distiller method. In contrast to the original distiller concept,
elastic net regularization [Frie 10] was used to generate sparse regression
models including up to 4th order polynomials. The regularization parame-
ters were determined by simple 3-fold cross validation [Arlo 10]. A decisive
advantage over the ordinary least squares solution proposed by the authors
of the distiller method is the lowered risk of overfitting the systematic trend
components, thus preserving the variability of the random device mismatch
from which response-bits are extracted.

• The normalization-based bias removal procedure.

• The 1-out-of-K masking approach. Similar to the setup in [Suh 07] a group
size of K � 8 PUF structures was chosen. With the exception of the sensor-
based PUF design, the groups were selected from non-overlapping sets of
4�2 neighboring PUF structures. In case of the image sensor PUF, the 128
sensor pixel per PUF instance were simply divided into groups of 8 pixels.
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Since the error correction capacity of index-based syndrome coding is equivalent
to the pair-masking approach, only the latter concept was evaluated. The robust
pair selection scheme was excluded from the analysis as the method was consid-
ered impractical for industrial-scale production due to the extensive device tests
at different operating conditions needed to implement the concept.

The performance of all concepts was evaluated with regard to the response
randomness, uniqueness and reproducibility. The randomness was measured in
terms of the relative parameter pair bias introduced in Chap. 6. The uniqueness
and reproducibility of the PUF responses were assessed by means of the inter-
and intra-Hamming distance, respectively.

Computation of the performance metrics was based on real measurement data.
The binary PUF responses, however, were calculated off-chip due to the lack of
the required post-processing logic to fully implement the concepts in hardware.
To facilitate a direct comparison between the results of the different device types,
each PUF response was generated from 128 parameter pairs per PUF instance.
In case of the ring oscillator PUF design, the set of 256 oscillation frequency pairs
was limited to 128 pairs. Since the sensor-based PUF design featured only 64 dark
pixel pairs per sensor, the responses of two sensor devices were concatenated to
form a single PUF instance.

10.1 Randomness

Evaluation of the response randomness of the four PUF designs was based on the
test data obtained under device-specific standard operating conditions (Chap. 9).
The number of PUF instances used to compute the bias distributions are listed
in Tab. 10.1.

From these datasets, the relative bias distributions of all PUF instances of
a given design were computed to quantify the degree of randomness exhibited
by the different device types. In case of the proposed Weak PUF concept, the
column-wise pair selection scheme and the 1-out-of-8 masking approach, the pair
bias was estimated according to the polishing procedure described in Chap. 5.
For the other two methods, bias estimates were obtained from the detrended data
after application of the concepts in order to determine the remaining systematic
mismatch between the PUF structures. For this purpose, the detrended regression
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10.1. Randomness

residuals and the normalized parameter values were analyzed.
The box plots of the bias distributions obtained for the proposed pair matching

procedure (Sec. 7.1.1) are displayed in Fig. 10.1a. The corresponding plots for
the other four concepts are shown in Fig. 10.1b to 10.1e.

It is apparent from the bias distributions in Fig. 10.1a that the matching pro-
cedure successfully eliminated the systematic mismatch between the parameter
pairs for all four device types. The bias distributions are tightly centered around
a relative bias of zero, as indicated by the vanishing box heights and the small
distances between the box whiskers.

In contrast, the other four quantization concepts did not fully detrend all
pair differences resulting in a large variability of the calculated pair biases. The
relative bias calculated for the column-wise pair selection scheme, the regression-
distiller method and the normalization procedure were found to be similarly dis-
tributed with absolute values in the range between two to three. Therefore, the
application of the distiller and normalization procedure did not improve on the
results obtained for the simple column-wise quantization scheme, despite the im-
plementation overhead associated with both methods. The masking approach
yielded the overall largest mismatch as the procedure does not compensate for
systematic mismatch between devices. Consequently, the procedure preferably
selects biased pairs because the observed absolute differences are likely to be
larger than those of pairs featuring a small mismatch.

Comparison of all five concepts clearly showed that the proposed matching
pair scheme resulted in the highest response randomness – independent of the
device type and electrical characteristic from which response-bits were extracted.

Table 10.1: Overview over the number of PUF instances used to compute the
relative parameter bias and inter-Hamming distributions.

Device Type Number of PUF Instances

Transistor 68
Resistor 50
Sensor 3926
Oscillator 193
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Figure 10.1: Relative bias distributions obtained for (a) the proposed Weak
PUF concept implementation, (b) the column-wise pair selection scheme, (c) the
regression-distiller method, (d) the normalization-based bias removal procedure
and (e) the 1-out-of-8 masking approach.
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10.2 Uniqueness

The inter-Hamming distance distributions were determined from the empirical
PUF data obtained under standard operating conditions (Tab. 10.1). The inter-
Hamming mass functions calculated for 32-bit responses generated from third
order pair differences are displayed in Fig. 10.2a. The mass functions obtained
for the column-wise pair selection scheme, the distiller method, the normalization
procedure and the masking approach are plotted in Fig. 10.2b to 10.2e, respec-
tively. The ideal probability function plotted in each figure corresponds to the
binomial distribution Bp32, 0.5q obtained in the case of unique response-bits.

As can be seen from these figures, only the inter-Hamming distances calculated
from the differential pair responses match the ideal distribution for all four device
types (Fig. 10.2a). In comparison, the inter-Hamming mass distributions of the
other bit-generation mechanisms show noticeable deviations from the ideal graph
for response data of the oscillator and sensor devices.

The graphical results are quantified using the Chi-squared test (Sec. 3.2.3)
in order to formally assess whether the observed deviations from the binomial
distribution Bp32, 0.5q are statistically significant. The test statistics and their
respective p-values are reported in Tab. 10.2.

As indicated by the extremely low p-values, the inter-Hamming distributions
computed for the oscillator and sensor primitives differed significantly from the
assumed binomial distribution in all test cases but the ones evaluated for the pro-
posed differential PUF concept. The tests statistics computed from the transistor
and resistor responses, on the other hand, did not reveal significant deviations
from the binomial distribution Bp32, 0.5q at a significance level of 0.01 in the case
of the distiller and normalization procedure. In these instances, observed discrep-
ancies between the empirical and ideal mass functions are most likely attributed
to the sample variance of the response data used to calculate the respective em-
pirical distributions. Naturally, the displayed variations are more pronounced for
the smaller datasets of the transistor and resistor PUF populations including only
68 and 50 instances, respectively. In comparison, the masking approach failed the
test for each device type most likely due to the overall large relative bias of the
response-bits as was shown in Sec. 10.1.

Taking into account the experimental results of the previous section it is ev-
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ident that the inter-Hamming metric is only loosely related to the randomness
of a PUF-based entropy source, i.e. a high degree of uniqueness does not imply
randomly generated response-bits. The existence of strongly biased response-bits
is not accurately reflected by the pairwise inter-Hamming distance, if the system-
atic mismatch between devices of different PUF instances varies (Sec. 6.2.2). In
the case of the transistor and resistor designs, for example, no common trend in
the spatial mismatch between the analyzed PUF devices was found. Therefore,
the overall large number of biased pairs had little effect on the response unique-
ness, especially due to the moderate number of response samples. The oscillator
and sensor devices, in contrast, showed a systematic pattern in their spatial mis-
match distributions. Due to the consistency in the trend pattern between the
PUF instances, the response-bias failed to cancel out in the computation process
of the pairwise Hamming distance, hence lowering the response uniqueness. The
decrease in the response uniqueness is particularly visible for the inter-Hamming
distributions of the ring oscillator PUF in Fig. 10.2b, 10.2c and 10.2e. Only the
differential PUF concept and the normalization procedure could mitigate the ef-
fect of global systematic trends. The former concept locally compensates the de-
vice mismatch of individual PUF instances, whereas the latter method subtracts
the lumped global bias averaged over all PUF instance from each response-bit.
By construction, the normalization approach only works if PUF devices taken
from different wafer and production batches are subjected to the same global
bias. Since the overall mismatch between the sensor pixels varies between wafers
and batches, the normalization approach only yields suboptimal results regarding
the response uniqueness when compared to the differential quantization scheme.

162



10.2. Uniqueness

0 4 8 12 16 20 24 28 32
Inter-Hamming Distance in Bits

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

Pr
ob

ab
ili

ty

Ideal
Transistor
Resistor
Sensor
Oscillator

(a)

0 4 8 12 16 20 24 28 32
Inter-Hamming Distance in Bits

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

Pr
ob

ab
ili

ty

Ideal
Transistor
Resistor
Sensor
Oscillator

(b)

0 4 8 12 16 20 24 28 32
Inter-Hamming Distance in Bits

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

Pr
ob

ab
ili

ty

Ideal
Transistor
Resistor
Sensor
Oscillator

(c)

0 4 8 12 16 20 24 28 32
Inter-Hamming Distance in Bits

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

Pr
ob

ab
ili

ty

Ideal
Transistor
Resistor
Sensor
Oscillator

(d)

0 4 8 12 16 20 24 28 32
Inter-Hamming Distance in Bits

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

0.16

Pr
ob

ab
ili

ty

Ideal
Transistor
Resistor
Sensor
Oscillator

(e)

Figure 10.2: Inter-Hamming distance probability mass functions obtained for
(a) the proposed Weak PUF concept implementation, (b) the column-wise pair
selection scheme, (c) the regression-distiller method, (d) the normalization-based
bias removal procedure and (e) the 1-out-of-8 masking approach.
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10.3 Reproducibility

The stability of the PUF-based key generators was tested for response data mea-
sured under standard conditions and for averaged parameter samples acquired at
varying operating settings. In both cases, 32-bit responses obtained from multiple
PUF instances were used to evaluate the respective distributions of the empirical
intra-Hamming distances.

10.3.1 Noise

The noise-related intra-Hamming distance distributions were computed from up
to 100 response samples per PUF instance and device type. The number of PUF
instances used to compute the intra-Hamming metric are listed in Tab. 10.3. The
empirical mass functions obtained for the various device types and PUF concepts
are visualized in Fig. 10.3a to 10.3e. The corresponding mean and maximum1

bit-error values are summarized in Tab. 10.4.
As demonstrated by the results, the highest reproducibility of the generated

PUF responses could be achieved for the third order differential pair selection
scheme (Fig. 10.3a) and the 1-out-of-8 masking approach (Fig. 10.3e). The em-
pirical mass functions of both concepts peaked at small intra-Hamming distances,
indicating a high degree of noise resilience of the respective response mechanisms.
The average number of bit-errors were in the range of 0 to 0.6 bit and thus no-
ticeably smaller than the error values obtained for the column-wise pair selection
scheme, the distiller method and the normalization procedure. Furthermore,
application of the differential and masking quantization scheme resulted in the
overall smallest maximum number of bit-errors. Depending on the tested de-
vice, the maximum number of bit-errors fell in the range of 0 to 12 bit out of 32
response-bits. Compared to the other three concepts, the maximum number of
bit-errors was found to be 1 to 3 bit smaller on average.

In case of the differential quantization scheme, the robustness of the PUF re-
sponses can be further enhanced by increasing the pair order from which response-
bits are generated. The dependence of the mean and maximum number of bit-
errors on the pair order is depicted in Fig. 10.4a and 10.4b, respectively.

1As stated in previous sections, the maximum number of bit-errors was defined as the 99-
percentile of the intra-Hamming distribution.
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First order pairs only remove the systematic bias of the response-bits and do
not provide any form of noise reduction, hence the likeliness of bit-errors to occur
is larger than for higher order differences. This example illustrates the relation-
ship between the bias of response-bits and their susceptibility to measurement
noise (Sec. 6.3.1), i.e. the smaller the bias the higher the number of expected
bit-errors. By increasing the pair order, the measured pair differences are shifted
away from the quantization threshold, hence effectively lowering the mean and
maximum number of bit-errors. Error-free regeneration of the transistor, sensor
and oscillator responses was possible at minimum pair orders around 3 and 4. In
case of the highly noise-sensitive resistor design more than six pair orders were
required to ensure full reproducibility of the PUF responses. Since the effect
of measurement noise can be reduced by averaging over multiple samples, it is
advised to choose a lower pair order and increase the integration time of the read-
out circuit in order to minimize the number of PUF devices needed to generate
a sufficient number of response-bits.

Table 10.3: Overview over the number of PUF instances used to compute the
noise-related intra-Hamming distributions.

Device Type Number of PUF Instances

Transistor 58
Resistor 28
Sensor 3926
Oscillator 193
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Figure 10.3: Noise-related intra-Hamming distance probability mass func-
tions obtained for (a) the proposed Weak PUF concept implementation, (b) the
column-wise pair selection scheme, (c) the regression-distiller method, (d) the
normalization-based bias removal procedure and (e) the 1-out-of-8 masking ap-
proach.
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Figure 10.4: Dependence of the (a) mean and (b) maximum number of noise-
induced bit-errors on the pair difference order.

10.3.2 Operating Conditions

The intra-Hamming distance distributions were determined for PUF responses
generated from averaged parameter samples measured under different operating
conditions. A summary of the analyzed datasets is given in Tab. 10.5. The
intra-Hamming distances computed for stability-enhanced third order pairs are
displayed in Fig. 10.5a. The corresponding mass functions of the other four
concepts are shown in Fig. 10.5b to 10.5e. An overview over the related mean
and maximum bit-error metrics is given Tab. 10.6.

Consistent with the analysis results presented in the previous sections, appli-
cation of the differential quantization scheme and the masking approach generally
yielded a lower average and a lower maximum number of bit-errors than the other
three concepts. The mean number of bit-errors was around five or more times
smaller than the numbers obtained for the column-wise pair selection scheme,
the distiller method and the normalization procedure. The maximum number of
errors were often around 2 to 8 bit lower depending on the device type.

It is important to point out the limited error reduction capability of the mask-
ing approach regarding the sensor response data. The method barely improves
on the average bit-error rate obtained for the column-wise quantization scheme,
the distiller method and the normalization concept. The maximum number of
bit-errors is identical to the three aforementioned approaches. This example
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shows that the bit-masking does not necessarily warrant lower error probabili-
ties, because the magnitude of the pair differences depends on the variability of
the random realizations and the size of the subsets of devices from which pairs
are formed. Since large pair differences are less likely to be observed in small
subsets, large shifts in the parameter differences due to changes in the operat-
ing conditions can not be compensated. In contrast, the proposed differential
quantization concept provides simple directives to systematically construct sets
of pairs with large absolute differences from the totality of all devices comprising
a PUF. Therefore, it is possible to increase the response stability by including
more pairs in the computation process, whereas the masking approach needs to
discard larger number of pairs to improve the response stability.

Similar to the results shown in the previous section, the occurrence of erroneous
response-bits can be reduced by forming higher order pairs. The relation between
the mean and maximum number of bit-errors and the pair order is illustrated in
Fig. 10.6a and 10.6b, respectively. As can be seen from the figures, the transistor
and oscillator PUFs require a minimum pair order of four to five to ensure full
reproducibility of the responses. For the resistor and sensor designs, pair orders of
six were sufficient to produce stable response-bits. Unlike noise-induced bit-flips,
errors caused by variable operating conditions cannot be reduced by increasing the
sample integration time. Consequently, redundancy in form of additional PUF
devices that do not contribute to the overall response entropy is unavoidable, if
error-free keys are required.

Table 10.5: Overview over the number of PUF instances used to compute the
intra-Hamming distributions at variable operating conditions.

Device Type Varied Operating Conditions Number of Devices

Transistor temperature and supply voltage 5
temperature (fixed supply voltage) 47

Resistor temperature and supply voltage 5
temperature (fixed supply voltage) 23

Sensor temperature and illumination 3926
Oscillator temperature (fixed supply voltage) 5

supply voltage (fixed temperature) 5
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Figure 10.5: Intra-Hamming distance probability mass functions accumulated
over various operating conditions for (a) the proposed Weak PUF concept imple-
mentation, (b) the column-wise pair selection scheme, (c) the regression-distiller
method, (d) the normalization-based bias removal procedure and (e) the 1-out-
of-8 masking approach.
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Figure 10.6: Dependence of the (a) mean and (b) maximum number of bit-errors
due to variable operating conditions on the differential pair order.

10.4 Summary

The proposed Weak PUF concept was experimentally evaluated for four different
types of primitives including transistors, resistors, sensors and ring oscillators.
Application of a higher-order matching pair selection scheme produced random,
unique and stable responses. All three properties were found to be independent
of the device type and the processing technology.

The results were compared to the performance metrics calculated for a simple
column-wise pair selection scheme and three state-of-the-art quantization meth-
ods, namely the regression distiller procedure, the normalization bias removal
technique and a 1-out-of-8 masking scheme. The analysis showed that all four
methods produced biased response-bits for all device types. Particularly note-
worthy is the poor performance of the regression and normalization methods,
which were specifically developed to eliminate systematic mismatch between PUF
devices. In case of the sensor and oscillator PUFs, a severe reduction in the re-
sponse uniqueness could be observed due to uncompensated bias in the generated
response-bits.

With regard to the stability of the three tested state-of-the-art response mech-
anisms, only the error rates of the masking approach were found to be lower than
those of the standard column-wise pair selection scheme. Although the mask-
ing approach generally improved upon the reproducibility of the responses, the
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performance was not consistent for all device types and noise sources. In case
of the sensor response data acquired under variable operating conditions, no re-
duction in the number of the response errors could be achieved compared to the
other three methods. In contrast, the newly developed differential quantization
scheme was able to reproduce the response data of each device at all tested op-
erating conditions by forming higher order pairs. The only difference between
the device types was the minimum number of pairs required to achieve error-free
regeneration of the PUF responses.
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Chapter 11

Experimental Strong PUF
Concept Validation

In this chapter, the applicability of the newly developed Strong PUF concept is
experimentally validated. The results are compared to the basic Arbiter PUF
(Sec. 2.5.1), the group-based CRP enhancement concept, the identity-mapping
procedure and the k-sum PUF (see the respective subsections in Sec. 2.5.2).

The performance analysis of the Arbiter PUF was based on the response data
provided by the authors of [Hori 10], who implemented 45 instances of a 64 stage
Arbiter design on commercial FPGAs. The dataset contains 128�1024 randomly
generated CRPs per PUF instance. In order to facilitate comparison with the
sensor PUF design composed of only 64 device pairs usable for the response
generation, each CRP included in the Arbiter dataset was limited to the first
64-bits.

The proposed Strong PUF concept, the group-based CRP enhancement ap-
proach, the identity-mapping procedure and the k-sum PUF were applied to the
experimental data obtained from the transistor, resistor, sensor and ring oscillator
devices presented in Chap. 9. In case of the proposed Strong PUF concept, 64-
bit twisted chain functions (Sec. 8.1.2) were constructed from the response data
of the differential Weak PUF realizations examined in Chap. 10. The individual
chains were comprised of 64 coupled segments configurable by a 64-bit challenge.
Each segment was built from two Weak PUF response-bits, thus implementing
both chains required a total number of 256 response-bits. For a given challenge,
the output of the first chain was taken as response-bit if both chains produced
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the same bit-value, otherwise the response-bit was set equal to the output of
the second chain. Each chain structure was evaluated for 64 randomly chosen
challenges to generate a 64-bit response. The group-based, identity-mapping and
k-sum PUF concepts were implemented according to the response generation al-
gorithms described in their respective research paper1. The group-based and
identity-mapping algorithms were used to generated CRPs composed of 64-bit
long challenges and responses. Since the basic k-sum PUF produces only one
response-bit per challenge, the output values obtained for 64 randomly selected
challenges were concatenated to form a full response. The performance of the var-
ious Strong PUF implementations was evaluated with regard to their applicability
in public challenge-response protocols – the main area of application of a Strong
PUF. Therefore, the analysis focused on the uniqueness, challenge sensitivity and
complexity of the measured CRP data. The reproducibility of the responses was
not investigated because the occurrence of bit-errors can be suppressed by the
use of suitable error correction procedures, e.g. the 1-out-of-K masking scheme
or higher order pair differences, as was demonstrated in the previous chapter.
The uniqueness of the CRPs was measured in terms of the inter-Hamming dis-
tance between responses of different PUFs for a fixed challenge and between the
responses of a given PUF instance obtained for different challenges. In the fol-
lowing sections, the two inter-Hamming metrics are denoted by HDInter�PUF

and HDInter�Challenge, respectively. The sensitivity with which response values
react to changes of individual challenge-bits was analyzed by means of the SAC
(Sec. 2.3.4). The complexity of the CRP generation mechanisms was evaluated
within the scope of the PAC model framework (Sec. 2.3.5). Lastly, it shall be
noted that the CRPs obtained for all concepts but the Arbiter PUF were calcu-
lated off-chip, as the processing logic needed to fully implement the designs in
hardware was not available at the time of writing.

1References are given in Sec. 2.5.2.

176



11.1. Uniqueness

11.1 Uniqueness

11.1.1 Inter-Hamming Distance between PUFs

The inter-Hamming metricHDInter�PUF of the different PUF concepts was evalu-
ated for 10000 CRPs acquired from multiple PUF instances realized for each semi-
conductor device type. Table 11.1 provides an overview over the number of tested
devices. The resulting empirical inter-Hamming distributions HDInter�PUF are
presented in Fig. 11.1. Figure 11.1a shows the distribution obtained for the new
Strong PUF concept. The corresponding distributions computed for the group-
based CRP enhancement approach, the identity-mapping procedure, the k-sum
PUF and the Arbiter PUF are displayed in Fig. 11.1b to 11.1e, respectively. The
plotted binomial distribution Bp64, 0.5q serves as benchmark to qualitatively as-
sess the uniqueness of the CRPs.

In the case of the proposed PUF concept, the group-based CRP mechanism
and the identity-mapping approach no visible difference from the graph of the
ideal distribution could be observed. In contrast, the corresponding distribu-
tions obtained for the other two design types showed marked deviations from
the binomial distribution: the mass functions were either shifted in their center
location or broadened with respect to the scale of the ideal distribution. Partic-
ularly noteworthy is the discrepancy between the graphs obtained for the k-sum
PUF which failed to match the reference curve for any of the tested implementa-
tions. Despite subpar results, the k-sum PUF clearly outperformed the Arbiter
design. The CRPs produced by the Arbiter PUF varied only in a small fraction of
response-bits, i.e. the responses of different PUF instances generated for a given
challenge were nearly identical. Since all challenges were randomly generated, the
low degree of uniqueness exhibited by the CRPs could be attributed to a severe
bias of the responses.

As in the previous chapter, the Chi-squared test was used to measure the
goodness of fit between the empirical and the ideal inter-Hamming distribution.
The test results are listed in Tab. 11.2. In accordance with the analysis of the
distribution graphs, the Arbiter PUF and the k-sum PUF completely failed the
test at a significance level of 0.01. In the case of the proposed Strong PUF concept,
the null hypothesis could not be rejected for any of the device types. Surprisingly,
the group-based approach and the identity-mapping procedure did not pass the
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test for some device implementations despite matching distribution functions.
In particular, they failed the test for the sensor-based PUF primitive featuring
the overall largest sample population of all device types. The excessively high
test statistics were caused by the large number of pairwise comparisons between
PUF responses (¡ 106) effectively inflating the observed differences between the
mass functions. Therefore, the test results were highly sensitive even to small
deviations2 from the ideal distribution. The question remains, whether a failed
test result is of practical relevance regarding possible attack vectors given that
the empirical and ideal inter-Hamming distributions closely match.

Table 11.1: Overview over the number of PUF instances and CRPs used to
compute HDInter�PUF and HDInter�Challenge.

Device Type Number of Devices CRPs

Transistor 68 10000
Resistor 50 10000
Sensor 7436 10000
Oscillator 100 10000

2The relative absolute differences between the distributions were around � 0.01 in magni-
tude.
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Figure 11.1: Inter-Hamming distance HDInter�PUF probability mass functions
obtained for (a) the proposed Strong PUF concept, (b) the group-based concept,
(c) the identity-mapping concept, (d) the k-sum PUF and (e) the Arbiter PUF.
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11.1.2 Inter-Hamming Distance between Challenges

The inter-Hamming distances HDInter�Challenge were calculated from the same
CRP datasets (Tab. 11.1) used to evaluate HDInter�PUF in the previous section.
The empirical mass functions obtained for the different PUF concepts and device
types are plotted in Fig. 11.2a to 11.2e. The ideal graph drawn in each figure
represents the probability mass function of the binomial distribution Bp64, 0.5q
as before.

It is evident from the plots that the newly developed chain PUF, the group-
based concept and the identity-mapping approach produce highly unique CRPs
as implied by the matching empirical and ideal graphs. Taking into account the
results shown in the previous section, all three concepts achieved a consistently
high performance with respect to the inter-Hamming metrics HDInter�PUF and
HDInter�Challenge.

In contrast, the CRPs generated by the k-sum PUF only met theHDInter�Challenge

criterion, whereas the uniqueness regarding theHDInter�PUF metric was less than
optimal. The discrepancy between the results can be explained in terms of sys-
tematic inter-chip process variations causing similar device mismatch between
different PUF instances. Consequently, responses extracted from two or more
PUF instances can appear more similar for a given challenge than CRPs gener-
ated by a single PUF instance. This example emphasizes the necessity to test the
inter-Hamming measure for a large number of PUF instances and CRPs, since
performance test applied to small-sized samples might not accurately reflect the
properties of the underlying population of PUF instances.

The Arbiter PUF design generated the least unique CRPs of all tested con-
cepts. The empirical distributions of the inter-Hamming distancesHDInter�Challenge

visibly differed from the ideal mass function. The poor performance of the Ar-
biter PUF indicates that the design implementation suffers from both systematic
intra- and inter-chip mismatch. As a result, CRPs extracted from the same or
different PUF instances only feature a small fraction of response-bits unique to
each challenge and PUF.

Quantitative evaluation of the similarity between the empirical and ideal distri-
butions was based on the Chi-squared test as in the previous section. The results
are summarized in Tab. 11.3. Out of the five Strong PUF concepts, only the k-
sum PUF passed all tests. The Arbiter PUF design failed the test confirming the
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results of the graphical analysis. The twisted chain design, the group-based con-
cept and the identity-mapping procedure, in comparison, failed the test for two to
three out of the four implementation forms. Since the respective inter-Hamming
distributions graphically matched the ideal binomial probability function, it re-
mains questionable, if the test results have practical ramifications on the security
and applicability of the aforementioned concepts.
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Figure 11.2: Inter-Hamming distance HDInter�Challenge probability mass func-
tions obtained for (a) the proposed Strong PUF concept, (b) the group-based
concept, (c) the identity-mapping concept, (d) the k-sum PUF and (e) the Ar-
biter PUF.
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11.2 Challenge-Response Sensitivity

The challenge-response sensitivity was evaluated for the different implementation
forms of the newly developed Strong PUF concept, the group-based approach, the
identity-mapping procedure and the k-Sum PUF. The dataset of the Arbiter PUF
did not provided sufficient CRPs, hence the design could not be tested. However,
since the response mechanism is equivalent to that of the k-sum PUF, analysis
results obtained for the k-sum design are transferable to the Arbiter PUF.

Each PUF concept was evaluated for 10000 random CRPs extracted from a
maximum number of 50 PUF instances per semiconductor device type. For each
PUF instance and set of CRPs, the dependence matrix was calculated according
to the definition given in Eq. (2.9). The distribution of the elements of the
dependence matrix, i.e. the estimated transition probabilities, computed for the
different Strong PUF concepts and device types are displayed in Fig. 11.3a to
11.3d.

In the case of the twisted chain PUF design and the identity mapping pro-
cedure, the distributions of the response transition probabilities were tightly
centered around the ideal value of 0.5, thus both concepts fulfilled the SAC
(Sec. 2.3.4) on average for all tested device types. In comparison to the afore-
mentioned concepts, the CRP behavior of the group-based approach reacted less
sensitive to small modifications of the applied challenges as indicated by the no-
table spread in the observed transition probabilities.

The transition probabilities were overall lowest for the k-sum PUF as can be
clearly seen from Fig. 11.3d. Due to the linear dependence of the response on
the challenge-bits and the internal parameters of the PUF device, inverting only
a single challenge-bit has little to no effect on the response value for any given
challenge. This low challenge sensitivity is common to all linear Arbiter-like
Strong PUF systems as was shown by the authors of [Majz 08a]. In order to
achieve a transition probability of 0.5 half the number of challenge-bits needs to
be flipped on average. Consequently, neither the k-sum PUF nor the Arbiter PUF
meet the SAC. In order to increase the CRP sensitivity of these designs, input-
and interconnected networks similar to the lightweight secure PUF (Sec. 2.5.1)
might be added to the basic designs in order to propagate changes to the challenge
to multiple entry points throughout the response generation mechanism.
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Figure 11.3: Transition probabilities of the response-bits computed for (a) the
proposed Strong PUF concept, (b) the group-based concept, (c) the identity-
mapping concept and (d) the k-sum PUF.
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11.3 Complexity of the Challenge-Response Gen-
eration

In this section the challenge-response complexity of the proposed twisted chain
PUF is determined and compared to the other PUF concepts.

The subsequent analysis assumes a twisted chain PUF implementation com-
posed of l̃ coupled segments per chain, where the state of each chain segment
is set by one challenge-bit. The set of recursive formulas defining the response
values generated by the two chains (Eq. (8.5) and (8.6)) can be expressed as
ring-sum-expansion3:

R1
i � R1

i�1 ` S1
i `R1

i�1S
1
i `R1

i�1S
2
i `R2

i�2S
1
i `R2

i�2S
2
i (11.1)

R2
i � R2

i�1 ` S2
i `R2

i�1S
2
i `R2

i�1S
2
i `R1

i�2S
1
i `R1

i�2S
1
i . (11.2)

Sji denotes the parity of the i-th segment of chain j as defined in Eq. (8.7).
Recursively substituting R1

i and R2
i in the two equations yields terms such as

S
1{2
1 S

1{2
2 S

1{2
3 ...S

1{2
k including the parity values of up to l̃ chain segments for a

fixed challenge. It follows from the proof given in [Fisc 92] that the number of
CRPs mChain needed to emulate the response mechanism of the twisted chain
PUF is in the order of

mChain

�
l̃
� � O �l̃l̃	 . (11.3)

Consequently, the complexity of the response mechanism scales exponentially
with the number of chain segments l̃.

In case of the other four tested PUF concepts, only the complexity of the
Arbiter PUF and the k-sum PUF were reported in the literature. The number
of training samples mArbiter�like required to model the CRP behavior of the two
designs is in the order

mArbiter�likepn, lq � O
�pn� 1ql� , (11.4)

where n denotes the number of configurable stages of the design and l is equal
to the number of PUF instances whose output values are XORed to generate a
response-bit [Ganj 15]. As can be seen from the equation, the number of CRPs

3The ring-sum-expansion of a boolean functions is a form of representation that contains
only unnegated boolean variables connected by logical XOR and AND operations.
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depends linearly on the number of stages n and increases exponentially with the
number of XORed response-bits. In the case of the tested Arbiter PUF and k-sum
design, n � 64 and l � 1 holds.

A comparison of the results is given in Tab. 11.4. Since the complexity of
the basic Arbiter and k-sum PUF is linear in the number of system parameters,
model building attacks are always feasible due to practical limitations on the
area and power consumption of a PUF design. Consequently, the response-bits
of multiple PUF instances must be XORed in order to prevent model attempts.
As stated by the authors of [Ganj 15], the maximum number of XORed Arbiter
PUFs fabricated in 65 nm technology should be around 12 as the noise-induced
error probability approaches 0.5. Motivated by this example 12 XORed 64-bit
k-sum PUFs built from 64 primitive pairs per instance are considered here. The
construction of the design requires at least N12�XOR � 12 � 64 � 768 primi-
tive pairs. The number of CRPs needed to break the PUF is in the order of
m12�XORp64, 12q � 5.688� 1021.

In comparison, a twisted chain design made up of 74 2-bit segments takes only
NChain � 74 � 2 � 2 � 296 primitive pairs to implement and withstands model-
ing attacks up to mChainp74q � 2.104� 10138 CRPs. These sample calculations
demonstrate that the response complexity of the proposed concept implementa-
tion exceeds the corresponding value of a 12-XOR k-sum PUF design by orders
of magnitude while reducing the number of required primitive pairs to construct
the PUF by more than 60 %.

Table 11.4: Complexity of the challenge-response mechanism of different Strong
PUF concepts.

Device/Concept Number of Training CRPs

Twisted Chains O
�
l̃l̃
	

Group-Based n.a.
Identity-Mapping n.a.
Arbiter / k-Sum [Ganj 15] O pn� 1q
Arbiter / k-Sum (l-XOR) [Ganj 15] O

�pn� 1ql�
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11.4 Summary

Five Strong PUF concepts were analyzed with regard to their applicability for
basic public challenge-response protocols. Within the scope of the presented anal-
ysis, the challenge-response properties of the newly proposed chain PUF concept,
the group-based CRP enhancement approach, the identity-mapping procedure,
the k-sum PUF and the basic Arbiter PUF were investigated. All concepts with
the exception of the Arbiter PUF were tested for different realizations including
transistor, resistor, sensor and ring oscillator primitives.

The performance of the concepts was evaluated based on the uniqueness,
challenge-response sensitivity and complexity of experimentally determined CRPs.

In the case of the inter-Hamming metrics, the best results were obtained for
the chain PUF, the group-based concept and the identity-mapping procedure; all
three concepts produced highly unique responses. The CRPs generated by the
k-sum and Arbiter designs revealed either instance- or challenge-specific response
patterns, effectively lowering the ability to differentiate the digital signatures
extracted from multiple PUFs. In particular, the performance results of the k-
sum PUF showed that a high average inter-Hamming distance between CRPs
obtained from individual PUFs does not imply a high uniqueness of responses
generated from different PUF instances given a specific challenge4.

The challenge-response sensitivity was quantified by means of the SAC. From
all tested concepts, only the chain PUF and the group-based approach satisfied
the SAC on average, indicating a strong dependence on the applied challenges.
The CRPs generated by the identity-mapping concept and the k-sum PUF re-
sponded only weakly to changes of the challenge-bits. Therefore, the latter two
concepts are more prone to differential cryptanalysis, as attackers can identify
dominant challenge-bits by observing transitions in the responses when succes-
sively complementing all bits of a challenge. In order improve the sensitivity of
the k-sum PUF, advanced design concepts similar to the feedforward and XOR
Arbiter PUF might be implemented (Sec. 2.5.1).

Lastly, the complexity of the response mechanism of the different concepts was
compared. Although any Strong PUF concept designed for the use in public key

4Therefore, inter-Hamming metrics reported for a small population of PUF instances should
be interpreted with caution, e.g. the analysis results of the current mirror PUF listed in
Tab. 2.2.
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exchange protocols must be resistant against modeling attacks, the group-based
approach and the identity-mapping function have yet to be analyzed in this re-
gard. Therefore, these concepts might not be used in security-critical procedures
and applications irrespective of the other performance results. In contrast, the
complexity of the CRPs extracted from the chain PUF was proven to grow expo-
nentially in the number of chain segments, rendering model attempts impractical
in theory. Compared to a state-of-the-art 12-XOR k-sum PUF design composed
of 64 stages, the complexity of the chain PUF was found to be orders of magnitude
higher. At the same time, the concept required less than 40 % of the primitives
pairs needed to implement the 12-XOR k-sum PUF design.

In conclusion, the analysis results showed that the proposed PUF concept
fulfills all performance criteria of an ideal Strong PUF design independent of its
implementation form.
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PUF Optimization

In this chapter, a generic optimization methodology is presented to complement
the proposed Weak PUF concept by providing means to improve the layout design
of PUF primitives and to select the ideal operating point at which responses
should be extracted. Application of the methodology allows to determine the set
of layout parameters for which the lowest relative systematic mismatch between
PUF primitives is obtained at a given operating point. Conversely, the method
can be used to compute the optimum bias point of any given PUF design at
which the systematic mismatch between device pairs is dominated by random
effects originating from stochastic process variations. To make full use of both
options, the simultaneous optimization of layout and operating parameters is
described in Sec. 12.1. As a simple application example, the procedure is used to
calculate the ideal gate-length and operating settings of a transistor-based PUF
primitive. The results of the optimization procedure are shown in Sec. 12.2.

12.1 Methodology

The response entropy extractable from a set of pair differences is closely related to
the distribution parameters of the corresponding bias distribution of the primitive
pairs (Sec. 6.1).

Due to spatiotemporal changes in the processing conditions, the device mis-
match is likely to vary between dies, wafers and batches, hence it is reasonable
to consider the two distribution parameters pµµ̄∆S

, σµ̄∆S
q as realization of a la-

tent stochastic process that governs said changes in the bias distributions. Thus,
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to characterize the overall relative systematic mismatch of a PUF design im-
plemented in a particular processing technology, it is necessary to evaluate the
distributional properties of the distribution parameters.

In the optimization context, the location and scale of the distribution param-
eter distribution are of prime interest. The smaller the absolute location values
of the distribution parameter distributions are, the sharper are the resulting bias
distributions centered around zero bias. The scale determines the variability of
the bias distributions of individual PUF instances, i.e. the scale parameter con-
trols the degree to which bias distributions of a number of PUF instances differ
from each other.

Within the scope of this work, the mean vector of the distribution parameter
distribution is taken as location vector. The scale of the distribution is estimated
by the covariance matrix of the two distribution parameters. The choice of loca-
tion and scale is motivated by the intuitive meaning of the mean and covariance
matrix in the case of bivariate Gaussian-like distributions, i.e. unimodal, elliptical
distributions. If these assumptions hold, then the mean vector rµ1, µ2sT indicates
the center of the probability distribution and the two eigenvalues pλ1, λ2q of the
covariance matrix determine the variance of the distribution parameters along
the two axis of the elliptical distribution [Tong 90].

In order to ensure an overall high and consistent level of response entropy, the
distribution parameter distribution should be sharply peaked around the zero
vector. Equivalently, the four distribution parameters µ1, µ2, λ1 and λ2 should all
be close to zero. Hence, the goal of the optimization procedure is to determine
the set of layout and operating settings x that produce the lowest distribution
parameter values. The functional relationship between x and the distribution
parameters can be determined from the experimental data of different PUF layout
variants measured at variable operating points. The dependence on x is modeled
by means of standard regression analysis or interpolation techniques.

Let the relation between the four parameter values and x be expressed in terms
of the respective functions fµ1pxq, fµ2pxq, fλ1pxq and fλ2pxq, then a simple way to
define the optimization objective function foptpxq is to write foptpxq as weighted
sum of the four parameter functions, i.e.:

foptpxq � w1fµ1pxq � w2fµ2pxq � w3fλ1pxq � w4fλ2pxq (12.1)

with
°4
i�1wi � 1. Here, all components are considered equally important, thus
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all weight factors are set to 0.25. Taking into account the constraints imposed
by the design rules and operating limits of a PUF primitive, the optimization
problem can be formulated as follows [Boyd 04]:

minimize
x

foptpxq (12.2)

subject to aipxq ¤ 0, i � 1, . . . ,M (12.3)

bjpxq � 0, j � 1, . . . , N (12.4)

with inequality and equality constraints defined by the functions ai and bj, re-
spectively. The optimization problem can be solved using standard algorithms
readily implemented in computer languages such as Python1.

12.2 Example: nMOS Transistor PUF

The proposed methodology is used to determine the operating point and gate-
length of a transistor-based PUF primitive at which the relative systematic mis-
match in the drain current of selected device pairs is minimized.

12.2.1 Dataset

The optimization procedure was applied to the electrical data of 31 PUF instances
fabricated in a standard 350 nm CMOS bulk technology. Each PUF instance
contained 100 identically designed nMOS transistors arranged in a 10� 10 array.
The transistor primitives of the 31 PUF instance were fabricated at 15 different
nominal gate-lengths L � 200 nm, 220 nm, ..., 480 nm. The 15 � 31 transistor
arrays were measured on wafer-level to acquire the output characteristics of the
individual transistors. The sweeping range of the gate voltage Vg and source-drain
voltage Vds was adjusted to the different gate-lengths to generate sufficiently large
drain currents Ids between 1 µA to 100 µA.

12.2.2 Parameter Estimation

In a next step, median polish was applied to the drain currents of each PUF
instance recorded at the various parameter levels x � pVg, Vds, Lq. The decom-

1The module ’scipy.optimize’ of the Python package ’scipy’ [Jone 01], for example, offers a
number of built-in functions to solve constrained optimization problems.
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position results were used to estimate the systematic current mismatch µ∆S and
the variance of the random components σ2

∆S as described in Sec. 5.3. From these
estimates, the empirical bias distribution of 50 matching first order pairs per PUF
instance were computed. The sample mean and standard deviation were taken
as distribution parameters pµµ̄∆S

, σµ̄∆S
q of the bias distributions.

The distribution of the distribution parameters obtained for two sets of layout
configurations are shown in Fig. 12.1. As is apparent from the figure, noticeable
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Figure 12.1: Scatter plot of the distribution parameters pµµ̄∆S
, σµ̄∆S

q obtained
for 2 � 31 PUF instances designed with nominal gate-lengths L � 240 nm and
L � 480 nm, respectively. The transistor primitives were operated at Vg � 1.38 V
and Vds � 1.655 V.

spread in the absolute values of the distribution parameters can be observed. In
order to obtain robust estimates of the location and covariance matrix of |µµ̄∆S

|
and σµ̄∆S

, the Minimum Covariance Determinant algorithm [Hube 10] was applied
to the square-root transform of the absolute mean and standard deviation values.
Computation of the two eigenvalues λ1 and λ2 of the covariance matrix concluded
the parameter estimation phase.

12.2.3 Optimization

The four distribution parameters µ1, µ2, λ1 and λ2 were computed for a total of
730 different combinations of Vg, Vds and L. Projections of the corresponding
objective function values yi � foptpV i

g , V
i
ds, L

iq, i � 1, 2, ..., 730, onto the Vg-Vds
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plane at four different gate-lengths are displayed in Fig. 12.2. It is apparent from
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Figure 12.2: Objective function fopt dependent on the operating parameters
pVg, Vdsq evaluated at fixed gate-lengths (a) L � 200 nm, (b) L � 280 nm, (c)
L � 360 nm and (d) L � 440 nm.

the figures that both the gate-length and the operating point of the devices have
a noticeable effect on the graph of the objective function.

Due to the complex relationship between the distribution parameters and
pVg, Vds, Lq, three dimensional linear interpolation was used to model fµ1pxq,
fµ2pxq, fλ1pxq and fλ2pxq. The resulting optimization problem to be solved can
be written in the form:

minimize
pVg ,Vds,Lq

foptpVg, Vds, Lq (12.5)

subject to 0 V   Vg, Vds ¤ 3.3 V (12.6)

L ¥ 200 nm (12.7)
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Optimization of the objective function was repeated for 29 initial parameter com-
binations in order determine the parameter settings that globally minimize fopt.
The initial settings were obtained by adding uniformly distributed noise to all
empirical parameter settings for which the objective function value was found to
be less than 0.1.

The minimum objective function value of 0.092148 was attained at Vg � 1.38 V,
Vds � 1.655 V and L � 440 nm. Two dimensional surface plots computed for
parameter settings close to the optimal solution are shown in Fig. 12.2. The plots
were generated at four gate-lengths L � 430 nm, 440 nm, 445 nm and 450 nm; a
red cross marks the optimal operating point of the transistor design variant with a
gate-length of 440 nm. As can be seen from the plots, evaluation of the objective
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(a) L � 430 nm
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(c) L � 445 nm
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Figure 12.3: Objective function fopt close to the optimal parameter settings
pVg � 1.38 V, Vds � 1.655 V, L � 440 nmq evaluated at fixed gate-lengths (a)
L � 430 nm, (b) L � 440 nm, (c) L � 445 nm and (d) L � 450 nm.

function at the proposed solution yields a true minimum of the optimization
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problem. Furthermore, the graphs suggest that small deviations from the function
minimum due to lithographic variations of the gate-length and miss-adjusted
voltage sources still result in near-optimal results: variations in the gate-length
in the range of 430 nm to 450 nm and deviations from the optimal bias conditions
within 5 % did not increase the objective function values beyond 0.103.

To qualitatively examine the relationship between the objective function val-
ues and the form of the distribution parameter distribution, three scatter plots
of |µµ̄∆S

| and σµ̄∆S
are shown in Fig. 12.4. The plots displayed in Fig. 12.4a to

12.4c correspond to objective function values of 0.092148, 0.112835, 0.142967, re-
spectively. The distribution of the 730 empirically determined objective function
values is depicted in Fig. 12.4d for reference purposes.
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Figure 12.4: Scatter plot of the distribution parameters pµµ̄∆S
, σµ̄∆S

q corre-
sponding to the objective function values (a) fopt � 0.092148, (b) fopt � 0.112835
and (c) fopt � 0.142967. The empirical distribution of the objective function
values is shown in (d).
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As expected, the overall lowest spread in the distribution parameter distribu-
tion and the smallest absolute values were observed for the minimum objective
function value (Fig. 12.4a). Larger function values resulted in marked disper-
sion of the related distribution parameter distributions. Furthermore, |µBias| and
σBias were shifted to larger values compared to the optimal solution (Fig. 12.4b
and Fig. 12.4c).

12.3 Summary

A simple optimization procedure was developed to determine the design param-
eters and operating settings of competing primitive design variants best suited
for the use as PUF. Aim of the optimization process was to create a PUF design
that outputs high-entropy responses with a consistent performance over the en-
tire population of PUF instances fabricated in a particular processing technology.
For this purpose the design parameters and operating settings were chosen in a
way that minimizes the mean and standard deviation of the bias distribution of
the underlying PUF population. Application of the methodology was illustrated
for a transistor-based primitive design for which the optimal gate-length and bias
point pVg, Vdsq was calculated.
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Conclusions and Future Work

Silicon-based PUFs extract random device-specific responses from complex vari-
ations in the physical properties of semiconductor devices and circuits fabricated
in modern sub-micron VLSI manufacturing technologies. By construction, the
properties of the generated responses are closely related to the latent stochas-
tic process representing the production conditions and technology in which a
PUF design is fabricated. Hence, understanding the interconnections between
the manufacturing process, the physical response mechanism of a PUF and the
design parameters of its implementation form is essential to evaluate and develop
secure high-performance concepts.

The relationship between the stochastic properties of the manufacturing pro-
cess and the randomness, uniqueness and reproducibility of PUF responses was
analyzed within the scope of a novel random field model framework. Within
the scope of the proposed framework, process-induced device mismatch is jointly
modeled in terms of a possibly nonnormal distribution characterized by a spa-
tially varying mean function and correlated random components. The determin-
istic mean function and covariance structure of the random components can be
directly estimated from experimental data using spatial variation decomposition
techniques such as median polish. Estimation of individual distribution param-
eters for each PUF instance provides a simple way to correct for spatiotemporal
variability of the processing conditions in the distribution model.

The effect of inhomogeneous processing conditions on the response entropy and
the inter- and intra-Hamming distance was investigated for experimental data of
193 ring oscillator PUFs tested on commercial FPGAs.
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Application of the newly developed framework to ring oscillator PUF data
showed that existing model approaches assuming a fixed bitwise bias tended to
overestimate the response entropy by up to 33 % compared to estimates calculated
for a variable bias model. In case of the intra- and inter-Hamming distance
metrics, it was found that the respective probability mass functions could not
be approximated by a simple binomial model, if the pairwise mismatch between
PUF devices varies. Instead, the distribution of the Hamming distances itself
has to be treated as a random realization of a family of possible distributions.
Consequently, the uncertainty of related parameter estimates such as the mean
inter-Hamming distance or the maximum number of bit-errors originates not
only from the variance of the sampled test data but also from the fabrication-
related variance of the electrical characteristics of a PUF due to inhomogeneous
processing conditions.

Following this random field approach, hierarchical Monte Carlo simulations
were performed to analyze the response randomness, uniqueness and reproducibil-
ity with respect to the number of response-bits and the error correction capacity
required to generate stable full entropy keys suitable to identify a given number
of PUF instances. The design space related to the response entropy and number
of unique response-bits was simulated for variable systematic device mismatch
characterized by a family of Gaussian distributions, each member of which rep-
resents one possible realization of the underlying manufacturing process. The
Gaussian model was extend by lognormal distributions to investigate the effect
of spatially inhomogeneous noise variances on the error correction capacity.

The resulting surrogate models were used to determine bounds on the dis-
tribution parameters for which the system size and error capacity comply with
user-defined design specifications. It was shown that a high entropy generation
rate can only be achieved for tightly centered mismatch distributions with a near-
zero mean value. At the same time, a low systematic mismatch results in a high
bit-error probability which in turn increases the error capacity needed to mitigate
noise effects. Due the disjunctive nature of the parameter subspaces, simultaneous
optimization of the entropy generation rate and the error capacity is generally not
possible. Furthermore, enforcing these parameter constraints for arbitrary man-
ufacturing technologies proves to be difficult in practice as the required level of
control over the processing conditions is technically limited and process changes
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might be incompatible with the fabrication of non-PUF semiconductor devices.

In order to resolve these issues, a novel response generation scheme was de-
veloped that does not require any modification to the fabrication process. A
generic reproducible high-entropy source is realized on the basis of simple alge-
braic transformations of the electrical characteristics of a PUF. In a first step, the
systematic mismatch between the primitive devices constituting a PUF instance
is determined by means of variation decomposition techniques. Conditional on
the estimated deterministic variation components, pairs of primitives are chosen
in a way that minimizes the overall systematic mismatch between the devices.
The next step is to compensate for the reduced response stability by extracting
bits from higher order pair differences maximizing the absolute difference in their
observed electrical characteristics. Since no assumptions are made about the type
of the physical characteristics used to generate responses, the proposed PUF de-
sign is independent from its implementation regarding the choice of primitive
devices and processing technologies.

Implementation independence of the design concept was experimentally ver-
ified for transistor, resistor, oscillator and sensor-based primitives tested at dif-
ferent operating conditions. Analysis of the relative response bias and the stan-
dard inter- and intra-Hamming performance metrics proved that the generated
responses of each primitive device type were highly random, unique and repro-
ducible. The main difference between the devices was the minimum pair order
for which error-free regeneration of the responses was achieved.

In order to balance out the increased area overhead associated with higher
order pair selection schemes, a new concept was introduced to enable challenge-
response functionality for Weak PUF designs. By enhancing the number of
CRPs, authentication protocols suitable for Strong PUFs can be employed, thus
eliminating the need for computationally and resource-intensive cryptographic
hash functions. The proposed Strong PUF design was constructed from cross-
coupled parity functions that operate on the response-bits generated by arbitrary
Weak PUFs. Practical realization of the boolean functions in hardware only
requires basic logic gates, hence offering a lightweight approach to expand the
challenge-response space of existing Weak PUFs. Experimental results obtained
for the aforementioned primitive devices demonstrated that the generated CRPs
uniquely identify a PUF instance. By construction, the responses were found to
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Chapter 13. Conclusions and Future Work

be highly sensitive to small variations of the input challenge, hence suggesting
an unpredictable CRP behavior. Evaluation of the challenge sensitivity showed
that the SAC was fulfilled on average. Furthermore, proof was given that the
construction is resilient against learning attacks as the number of training sam-
ples increases exponentially in the number of intertwined elements of the coupled
parity functions, thus modeling the CRP mechanism becomes computationally
unfeasible.

At the time of writing, the two presented PUF concepts only exist in software
because the readout circuitry and post-processing logic have yet to be designed
and fabricated. In future work, all required components will be implemented on-
chip to fully evaluate the performance of the concepts in hardware. Further re-
search will focus on developing new PUF primitives including optical and MEMS
based devices for the use in sensor applications with the goal of providing se-
cure on-chip encryption functionality of sensor data and wireless communication
channels in sensor networks.
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